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Abstract

The rapid growth of the Internet of Things (IoT) has led to an increased demand for
efficient data processing closer to the data source, making edge computing a critical com-
ponent of modern IoT ecosystems. To ensure improved overall performance, task execution
in an ToT-edge-cloud environment poses significant resource optimisation challenges. With
an emphasis on methods to increase the performance efficiency of loT-Edge environments,
this thesis investigates several resource optimization approaches for IoT edge environ-
ments. The study begins by analyzing traditional resource optimization methods and
their limitations in IoT-Edge environments. It identifies three critical components of job
execution in such environment: (i) placement of edge servers, (ii) job offloading, and (iii)
task scheduling strategies. The investigation of state-of-the-art techniques has revealed
significant metrics still needing attention. The primary challenges to resource optimiza-
tion in IoT-Edge environments include: (i) Need of strategies capable of determining the
optimal number of edge servers while extending network lifespan and maximizing cover-
age. (ii) In resource optimization, many existing task-offloading techniques fail to account
for minimizing task cancellation for time-sensitive jobs. (iii) Most job scheduling methods
tend to focus on factors like QoS, migration costs, and resource utilization, overlooking
critical elements such as job priority, conflicts, and dependencies that are vital for efficient
job execution at edge nodes. This thesis addresses these challenges. The first challenge is
tackled by introducing a method for selecting cluster heads using Glowworm Swarm Op-
timization, which effectively divides the network into an optimal number of clusters while
balancing the needs of edge servers and associated base stations. The second challenge is
met with a proposed Cuckoo Search-based offloading algorithm for IoT networks within
an edge computing framework, designed to enhance service time and resource utilization
for data-sensitive, deadline-driven tasks. The third challenge is resolved by offering a job
scheduling algorithm that employs Cuckoo Search for IoT systems, concentrating on job
priority, dependencies, and conflicts to create an effective job schedule.

All algorithms presented in this thesis have been validated through simulations and
demonstrate superior performance compared to state-of-the-art techniques. The proposed
edge server placement algorithm significantly surpasses existing IoT clustering protocols,
even when more than 20% of nodes experience power loss. A benchmark dataset has been
utilized for simulation purposes, along with effective simulation software including Matlab,
I-Net, and Cisco Packet Tracer. Additionally, the proposed task-ofloading method results
in 12.8% fewer task cancellations compared to a state-of-the-art approach. Simulations
indicate that the proposed task scheduling strategy outperforms existing edge-computing

task scheduling methods, especially in scenarios involving conflicting or dependent jobs.

viii



Nomeclature

giiyn Glow worm

t:Unit of Time

lg, (t):Luceiferin value of ith Glowworm at time ¢

p :luciferin decay constant

~ :luciferin enhancement constant

74, (t):Neighbourhood Range of i, Glowworm at time ¢

T :Sensor range

rq(t):Decision Range at time t

ng :Desired number of neighbours of a sensor

xg,.(t) :Location of g; at time ¢

1termar:Maximum iteration number

S;: iz sensor node

NoS: Number of sensors deployed

vs, (t):Voting index of i;h sensor at time ¢

es, (t):Energy Level of i;h sensor at time ¢

C'H:Set of Cluster Head nodes

¢:Cluster head of ky, cluster

ng:Number of members of ky, cluster

M: Desired number of nodes in each cluster

w, x,y, z: Weighted constants for calculating luciferin value of a glowworm using Modified
GSO algorithm

si. |H¢|: Number of neighbour nodes of s; within its decision range at time t
s;.N(id, d):Set of all one hop neighbour id of s; with distance d
10T;4:Unique identity of each IoT node

Edge;q:Unique identity of each edge node PoS(z,y):Position of the node
Task;q:Unique identity of each task

«:CPU Cycle Per Unit Time for IoT

B : Energy required by IoT device per unit time

~ : Bandwidth

X



0 : CPU Cycle per Unit Time for ECU

€ : required per unit time for transferring data

¢ : Energy required by ECU device per unit time

X, ¥, w:Weighted contants for Modified Cuckoo Search algorithm for task offlloading
V M; : Number of virtual Machines in ith ECU

JjV M;, : List of jobs placed in ith ECU w.r.t round r

L : Number of ECU

DUR; : Execution time of jth job

RV M; : Required number of VM for execution of the jth job
P; : Priority sequence number of the 4% job.

S; . State of the 4% job.

D; :Dependency list of the jth job

C; :Conflict list of the jth job

RD; :Execution ready state of the job

1 Power required for active ECU

v: Power required for active VMs

I' : Power required for inactive VMs in active ECUs

AEFE; ,: Status of ith ECU w.r.t round r

AV M; ;» :Status of jth VM of ith ECU w.r.t round r

TFE, :Total energy consumed in round r

N E,:Normalized energy consumed in round r

T :Total time for execution of all jobs

EC:Total energy consumed in round r

NRU, : Normalized Resource utilization in round r

® :Constant multiplied with Energy Parameter

W : Constant multiplied with Resource Utilization Parameter

CJ; jr: List of compatible jobs of job j in ith ECU w.r.t round r
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Chapter 1

Introduction

Internet of Things (IoT) paradigm has enabled automated and convenient modern day
lifestyle that has given rise to a plethora of data-intensive smart city applications [1]. The
large scale proliferation of IoT devices span from smartphones, smart vehicles, drones to

Industrial equipments, and beyond [3].

Intelligent monitoring systems that keep an eye on a variety of environmental, agricul-
tural, health, and security parameters, as well as industrial control, are among the many

useful applications of IoT that are gaining popularity [4].

An IoT device typically contains sensors that sense data and communicate to a remote
server over the Internet. It is important to efficiently store, retrieve, and process the data
sensed by the IoT devices. The conventional method involves sending the real life data
gathered from multiple sensors, to cloud servers for additional processing and archiving.
Sometimes, the data is locally processed, in limited manner before transferring it to a cloud
server for storage and further processing. However, with wide variety of IoT applications

in place, such an approach would incur huge Internet traffic and latency issues.

This highlights the necessity for a different paradigm that can carry out computations
nearer to the sensors or data sources. Interestingly, edge computing enables the processing
of IoT data closer to the sources, in a local network such as base stations. Such network
edge infrastructure can aggregate data, process it with low latency, and then send it to the
cloud for additional analysis if required. These nodes receive responses from the cloud’s

downstream processes as well. The infrastructure of edge computing not only minimises



CHAPTER 1. INTRODUCTION

latency in networking and computation but also maintains data privacy. Edge computing
preserves the location awareness thus, location sensitive data processing could be conve-
niently executed on an edge server. The rise of IoT edge communication technology comes
from addressing these issues. Such a system can be described using a three-tier archi-
tecture (as shown in Figure 1.1) where in IoT layer sends data to the local edge servers
for processing. At the edge, it receives various job requests and data from the IoT layer.
Then, the edge decides to forward them to the cloud server or process them locally and

disseminates the results.

Cloud data
server

¥
e - Eoeee
| Ecuﬂ s FCUT‘ — | Ecuy
- | |

. wr | ooy s
(D] [ vom (Cen)| v ()] [
Edge Layer

0
{ g

© Yo ® o ¥
O % & ¢ & M -

IoT Layer

1M
lob Queue

Figure 1.1: Three layer loT-Edge network architecture

This thesis delves into the challenges and issues faced by such edge servers regarding
IoT devices’ task execution.

In this chapter we first summarize the evolution of the loT-edge paradigm. Relevant
applications are detailed in Section 1.2. Then the background of the thesis work is briefly
discussed in Section 1.3 that leads to the motivation of the thesis discussed in Section
1.4. The main contributions of the work is then presented in Section 1.5. Finally, the

organization of the thesis has been discussed.
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1.1. EVOLUTION OF IOT-EDGE COMPUTING

1.1 Evolution of IoT-Edge Computing

The first evidence of the potential benefits of edge computing for mobile computing was
presented in 1997, by Brian Noble and associates [5]. This marks the beginning of the
evolution of edge computing. They demonstrated how delegating computation to a nearby
server allowed speech recognition to be implemented with adequate efficiency on a mobile
device with limited resources.

In order to deliver content closer to the end user, Akamai introduced nodes at strategic
locations by launching its content delivery network (CDN)[6] in 1998. The strategy used
by Brian Noble and colleagues was expanded in 1999 in an effort to increase battery life [7].
The practice of maximising a mobile device’s computing power by utilising neighbouring
infrastructure was first coined to as ”cyber foraging” in 2001 [8].

In their 2002 paper, ”Globally Distributed Content Delivery,” [9] Akamai explained
how networks can leverage edge delivery to provide content, aiming to address service
outages and bottlenecks. In 2005, function caching was introduced [10] for managing
personalized mailboxes to minimize latency. To reduce dependency on Cloud servers and
make Cloud services more accessible to end users, Mahadev Satyanarayanan developed
and introduced Cloudlet technology in 2009 [11].

Cisco coined the phrase ”fog computing” first in 2012 [12]. The concept behind fog
computing is to put a lightweight, cloud-like infrastructure close to mobile users. This
allows the Fog to provide a direct, short-fat connection instead of a long-thin one for
mobile users.

The Chinese Academy of Sciences introduced the idea of ” Cloud-Sea Computing” in
2012 [13]. When used in this context, the term ”Sea” describes an improved client side
consisting of technologies and subsystems that communicate with both the human and
physical worlds. Cloud-sea computing revolves around the concepts of ”sea” and ”cloud.”

The Application Service Platform for Networks was co-developed in 2013 by IBM and
Nokia Siemens Networks [14], which is when the term MEC initially appeared. This plat-
form enabled mobile operators to install, run, and integrate applications at the network’s
edge.

The European Telecommunications Standards Institute (ETSI) created the MEC tech-

3 | Page Jadavpur University



CHAPTER 1. INTRODUCTION

nical white paper in 2014 [15] and formed a new Industry Specification Group within ETSI
to generate specifications. With the intention of expanding its application to heteroge-
neous access technologies (such as LTE, 5G, WiFi, and dixed access technologies), ETSI
renamed the technology multi-access edge computing (still using the acronym MEC) in
2016 [16].

Another project launched in 2017 is the Linux EdgeX Foundry [17], a freely-accessible,
platform-independent initiative managed by The Linux Foundation. The aim is to create
an open, transparent, and shared edge computing framework inside the IoT. To meet the
demands of the automotive big data industry, Automotive ECC (AECC)[18] was founded
in January 2018.

2018 also saw the collaboration of the Eclipse Foundation and the Cloud Native Com-
puting Foundation (CNCF') Foundation to introduce Kubernetes [19]. It is a popular cloud
computing platform for ultralarge-scale environments, to the Internet of[ Things edge com-
puting landscape. In 2019, Edge AI - a brand-new technology was released [20]. With the
help of this technology, Al can operate on edge devices like drones, robots, smartphones,
and other IoT gadgets.

In 2020, the Digital Twin Edge Network (DITEN) is launched [21]. DITEN aims to
combine digital twin (DT) technology with multi-access edge computing (MEC) to allow
users of sixth generation networks to configure systems in real time and allocate resources

flexibly.

1.2 IoT-Edge Computing applications

The applications of IoT-edge-cloud computing can be divided into four primary groups
[22, 23]. As shown in Fig.1.2 the categories of IoT Edge applications are listed in the

following order:

(a) Cloudlet based IoT Edge Applications

A possible way to characterise a Cloudlet is as an Internet-connected, reliable group
of Computers that provide resources accessible to nearby mobile devices.Essentially,

a Cloudlet is a form of virtual machine that functions like a miniature ”data center,”

4 | Page Jadavpur University



1.2. IOT-EDGE COMPUTING APPLICATIONS
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Figure 1.2: Categorisation of IoT-Edge computing applications

enabling users and devices to swiftly access resources through a WLAN [25]. Smart
traffic monitoring system is an example application domain that utilizes cloudlets
for observing traffic conditions through an ad-hoc network at some specific location

as discussed in [24].

Fog computing in IoT edge applications involves a decentralized computing setup
that utilizes Fog Computing Nodes (FCNs). These nodes can be positioned at mul-
tiple locations within the system, acting as an intermediary between the cloud and
the endpoint devices [24]. FCNs are heterogeneous in nature. Set-top boxes, access
points, routers, switches, and IoT gateways are just a few of the parts that can be
used to construct them. Listed below are some instances of IoT-edge applications

based on fog computing:
e A smartphone-based emergency alert system that preprocesses and offloads
data from sensors to fog nodes for computation [26].

e A fall-detection algorithm and an implementation of it that makes use of a

network of Fog nodes’ computational power [27].

e A parking service that makes use of the distributed nature of Fog nodes by
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(b)

1.3

combining data gathered from multiple Fog devices to locate the best parking

space [28, 29].

MEC based IoT Edge Applications

To reduce latency and improve context awareness, MEC is a form of Edge Computing
that shifts processing and storage capabilities closer to the edge of the Radio Access
Network. In general, the Radio Network Controller or a macro base-station are co-
located with the MEC nodes, or servers [24]. Presented below are a few MEC-based

ToT-Edge applications:

e Applications for augmented reality (AR), which merge computer-generated

data with the real world [30]

e A face recognition application, in which the other components could be of-
floaded for cloud processing, but the image acquisition component must run on

the mobile device to support the user interface [31] .

Edge-Al based IoT Edge Applications

Edge AT refers to using artificial intelligence (AI) data closer to the point of source.
To gather and handle the data locally, Edge Al transfers its computational resources
[32, 35]. Al-driven localised data processing enables devices to make decisions in-

stantly and effectively. A few Edge Al-based loT-Edge applications are shown below:

e AT aware power allocation in industrial systems [33].

e Race car engine visualisation to identify required maintenance such as the com-

ponent that is about to burn out[34].

Background

To provide the applications mentioned earlier, IoT devices located in a specific area can

gather and send the collected or contextual data to servers via the Internet, either at

regular intervals or in real-time. Data can vary in size from minimal quantities, like

temperature or humidity measurements, to larger formats, including images [36]. Having

every IoT device communicating with the server via a separate connection might lead to

6 | Page Jadavpur University



1.3. BACKGROUND

an overbearing need for Internet connections and consumption of the network’s wireless

resources in an expansive IoT network.

One of the key components of the IoT is clustering [37]. The optimisation of commu-
nication between physical objects, preserving scarce resources, improving communication
between nearby peers, and delivering better services all depend on an efficient topology.
This is because, although the IoT appears to be an opportunistic network, not every-
thing in the actual world is IP-enabled [38]. Because of its well-known benefits, clustering
has been acknowledged by the scientific community as an effective strategy for achiev-
ing these goals. Clustering enhances energy-efficient routing by decreasing the number
of nodes participating in the route formation process. It also allows data aggregation
and provides Quality of Service(QoS) [38]. The literature also discusses clustering within
a multi-layer IoT architecture, in which certain IP-enabled nodes in one layer connect
to the cluster heads of sensing devices in the layer below [39]. Additionally, clustering
maximises a network’s lifespan for large-scale deployments and enhances network scala-
bility. Ongoing research in IoT clustering e.g., [2][3][40][41] is leveraging advanced studies
in Wireless Sensor Networks (WSNs), especially considering that sensors are fundamental
elements of both IoT and WSNs. To realize the many advantages of clustering algorithms,
cutting-edge technologies have been identified to adopt the cluster head selection method.
Given that cluster heads are anticipated to possess significant processing capabilities and
handle a greater communication load, various methods have been developed to optimize
the selection of the cluster head [43][44][45]. Various bio-inspired algorithms designed
for clustering are based on principles observed in living systems [41][46][47]. Particle
Swarm Optimization (PSO), Arificial Bee Colony approach, Glow-worm swarm optimi-
sation(GSO) technique have been used in many techniques for this purpose. Limited
research has suggested firefly-inspired algorithms where “real world entities” engage in
fierce competition to become Cluster Heads (CHs), while also seeking to draw in other
participants to their clusters. Given that sensors play a crucial role in the expanding
field of the IoT [48], these algorithms are anticipated to operate effectively in a dynamic
environment while adapting to context shifts and maximizing the use of scarce resources

[49].
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The upcoming mobile networks designed for smart living require not only fast data
transmission rates but also the necessary storage infrastructure for the associated appli-
cations ([50]). Nowadays, applications of mobile devices are becoming ever more demand-
ing on computational resources. Hence, researchers found offloading to be an effective
approach where some of the tasks can be assigned to the remote resource-rich cloud envi-
ronment ([50][51]). However, this could introduce significant data transfer delays due to
increased internet traffic between users and the cloud. Since the delay is undesirable, par-
ticularly for the mobile applications that require immediate response to the user, research
has been redirected towards cloudlet-based offloading approaches as discussed by [52].
Cloudlets reside reasonably nearby the consumers employing Wi-Fi Access Points (APs)
([50][52]) though they are less resourceful than a cloud server. This drives the development
of the field of mobile edge computing, as mentioned in [53]. With mobile edge computing,
edge servers are placed close to where mobile devices are deployed i.e. the data source in
an effort to lessen long latency and improve the present network architecture ([54]). The
precise location of the edge server is a significant issue in the implementation of mobile
edge computing architecture because choosing an acceptable location for the edge servers
is vital and crucial [55, 56]. Different issues such as workload balance, access delay, user
coverage, network robustness, capacity constraint, number of edge servers, and so on are
taken into account for estimating optimal solutions. Research is primarily conducted with
the goal of placing edge servers in order to enhance the experience for mobile users [50].
In addition, a few works also target finding a set of placement locations to optimize the
server’s performance. A few optimization techniques such as particle swarm optimization
([54]),genetic algorithm ([57]), cuckoo-search ([58]) based meta-heuristic approaches are
mainly used in this regard. These approaches mainly take into consideration the problem
of access delay. However, edge placement strategy while minimizing the total no of edge

servers and hence, optimizing their coverage should be investigated.

By utilising low network latency, IoT task offloading to the edge rather than the cloud
prevents high network congestion and shortens the response time for data analysis. In
order to bridge latency gaps, edge computing offers a collection of remotely functioned

computational and storage facilities at the edge of the network that are close to IoT de-
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vices [59, 60]. More effective services for streaming, especially those that are bandwidth-
intensive and prone to latency, can also be served by it. Additionally, the framework for
edge computing minimises the overall service period by avoiding both the uploading and
downloading of large files as well as the preparatory processing of tasks that are to be
offloaded [61, 62].Moreover, a number of factors affect the recommendation of a workable
model for task offloading on the IoT-edge system. The factors may include limited re-
sources, prioritising tasks to be offloaded, evenly workload distribution among different
edge servers etc [63, 64]. To improve overall service efficiency and reduce task offloading
delays, it is necessary to propose an effective task offloading approach for managing IoT-
edge computing resources and processing computation workloads for deadline-sensitive
applications. Certain works, like the one reported in [65], focus on energy-efficient offload-
ing, whereas the work reported in [66] takes deadline awareness into account.Few studies
[67, 68] have been done on the issue of task offloading in edge computing environments

based on IoT considering deadline aware tasks using meta-heuristics algorithms.

The diverse data standards from various IoT devices give rise to specific service re-
quirements, making the placement of IoT services in edge computing critical [69, 70, 71].
Given the geographically dispersed nature of IoT services across the deployment area,
edge computing units (ECUs) may experience either underload or overload situations that
can impact service performance [72, 73]. Additionally, with the widespread deployment of
ECUs, optimizing energy costs is essential for the sustainable growth of the IoT industry.
Moreover, certain IoT services might conflict with one another, necessitating that they

not be processed on the same ECU for security reasons [74, 75].

Conversely, certain IoT services may encounter conflicts, which could prevent them
from being processed within the same ECU due to security concerns. In addition to
conflicts, there can also be dependencies between IoT services [76]. Therefore, it is crucial
to maintain the execution order at the edge, allowing the output of one task to serve as the
input for its dependent task. To ensure QoS for IoT services across ECUs, it is essential to
address privacy conflicts and uphold job dependencies during the placement of IoT services
[77, 78, 79]. Priority is another aspect that should be looked into in order to address the

different QoS requirements of the various IoT services. Specifically, real-time services
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must be given top priority to ensure QoS guarantees. Despite these insights, optimizing
the overall execution performance of Electronic Control Units (ECUs) concerning resource
usage and power consumption for IoT service placement remains a challenge [80, 81, 82].
There is a limited amount of research on job scheduling specifically within IoT-based edge
computing environments. Some works are based on job priority as in [83] while the work
reported in [74] consider resource utilization.

From this background, we could find that research works are going on for the loT-Edge-
Cloud paradigm and various aspects of it has been looked into. This sets the importance of
the field and emphasizes the need for further research into the practicality of the domain.

This leads to the motivation of the thesis discussed in the next section.

1.4 Motivation

Resource management at the edge for enhancing performance at the IoT devices is a
key research challenge. This gives rise to three crucial research issues- (i) edge server
placement, (ii) IoT task offloading strategy at the edge or cloud, (iii) task scheduling at
the edge servers. The main performance parameters subject to which the strategies should
be evaluated are (i) energy efficiency, and (ii) resource utilization. Also, to formulate
an effective strategy, it is important to consider the nature of the tasks such as, their
dependency or conflict, deadline awareness of the tasks that are mostly not considered
by the state-of-the art works. Interestingly, behaviour of such influencing parameters are
often contradictory such as lowering energy consumption of the devices may result in delay
in execution.

The need for resource optimization in these contexts is highlighted by several fac-
tors, including the rising demand for low-latency applications, the need for scalability in
dynamic settings, and the necessity to manage network congestion. As IoT ecosystems
continue to develop, optimizing resource utilization becomes not just a technical necessity
but a strategic priority for delivering responsive and sustainable smart applications.

The above factors put the focus on the following research challenge.

”What should be the optimal strategy for executing the tasks generated from the IoT

nodes in ToT-edge environment subject to various QoS parameters ?7”
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Consequently, the above research challenge is mapped to the below research questions.

e What is the best approach for placing edge server nodes in a specific area to ensure
that the entire region is efficiently covered by an ideal number of non-overlapping

clusters, regardless of the density of IoT nodes present?

e What is the best way to offload deadline aware data centric tasks from IoT devices

to edge servers while ensuring minimal job cancellations?

e What is the optimal way to arrange job schedules considering different levels of

service qualities such as job priority, dependencies, and conflicts among jobs?

1.5 Contribution

Inspired by the research challenges and motivation stated above, in this thesis resource
optimised task execution strategies in IoT-Edge environment have been designed.In view
of the above challenges, the candidate solution space becomes exponentially large while
considering the influencing factors that are often contradictory. This motivates the usage of
meta-heuristic optimization algorithms as they enable exploration and exploitation across

the search space. The main contributions are stated as follows:

e Cluster head selection and Edge server placement algorithm

A clustering algorithm utilizing modified GSO (Glow-worm Swarm Optimization)
is proposed, capable of partitioning the IoT network into an optimized number of
clusters to minimize communication overhead and enhance the network’s longevity.
The suggested approach involves repeatedly selecting cluster heads to ensure an even
distribution of load across the nodes. Additionally, the geographical placement of

the cluster heads significantly impacts the total energy consumption of the network.

Additionally, the challenge of strategically positioning edge servers to optimize work-
load distribution while enhancing the coverage of base stations is framed as a con-
strained optimization problem. We have introduced a modified GSO algorithm to

address this issue.
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e Optimal task offloading algorithm ensuring minimal task cancellation for loT-Edge

Environment

After strategically positioning the edge server nodes and grouping the area of in-
terest into distinct clusters, the primary concern is finding the best task offloading

approach.

Therefore, this thesis pays attention to develop an optimal task offloading strategy.
A Cuckoo search optimization based task offloading algorithm (TOCS) is proposed
for IoT edge environment that minimizes task failure rate of deadline aware tasks. A
task can either be performed directly on the device or transferred to an ECU located
in the same or a different cluster. The offloading decision depends on the following

three factors

— Deadline

— Necessary data required for process finalization, gathered and transmitted from

end device
— CPU cycle needed for execution
e Job Scheduling approach ensuring maximum resource utilization and minimised en-
ergy consumption for IoT-Edge Environment. After the tasks are effectively dele-
gated to the edge servers, it is clear that a task scheduling strategy is essential to

ensure that the tasks are finished successfully within the designated timeframe. This

approach should aim to create an optimal schedule for tasks with diverse QoS needs.
Accordingly, a task scheduling approach is proposed applying cuckoo search opti-
mization technique considering the following factors

— Job priority,

— Job conflicts, and

— Heterogeneous ECU capacities.

The proposed algorithm produces a job schedule in a way to optimize the overall

ECU performance in terms of both resource utilization and energy efficiency.
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In summary, the key contributions made by the thesis are as follows:

e Creation of a cost-effective algorithm for selecting cluster heads and placing edge

servers to enhance network longevity.

e Development of an optimal task offloading algorithm that minimizes task cancella-

tions in the IoT edge environment.

e Design of a job scheduling method that maximizes resource utilization while reducing

energy consumption in the IoT-Edge environment.

1.6 Organization of the Thesis

The organization of the thesis is as follows:

Chapter 2 provides a review of the essential background information needed to com-
prehend the problem statement and potential solutions discussed in subsequent chapters.
An overview is presented on how existing studies approach these issues, along with an in-
depth examination of various execution strategies documented in research. The primary
emphasis is on tackling the issue of creating effective and energy-efficient strategies for
executing tasks in the IoT-Edge environment.

In Chapter 3, a cluster head selection algorithm relying on Glow worm swarm opti-
mization is introduced. The algorithm efficiently categorizes the network into an optimal
number of clusters while ensuring a balance between the edge server’s operational needs
and the base stations covered by an edge. The issue of edge server placement is also
investigated.

Chapter 4 introduces a task offloading algorithm utilizing the Cuckoo Search Algorithm
within an edge computing framework for the IoTs. This algorithm is designed to optimize
service time and resource utilization for applications with data-centric, deadline-oriented
tasks. Additionally, it aims to reduce energy consumption and the occurrence of task
failures in the IoT-Edge environment.

In Chapter 5 a Cuckoo Search-based job scheduling algorithm is presented, designed

for IoTs in an edge computing environment. This algorithm is able to generate an efficient
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job schedule considering factors like job priority, dependencies, and conflicts. It aims to
optimize resource usage and energy consumption.
Chapter 6 summarizes the contributions of this thesis and presents the concluding

remarks. The scope for future research is also identified.
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Chapter 2

Literature Survey

This chapter reviews the essential background that incites to realize the problem formula-
tion and the solutions as presented in subsequent chapters. A study is made to understand
the challenges associated with IoT-Edge network task execution. A brief survey is carried
out about how the existing studies address these challenges. Besides, few execution strate-
gies found in the literature are also studied in detail. Focusing on these aspects is essential
to address the problem of designing energy efficient optimal task execution strategies for
IoT-Edge environment.

The works are grouped along two main research directions related to the thesis- (i)
grouping of the IoT nodes into clusters to be covered by an edge and (ii) task offloading

and scheduling strategies at the edge and cloud servers.

2.1 Survey on IoT clustering techniques

This section provides a brief overview of the current clustering protocols relevant to IoT
and WSN. Several works are proposed in the literature to enable the advantageous features
of clustering in the above mentioned networks.

In MHCM][40], the authors introduce a clustering algorithm aimed at reducing internet
connections while achieving optimal delay. This method focuses on choosing the smallest
group of coordinators that can effectively cover all IoT nodes in a network and optimizing
the overall number of coordinators selected.

A Balanced Energy-Efficient clustering algorithm, BEE.is proposed in SBEEM]2],
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which identifies cluster heads by considering energy consumption and sensor layout. This
approach improves the network’s longevity and maintains reliable coverage. Additionally,
the algorithm employs MIMO for data transmission and utilizes a single communication

interface for the sensing nodes.

Swarm intelligence algorithms, like ASFiCA [41], have been suggested for choosing
cluster heads in IoT systems. These algorithms, which are inspired by firefly behavior,
facilitate self-adaptation and the selection of devices based on their performance in the

network and the particular deployment region.

In EPMS [84], the authors present a clustering algorithm for wireless sensor networks
that utilizes particle swarm optimization (PSO). This method segments the network into
a predetermined number of clusters, with the PSO algorithm helping to establish the
boundaries of these regions. The selection of the cluster head is based on its closeness to

the center of gravity and the overall distribution of energy.

UCRA-GSO [85] is a clustering routing algorithm based on GSO that takes into account
various factors such as local density, distance, energy usage, and the distribution of cluster
heads. It selects cluster heads with greater residual energy and employs the GSO algorithm
to determine the optimal clustering strategy. When the communication range is shorter

than the distance, the next hop is selected accordingly.

Bozorgi’s research [86] presents a technique utilizing the Whale Optimisation Algo-
rithm (WOA) aimed at prolonging the system’s lifespan. Cluster heads positioned close
to the base station possess greater energy for transmitting data. The clustering phase
decreases the number of messages exchanged during metarounds, employing a multi-hop

method for communication between cluster heads and the base station.

The Chicken Swarm Optimisation based Clustering Algorithm (CSOCA) is suggested
in [87] to raise WSNs’ energy efficiency. By using a sigmoid function on each individual,
the optimisation of the chicken swarm is discretized. Crossover and mutation processes are

used by CSOCA-GA by incorporating the Genetic Algorithm’s procedures into CSOCA.
Most existing clustering algorithms focus on maintaining the number of sensors that are
still alive to extend the longevity, ignoring the distribution of the sensors [88][89][90]. Again

it is observed that most of the existing approaches groups nodes into clusters containing a
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fixed number of nodes. This does not apply in some situations, particularly when a large
number of nodes are inactive. The coverage of a network is largely influenced by how
sensors are distributed, which is essential in various systems, including smart cities, smart

agriculture, environmental monitoring, and healthcare [91][92][93][94].

Table 2.1 provides a summary of the main characteristics of the previously mentioned
leading clustering techniques, organized by publication year, methods used, energy Con-
sumed, latency, coverage, network lifetime taken into account. It is evident that most of
the existing clustering algorithms focus on maintaining the number of sensors that are
still alive to extend the longevity, overlooking the distribution of these sensors. However,
the coverage and lifespan of a network is highly influenced by the sensor distribution,
and it is crucial in most systems, like in smart city, smart agriculture, smart environment

monitoring, healthcare systems, etc.

Table 2.1: Comparison between existing clustering algorithms

Algorithm Energy Latency | Coverage | Network Lifetime
EPMS,2017[84] v X X X
ASFiCA,2017[41] v v X X
MHCM,2018[40] v X X X
SBEEM, 2018[2] v X v X
UCRA-GSO0,2019]85] v X X X
CSOCA-GA ,2020[87] v X X v
WOA,2021[86] v X v v

The capacity to collect, store, and process vast amount of data has increased with
the development of IoT devices. Scalability becomes imperative in light of this. More
processing tasks may be moved closer to the locations where the data is collected by
Internet of Things(IoT) devices by using edge computing. The edge computing units
(ECUs) may be used for processing tasks in this situation. The location of the edge servers
optimally presents the most significant challenge in the implementation of mobile edge
computing architecture since finding an appropriate location for the servers is fundamental

and critical.
The authors of [95] present a formulation of mixed integer linear programming that

aims to minimise the cost of deploying edge devices by simultaneously meeting a target

level of computational demand and network coverage.
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In order to balance the workloads of edge servers and reduce access latency between
the mobile user and edge server, the authors of [50] developed the edge server placement
problem as a multi-objective constraint optimisation problem. Edge servers are then
placed in certain strategic locations. The most optimal solution is subsequently identified
using mixed integer programming.

In [96], authors have considered two issues while deploying of edge servers. The first
concern is the cost of deployment, and the second is the coverage area of the edge servers.
To address the first concern, a dynamic programming algorithm is suggested to find a
solution. For the second concern, a geometric image method is utilized to determine the

area covered by the edge server.

The objective of the edge server placement issue, as outlined by the authors in [97], is
to reduce the communication delay for mobile users while also distributing the workload
evenly across edge clouds. The authors have suggested an approximate method that uses

mixed-integer quadratic programming and K-means to solve the issue.

In [98], the authors concentrate on enhancing the deployment of diverse edge servers
to improve network response time. They employ an offline strategy and a mobility-aware

game-theory approach to account for user movement.

In [99], the authors integrated a greedy algorithm with a genetic algorithm (GA) to
reduce the number of edge servers while ensuring load balancing among them and satisfying

the quality of service (QoS) needs of mobile users.

In [100], the authors identified the ideal locations for edge servers as clustering centers
using an enhanced Glowworm Swarm Optimization (GSO) algorithm. Each base station
in the neighboring list of an edge server is allocated to that server. The placement strategy
is achieved by minimizing the distance users need to travel to access their edge server and

by effectively distributing the workload.

In [101], authors have proposed a preference-aware edge server placement strategy that
provides more equitable workload distribution by minimising query latency and evenly
distributing the load among edge servers. For large-scale data sets, the authors have
proposed a heuristic algorithm called TAKG (TAbu search with K -means and Genetic

algorithm) to address the edge server placement problem.
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The authors of [102] have identified three crucial challenges in deploying edge servers:
edge location, user association, and capacity. They introduced an optimization algorithm
for edge server deployment that emphasizes user distribution density, identifies optimal
locations, and ensures the installation of required nodes, all aimed at minimizing costs

and construction expenses.

The authors in [103] developed a profit model incorporating energy consumption and
access delay for edge servers, utilizing the 5G user plane function (UPF) and particle

swarm optimization to maximize profits.

The Table 2.2 presents an overview of the key features of above stated leading-edge

edge server placement techniques categorised by publication year, techniques, and goals.

Table 2.2: Comparison with State of the art Edge Placement approaches

Paper | Year of | Technique Used Load Network Energy Number
Publica- Balanc- Coverage of
tion ing Servers
[95] 2018 Mixed Integer Programming X X X X
[50] 2019 Mixed Integer Programming v v X X
[96] 2019 Dynamic programming X X X v
[97] 2020 Mixed Integer Programming, Kmeans v v X X
(98] 2020 Integer Programming, Game theory X X X X
[99] 2021 Integer Programming, Genetic algorithm v X X 4
[100] 2021 Glowworm Swarm Optimization v X X X
[101] 2022 Integer Programming, Genetic algorithm, | v v X X
TABU
[102] 2022 Mixed Integer Programming X X X X
[103] 2023 5G user plane function (UPF), Particle Swarm | X v v
Optimization

Recent studies primarily aim at improving specific metrics such as load balancing
and energy consumption, but lacks holistic approaches that address the interdependencies
among these metrics. Balancing multiple factors like load, energy, and coverage simulta-

neously is challenging.

19 | Page Jadavpur University



CHAPTER 2. LITERATURE SURVEY

2.2 Survey on task execution strategies for IoT-Edge-Cloud

Architecture

Owing to the requirement for job response, an effective task offloading plan is necessary.
The prevailing task offloading protocols that are relevant in the IoT environment are
addressed briefly in this section. The works also emphasise how important it is to conduct
edge computing research regarding loT task offloading because of its distinct advantages

over cloud computing.

In order to jointly optimize the energy consumption and the offloading probability, the
authors in [104] takes multiple offloading into account through collaboration between fog
nodes.The strategy hasn’t, however, taken into account computational cost optimization

or data-centric IoT applications.

The authors in [105] present a blockchain-based architecture for IoT-Edge-Cloud com-
puting that employs an energy-efficient dynamic task offloading algorithm and Lyapunov
optimization methods. Their focus is on reducing energy usage and task response times,
although they do not take into account data-centric applications or the potential for task

deadline failures.

In [106], the authors proposed a task offloading strategy based on fuzzy logic for
latency-sensitive IoT applications in Edge-Cloud environments. This approach seeks to
enhance resource utilization and reduce service time, but it does not address cost opti-

mization.

The work presented in [67] introduces a clustered multi-UAV system designed for
sharing and offloading IoT devices. It employs a multi-agent deep reinforcement learn-
ing method to satisfy quality of service (QoS) needs and lower the expenses associated
with network analysis. Nonetheless, this method does not prioritize the reduction of task

cancellations or address data-centric applications.

In [68], the authors introduce an offloading algorithm for IoTs that leverages a com-
bination of meta reinforcement learning and deep reinforcement learning to improve com-
putational efficiency and mobility; however, it does not address data-centric applications

or the reduction of task deadline failures.

20 | Page Jadavpur University



2.2. SURVEY ON TASK EXECUTION STRATEGIES FOR IOT-EDGE-CLOUD ARCHITECTURE

In [107], the authors present a framework for virtualizing IoT platforms that focuses
on minimizing latency and efficiently managing edge nodes. However, it overlooks the

aspects of energy and cost optimization.

In [108], authors have proposed a getaway-centric IoTs system to allow IoT devices to
operate intelligently and autonomously in edge computing. Nevertheless, this approach
does not take into account the equitable distribution of workload and deadlines for IoT

services.

An intelligent Computational Offloading scheme for Dependent IoT Application (CO-
DIA) is proposed in [109], which decouples the performance enhancement problem into
two processes: scheduling and offloading. CODIA utilizes an Actor-Critic approach, en-
abling IoT devices to implement intelligent models and adapt their offloading strategies
dynamically to minimize latency while managing energy usage. Nevertheless, this method

does not take CPU-intensive data-centric tasks into account.

An algorithm for task offloading and scheduling based on the osmotic approach is
proposed by the authors in [66]. The tasks and devices are categorised in the osmotic ap-
proach, and the tasks are then allocated to the best devices according to their dynamically
available capacity. Nevertheless, this method does not take CPU-intensive data-centric

tasks into account.

In [110], authors have presented a task offloading strategy that focuses on energy ef-
ficiency and meeting deadlines for mobile cloud workflows. It involves a task offloading
decision model that considers This method employs a novel algorithm known as the adap-
tive inertia weight-based particle swarm optimization (NATWPSO) to develop a channel
constraint-based strategy (CC-NAIWPSO) that produces an energy-efficient offloading
plan while adhering to deadlines. This method does not, however, take into account

evenly distributing work, or reducing task deadline failure.

In [111], authors have proposed a multi-objective strategy for MEC offloading that
satisfies users’ various needs while utilising the biogeography-based optimisation (BBO)
algorithm (the execution time, energy consumption and cost). This method does not,
however, take into account data-centric IoTs applications, evenly distributing work, or

reducing task deadline failure.
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In order to jointly optimise task dependencies with deadline constraints for tasks that
are delay-sensitive, [112] proposes a directed cyclic graph model that illustrates the de-
pendencies among these tasks. Priority-aware scheduling is used to schedule dependent
tasks while taking their deadlines into account.This method does not, however, take into
account data-centric IoTs applications, evenly distributing work, or reducing task deadline

failure.

Task offloading is modelled as a multi-objective optimization problem in [113], mini-
mizing total system power consumption and end-to-end delay. Authors solve this problem
using non-dominated sorting genetic algorithm (NSGA-IT) and Bees algorithm due to its
NP-hardness.This method does not, however, take into account data-centric IoTs appli-

cations, evenly distributing work, or reducing task deadline failure.

In [114], the study focuses on identifying the most suitable edge nodes for offloading
5G data, ensuring a balance in energy usage within advanced networks. The approach
utilizes mobile edge computing, macro base stations, and small base stations to achieve
energy-efficient offloading, employing the particle swarm optimization (PSO) algorithm

for selecting the edge network.

Sophisticated stochastic optimization techniques are applied by the authors of [115] to
convert the resource allocation and energy-efficient task offloading problem into a deter-
ministic one. Nevertheless, deadline-conscious, data-centric, or CPU-demanding tasks are

not taken into account by this approach.

The comparison among the presented works is displayed in Table 2.3. It is evident that
previous research has used a variety of methods to optimise task offloading in IoT edge
environments. Conditions like energy, cost, delay, and resource use have been prioritised.
When defining the optimization approach, the majority of the works primarily took one
or two issues into account. A few recent works take into consideration the tasks’ deadline
requirements, heterogeneous ECU environments, and datacentric tasks. However, the
majority of the literature frequently disregarded any connections between these problems.
These are crucial requirements, though, in order to offload tasks to the edge nodes. From
examining the latest techniques, we can determine that many of the studies appear to

focus on several key issues. However, there are no published works that consider the
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Table 2.3: Comparison with State of the art task offloading technologies

Research Paper | Task Metrics | Optimization Metrics | Heteroginity |
Pa Year Methodology used data- | Dead | CPU-| Ener | cost | Del | task- | Work task | Dep
per | of centri¢ line demandgy ay cancel| load loy
pub- aware la- distri ment
lica- tion bution
tion
[104]| 2020 successive convex approximation | X X X 4 4 v/ 4 X X X
(SCA) and Dinkelbach method
[105]| 2020 Lyapunov optimization tech- | X X X 4 4 4 X 4 X v
nique
[67] | 2021 multi-agent deep reinforcement | X X X 4 4 v X v/ X X
learning (MADRL)
[68] | 2021 metareinforcement learning | X X X 4 4 4 X X X 4
(meta-RL) model
[108]| 2022 deep learning v X X X X X X v v v
[115]| 2022 dynamic energy efficient task of- | X X X 4 4 4 X X X X
floading and resource allocation
(NTORA) algorithm
[114]| 2022 Particle Swarm Optimization | X X X v v v X X X X
(PSO)
[66] | 2023 osmotic approach X v X X X v X v X X
[107]| 2023 grouped crossover genetic algo- | v X 4 X X 4 v 4 X X
rithm (GCGA)

following factors at the same time.
¢ Minimising deadline aware , data centric job cancellation
e Optimizing cost and resource utilization

Consequently, research on the aforementioned topic is required.

Implementing IoT services within Edge Computing Units (ECUs) effectively reduces
the bandwidth load in IoT systems while also enhancing the quality of service (QoS)
[116, 117, 118, 119]. Nonetheless, since the service requirements come from a range of IoT
devices that have different data standards, placing IoT services and scheduling tasks in
an edge computing environment is rather challenging. [69, 70, 71].

In this section, the existing job scheduling protocols applicable in the field of IoT are
discussed briefly. The works also highlight the need for edge computing research w.r.t IoT
job scheduling as its characteristics differ from that of cloud.

In [74], authors utilized the edge computing as a novel paradigm to process the IoT
service placement in smart cities. They evaluated factors like load balance, energy con-
sumption, and resource utilization to enhance the quality of IoT services in smart cities.

To achieve balanced service placement strategies that optimize various performance met-
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rics while preventing privacy breaches and meeting time constraints, they employed the
Strength Pareto Evolutionary Algorithm (SPEA2) technique. The authors did not con-
sider the dependency and priority constraint among jobs. Heterogeneous ECU is not
considered in the work. In the study the job placement is given, job scheduling is not

considered.

In a simulation study, the authors of [120] suggest a conceptual framework for fog
resource provisioning. They presented the idea of a ”fog cell,” which is a software ele-
ment operating on fog devices that manages and oversees a specific set of IoT devices.
By utilizing this concept along with others, they create a model for orchestrating IoT de-
vices through a layered cloud/fog resource management system and offer an appropriate
resource allocation solution for task distribution among these devices. However, energy

consumption was not considered in the study.

The research presented in [75] introduces a communication approach that minimizes
overhead by informing fog nodes about adjacent replica nodes, allowing these replicas to
manage requests rather than relying on cloud storage. Nonetheless, the study did not

address energy consumption.

In [77], a Simulated Annealing Algorithm (SAA) is used to compare the performance
of the GA in its centralized and distributed forms. SAA is another Al-based algorithm
which can be used to solve NP complete optimization problems in a heuristic approach.

They haven’t considered any dependency and conflict constraint among the jobs.

In [78], the authors presented FOGPLAN, a framework designed for QoS-aware Dy-
namic Fog Service Provisioning (QDFSP). The framework focuses on efficiently managing
application services on fog nodes to meet low latency and quality of service (QoS) require-

ments while minimizing costs.

In [80], the authors created an online service placement framework that takes mobility
into account to optimize both latency and migration costs. They employed Lyapunov
optimization to handle future system information and devised effective heuristic methods.

However, this framework did not factor in energy consumption and resource utilization.

In their work [81], the authors introduced two strategies for orchestrating services in

distributed edge systems: a flat architecture and a hierarchical recursive method. They
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recommended employing OpenStack or incorporating an extra orchestration layer to opti-
mize the allocation of service deployment requests. Nonetheless, this study concentrated
exclusively on service placement, neglecting the processes of activating and deactivating

servers.

In [121], the authors introduced a framework for resource management and task
scheduling based on mobile edge computing (MEC-RMTS) to create an efficient data
delivery mechanism that facilitates task offloading with low latency and scalability for
smartphones connected to IoT networks. The framework employs power usage (PU) to
reduce energy consumption while utilizing a convex gradient-dependent game model (GM)
for data acquisition. Additionally, a mixed-intelligent, non-linear programming model is
established to address common needs and resource utilization (CNRU) in order to min-
imize request delays at the endpoint devices. However, authors haven’t considered any

dependency and conflict constraint among the jobs.

The authors in [122] proposed a PSO-based heuristic strategy to solve the joint problem
of service placement and task provisioning. This algorithm solved the resource scheduling
problem by greedy-based and genetic-based algorithms. However, scarcity of resources in
fog nodes, due to the main functions load, significantly degrades the platform’s perfor-

mances.
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Table 2.4: Comparison with State of the art task scheduling technologies

Work and Year of | Technique Used Resource Energy Job  De- | Job Con- | Priority
Publication Allocation | Conserva- pendency flict
tion

[120] in 2017 GA v x x X X
[75] in 2018 RPA v x x x x
[78] in 2019 Greedy Algorithm based FOGPLAN X 4 X X X
[122] in 2019 PSO-based heuristic strategy v X X X X
[74] in 2020 SPEA2 v v x v x
[123] in 2020 Clustering algorithm using betweenness | X v X X X

centrality and k-means
[121] in 2021 Gradient-dependent game model X 4 X X X
[124] in 2021 Reinforcement learning model v
[125] in 2022 Priority-aware Semi-Greedy algorithm | X v

(PSG)
[126] in 2023 Dual-phase metaheuristic algorithm v v
[127] in 2023 Electric earthworm optimization algo- | X 4

rithm (EEOA)

Table 2.4 presents a comparison with current state-of-the-art technologies. It is evident
that the existing studies utilize meta-heuristic techniques to enhance edge performance,
placing significance on factors such as quality of service (QoS), migration costs, and re-
source utilization. However, job priority, conflict and the dependency between the jobs
remain mostly unexplored. Though, these are important criteria for scheduling jobs at

the edge nodes.

2.3 Summary

In the IoT Edge job execution paradigm, three distinct areas have been thoroughly studied:
edge server placement, job offloading, and task scheduling strategy. The potential impact
of these factors on overall job execution quality in an IoT-Edge environment has been
reviewed. While exploring state-of-the-art techniques related to these parameters, research
gaps have been identified that require further exploration. No clustering mechanisms have

been found that can determine the optimal number of clusters while ensuring network
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lifetime prolongation and maximum coverage guarantee. Additionally, there is a need
for edge server placement algorithms that can balance workload with the least number
of server nodes. When optimizing resource usage, most task-offloading techniques do
not consider minimizing task cancellation for deadline-aware tasks. Most job scheduling
techniques prioritize factors such as QoS, migration cost, and resource utilization while
neglecting job priority, conflicts, and dependencies between jobs. However, these factors
are essential for the effective execution of jobs at the edge nodes. This inspired us to create
the suggested job execution strategies for the IoT edge environment that are covered in

the subsequent chapters.
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Chapter 3

Edge Server Placement

3.1 Introduction

The chapter uses clustering to provide energy efficient routing by minimizing the number
of participating nodes in the route formation. Moreover, proposed clustering approach
also improves the network scalability and optimize lifetime of a network for large scale de-
ployments. In the proposed architecture, IoT network devices are organized into clusters,
with a designated representative known as the Cluster Head (CH) for each cluster. The
CH gathers data from the other devices within its cluster and relays this information to
the server, serving as a point of communication for the entire cluster rather than requiring
individual Internet connections for each device. Conservation of the Internet connectivity
and the wireless network resources could be made possible by the proposed architecture.

In this instance, edge servers are positioned near mobile devices to promote low la-
tency and make the current network framework more proficient. The edge network gains
computing and storage resources from the core network to provide quicker and more de-
pendable service. However, the location of the edge servers optimally presents the most
significant challenge in the implementation of mobile edge computing architecture since
identifying a suitable location for the servers is essential and highly important. The cluster
head positions obtained in the proposed methodology may be used for positioning edge

servers. The main contributions of this chapter are:

e The chapter presents a clustering algorithm using modified GSO(Glow-worm swarm
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optimization) which is able to divide the IoT network into optimised number of
clusters, such that the communication overhead is minimum and the lifetime of the

network is optimised.

e The proposed methodology repeats the cluster-head selection, so that, the load is
uniformly distributed among the nodes. Again, the geographical distribution of
the CHs severely influences the overall energy consumption of the network. For
prolonging the lifetime of the network, the proposed algorithm ensures that the

cluster heads are spread evenly.

e The issue of placing edge servers strategically to balance their workloads yet increase

the coverage of base stations is proposed as a constraint optimization problem.

The rest of the chapter is organized as follows: 3.2 presents a brief description of the
proposed methodology. Section 3.3 summarizes the experimental setup and analysis of

the experimental results while Section 3.4 summarizes the chapter.

3.2 Proposed Methodology

The concept of GSO is applied here to solve the dynamic cluster formation and cluster
head selection problem of IoT. The GSO mechanism is modified to suit the problem.
Each IoT node is considered to be a glow worm, that is, a candidate solution. Our
proposed methodology takes into account that some nodes may be dead, after certain
round, therefore, rearranges the clusters to extend the lifetime of the network. Moreover,
it ensures that the cluster heads are equally distributed in the region of interest. The
proposed GSO-based cluster-head selection scheme is divided into three phases: sensor
luciferin update phase, cluster formation phase, and neighbourhood range update phase.
The overview of GSO is presented first. The proposed algorithm and its complexity

analysis are presented in subsequent subsections.

3.2.1 Overview of Glow worm Swarm Optimization (GSO) algorithm

The GSO algorithm was first introduced in [128]. The agents in the GSO algorithm, called

glow-worms carry a luminescence quantity called luciferin. Each glowworm is attracted
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by the brighter glow of other neighboring glowworms. Based on this local decision ranges,
eventually a global solution is reached. In GSO, a swarm consists of N agents known
as glowworms. A state of a glowworm g; at time ¢ can be described by the following
set of variables: a position in the search space (29:(t))), a luciferin level (19:(t))) and
a neighbourhood range (79 (t))). The GSO algorithm outlines the progression of these
variables over time.

Initially, agents are randomly distributed in the search space. Other parameters are
initialized by predefined constants. Each subsequent iteration consists of three phases:
updating luciferin levels, moving the glowworms, and refreshing the neighborhood range.

To encode the fitness of the current position of a glowworm g; in the luciferin level,

the following formula is used:

i) = (1= p)l#i(t — 1) +~7((2 (1)) (3.1)

where: p is the luciferin decay constant, ~ is the luciferin enhancement constant and
J is an objective function.

Then, each glowworm tries to find its neighbours. In GSO, a glow-worm g; is a
neighbour of a glow-worm g; only if the distance between glow-worms g; and g; is shorter
than the neighbourhood range (14, (t))) and additionally, glowworm g; has to shine brighter
than g;(lg, (t) > Iy (t)). If a glowworm has several neighbors, it selects one randomly, with
the likelihood of selection being proportional to that neighbor’s luciferin level. Eventually,
the glowworm takes a step towards the chosen neighbor. Step size is constant and equals
s.

In the last phase, the neighbourhood range rg, (t) is updated in order to limit the range

of the communication from an ensemble of agents. The following formula is used:

rgi(t + 1) = min {rs,maz [0,74,(t) + 5 (na — |ng; (1))} (3.2)

where: 74 is the sensor range (a constant, which limits the size of the neighbourhood
range), ng is the desired number of neighbours, |ng,(t)| is the number of neighbours of a

glowworm g¢; at time ¢, and S is a model constant.
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3.2.2 System model
Given a set of sensors, S := {s1, $2,....SN05} , With the following properties.
e Sensing range of each node: r;.
e Decision range of each node: r4. Initially ry=rs.
e Initial voting index of each sensor : vy = 0.
e Initial energy level of each sensor = eg.
e Initial Luciferin intensity of each sensor: Ig.

e Let CH:={cy, cg, ....c } denote the set of cluster heads and N:={ny, na, ....n; } denote
the number of members in each cluster. Initially, each node is treated as cluster head,

i.e, every node is forming a cluster with only one member, that is, n,=1 V i.

e Desired number of nodes in each cluster :=M, where M is dependent on the sensing

radius of the deployed nodes.

All the nodes have their unique id.

As a response of “Hello” message for neighbour discovery, nodes would send their
unique id. The sender node is able to compute the distance depending upon the response
time taken by the receiver node. There is no need to know the position of all the nodes.

After deployment of the nodes, the sink node gathers the initial properties of each
node. After that, it initiates the cluster head selection algorithm for the first time. The
selected cluster head information are sent to the nodes after successful execution of the
algorithm. Thereafter, whenever energy of any cluster head becomes less than a threshold
value, it sends a request to the sink node for re-invoking the algorithm. The proposed

modified GSO cluster head selection algorithm contains three phases:

e Luciferin Update Phase

e Cluster Formation Phase

e Neighbourhood-Range Updation Phase
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Different phases of the algorithm are described in the following subsections. The
proposed modified GSO algorithm for cluster head selection is summarized as Algorithm

1.

3.2.2.1 Luciferin Update Phase

Initially, each sensor has its own luciferin intensity. The luciferin intensity of each sensor

node in the modified GSO algorithm is updated depending upon its
e Present luciferin intensity I(¢).

e Remaining residual energy e(¢). The more the residual energy, more will be the

luciferin value as the cluster heads consume more energy than other nodes.

e Number of neighbour nodes within its decision range |H;|. The higher the connec-
tivity index, higher will be its luciferin value as that reduces the number of required

clusters.

e Voting index v(t). Higher voting index is proportional to its luciferin index as it will
help the selection of cluster-heads geographically distributed and hence will improve

the coverage of the network.

Thus, the sensor luciferin update rule for sensor s; is given by

w X 8;.0 () +x X si-e(t) +y X si.|H| +2x s;.0(t)
Si.l (t + 1) = ! ( ) eo M NoS

w+rt+y+z

(3.3)

where w, x,y, z are constants denoting weights of the factors.
Since according to luciferin index a node is voted in the voting phase, therefore, it is
important to update the luciferin value in a significant way. In the above equation, four

main factors have been considered.

3.2.2.2 Cluster Formation Phase

In the Modified GSO algorithm, instead of glowworm movement phase, a new phase named
cluster formation phase is introduced. This phase is further divided into two sub phases

(i) Voting phase and (ii) Cluster formation phase as described below.
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e Voting Phase-In the find_nighbours() procedure as described in Algorithm 1, the
"Hello” messages are sent to all single hop neighbours. Each node that receives a

"Hello” message, sends a reply to its sender along with its unique id.

During the cluster head selection, a voting mechanism is executed to select the
cluster head with respect to every sensor node. On behalf of every node, a vote is
registered for the node which has the highest luciferin value among its neighbours.In
case of a tie, i.e; if more than one nodes have same and highest luciferin value then

the vote is registered for the node with lowest index.

e Cluster Head Selection Phase- All the non cluster-head node n becomes the member
of the cluster with cluster head k which has the maximum voting index among node

n’s neighbours.

Thus, in the voting phase, each node votes the node with the highest luciferin value in
its neighbourhood, and voting index of each node is calculated. In the cluster formation
phase, all the voted nodes are informed that they have been selected as cluster heads
and also the set of nodes which have voted it become the member nodes of its respective

cluster. This voting phase also prevents the overlapping of the clusters.

3.2.2.3 Neighbourhood-Range Updation Phase

In the neighbourhood range update phase, the neighbourhood range for each sensor s; is

revised according to the following rule.

si.rq(t+ 1) = min {s;.rs, maz {0, s;.rq(t) + o (M — |s;. He|)}} (3.4)

Where « is a constant parameter.

The above procedure is repeated until all the clusters have the desired number of
neighbours or the clusters have become stable, that is, no changes have been found in
cluster head selection phase for 3 consecutive iterations.

At the end of the execution of the algorithm, the cluster head selection information
for each node is sent to them. Also, the nodes which are selected as the cluster head are

notified by the sink node.
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The Edge server is installed on the newly obtained cluster head.

The entire procedure is summarized as Alorithm 1.

3.2.3 Complexity Analysis

Control message overhead is an essential metric for protocol complexity analysis. In this
section, we have analyzed the complexity of the proposed algorithm.

Lemma 1. The complexity of the algorithm’s control messages is O(N).

Proof. Different types of message passing used in the proposed algorithm are as
follows:

Hello_Message: From each node to their H one-hop neighbour.

Reply_Message: From each node to their P sender nodes of Hello_Message.

Details_Message: From each node to sink node.

Cluster_Head_Selection_Message: From sink node to each node

Number of one-hop neighbour of each node H is trivially less than or equal to N,
where, N is the number of deployed nodes. Therefore, O(H) = O(N).

Number of sender nodes P of hello_message is also trivially less than or equal to N.
Therefore, O(P) = O(N).

L O(H)+O(P)+O(N)+O(N), that is, O(N)+ O(N) + O(N) + O(N), that implies,
O(N).

3.3 Experimental Results

The experiments are conducted using OMNET++ network simulator to validate the pro-
posed clustering technique. The experimental setup is described first followed by a brief

discussion of the results.

3.3.1 OMNET-++

It is a versatile, modular, and component-oriented object-oriented C++ library and frame-
work designed for simulating networks, including both wired and wireless communication
networks as well as queueing networks [129]. The library offers a graphical user interface

built on an Eclipse-based IDE along with various additional tools (OMNET++) [130].
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Algorithm 1: Modified GSO for clustering

@ N O Ok N

10
11

12
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15
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17
18
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23
24

25
26
27
28
29
30
31
32
33

Struct Node contains
1(t) := Luciferin value of node at time t;

N(id,d):= Set of all one hop neighbour id with distance d;

rs:= Sensing Range;

r4(t):= Decision Range at time t;

e(t):= Energy level at time t;

v(t):=voting index at time t;

end

Input: node structure details of every node at t=0

Output: selected cluster head for each node

S = {s1, 82, ....8Nos } the set o f sensor nodes to be clustered;

iter_max := maximum number of iterations;

M = desired number of neighbour nodes;

t:=0;

H;:=N;

CH = 9;

while (¢ < iter_maz) do

/* Luciferin update phase */
for each sensor s; do
wxs;.A(t)+xx

s;.e(t) sq.|Hgl s;.0(t)
o TYXT T TFXNes .

w+zr+y+z ’

Sz‘.l (t + 1) =
end
/* Cluster Formation phase */
for each sensor s; do
s;.Hy(id,d) = find_neighbours(s;.rq(t));
k = find-maz_ luciferin_node(s;.Hy);
spu(t+ 1) = sp.o(t) + 1;
end
for each sensor ;4 CH do
k = find-maz_voted_node(s;.H (t));
si.ch = sp;
CH = CHUSk;
Sg.ch = sy;

end

if No change in cluster head selection for three consecutive iterations then
| exit from loop ;

/* Decision range update phase */
for each sensor s; do
| sira(t+1) = min {s;.rs,maz {0, s;.rq(t) + o (M — |s;. He|)}};

end

t=t+1;

end

for each sensor s; do

send_cluster_head(s;, si.ch);

send_member_node(s;.ch, s;);

end
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OMNET++ is more scalable than other simulator for large-scale ToT simulation as re-
ported by [131].
INET Framework [132] contains models for Internet stack, wired and wireless link layer

protocols that makes it suitable for IoT applications.

3.3.2 Results and Discussion

As a proof of concept, a INET-based application is developed to test the performance of

the proposed algorithm.
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Figure 3.1: Deployment of the IoT Network in INET

Nodes are deployed randomly in the experimental region. Fig. 3.1 illustrates an
example of a network deployment in the INET platform, featuring 50 nodes with the sink
positioned at the center of the area. The nodes marked with rectangular boxes represent
the cluster heads chosen by the modified GSO algorithm. The figure demonstrates that
the cluster heads are evenly distributed across the area of interest.

Let us consider the case as shown in Fig. 3.2 | Say N1, N2, N3, N4, N5 are neighbours
to each other. Suppose in the voting phase it is seen that N2 and N5 have same Luciferin
value and both of them are highest among other neighbours. Then according to the

algorithm if there is a tie between N2 and N5, then vote will be registered for N2 as it has
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Figure 3.2: Cluster head selection in case of a tie among more than one Cluster Heads
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Figure 3.3: Cluster head selection in case of overlapping of clusters

Consider the following scenario as shown in Fig. 3.3. N1, N2 and N3 are neighbors of
N4 and these three nodes vote N4. Node N5 has neighbor nodes N4, N6 and N7. These
three nodes vote N5. According to the algorithm, since N4 is already chosen as a cluster
head, it will not be any node member of any other cluster. So N1, N2, N3, N4 will form

a cluster and N5, N6 and N7 will form another cluster.
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After clusters are formed, each node sends data at a constant rate of 4 packets per
second. Each packet can contain at most 8 kbits i.e. 32 kbits/sec. Thus, in each round
of simulation, each node/the network communicates 32kbits in 1 second. the default

communication range for the nodes is 70 to 100 metres following IEEE 802.15.4 standard.
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Figure 3.4: Changes in number of clusters with respect to network size and simulation time

The first experiment is conducted to explore how the stability of clusters varies with
network size. From Fig. 3.4 it is observed that the clusters become more stable when more
nodes are deployed. Here, by number of rounds we mean the time after deployment as data
is being transmitted after a fixed interval. The proposed algorithm is invoked whenever
the residual energy of the cluster head is below a threshold energy, and eventually, a new
cluster head is selected. When the number of deployed nodes are more, since there is more
option of re-selection of cluster head, the clusters are more stable than when the number
of nodes deployed are less. A network of 600 nodes and more indicates more or less stable
clustering performance.

The next experiment is conducted to explore the effect of node densities and com-
munication ranges on cluster formation as shown in Fig. 3.5. The figure reveals that
the number of clusters formed is dependent on the communication range of the deployed
nodes. Communication range of the nodes and the number of cluster formed are inversely
proportional to each other. As according to the proposed algorithm, only one hop neigh-

bours can remain in the same cluster, therefore, more the communication range, less would
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Figure 3.5: Effect of sensors’ densities and communication ranges on number of clusters

be the number of clusters, as one cluster can now cover a wider geographic area.
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Figure 3.6: Number of isolated nodes with respect to number of rounds

The next experiment is focused to explore the relation between the number of isolated
nodes and number of rounds. From Fig. 3.6, it is observed that, initially, there are no
isolated nodes. However, after running for longer time, there would be some isolated nodes
as many neighbour nodes would be dead. It also depicts that percentage of isolated nodes
are inversely proportional to the number of nodes deployed. A node is isolated only when
all its one hop neighbour are dead. For a network of 800 nodes, even after 4500 rounds,

that is, 4500/4=1125 seconds after initiation (sending 4500 messages), there are hardly
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any isolated nodes. Even a sparse network of 100 nodes is able to operate successfully

without any isolated nodes for 3000 rounds following the proposed algorithm.
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Figure 3.7: Effect of percentage of dead nodes per round on number of nodes deployed

Consequently, the next experiment is conducted to explore the relation between the
percentage of dead nodes and number of rounds. It is observed from Fig.3.7 that the rate
of increase in number of dead nodes is very low. Since the algorithm is using only one hop
transmission, and re-selection of cluster heads ensures proper load balancing, hence, the

life span of individual nodes gets improved.

Figure 3.8: Percentage of Isolated nodes with respect to varying constants

In Fig. 3.8, Fig. 3.9 and Fig. 3.10, the percentage of isolated nodes, number of

clusters formed and percentage of dead nodes are tested with varying constants w,x,y
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Figure 3.9: Number of clusters formed with respect to varying constants
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Figure 3.10: Percentage of dead nodes with respect to varying constants
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and z respectively where the weight coefficient of each evaluation factor satisfies w + x
+ v + z = 1. Different representative value combinations are explored in order to cover
the entire horizon. These constants are used in equation 3.3. As can be observed from
the figures, the value combination of w = 0.3,z = 0.2,y = 0.3,z = 0.2 gives the best
results as it results in more stable clusters (Fig. 3.9) resulting in lesser percentage of dead
nodes (Fig. 3.10). Thus, remaining energy of the nodes should be given more weight while

calculating the fitness value.

Numnerof Alive nodes
o
a

4 1000 2000 3000 4000 5000 6000

Number of rounds

—{%— PROPOSED METHODOLOGY — —e@— EPMS —b— UCRA-GsO

Figure 3.11: Comparison of proposed methodology with EPMS and UCRA-GSO with respect to number
of alive nodes per round

To compare the effectiveness of our protocol, our work is compared with the EPMS
protocol [84] and UCRA-GSO protocol [85]. In EPMS, the authors have used Particle
Swarm Optimization and in UCRA-GSO authors have used GSO for clustering. The
comparison is made on the basis of the number of nodes alive per round. The results
are depicted in Fig. 3.11. From the figure it is clear that, though in initial rounds the
EPMS and UCRA-GSO are found to give better results, but, after some nodes are dead,
the proposed mechanism works better as it is changing the cluster heads depending on
the residual energy. The energy consumed by the nodes to rerun the algorithm is already
taken care of by the simulation environment. Though it is obvious that more energy
is consumed while re-selecting the cluster heads, but it is taken into account that the

reselection is done only when the cluster head has not the remaining residual energy to
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perform as a cluster head, and in that scenario the re-selection increases the lifetime of
the network by balancing the load among nodes. Because of this, load balancing among

the number of alive nodes is better in our protocol.

== Proposed algorithm = @= SAMEDS “— GMEDS
30
25
20
15
10

Number of edge server

100 200 300 400 500
Number of base stations

Figure 3.12: Comparison among different edge server placement algorithms w.r.t number of edge servers
deployed vs number of base stations

Here, the performance of the proposed method after deploying the edge nodes in the
positions of selected cluster-heads is evaluated against two existing approaches GMEDS
and SAMEDS [56] in terms of the count of edge servers required for varying the count of
base stations. Fig. 3.12 demonstrates that all three curves exhibit a growing tendency as
the network size grows. However, the proposed technique is found to outperform the state-
of-the-art approaches. This is because the straw polling phase of the proposed technique
enables to place the edge servers in a geographically distributed manner. Further, the

edge server selection phase ensures the non-overlapping of clusters.

Thus, to summarize our findings, the number of clusters are found to become stable
for a long runtime if more than 600 nodes are deployed. More communication range would
obviously call for lesser no of clusters. Denser networks provide better performance. With

800 nodes, the network performs better without any isolated nodes even after 4500 rounds.
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3.4 Summary

In this chapter we have introduced an adaptive cluster head selection algorithm based on
Glow-worm swarm optimization. The algorithm is able to divide the whole network into
optimised number of clusters. In the developed technique the number of nodes in each
clusters is not fixed, it automatically changes depending on the number of alive nodes in
the network, which reduces the number of isolated nodes and also increases the lifetime
of the network. The algorithm ensures minimum overlapping of the clusters using voting
mechanism which minimizes the communication overhead. The algorithm is automatically
initiated by the sink node when any cluster-head is dead. Repeated selection of cluster
heads and reformation of the clusters ensure proper load balancing in the network and
simultaneously increases the lifetime of the network. The designed algorithm is executed
in OMNET++ and have shown the various outcomes in different conditions such as after
different number of rounds, changing the sensor densities, communication ranges and
varying the constants. The results show how the clusters are self-adaptable after different
number of rounds depending on number of alive nodes. In the proposed methodology,
the edge server placement in an IoT-edge computing scenario is examined as a constraint
optimization issue. A modified Glowworm Swarm Optimization algorithm is introduced
for identifying the placement site closer to the selected base stations. The proposed method
finds a balance among the operational demands of the edge server, and the no of the base
stations covered by an edge. Moreover, it has also been demonstrated how the developed
technique works better than a state-of-the-art technology in terms number of alive nodes
after a certain number of rounds.

After deploying the edge nodes in the optimum positions it is found that to improve
overall service efficiency and reduce task offloading delays, it is necessary to propose an
effective task offloading approach for managing loT-edge computing resources and pro-
cessing computation workloads for deadline-sensitive applications. In the next chapter we
have focused on this issue.

List Of Publications

1. Journal:

M.Bakshi, C.Chowdhury and U.Maulik, “Energy-efficient cluster head selection
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2. Conference:
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Chapter 4

Deadline-Aware Data-Centric

Offloading Algorithm

4.1 Introduction

In this chapter, an efficient job offloading approach is proposed to enhance service efficiency
and minimize delays in offloading tasks for IoT-edge computing. The focus is on managing
resources and processing workloads for time-sensitive applications. The key highlight is
proposing a job offloading algorithm based on Cuckoo search optimization for IoT edge
environments to reduce job failure rates of time-sensitive tasks. Tasks can be processed on
the device itself or offloaded to another device within the same or different cluster, based on
factors like deadlines, data requirements, and CPU cycle needs. The use of meta-heuristic
optimization algorithms is crucial due to the complexity of the decision-making process.
The Cuckoo search-based optimization technique proves effective in achieving convergence
and utilizing levy flights for exploration. The proposed Cuckoo search-based job offloading
approach (TOCS) addresses the requirements efficiently and devises an optimal offloading

strategy for edge devices.

An overview of this technique is detailed in the following section.
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4.1.1 Overview of Cuckoo Search Algorithm (CSA)

CSA is one of the latest nature-inspired meta heuristic algorithms, developed in 2009 by
Xin-she Yang and Suash Deb [133]. CS is based on the obligate brood parasitic behavior
of some Cuckoo species in combination with the Levy flight behaviour of Cuckoo bird.

The pseudocode for Cuckoo search is described in Algorithm 2.

Algorithm 2: CSA

1 Objective function f(x);
2 Generate initial population of n host nest;
3 Evaluate fitness and rank eggs;
4 while t > MaxGenerationorStopcriterion do
5 t=t+1;
6 Get a cuckoo randomly/ generate new solution by Levy flights;
7 Evaluate quality/fitness Fj;
8 Choose a random nest j;
9 if (FZ>FJ) then
10 | Replace j by the new solution;
11 end
12 Abandon a fraction (pa) of worse nests;
13 build new ones at new locations via Levy flights;
14 Keep the best solutions (or nests with quality solutions);
15 Rank the solutions and find the current best;
16 end
17 Post process results and visualization

When generating new solutions :U&t ) for ath cuckoo, a Levy flight is performed using

the following equation

e = ot +as ®H(pa —¢) ®(m§ —ab) (4.1)

t.

% and z! are two different solutions selected randomly by random permutation,

where =
H(u) is a Heaviside function, ¢ is a random number, and s is the step size.

On the other hand, the global random walk is carried out by using Levy flights

T =z} +aL(s,\) (4.2)
L(s,)) = /\F(/\)S/L?:L(WA/% (51%”\) (s =s0>0) (4.3)

where I'(\) is the " function and A the random step length. Levy flights essentially provide
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Table 4.1: Rules of Cuckoo Search
Rule No Rule How it helps in solving the optimization

problem

ii

iii

Each cuckoo lays one egg at a time, and
dumps its egg in a randomly chosen nest.

The best nests with high quality of eggs
will carry over the next generation.

Each cuckoo egg laid in a host nest has
an assigned discovery rate value, p,, and
when a predefined discovery condition is
met, the host bird can either build a new
nest or just get rid of the cuckoo egg.

The new cuckoo egg intends to replace a
previous egg by improving the quality of
solutions.

The ”selection of best” finds the best lo-
cal optimum among the cuckoo popula-
tion at each generation, progressing the
convergence of the cuckoo to a feasible
global optimum.

A completely new solution far from cur-
rent population’s solution is generated
enabling the global scale exploration.

a random walk while the random steps are drawn from a Levy distribution for large steps

(I<AX<3).

The three idealized rules of Cuckoo search and how these rules help in solving the

optimization problem are listed in Table 4.1.

CSA has mainly two advantages

i. It satisfies the global convergence requirements.

ii. It supports local and global search capabilities.

Recent studies show that in comparison with Genetic Algorithm, Cuckoo Search has a

high exploration ability due to its mutation related Levy flights, yet can converge quickly

for job scheduling at grids as in [134].CSA has two distinct advantages, such as, efficient

random walks and balanced mixing. Levy flights are reported to be applied in optimization

to improve the efficiency of the search process for nature inspired algorithms as in [135]. In

[136], authors have proved that CSA can degenerate into a variant of Differential Evolution

(DE), as well as an Accelerate Paticle Swarm Optimization (APSO) algorithm. This means

that SA, DE and APSO are special cases of CSA.
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4.2 Proposed Methodology

The problem is formally defined by presenting the architecture and system model first.

This section then goes into detail about the suggested job offloading strategy.

4.2.1 System Model

The IoT network consists of a number of distributed IoT nodes Io17, I0T5, ... 10T, where
each IoT node generates a single job at a time. Each IoT node holds different parameters
described in Struct IoT (Section 4.2.1).

Struct JoT contains

I0T;q // Unique identity of each IoT
POS(X,y) // Position of the IoT node

FEdge;q// Controlled by Edge node

avail=1// Number of jobs can be alloted=1
end
IoT nodes produces at most n jobs at a Time denoted by joby, jobo, ... .., job,.

Struct job contains

job;q // Unique identity of each job
CPUCycleRequired // Assumption:1 instruction executes per CPU cycle
TimeDeadline// Maximum time unit allowed for execution

IOTid// Unique Identity of the IoT node where job is alloted

end

Edge layer of the network consists of Edge nodes Fdgei, Edges,...., Edge,, where
m << n. One Edge node controls the IoT nodes within one hop distance. The Edge node
under whose control the IoT node is , is known as its OwnECU, other edge nodes are
defined as its “OtherECU”.

Struct Edge contains

Edgeid // Unique identity of each Edge
POS(X,y) // Position of the edge node
avail// Number of jobs can be alloted at a time

end
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The job is executed successfully if it can be executed by an available resource (that is
by the IoT device, its OwnECU or OtherECU) and is completed before the Time Deadline
assigned to it. The objective of the work is to provide a job offloading strategy applicable

in heterogeneous edge server environment that will provide the following optimization
1. minimize the response time
2. minimize energy consumption
3. Maximize resource utilization
4. maximize the percentage of successful job execution while considering the data-

centric heterogeneous job with CPU-demand and deadline awareness.

4.2.2 Algorithm Description

In this section the methodology of the proposed work is described. The significance of all
the constant terms used in the methodology is described in Table 4.2.

Table 4.2: Significance of the constant terms

Symbol  Significance

CPU Cycle Per Unit Time for IloT

Energy required by IoT device per unit time
Bandwidth

CPU Cycle per Unit Time for ECU

required per unit time for transferring data
Energy required by ECU device per unit time

N I e

If the job; is executed in an IoT the Time required is dependent of number of CPU

cycle needed for execution of the job and CPU Cycle Per Unit Time for the IoT device

and is calculated as
_ job;.CPUCYycleRRequired
«

T (4.4)

The Energy required is calculated as follows.

E=Tx8 (4.5)
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If the job is executed in an ECU, the Time required, is dependent on

1. The data transfer time from the IoT device to the ECU
2. The amount of data to be transferred
3. Number of CPU cycle needed by the job

4. CPU Cycle Per Unit Time for the ECU device

The data Transfer time for job; for executing in resource; is calculated as

__jobj.DataN eeded
g

T X \/(372 —21)* + (12— 1)° (4.6)

where (21,y1) = jobj.IoTid.PoS and (x2,y2) = resource;.PoS

The time required for execution of the job; in the edge device is calculated as

T job;.CPUCycleRequired
2 = ~

4.
O (17)
The total time required for execution of a job by an ECU is calculated as

T=T1+1T5 (48)

The total energy consumed while executing a job through an ECU device is calculated as

E=T xe+Tyx( (4.9)

The normalised Time for executing a job is calculated as

T

NT = 557

(4.10)

Where T is the total time needed for job execution and PTT is the total time needed for
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executing all jobs.

The normalised Energy consumed required for executing a job is calculated as

E

NE = ——
PTE

(4.11)

Where E is energy consumed for execution of the job and PTE is the total energy consumed
for executing all jobs.

The normalised resource utilization for resource; is calculated as

PR[resource;] + 1
resource;.avail

R

(4.12)

Where PR[resource;] is denoting the number of VMs used by the ECU where the job is
being executed and recource;.avail is denoting the total number of VMs available in that
ECU.

The fitness value of the solution point (job, resource used) is calculated using

(x*x(1=NE)+9¢x(1—=NT)+wx (R))
(X +v+w)

fitval = C x (4.13)

Where v, ¢, w are constants denoting weights of the factors. c=1 if the job can be
completed successfully using the referred resource, otherwise ¢c=0 and are constants y, 1,

w denoting weights of the factors.

The proposed cuckoo search based job offloading (TOCS) algorithm (algorithm 3),
takes the list of jobs, IoTs and ECUs deployed and returns the job offloading decision
that is which job will be executed in the IoT itself, and which will be executed in its own
ECU or other ECU. The decision is taken in such a manner such that the overall Time
for execution and energy consumed is minimised, whereas number of successful executed

job and resource utilization is maximised.

Since there are n number of IoTs and it is assumed that each IoT device is generating a
single job therefore there are n jobs to process. M number of ECUs are deployed, therefore

n(™+7) number of possible solutions are available to place the n number of jobs in n IoTs
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Algorithm 3: TOCS

Input: jobDetails = [joby, joba, ...., joby];

IoT Details = [10T1, L[0T, [0T5, ..., [0T),];

EdgeDetails = [Edgey, Edges, ..., Edgey,];

Output: Optimized job offloading details;

JR = [(joby, 1, Type), (joba, ro, Type), ..., (joby, v, Type)];

where job; € jobDetails;

r; € 10T Details U EdgeDetails;

Type = 10T or OwnECU or Other ECU
1 Set of all solution points

SR = [(job;,r;, Type),Vjob; € jobDetails,r; € [0T Details U EdgeDetails];

2 Set JR = [(joby, I0T,I0T), (joba, IoTs, I0T), ....., (job,, [Ty, I[oT)];
3 foreach JR; € JR do

a | JR;.FitnessVal = F(JR;);
5 end
6 ((PTE,PTT,PTC,PR)=TECcalc(JR);
7 while (t<MazGeneration) or (stop criterion) do
8 Get a Cuckoo SRy € SR randomly via Levy flights;
9 SRy.FitnessVal = F(SRy);
10 Find JR,, € JR | JR,,.job = SRy.job if
(SRy.FitnessVal >= JR,,.FitnessVal) then
11 TempJR=JR;
12 TempJR,, = SRy;
13 (TE,TT,TC,R)=TECalc(TempJR);
14 if TC<=PTc and (TT<PTT or TE<PTE) then
15 Replace JR,, by SR in JR;
16 PTT=TT;
17 PTC=TC;
18 PTE=TE;
19 PR=R;
20 end
21 end
22 Abandon a fraction (pa) of worse nests from JR;
23 build new ones at new locations in JR via Levy flights;
24 Keep the best solutions (or nests with quality solutions) in JR;
25 Rank the solutions of JR and find the current best;
26 end
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1 Procedure CheckCompatibility (job; resource;, Type)
2 if Type==IoT then
3 Calculate T using Equation 4.4;
4 Calculate E using Equation 4.5
5 end
6 else
7 Calculate T3 using Equation 4.6;
8 Calculate 15 using Equation 4.7;
9 Calculate T using Equation 4.8;
10 Calculate E using Equation 4.9;
11 end
12 if PR[resource;] < resource;.avail and T < job;.TimeDeadline then
13 | comp = 1;
14 end
15 else
16 | comp = 0;
17 end
18 return (E,T,comp);

1 Procedure F(job;,resource;, Type)
2 (E,T,C)=CheckCompatibality(job;,resource;, Type);
3 NT is calculated using Equation4.10;
4 NE is calculated using Equation4.11;
5 R is calculated using Equation4.12;
6 fitval is calculated using Equation4.13;
7 return fitval,
1 Procedure TECcalc(JR)
2 | TT=0;
3 TE=0;
4 TC=0;
5 Resource = {IoTy : 0,10T% : 0, ...., 10T}, : 0, ECU; : 0, ECU; : 0, ..., ECU,, : 0};
6 for All entries(T;, R;, Type;) in JR do
7 (E;, T;, C;)=CheckCompatibility (T;, R;, Type;);
8 TE =TE + Ej;
9 T =TT +1T;;
10 TC =TC+ Cy;
11 Resource[R;| = Resource[R;] + 1;
12 end
13 return TE,TT,TC,Resource;
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and m ECUs.
The suitability of deciding a job to be executed in a resource is depended on the

following factors:
1. Availability of the resource
2. The job execution can be completed within the given deadline

Initially all jobs are assumed to be executed in their respective IoT devices. Accordingly
the solution points are selected and fitness value of all the solution points are calculated
calling Procedure F(job;,resource;, Type) .

The compatibility of the job w.r.t the resource assigned is checked using procedure
CheckCompatibility(job;,resource;, T'ype).

The Total Energy, Total Time, Total cancelation of jobs and Resource Utilization is
calculated using procedure TECcalc(JR) .

A cuckoo, i.e. a solution point SRy with joby is randomly selected via Levy flight
from the set of all solution points. Fitness value of SR}, is calculated. If the fitness value
of SRy, is greater than or equals to the fitness value of already selected solution point of
same job (ie. If it is local optimised ) then Total Energy, Total Time, Total cancelation
of jobs and Resource Utilization are calculated w.r.t SRy. If by replacing already selected
job w.r.t job, with SRy gives less cancellation of job, and gives better result for energy
consumption, required time and resource utilization, then the already selected solution is
replaced by SRy. The process is repeated till upto three iterations no change in list of

selected solution points or maximum number of iterations achieved.

4.2.3 Complexity Analysis

Let us consider the original CS algorithm’s complexity before estimating the complex-
ity of the suggested TOCS. The original CS algorithm’s computational complexity was
found to be O (n X D X tyq,) [133] when estimating the population size as n of a D-
dimensional problem with tmax as the maximum number of iterations. This estimate is
based on the fact that O(D) operations must be performed for each population, and that

the computational complexity for a population size of n is determined by the dimension
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size D. Therefore, O (n x D) gives the complexity for the entire population. This com-
plexity is only given for a single iteration; however, the computational burden increases
to O (n X D X tyme,) when the iteration size is increased to tp,q,. This represents the
fundamental CS algorithm’s computational complexity. Now that the proposed TOCS
algorithm and the steps of the original CS algorithm are compared, it is clear that there
is no additional computational load because the new TOCS retains all of its fundamental
parameters. However, by using the check_compatibility() function, the computational cost
will be decreased in this case as the population size decreases. If we designate this smaller
population as nyeduced, then O (Nyeduced X D X tmag) represents the overall reduced com-
putational load. There is only one parameter that affects the computational complexity,
and that is the population size. As a result, the suggested TOCS has lower time and space

complexities than the original CS algorithm.

4.3 Experiment Results and Discussion

In this section, experimental results are presented to evaluate the performance of the
proposed TOCS algorithm 3.In order to validate the results, the proposed algorithm is
simulated using the CISCO PACKET TRACER simulator ! while the code was written
in Python language. In Table 4.3, the default parameter settings for evaluating TOCS are
listed. The values are taken following the datasheet [137, 138].

We first discuss the intricacies of the proposed algorithm with respect to an example
use case. Fig. 4.1 presents a sample deployment of 50 IoT devices with 5 ECU nodes.
From the figure it is observed that after executing the proposed algorithm, some of the
jobs are executed at the respective IoT devices whereas others are optimally offloaded to
different ECUs.

In Table 4.3, the default parameter settings for evaluating TOCS are listed. The values
are taken following the datasheet [137, 138].

We have considered the dataset of nearly 50k jobs available in [139]. For the demon-

stration, we have considered a set of 15K job details and obtained the results.

"https://www.netacad.com/courses/packet-tracer
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Figure 4.1: Deployment of the Network in CISCO Packet Tracer

Table 4.3: Experimental Setup Parameters

KEY PARAMETER VALUE

n 50-900

m 4-10

VMi [3,7]

« 16MIPS

B 50W

vy 36Mbps

0 18000MIPS
€ 250kbps

¢ 300W
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4.3.1 Case Study

A case study has been performed with 50 jobs. The input jobs are chosen representing

different practical scenarios as follows.
1. Soft deadline with higher CPU cycle needed
2. Hard deadline with higher CPU cycle needed
3. Less data with hard deadline
4. Moderate data needed with moderate deadline
5. Less CPU cycle with soft deadline

Different aspects of the outputs obtained after the experiments are presented below.
Since the main motive of the approach is to provide the optimized result at first the job

cancellation percentage is checked.

Figure 4.2: Percentage of job execution of 50 sample jobs taken for case study

Fig 4.2 shows that after job-offloading 96% jobs have been successfully executed. From
the input metrics of the sample jobs it has been found that the jobs having hard deadline
but more CPU cycle need are canceled as it was not possible to execute the jobs any how
within the deadline. In Fig 4.3 a more detailed decription has been shown. Among the
96% successfully executed job, 46% jobs has been executed in the same IoT itself. In case

of other jobs IoT devices were not cabable of providing CPU resources within the needed
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Figure 4.3: job offloading details of 50 sample jobs taken for case study
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Figure 4.4: Relation between input metrics and job offloading decision

deadline. According to the availability of ECUs , 42% jobs are executed in the ECU of the
same cluster whereas 8% of the jobs are executed in the ECUs of the different clusters.
From the input metrics of the jobs it has been found the jobs having more deadline time
allocated and lesser CPU cycle needed are able to be executed in the IoT devices itself,
as IoT devices have very less processing power. The jobs that need more CPU cycle are
offloaded to ECU devices. If the same cluster ECU is not available for jobs , then the job
with lesser data transfer need is offloaded to other cluster ECU, to minimise the cost. Fig
4.4 is depicting the described the relation between the input metrics and job offloading

decision.

In Fig 4.5 the job distribution details has been shown. It is seen that in 5 ECUs the
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ECUS
Total Job Execution 10%
5 jobs from same cluster

. 0 jobs from other cluster

Total Job Execution 10%
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Figure 4.5: Job distribution details after offloading decision on 50 sample jobs taken for case study

workload is evenly distributed according to the proposed algorithm, though the number
of jobs from same cluster and other clusters are different. The ECUs who are executing
lesser jobs from same cluster are used to execute the other cluster jobs to provide the

evenly job distribution in all the ECUs.
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Figure 4.6: Variation of job execution cost in an IoT device subject to different parameters

The effect of different input parameters on the cost is detailed in Fig 4.6. It indicates
the normalized value for data needed, CPU cycle needed, time and cost incurred for job
completion for the jobs executed in the IoT device itself. From the figure it is clear that
the cost and time incurred is directly proportional to CPU cycle needed and not associated

with data needed. As no extra time or cost is incurred for data needed in execution, when
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the job is executed on the IoT device itself.
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Figure 4.7: Variation of job execution cost in an ECU device located in the same cluster of the job
generating [oT device subject to different parameters

Fig 4.7 indicates the normalized value for data needed, CPU cycle needed, time and
cost incurred for job completion for the jobs executed in the ECU device in the same
cluster as the IoT device. From the figure it is clear that the time incurred is directly
proportional to data needed as the data is to be transferred from the IoT device to the
ECU device. The cost incurred is dependent on both the data and CPU cycle needed,
but more on CPU cycle needed for execution. Similar observation is reported for the jobs

executed on ECUs of different cluster as shown in Fig 4.8.

A comparison of different metrics is reported in Fig 4.9. The metrics considered are
cost-data ratio, cost-CPU cycle ratio, and time-CPU cycle ratio for various computing
resources -loT, ECU of same cluster, and ECU of different cluster. From Fig 4.9 it is
observed that the time-CPU cycle ratio and cost-CPU cycle ratio are maximum when
the job is executed in an IoT devices. The cost-data needed ratio is maximum when the
job has to be executed in an ECU in other cluster as the cost for sending data to the
ECU is maximum in this case. Considering the limited ECU resources availability, the
proposed algorithm is found to achieve appreciable performance resulting in minimal job

cancellation.
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Figure 4.8: Variation of job execution cost in an ECU device located in the other cluster of the job
generating IoT device subject to different parameters

4.3.2 Result Analysis in homogeneous and heterogeneous deployment

In this section the performance of the algorithm has been tested for various homogeneous
and heterogeneous deployment environment. Homogeneous environment signifies that the

ECUs consist of same number of VMs and vice versa.

An experiment has been conducted where a number of homogeneous ECUs have been
deployed with different number of VMs per ECU. The number of cancelled task is observed
and reported in Fig 4.10. It could be seen that a certain number of ECU is required, and
if the VMs per ECU is increased then number of task cancellation is decreased. For lesser
number of ECU, if number of VMs per ECU is increased it does not decrease the number

of task cancellation.

In the next experiment, heterogeneous ECU has been deployed. Fig 4.11 is reflecting
if number of VMs is more in certain ECU and lesser in certain ECU, it doesn’t help in
decrease of number of job cancellation. Homogeneous ECU deployment gives etter result

w.r.t decreased number of job cancellation.

62 | Page Jadavpur University



4.3. EXPERIMENT RESULTS AND DISCUSSION

f e tats

:

NTH
Lt

(LA Ay
"n "

e e e e o o ot e o e e P P et

iy

Ly

iy

MORMALISED WALUE
&

AR T s s L
oL E By 5 oy My B B P 5 5 By 8 By T Ty 8 Py 5 By P

(i
|
2222

:
o T

N
B

OtherECU SameECU

D COST-DATARATIO  =COST-LPU_CYCLE RATIO  ETIME-CPU_CYCLE RATIO

Figure 4.9: Comparison of different metrics in various resources

4.3.3 Performance tuning of the proposed CSJS algorithm

The default values of the setup parameters taken in this section are listed in Table 4.3.
It is important to find out the optimized value of the weight parameters y,)) and w used
in Algorithm 3 for calculating the optimized job schedule. In Fig 4.12, the normalised
time consumed, in Fig 4.13 normalised energy consumed and in Fig4.14 cancelled job
to received job ratio with respect to different number of jobs are tested with varying
the values of (x, ¢, w), respectively, where the weight coefficient of each evaluation factor

satisfies y + ¢ + w = 1.
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Figure 4.13: Normalised energy consumption w.r.t varying constants

Fig 4.12 | Fig 4.13 and Fig 4.14 depicts that xy=0.4, 1)=0.4, w=0.2 in Equation4.13 gives
the optimised result in terms of time and energy consumption and minimum number of

job cancellation.
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Figure 4.15: Comparison between different strategies w.r.t Number of service received vs Number of
service executed

The purpose of this experiment is to evaluate the proposed algorithm against a recent
state-of-the art algorithm. In order to achieve this, the proposed algorithm has been com-
pared with Fuzzy Logic for Offloading to the Target Layer (FLOTL) scheme, published in

[106]. We have also taken into account the following popular intuitions.

e FCFS(FIRST COME FIRST SERVE): Tasks are assigned to IoT devices in ascend-
ing order of ID; tasks that the devices are unable to perform are assigned to the
ECU in the same cluster. The task is assigned to an ECU in a separate cluster if

the ECU in the same cluster is not available.

e SJF(SHORTEST Job FIRST): It is similar to FCFS with the exception that the

tasks are arranged according to CPU cycle requirements.

Fig 4.15 shows the result of the comparison. It is clear from the result that the proposed
algorithm is able to achieve better results in terms of reduced number of canceled tasks as
the algorithm considers different metrics and three layer architecture for task offloading.
From the figure it is found that the proposed algorithm is able to achive 28.1%, 24.29%, and
12.86% less task cancellation than FCFS, SJF, and FLOTL([106])algorithm, respectively.
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4.4 Summary

An optimal job offloading algorithm based on the Cuckoo Search Algorithm for the In-
ternet of Things in an edge computing context has been presented in this chapter. The
method is able to develop an offloading strategy for applications with data centric, dead-
line aware jobs in order to optimize service time and resource usage in IoT-Edge en-
vironment concurrently reducing the overall energy consumption and percentage of job
failure. The technique can handle heterogeneous ECUs with different numbers of virtual
machines. The Python programming language is used to implement the intended method
in a CISCO packet tracer, and it is demonstrated to function successfully in both even
and uneven virtual machine distribution. The outcomes demonstrate how the proposed
method outperforms a state of the art technique in terms of fewer job cancellations.

In order to provide an overall energy-efficient job execution strategy in an loT-edge
environment, it is necessary to form an efficient job scheduling algorithm following of-
floading the jobs in the respective ECUs. Thus, we have concentrated on creating an
energy-efficient job scheduling strategy that takes into account job priorities, dependen-
cies, and conflicts in the upcoming chapter.

Journal Communicated

1. Journal:
M.Bakshi,U.Maulik and C.Chowdhury, “Cuckoo Search based Deadline Aware En-
ergy Optimized Task Offloading Strategy,” communicated to SN Computer Science,

Springer.
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Chapter 5

Sustainable job scheduling

5.1 Introduction

The key focus of this chapter is to introduce a job scheduling algorithm that considers job
priority, inter-job dependencies, job conflicts, and varying ECU capacities. The aim is to
enhance the overall performance of ECUs by optimizing resource utilization and energy
efficiency. Due to the complexity of the task, the solution space becomes significantly
large, prompting the use of meta-heuristic optimization algorithms to navigate it effec-
tively. Among these algorithms, cuckoo search-based optimization seems promising as it
facilitates both exploration and exploitation throughout the search process. Therefore, we
have developed a Cuckoo Search based Job Scheduling (CSJS) method that addresses the

specified conditions and generates an optimized job schedule for edge devices.

5.2 System Model

The architecture consists of three layers.

1. IoT device layer
2. ECU layer

3. Cloud Data Server layer

In IoT device layer, numerous loT devices are placed. Here, M number of IoT devices

are considered to be deployed. Let each IoT device deploys one service that needs to
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be processed remotely. That means M number of jobs to be processed, defined as J =
{j1,72s -, jar }- Initially, jobs are placed in a waiting queue. Proposed scheduling algorithm
would determine which jobs should be placed in which ECU depending upon various
criteria so that job execution cost is minimized whereas the ECU utilization would be
maximized.

In the ECU layer, there are L number of ECUs deployed where L << M, defined as
E = {E\,Es,...,Er}. Each ECU consists of an access point and a variable number of
VMs. Jobs will be placed in the VMs of the respective ECUs according to the scheduling
algorithm, such that the energy consumption cost is minimized and simultaneously, the
resource utilization is maximized. It is the responsibility of the ECU to execute the jobs

or to send them to cloud data server as per the need.

5.2.1 Problem Definition

The problem can be defined as follows.
Let there be M number of jobs and L ECUs. Each ECU has a variable number of

VMs. The objective of the algorithm is to produce a job schedule such that

1. Energy consumption is minimized.

2. Resource utilization is maximized.

3. Maintaining job conflict and dependency properties in the schedule.

4. Prioritizing the execution of higher priority, ready for execution jobs.

Some of the constraints are

1. All jobs are non pre-emptive.

2. Any single job will be allocated to a single ECU | though it may require more than
one VMs.

3. Any job can start execution only after all the jobs, on which it is dependent has

already completed their execution.
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4. No two jobs can be placed in the same ECU at the same time which have conflicts

among themselves.

To solve the above job scheduling optimization problem, we have proposed a Cuckoo

Search based job scheduling algorithm.

5.2.2 Method Overview

All the jobs {j1,j2,...,jnm} are placed in the priority queue, with status 0 as defined in

equation 5.1, sorted according to their respective priority index {p1,p2, ..., pam}-

0 if j; is in the waiting queue
8i =91 if j; is placed in the ECU (5.1)

2 if j; has been completed and removed from the ECU

Initially, all the VMs of all the ECUs {Eq, Es, ..., Epr} are empty. A job j; is ready to be
executed if all the jobs ji on which it is dependent, as defined in equation 5.2, have been

executed.

. 1 if j; is dependent on ji

7

0 if j; is not dependent on jj

The scheduling algorithm extracts the list of highest priority jobs which are ready to be

executed i.e RD; = 1 as per equation 5.3.

1V jobs j, if DP=1 and s,=2.
RD; = v " (5.3)

0 Otherwise

Then, a set of initial solutions has been generated with all combinations of ready to be
executed, highest priority jobs and the ECUs. Now using these initial solutions, a Cuckoo
Search based algorithm is executed to select the set of solutions with the highest fitness
value. To calculate the highest fitness value, at first, the compatibility of the ECUs with
the jobs in the solution is checked. A job is compatible with an ECU if the ECU has

sufficient number of available VMs required for the execution of the job and no already
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assigned jobs have conflict with the job under consideration, as defined in the equation

5.4.

1 if j; has conflict with ji

)

0 if j; does not have conflict with ji

In the proposed work, in every round, the energy cost and resource utilization have
been calculated that are fed in the fitness value calculation so that the optimized job
sequence can be selected. The energy cost and the resource utilization calculations are

shown in the following subsections.

5.2.2.1 Enmergy Cost Calculation

For a job that is compatible with an ECU in the solution set, the amount of energy to be
consumed, if the job is placed in that ECU, is calculated. The number of active ECUs

with active VMs are calculated as follows.

1 iflen(JVM;,) >0
AE;, = (5.5)

0  Otherwise
Equation 5.5 determines whether the i** ECU is active in round r. The i** ECU is
considered to be active in round r if there is at least one VM in that ECU, in that
particular round, which is executing a job. That means the length of JV M;, must be
greater than 0, where JV M; , is the list of jobs placed in the ith ECU w.r.t round 7.

Whether the j** VM of ECU; is active in round 7 is determined as follows.

1 if len(JVM;,[j]) >0
AV M, j, = (5.6)

0 otherwise
JV M; , is the list of jobs of ith ECU in round r. For example, if the ECU; has 3
VMs then JV M;, may contain the list [[j1],[], [j2]]. That means in the round r, VM;,
is executing ji, while V' M; 2 is not executing any job, and VM; 3 is executing ja. So,
JVM; 1] >0, JVM; 2] =0, and JV M;,[3] > 0. Thus, by equation 5.6, AVM,; 1, =1,

AV M; 2, =0, AVM;3, = 1. The total energy consumed in round r is calculated using
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equation 5.7. The energy is consumed in three ways, through active ECUs (u per unit),
active VMs (v per unit), and inactive VMs of the active ECUs (I" per unit). Accordingly,

the total energy requirement, T, is calculated as follows.

7 L VM; L V M;
TE, =px Y (ABy)+vx> > (AVM;,)+T x> AE; x> (1-AVM; ;) (5.7)
p=1 i=1 j=1 i=1 j=1

The total energy cost, T'F, is normalized w.r.t the maximum energy consumption per

round as follows.

TE
NE, = — (5.8)
(Lxp)+vxy VM,
Accordingly, the total energy consumption for T rounds is computed as follows.
T
EC =) TE, (5.9)

r=1

5.2.2.2 Resource Utilization

The normalized resource utilization is calculated, assuming the job to be placed in that

ECU as follows.

Sk (AE;, x VM)

NRU, = (5.10)

It represents ratio of the total number of active VMs with the total number of VMS in all
active ECUs. Any active ECU consumes a lot of energy irrespective of how many jobs are
placed there. So, the proposed algorithm tries to maximize the utilization of the VMs of
the active ECUs before needing to activate an additional ECU. Since the inactive ECUs do
not consume any energy therefore, the normalized resource utilization has been calculated

taking only the number of active ECUs. The algorithm is detailed in the following section.
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5.2.2.3 Algorithm Overview

The proposed Cuckoo Search based Job Scheduling (CSJS) algorithm takes the list of
jobs to be executed and returns the optimized job sequence such that the consumption of
energy cost is minimized and the resource utilization is maximized.

Since there are M jobs and L ECUs so there will be M* possible ways of allocation
of such M jobs in L. ECUs. The jobs considered for execution must have the following

properties.

1. The job has not started execution.

2. There exists at least one ECU such that it has sufficient number of empty VMs for

execution of the job.

3. All the jobs on which the opted job is dependent have completed their execution.
The suitability of ECU for the execution of the job depends on mainly two factors.

1. There are enough VMs available in the ECU for the execution of the job.

2. No job which has a conflict with the selected job is presently being executed in the
ECU.

The CheckCompatibility(job;, ecu;) procedure is invoked to check the compatibility
between an ECU and a job. It returns 1 if job; is compatible with ecu;, otherwise, returns
0. This procedure is invoked by the fitness function F(job;, ecu;), while calculating the
fitness value of a solution.

Depending on the fitness function, the proposed CSJS algorithm, summarized as Al-
gorithm 4, selects the best suitable solution. For implementation of Cuckoo search, on
Steps 9 to 19 of Algorithm 4, the initial nests are considered to be randomly generated
sequence of (job,ECU) set. While generating new solutions in step 16, for say cuckoo i, a
Levy flight is performed. Here, the consecutive jumps/steps of a cuckoo essentially form
a random walk process which obeys a power-law step-length distribution with a heavy
tail. Thus, the chances of stucking at a local optima are minimized. As t increases, steps

started decreasing and intensification of solution space has been achieved. From here the
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algorithm would find out the best Cuckoo, that is the optimized sequence of (job, ECU)
set. The Cuckoo Search is executed either up-to a given no of times or till three iterations
that the algorithm chooses the best Cuckoo, whichever is less. According to the result
produced by the algorithm, the selected jobs are placed to the respective ECUs and the
status of the jobs are changed to 2 following equation 5.1. The procedure is repeated till
all the VMs are full or there is no ready to be executed job whose status = 0. The jobs
start executing. When a job finishes its execution, it is removed from all the VMs which it
is acquiring and its status becomes 2. Whenever a VM becomes empty, the procedure of
job selection is again repeated, till all the jobs have status= 2. The fitness value is calcu-
lated by Algorithm 9 where the normalized resource consumption and resource utilization
are taken into account while assigning the jobs to compatible ECUs. The weight for the
two factors are determined empirically. It is to be noted that the energy consumption is
a cost that should be minimized while resource utilization is the benefit that should be

maximized.

1 Procedure CheckCompatibility (job;,ecu;)

2 R={NULL};
3 c=114f ijs.tD;-C == 1, s;; == 2 otherwise 0;
4 if ¢c==1 then
5 for all e; in ECU; where (V M; — length(JV M;,)) — RVM; >=0 do
6 if 3 Jk € e; suchthat cf == 1 then
7 ‘ return 1;
8 end
9 end
10 end
11 return 0;

1 Procedure F(job;,ecu;)

(®x(I-NE,)+¥XNRU,)

2 fitval = CheckCompatibility (ecu;, job;) x ) ;

3 return fitval;
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Algorithm 4: CSJS
Input: Job Queue

Output: Optimized job sequence
1 Initially all jobs are placed in a waiting queue J;

2 J is sorted according to priority ;

3 r=1;
4 F;=0;
5 while Jj,eJ : 5! =2 do
6 if (3E;eE : length(JV M;,) < VM;)&(3j, : RD, == 1&s, == 0) then
7 Pick the list of jobs jg ready for execution;
8 Generate initial soln (set of nests) with all combinations of jobs
ejp&Eie ECU;
9 while (t<MazGeneration) or (stop criterion) do
10 Get a Cuckoo i randomly via Levy flights;
11 Evaluate its quality/fitness Fj;
12 if (F; > F;) then
13 ‘ Replace j by the new solution;
14 end
15 Abandon a fraction (pa) of worse nests;
16 build new ones at new locations via Levy flights;
17 Keep the best solutions (or nests with quality solutions);
18 Rank the solutions and find the current best;
19 end
20 Insert the selected Job j, to the selected ECU Ej;
21 Put sg =ss+1
22 else
23 Start executing the jobs s.t s, = 1 i.e; already placed in VMs;
24 r=r+1;
25 if job j, is completed then
26 remove the job from all VMs which it is acquiring;
27 Put s, = s, +1;
28 continue;
29 end
30 end
31 end
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5.3 Experimental Results and Discussion

In this section, numerical results are presented to evaluate the performance of the proposed
CSJS algorithm. In order to validate the results, the proposed algorithm is simulated using
the MATLAB simulator !. Here, we have assumed number of jobs= 250, and number of
ECUs=10. Number of VCs of each ECU arbitrarily varies from 1 to 7. Power consumption
by active ECU, active VMs and inactive VMs are pu, v, I respectively following the values
stated in [74]. We have also executed the code in Python 10.8.3 version for verification of
the opted result.

In Table 5.1, the default parameter settings for evaluating CSJS are listed. The values
are taken following the datasheet [74]. A case study is presented first to show the detailed
working of the algorithm. For explaining the case study we have taken a small set of 24
jobs, to ease our explanation domain. However, for calculating the results, 250 jobs are
considered. A brief discussion of the experimental results is presented in the subsequent
subsections.

Table 5.1: Experimental Setup Parameters

KEY PARAMETER VALUE

M 250

L 10
VMi [1,7]
1 300W
v 50W
r 30W

5.3.1 Case Study

A case study has been performed with 25 jobs. In Table 5.2, a job is described by the

following parameters.

e Id: Provides the unique identification number of the job.

e Priority: Priority of a particular job.

e Dependency: Provides the list of the job ids, on which the job is dependent.

"https://www.mathworks . com/products/matlab.html
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e Conflict: Provides the list of the job ids with which the particular job has a conflict.
e Duration of a particular job w.r.t round.

Table 5.3 has provided optimized job schedule for the given job description in Table 5.2
as the output of the proposed CSJS algorithm. It has shown round wise details i.e; on
which round, which job will be placed on an ECU such that the resource utilization is
maximized as well as the energy consumption is minimized. It is to be noted that in Table
5.3 some fields are left blank as no jobs are assigned to the VMs of the ECUs for that
particular round. From Table 5.3 it is also seen that any new ECU is assigned only if
no other active ECUs have sufficient number of VMs to execute a particular job. The
resource utilization is calculated on the basis of the VMs used in the active ECUs. Even
with heterogeneous ECUs with job conflicts and dependencies, the resource utilization is
found to be around 82% which is quite appreciable.

From Table 5.2 and Table 5.3, it can be observed that the algorithm is focusing on
job priority. For example, job 8 and job 22 started their execution first, having priority 1,
provided they do not have any job dependency, or job conflict with the jobs in available
VMs.

Handling of job dependency by the algorithm is reflected in Table 5.3. For example,
job 6 has priority 1, but it is not able to start its execution till round 5 when job 2 finishes
its execution, as job 6 is dependent on job 2 (shown in Table 5.2).

The algorithm also handles job conflict as is reflected in Table 5.3. For example, in
round 5, job 3 is placed in ECU2, though there was sufficient VM available in ECU1

because job3 has a job conflict with job 8 (shown in Table 5.2).

5.3.2 Performance tuning of the proposed CSJS algorithm

The default values of the setup parameters taken in this section is listed in Table 5.1.
Thus, the results are reported for 250 jobs with 10 ECUs. It is important to find out the
optimized value of the weight parameters ® and ¥ used in Algorithm 9 for calculating
the optimized job schedule. In Fig. 5.1, the consumed energy cost and resource utilization
w.r.t different number of jobs are tested with varying the values of (®, W), respectively,

where the weight coefficient of each evaluation factor satisfies & + ¥ = 1.
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Table 5.2: Jobs description for performing a case study

id Priority RVM Dependency Conflict Duration

0 6 1 0 [18, 5] 6
1 3 1 [ 18, 3] 8
2 5 1 I I 4
3 1 1 2] [8] 10
1 2 2 3,2, 1] 3] 6
5 7 1 I [17] 10
6 1 1 [2] i 13
7 1 1 2, 6] 19, 4, 3] 1
8 1 1 i [14] 7
9 5 1 2, 3] 0 1
10 1 2 [5, 3] [7, 6] 12
11 5 1 [9] I 1
12 1 2 1 I 6
13 7 1 I 18, 12] 11
14 7 1 [6, 2, 1] [0, 15] 9
15 2 1 [0] [14, 3] 4
16 2 1 i 2] 5
17 6 2 i 0 12
18 3 2 [0, 2] I 9
19 2 2 [13, 6, 15] I 2
20 2 1 [0, 5] [19] 5
21 1 2 18, 12] I 6
22 1 2 i 0 4
23 5 1 [0, 1] [7] 9
24 6 2 [11] i 6

Different representative value combinations are explored in order to cover the entire
horizon. As can be observed from the figures, the value combination (® = 0.5, ¥ = 0.5)
gives the best results. Thus, equal weightage for both the factors seem to work best for
job selection as it maximizes resource utilization (Fig. 5.1a) while consumes less energy as
shown in Fig. 5.1b. For rest of the experiments, both the factors are given equal weightage
accordingly.

In order to ensure reproducibility of the results it is important to ensure that the
proposed algorithm converges after a finite number of iterations. Convergence of the CSJS
algorithm is explored and the result is shown in Fig. 5.2. It is found that the outcome
stabilizes after 50 iterations for varying number of jobs. Thus, the subsequent results are

taken at more than 50 iterations in order to report stable output.
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Figure 5.3: Variation of Energy consumption and normalized resource utilization for varying percentage
of VMs w.r.t number of jobs
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Table 5.3: Round wise execution details of a case study with jobs described in Table 5.2

Round ECU1 ECU3 ECU4 Resource Utilization
1 22 |1 22| 8 |16 | 1 2 (12 (12 0|17 | 17 | 13 5 0.816666667
2 22|22 8 |16 | 1 2 (12 (12 0|17 | 17 | 13 5 0.816666667
3 22 |1 22| 8 |16 | 1 2 (12 (12 0|17 | 17 | 13 5 0.816666667
4 221 22| 8 |16 | 1 2 (12 (12 0|17 | 17 | 13 5 0.816666667
5 6 8 [ 16 | 1 3 |12 (12 0|17 | 17 | 13 5 0.766666667
6 6 8 1 3 (12 (12 0|17 | 17 | 13 5 0.716666667
7 6 | 15| 8 1 3 | 18 | 18 17 | 17 | 13 5 0.7
8 6 | 15 1 3 | 18 | 18 17 | 17 | 13 5 0.65
9 6 |15 | 23 3 |18 | 18 17 | 17 | 13 5 0.6
10 6 | 15 | 23 3 | 18 | 18 17 | 17 | 13 5 0.6
11 6 | 23 | 20 3 | 18 | 18 17 | 17 | 13 0.666666667
12 6 | 23 | 20 3 | 18 | 18 17 | 17 0.604166667
13 6 | 23 | 20 3 | 18 | 18 0.638888889
14 6 | 23 | 20 3 | 18 | 18 0.638888889
15 6 [ 2320 9 |10| 10| 18 | 18 4 4 0.791666667
16 6 [ 23 21|21|10| 10| 11 4 4 0.708333333
17 6 [ 2321 |21|10|10 |24 | 24 4 4 0.791666667
18 7 14 (21|21 |10|10 |24 | 24 4 4 |19 19 0.916666667
19 7 14 (21|21 |10|10 |24 | 24 4 4 |19 | 19 0.916666667
20 7 14 (21|21 (10|10 |24 | 24 4 4 0.791666667
21 7 14 (21|21 |10|10 |24 | 24 0.888888889
22 14 10 | 10 | 24 | 24 0.638888889
23 14 10 | 10 0.625
24 14 10 | 10 0.625
25 14 10 | 10 0.625
26 14 10 | 10 0.625
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Figure 5.5: Normalized Resource Utilization consumption w.r.t varying number of jobs
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5.3.3 Analysis of VM Requirements

It is important to investigate the required number of VMs based on the demand, that
is, the jobs to be assigned for getting the optimized result. An experiment has been
conducted, by varying the total number of VMs with respect to different number of jobs.

Two different scenarios are considered as follows.
1. Without considering job conflicts and dependency and

2. Considering job conflicts and dependency.
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Figure 5.6: Total energy cost consumption w.r.t varying number of jobs

Fig. 5.3 shows the resultant output for the metrics resource utilization (Fig. 5.3a,Fig. 5.3b)
and energy cost consumption (Fig. 5.3c,Fig. 5.3d), respectively. It is clearly shown in the
figures that when there is no job conflict and dependency, with the increase of number of
VMs, the resource utilization increases (Fig. 5.3a) and simultaneously, the consumption of
energy is decreased (Fig. 5.3¢). However, when job conflict and dependency are considered,
the resource utilization gets increased upto 60% (shown in Fig. 5.3b) but beyond that, no

further improvement could be observed because of job dependencies. Thus, even if the
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edge infrastructure is increased, it cannot be utilized beyond a point since the dependent
jobs need to wait till their requisite jobs finish execution.

An experiment is conducted to further dig into the relationship between the ECUs
along with its VMs and the number of jobs. Fig. 5.4 shows the results of the experiments
that has been conducted with even and uneven distribution of VMs in the ECUs. It is
shown in the figure that even distribution, that is, homogeneous VMs give better result in
terms of minimum energy consumption and maximum resource utilization. Interestingly,
it is also shown that, there is minor difference between the two scenarios when the job
conflict and dependency are not considered (Fig. 5.4a, Fig. 5.4c). However, difference
in performance could be observed when the job conflict and dependency are considered

(Fig. 5.4b, Fig. 5.4d).

5.3.4 Comparison with state-of-the-art techniques

The experiments have been performed to compare the proposed algorithm with the state-
of-the-art algorithms. For this purpose, we have compared the proposed algorithm with
commonly used strategies and a state-of-the-art scheme TSP (Trust oriented IoT service

placement) reported in [74]. The following commonly used intuitions are considered.

e BestFit where the jobs are placed to the ECU which have the least number of

available VM, but enough for execution of the job.

e FirstFit where jobs are placed to the first ECU having required number of VMS for

execution of jobs.

It is clearly seen from the figures Fig. 5.5(Fig. 5.5a,Fig. 5.5b) and Fig. 5.6(Fig. 5.6a,Fig. 5.6b)
that, the proposed algorithm outperforms BestFit and FirstFit methods in terms of max-
imum resource utilization and minimum energy consumption. The proposed algorithm
works in a comparable way with the work reported in [74] when no job conflict and de-
pendency are considered, and performs better than the work in [74] when job conflict
and dependency are considered. This is because the proposed algorithm have considered
dependency while populating the initial solutions for Cuckoo Search (reflected in line no

3 of Algorithm 4) and have considered job conflict while calculating the fitness value.
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5.4 Summary

In this study, we have introduced an optimal job scheduling algorithm for IoT in edge com-
puting environment, based on Cuckoo Search Algorithm. The algorithm is able to produce
a suitable job schedule subject to different constraints such as, job priority, dependency
among various jobs, and job conflicts. The algorithm ensures maximum resource utiliza-
tion and minimum energy consumption. The algorithm supports heterogeneous ECUs
consisting of varying number of VMs. The designed algorithm is implemented in Matlab
and is shown to perform well in different conditions such as, with and without job con-
flict and dependency, and even and uneven distribution of VMs. The results show how
the developed technique works better than a state-of-the-art technique in terms of energy
consumption and resource utilization.

List Of Publications

1. Journal:
M.Bakshi, C.Chowdhury and U.Maulik, “Cuckoo search optimization-based energy
efficient job scheduling approach for IoT-edge environment,” Springer, 2023, DOI:
https://doi.org/10.1007/s11227-023-05358-1, 79(16), pp. 18227-18255.
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Chapter 6

Conclusion and Future Scope

IoT-Edge-Cloud network paradigm is an emerging paradigm that possesses immense po-
tential for real-life applications. An efficient and feasible job execution strategy in IoT Edge
environment is essential to meet the various requirements of the wide range of applications.
Heterogeneous deployment environment, varying job requirements, and energy-constraint
of IoT nodes are the main challenges tackled in this thesis. Other challenges include
limited computation capabilities, uncertainty in job arrivals, deadline sensitive jobs, and
mobility of IoT nodes.

This chapter presents the concluding remarks, providing a review of the works docu-
mented in this thesis. It includes an analysis of the overall significance of the results and

suggests a few directions to extend this work in the future.

6.1 Summary

The work presented in this thesis is summarized as follows:-

e The focus was on three key aspects of job execution in an IoT-Edge-Cloud environ-

ment: Edge server placement, job offloading, and task scheduling strategy.

e The study initially involved dividing the area of interest into clusters based on the
number of deployed nodes, with the ability to dynamically reconfigure these clusters
if nodes become inactive. Optimal positions for deploying Edge server nodes were

identified to ensure efficient coverage of the area with minimal energy consumption
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and balanced workload distribution.

e Additionally, a job offloading algorithm was developed to determine whether a job
should be offloaded based on various quality of service requirements such as dead-
lines, CPU cycles, and data transmission needs. This algorithm aims to optimize

energy usage and prevent missed deadlines.

e Furthermore, a job scheduling approach was proposed to generate an efficient sched-
ule considering job priorities, dependencies, and conflicts in order to optimize re-

source utilization and energy consumption.

e The thesis ultimately suggests an energy-efficient job execution strategy in an IoT-
Edge-Cloud environment, particularly suited for heterogeneous environments with

varying VM availability, IoT device numbers, and job QoS requirements.

e The use of swarm intelligence-based algorithms like GSO and Cuckoo Search were
employed to address the multiple (sometimes conflicting) optimization objectives

posed by dynamic task arrivals and conflicting factors in the environment.

e The performance of the proposed strategies were evaluated through simulations and
compared with existing techniques, showing superior outcomes. We have consid-
ered a real-life dataset to validate the experimentation. Detailed discussions on the

methodologies and results can be found in chapters 3, 4, and 5 of the thesis.

6.2 Summary of Contribution

The chapter-wise contributions are summarized as follows:

Chapter 3 explores a method for choosing cluster heads with Glow worm swarm op-
timization. The algorithm efficiently splits the network into an ideal number of clusters,
maintaining a balance between the edge server’s needs and the base stations connected
to an edge. The effectiveness of the suggested approach is assessed through thorough ex-
perimentations. The algorithm is found to perform remarkably better than existing IoT
clustering protocols, even when over 20% of nodes lose power. Over time, the algorithm

shows increasing improvements.
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Chapter 4 describes a Cuckoo search based task offloading algorithm for IoT networks
within an edge computing framework. This algorithm is specifically designed to improve
service time and resource utilization for applications with data-centric, deadline-based
tasks. A key goal is to minimize energy consumption and task failures in the IoT-Edge
environment. Simulations demonstrate that the new algorithm outperforms a state-of-the-
art edge computing task offloading strategy. According to experimentations reported here,
the work is found to achieve 12.8% fewer task cancellations than a cutting-edge approach.

Chapter 5 presents a task scheduling algorithm utilizing Cuckoo Search for IoT systems
in an edge computing environment. This algorithm focuses on three factors namely task
priority, dependencies, and conflicts to generate an efficient task schedule. The main goal
is to enhance resource allocation and minimize energy consumption. Through simulation,
the algorithm proves to outperform existing edge-computing task scheduling methods,
particularly when dealing with conflicting or dependent tasks. The study shows a resource

utilization rate of over 85% even with the presence of task conflicts and dependencies.

6.3 Future Scope

This thesis explores different approaches to figure out the best way to perform tasks in an
IoT-Edge environment. Certain research areas need further exploration. The upcoming
section discusses the examination of the thesis’s findings that have potential for further
expansion.

This study introduces a method for placing energy-efficient edge servers in an IoT
setting to distribute workloads effectively and maximize coverage with fewer servers. In
reality, edge servers can have varying capacities due to different factors like device types
and brands, resulting in differences in computation, storage, and energy consumption. As
mobile devices become more intertwined with users, displaying traits like mobility and
heterogeneity in performance metrics, future efforts will focus on enhancing edge server
placement in IoT by accounting for the diversity, mobility, and social aspects among these
servers.

Moreover, if the proposed research work intends to expand to encompass more geo-

graphical regions, it will be necessary to ensure that the workload on edge nodes is balanced
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effectively to maintain optimal performance. Consequently, it will be essential to develop
suitable solutions to address the load balancing issues on edge nodes in the future.

In the task-based edge computing model, the research has mostly considered simulating
a limited number of high priority tasks generated by the load generator, whereas in reality,
the task quantities are not fixed. This disparity may lead to additional communication
overhead between loT-edge-cloud in real-time, which will require further investigation.

The task offloading strategy outlined in this thesis does not currently take into account
the dependencies and dependability of various tasks being offloaded. This aspect will be
a focus of our future research.

The thesis provides a task scheduling mechanism that assumes tasks are non-preemptive,
but in reality, there are both preemptive and non-preemptive tasks that need to be man-
aged. This diversity makes scheduling more challenging, requiring research into new mech-
anisms to handle hybrid tasks and resources. Additionally, task migration may be neces-
sary in real-life situations, which need to be considered in the future.

Performance metrics determination for edge server placement in a flood-
prone area
To assess the effectiveness of edge server placement in areas prone to flooding, several key

metrics should be taken into account:

e Latency: Minimizing latency is essential for quick response times, particularly during
flood situations where immediate data processing and rapid decision-making are

vital.

¢ Load Balancing Efficiency: Effective load balancing is crucial to manage high traffic

loads during flooding events, preventing any single server from becoming overloaded.

e Data Processing Speed: Enhanced data processing speed enables faster decision-

making, which is vital in emergencies.

e Energy Consumption: In flood-affected regions, energy-efficient servers are impor-

tant to maintain longer operation times during potential power outages.

e Geographical Coverage: Proper server placement guarantees that all devices in flood-

prone regions have access to low-latency data processing.
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e Edge Server Accessibility: Ensuring that devices can consistently access edge com-

puting resources without interruptions, even under challenging conditions.

¢ Environmental Durability: The server hardware must be robust enough to withstand

adverse environmental factors, such as high humidity and possible water contact.

Utilizing these metrics allows for a comprehensive evaluation of edge server placement
strategies, making certain that they effectively fulfill the requirements for real-time data

processing and communication during flood scenarios.
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Abstract

Internet of Things (IoT) is a new age technology that connects virtually every IP-
enabled things in the world. Because of the constrained nature of the resources,
energy-efficient clustering plays a very important role in successful implementation
of these networks and also in increasing its lifetime. The proposed methodology
provides an adaptive cluster head selection algorithm based on glow-worm swarm
optimization algorithm. Most of the existing approaches groups nodes into clusters
containing a fixed number of nodes. This is not applicable in certain cases, such as,
when many of the nodes are dead. In the proposed approach, the number of nodes
in each cluster is not fixed, and it automatically changes according to the number
of alive nodes in the network, which increases the lifetime of the network. The pro-
posed approach also ensures the minimum overlapping of the clusters by selecting
geographically distributed cluster heads which increases the energy efficiency of the
network by minimising the communication overhead. Repeated selection of cluster
head also helps in load balancing in the network. We have implemented the pro-
posed algorithm in OMNET++ simulator and demonstrated how it behaves with
different densities of sensor deployment and communication ranges. The proposed
algorithm is found to work notably well as compared to state-of-the-art IoT cluster-
ing protocol even when more than 20% nodes run out of energy. As time progresses,
the improvement is even more apt.
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1 Introduction

Internet of Things (IoT) [1] refers to the level of network interconnectivity
between [P-enabled physical beings or non-physical entities. It then enables these
things to collect and exchange data. Things, in the context of IoT, refers to a vari-
ety of devices with built-in sensors enabling them to transfer useful data to the
cloud to be processed and saved [2].

IoT is becoming increasingly popular and is involved in many real-life applica-
tions such as smart city, smart agriculture, smart environment monitoring, smart
water, security monitoring, healthcare systems, military services, and industrial
control [3, 4].

For providing these various ranges of applications, the IoT devices placed over
a particular area may collect and transmit the sensed or their context data to the
servers over the Internet in a periodic manner or in real time. The size of data
may vary from the small ones, such as temperature or humidity, to the relatively
larger ones, such as images [5]. For a large-scale IoT network, having each IoT
device connected to the server with an individual connection may result in the
excessive requirement of Internet connections, as well as the waste of wireless
resources of an IoT network. Clustering is one of the most important things in IoT
[6]. An effective topology is necessary so that the real-world things can optimize
their communication, can conserve limited energy, and be able to increase the
connectivity between neighbouring peers and offer better services. This is due
to the fact that IoT is actually an opportunistic network and at the same time all
real-world things are not IP-enabled [7]. To meet these goals, the research and
development communities have accepted clustering as an efficient approach for
its well-known advantages.

In this regard, clustering provides energy-efficient routing by minimizing the
number of participating nodes in the route formation. It also allows data aggre-
gation and provides Quality of Service (QoS) [7]. Clustering for multi-layer IoT
architecture is also reported in the literature where a few IP-enabled nodes in one
layer connect to the cluster heads of the sensing devices in the lower layer [8].
Moreover, clustering also improves the network scalability and optimizes lifetime
of a network for large-scale deployments. Current research efforts on IoT cluster-
ing (e.g. [2, 3, 9—11]) are benefiting from the state-of-the art research for wire-
less sensor networks (WSNs), particularly since the sensors are the basic compo-
nents of IoT and WSNs. To achieve numerous benefits of clustering algorithms,
state-of-the-art technologies have been found to chose the cluster head selection
approach. As the cluster heads are expected to have high processing power and
can bear more communication load, many methods are introduced to elect the
cluster head in an optimized way [12-14].

Different bioinspired algorithms are also used for clustering which are mod-
elled on the basis of living systems [10, 15, 16]. Particle swarm optimization
(PSO), artificial bee colony approach have been used in many techniques for
this purpose. Few other works have proposed firefly-inspired algorithms where
the “real-world things” carry out intense competitions to be cluster heads (CHs),
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while trying to attract peers to their clusters. As sensors imitate a major part in
the growing domain of Internet of Things (IoT), these algorithms are expected to
perform well in the dynamic field while simultaneously adapting to contextual
changes and optimizing use of the limited resources [17, 18].

The motivation behind the work is that most of the existing clustering algorithms
divide the network into a predetermined number of clusters, which is not suitable
when many of the nodes in the network are dead. The main contribution of the pro-
posed work is self-adaptation by rearranging the clusters when most of the cluster
heads are dead along with choosing the cluster heads in such a way that energy con-
servation by the network is maximized.

In the proposed architecture, the devices of the IoT network are grouped into
clusters and a representative device for each cluster is selected, known as cluster
head (CH), that collects the data from the rest of the devices in each cluster and
communicates with the server on behalf of the other devices instead of having a
per-device Internet connection and communication. Conservation of the Internet
connectivity and the wireless network resources could be made possible by the pro-
posed architecture.

The main two contributions of this paper are:

e The paper presents a clustering algorithm using modified GSO (glow-worm
swarm optimization) which is able to divide the IoT network into optimised
number of clusters, such that the communication overhead is minimum and the
lifetime of the network is optimised.

e The proposed methodology repeats the cluster-head selection, so that the load
is uniformly distributed among the nodes. Again, the geographic distribution of
the CHs severely influences the overall energy consumption of the network. For
prolonging the lifetime of the network, the proposed algorithm ensures that the
cluster heads are spread evenly.

The rest of the paper is organized as follows: Sect. 2 presents the literature survey
followed by a brief description of the proposed methodology in Sect. 3. Section 4
summarizes the experimental setup and analysis of the experimental results, while
Sect. 5 concludes.

2 State-of-the-art clustering protocols

In this section, the existing clustering protocols applicable in the field of IoT and
WSN are discussed briefly. Several works are proposed in the literature to enable the
advantageous features of clustering in the above-mentioned networks (Table 1).

In MHCM [9], authors have proposed a clustering algorithm which minimizes the
number of Internet connections with optimum delay. Their proposed mechanism is
comprised of two steps: computing the smallest set of coordinators which covers all
IoT nodes in the network N within a maximum hop count constraint H. This is done
by repeatedly selecting a coordinator node € N which can reach the largest number
of member nodes within H in a greedy manner. This is followed by optimizing a
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Table 1 Comparison between existing clustering algorithms

Algorithm Energy Reliability Latency QoE Benchmark
awareness
EPMS, 2017 [19] 4 X X X LEACH, PEGASIS
ASFiCA, 2017 [10] v v v X HRPM, GMR
MHCM, 2018 [9] 4 X 4 X LEACH, HEED
SBEEM, 2018 [2] v X X v BEEM
4 X X X

UCRA-GSO, 2019 [20] LEACH, EMR, USC

total count of the selected coordinators during the first step by rearranging the map-
ping of member nodes to the coordinator.

In SBEEM [2], authors have proposed a balanced energy-efficient clustering
algorithm, named as BEE. It can elect CHs according to both energy consumption
and sensor distributions. It not only extends the networks longevity, but also main-
tains the network coverage. The authors assumed that all the IoT devices are capable
of MIMO. If a node is selected as CH, it turns on MIMO to receive data from dif-
ferent sources through different communication channels. Then, the CHs compress
the received data and transmit the data back to the BS. A sensing node only selects
one communication interface and a CH for transmission through the Smart-BEEM
algorithm.

Swarm intelligence algorithms are also proposed for cluster head selection of IoT.
In ASFiCA [10], authors have proposed a firefly-based clustering algorithm. In the
micro-clustering phase of ASFiCA, real-world things compete among themselves
and self-organize for forming a cluster. After this, in the macro-clustering phase,
again the clusters compete to integrate with the small neighbouring clusters. The
above approach is implemented for IoT clusters for self-adaptation and selecting/
rejecting things depending on their performance in the network and its current
deployment area.

In EPMS [19], authors have proposed a particle swarm optimization-based clus-
tering algorithm with mobile sink for wireless sensor network. For a typical sensor
network with N’ sensors, the network is divided into M’ clusters. First, the network
region partition line is determined by using the PSO algorithm. In the cluster head
selection phase, according to the coordinates of the nodes in each region, the centre
of gravity of the region is calculated. Then, the distance from the node to the centre
of gravity is obtained. Then, the average residual energy of all nodes in each cluster
is calculated. The selected cluster head node has the highest residual energy. A Hello
packet is broadcasted by the mobile sink node within two hop range from the cluster
head. The mobile sink node selects the cluster with maximum average remaining
energy. The collected data by the cluster head are transmitted to the mobile sink
node. After a certain duration, the Hello packet is broadcasted again and the sink
node moves to the next position.

In UCRA-GSO [20], authors have proposed a GSO-based clustering routing algo-
rithm. For clustering, in the fitness function of GSO, the local density of each cluster
head, the average distance within cluster, the energy consumption of nodes within a
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cluster and the dispersibility of the cluster head have been taken into account. Ini-
tially, a node having residual energy more than the average residual energy is con-
sidered as a cluster head; then, the GSO algorithm has been used to determine the
optimal clustering method. After clustering a spanning tree has been formed among
the selected cluster heads. If the distance between the cluster head and the base sta-
tion is less than the communication range, then the cluster head directly transfers the
data; otherwise, adjacent cluster head with the lowest cost function that is closer to
the base station is selected as the next hop.

Most existing clustering algorithms focus on maintaining the number of sensors
that are still alive to extend the longevity, ignoring the distribution of the sensors
[21-23]. The coverage of a network is highly determined by the sensor distribution,
and it is crucial in most systems, like in smart city, smart agriculture, smart environ-
ment monitoring, healthcare systems, etc. [24-27]. Our proposed methodology takes
into account that some nodes may be dead, after certain round, therefore, rearranges
the clusters to extend the lifetime of the network. Moreover, it ensures that the clus-
ter heads are equally distributed in the region of interest.

3 Proposed methodology

The concept of GSO is applied here to solve the dynamic cluster formation and clus-
ter head selection problem of IoT. The GSO mechanism is modified to suit for the
problem. Each IoT node is considered to be a glow worm, that is, a candidate solu-
tion. The proposed GSO-based cluster-head selection scheme is divided into three
phases: sensor luciferin update phase, cluster formation phase, and neighbourhood
range update phase. The overview of GSO is presented first. The proposed algo-
rithm and its complexity analysis are presented in subsequent subsections.

3.1 Overview of GSO

The GSO algorithm was first introduced in [28]. The agents in the GSO algorithm,
called glow-worms, carry a luminescence quantity called luciferin. Each glow-worm
is attracted by the brighter glow of other neighbouring glow-worms. Based on this
local decision range, eventually a global solution is reached. In GSO, a swarm is
composed of N agents called glow-worms. A state of a glow-worm i at time ¢ can be
described by the following set of variables: a position in the search space (x/(¢))), a
luciferin level (/(¢))) and a neighbourhood range (+/(£))). GSO algorithm describes
how these variables change over time.

Initially, agents are randomly distributed in the search space. Other parameters
are initialized by predefined constants. Each next iteration is composed of three
phases: luciferin-level update, glow-worm movement, and neighbourhood range
update.

To encode the fitness of the current position of a glow-worm i in the luciferin
level, the following formula is used:
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where p is the luciferin decay constant, y is the luciferin enhancement constant, and
J is an objective function.

Then, each glow-worm tries to find its neighbours. In GSO, a glow-worm j is
a neighbour of a glow-worm i only if the distance between glow-worms i and j is
shorter than the neighbourhood range (¥/(r))), and additionally, glow-worm j has
to shine brighter than i(¥(r) > I'(¢)). If one glow-worm has multiple neighbours, it
chooses one at random with probability proportional to the luciferin level of this
neighbour. Finally, a glow-worm moves one step in direction of the chosen neigh-
bour. Step size is constant and equals s.

In the last phase, the neighbourhood range r;(¢) is updated in order to limit the
range of the communication from an ensemble of agents. The following formula is
used:

Fi(t+ 1) = min {rs,max [0, () + ﬂ(”d - '”i(t)|>] } @

where r, is the sensor range (a constant, which limits the size of the neighbourhood
range), n, is the desired number of neighbours, |ni (t)| is the number of neighbours of
a glow-worm i at time ¢, and f is a model constant.

3.2 System model
Given a set of sensors, S := {sl, 555 --SNoS }, with the following properties.

Sensing range of each node: r,.

Decision range of each node: ry. Initially ry = r.

Initial voting index of each sensor : vy = 0.

Initial energy level of each sensor = ¢,

Initial luciferin intensity of each sensor: [,

Let CH := {cl, Cy, ...ck} denote the set of cluster heads and N := {nl,nz, nk}

denote the number of members in each cluster. Initially, each node is treated as

cluster head, i.e. every node is forming a cluster with only one member, that is,

n; = 1Vi.

e Desired number of nodes in each cluster := M, where M is dependent on the
sensing radius of the deployed nodes.

e All the nodes have their unique id.

As a response of Hello message for neighbour discovery, nodes would send their
unique id. The sender node is able to compute the distance depending upon the
response time taken by the receiver node. There is no need to know the position of
all the nodes.

After deployment of the nodes, the sink node gathers the initial properties of each
node. After that, it initiates the cluster head selection algorithm for the first time.
The selected cluster head information is sent to the nodes after successful execution

@ Springer



Energy-efficient cluster head selection algorithm for loT...

of the algorithm. Thereafter, whenever energy of any cluster head becomes less than
a threshold value (insufficient residual energy to perform as a cluster head), it sends
a request to the sink node for re-invoking the algorithm. The proposed modified
GSO cluster head selection algorithm contains three phases:

e Luciferin Update Phase
e Cluster Formation Phase
¢ Neighbourhood-Range Updation Phase

Different phases of the algorithm are described in the following subsections. The
proposed modified GSO algorithm for cluster head selection is summarized as
Algorithm 1.

3.2.1 Luciferin update phase

Initially, each sensor has its own luciferin intensity. The luciferin intensity of each
sensor node in the modified GSO algorithm is updated depending upon its

e Present luciferin intensity /(¢).

¢ Remaining residual energy e(f). The more the residual energy, more will be the
luciferin value as the cluster heads consume more energy than other nodes.

e Number of neighbour nodes within its decision range |H,|. The higher the con-
nectivity index, higher will be its luciferin value as that reduces the number of
required clusters.

e Voting index v(#). Higher voting index is proportional to its luciferin index as it
will help the selection of cluster heads geographically distributed and hence will
improve the coverage of the network.

Thus, the sensor luciferin update rule for sensor s; is given by

si€(t) si-| Hy| 5.v(0)
wX s l(t) +x X ” TyX =t IxX = 3)

s+ 1) =
w+x+y+z
where w, x, y, z are constants denoting weights of the factors.
Since according to luciferin index a node is voted in the voting phase, it is impor-
tant to update the luciferin value in a significant way. In the above equation, four
main factors have been considered.
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Algorithm 1: Modified GSO for clustering

N o o W N

10

11
12
13
14
15
16
17
18
19
20
21
22
23

24
25
26
27
28
29
30
31
32

Struct Node contains

1(t) := Luciferin value of node at time t;

N(id,d):= Set of all one hop neighbour id with distance d;
rs:= Sensing Range;

rq(t):= Decision Range at time t;

e(t):= Energy level at time t;

v(t):=voting index at time t;

Input: node structure details of every node at t=0
Output: selected cluster head for each node

S :={s1, 82, ....5N05 } the set of sensor nodes to be clustered;
iter_max := mazximum number of iterations;

M := desired number of neighbour nodes;

t:=0;

Hi:=N;

CH = &;

while (¢ < iter_maz) do

/* Luciferin update phase */
for each sensor s; do
wXs;. (t)+zx S’;;z)(t) +yx Si']l\ft‘ +2zx S}\}Zg) .

wHzr+y+z ’

s;.1 (t + 1) =
end
/* Cluster Formation phase */
for each sensor s; do
s;.Hi(id,d) = find_neighbours(s;.rq(t));
k = find-mazx_luciferin_node(s;.H¢);
spv(t+1) = sp.o(t) + 1;
end
for each sensor s;¢ CH do
k = find-maz_voted_node(s;.H (t));

s;.ch = sg;
CH = CH | sk;
Sk.ch = sy;

end
if No change in cluster head selection for three consecutive iterations then
| exit from loop ;
/* Decision range update phase */
for each sensor s; do
| sira(t+1) = min {s;.rs, maz {0, s;.7q(t) + o (M — |s;.Hy[)}};
end
t=t+1;

end
for each sensor s; do

send_cluster_head(s;, s;.ch);
send-member_node(s;.ch, s;);

end

3.2.2 Cluster formation phase

In the modified GSO algorithm, instead of glow-worm movement phase, a new
phase named cluster formation phase is introduced. This phase is further divided
into two subphases (1) voting phase and (2) cluster formation phase as described

below.
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e Voting Phase In the find_neighbours() procedure as described in Algorithm 1,
the “Hello” messages are sent to all single hop neighbours. Each node that
receives a “Hello” message, sends a reply to its sender along with its unique id.

During the cluster head selection, a voting mechanism is executed to select
the cluster head with respect to every sensor node. On behalf of every node, a
vote is registered for the node which has the highest luciferin value among its
neighbours. In case of a tie, that is, if more than one nodes have same and high-
est luciferin value, then the vote is registered for the node with lowest index.

e Cluster Head Selection Phase All the non-cluster-head node n becomes the
member of the cluster with cluster head ¢; which has the maximum voting index
among node n’s neighbours, and the selected cluster head node becomes its own
cluster head.

Thus, in the voting phase, each node votes the node with the highest luciferin value
in its neighbourhood, and voting index of each node is calculated. In the cluster for-
mation phase, all the voted nodes are informed that they have been selected as clus-
ter heads and also the set of nodes which have voted it become the member nodes of
its respective cluster. This voting phase also prevents the overlapping of the clusters.

3.2.3 Neighbourhood-range updation phase

During the neighbourhood range update phase, the neighbourhood range of each
sensor s; is updated based on the following rule:

s;.rg(t + 1) = min {s;.r,, max {0, s;.ry(t) + a(M — |s;.H,|) } } )

where « is a constant parameter.

The above procedure is repeated until all the clusters have the desired number of
neighbours or the clusters have become stable, that is, no changes have been found
in cluster head selection phase for 3 consecutive iterations.

At the end of the execution of the algorithm, the cluster head selection informa-
tion for each node is sent to them. Also, the nodes which are selected as the cluster
head are notified by the sink node.

The entire procedure is summarized as Algorithm 1.

3.3 Complexity analysis

Control message overhead is an essential metric for protocol complexity analysis. In
this section, we have analyzed the complexity of the proposed algorithm.

Lemma 1 The control message complexity of the algorithm is O(N).

Proof Different types of message passing used in the proposed algorithm are as
follows:

Hello_Message: From each node to their H one-hop neighbour.
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Reply_Message: From each node to their P sender nodes of Hello_Message.
Details_Message: From each node to sink node.
Cluster_Head_Selection_Message: From sink node to each node

Number of one-hop neighbour of each node H is trivially less than or equal to N,
where N is the number of deployed nodes. Therefore, O(H) = O(N).

Number of sender nodes P of hello_message is also trivially less than or equal to
N. Therefore, O(P) = O(N).

. OH)+ O(P) + O(N) + O(N), that is, OWNN)+ O(N)+ O(N)+ O(N), that
implies, O(N). O

4 Experimental results

The experiments are conducted using OMNET++ network simulator to validate the
proposed clustering technique. The experimental setup is described first followed by
a brief discussion of the results.

4.1 OMNET++

It is an extensible, modular, and component-based, object-oriented C++ simulation
library and framework used for network simulation such as wired and wireless com-
munication networks and queueing network [29]. It provides graphical user interface
with eclipse-based IDE and a host of other tools (OMNET++) [30]. OMNET++
is more scalable than other simulators for large-scale IoT simulation as reported by
[31].

INET framework [32] contains models for Internet stack, wired, and wireless link
layer protocols that makes it suitable for IoT applications.

4.2 Results and discussion

As a proof of concept, a INET-based application is developed to test the perfor-
mance of the proposed algorithm.

Nodes are deployed randomly in the experimental region. Figure 1 shows a sam-
ple deployment of the network in INET platform having 50 nodes where the sink is
located at the centre of the region. The nodes with rectangular boxes are selected as
cluster heads by the proposed modified GSO algorithm. It can be observed from the
figure that the cluster heads are equally distributed throughout the region of interest.

Let us consider the case as shown in Fig. 2, say N1, N2, N3, N4, N5 are neigh-
bours to each other. Suppose in the voting phase it is seen that N2 and N5 have same
luciferin value and both of them are highest among other neighbours. Then accord-
ing to the algorithm if there is a tie between N2 and N3, then vote will be registered
for N2 as it has minimum identity number.
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Consider the following scenario as shown in Fig. 3. N1, N2 and N3 are neigh-
bours of N4, and these three nodes vote N4. Node N5 has neighbour nodes N4, N6
and N7. These three nodes vote N5. According to the algorithm, since N4 is already
chosen as a cluster head, it will not be any node member of any other cluster. So N1,
N2, N3, N4 will form a cluster and N5, N6 and N7 will form another cluster.

After clusters are formed, each node sends data at a constant rate of 4 packets per
second. Each packet can contain at most 8 kbits, i.e. 32 kbits/s. Thus, in each round
of simulation, each node/the network communicates 32 kbits in 1 s. The default
communication range for the nodes is 70—100 m following IEEE 802.15.4 standard.
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Fig. 3 Cluster head selection in case of overlapping sensing range

The first experiment is conducted to explore how the stability of clusters varies
with network size. From Fig. 4 it is observed that the clusters become more sta-
ble when more nodes are deployed. Here, by number of rounds we mean the time
after deployment as data are being transmitted after a fixed interval. The proposed
algorithm is invoked whenever the residual energy of the cluster head is below a
threshold energy, and eventually, a new cluster head is selected. When the number
of deployed nodes is more, since there is more option of re-selection of cluster head,
the clusters are more stable than when the number of nodes deployed is less. A net-
work of 600 nodes and more indicates more or less stable clustering performance.

The next experiment is conducted to explore the effect of node densities and
communication ranges on cluster formation as shown in Fig. 5. The figure reveals
that the number of clusters formed is dependent on the communication range of
the deployed nodes. Communication range of the nodes and the number of cluster
formed are inversely proportional to each other. As according to the proposed algo-
rithm, only one hop neighbours can remain in the same cluster; therefore, more the
communication range, less would be the number of clusters, as one cluster can now
cover a wider geographic area.

The next experiment is focused to explore the relation between the number of
isolated nodes and number of rounds. From Fig. 6, it is observed that, initially,
there are no isolated nodes. However, after running for longer time, there would
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Fig.5 Effect of sensors densities and communication ranges on number of clusters

be some isolated nodes as many neighbour nodes would be dead. It also depicts
that percentage of isolated nodes are inversely proportional to the number of
nodes deployed. A node is isolated only when all its one hop neighbours are dead.
For a network of 800 nodes, even after 4500 rounds, that is, 4500/4 = 1125 s after
initiation (sending 4500 messages), there are hardly any isolated nodes. Even a
sparse network of 100 nodes is able to operate successfully without any isolated
nodes for 3000 rounds following the proposed algorithm.
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Consequently, the next experiment is conducted to explore the relation between
the percentage of dead nodes and number of rounds. It is observed from Fig. 7 that
the rate of increase in number of dead nodes is very low. Since the algorithm is
using only one hop transmission, and re-selection of cluster heads ensures proper
load balancing, hence, the life span of individual nodes gets improved.

In Figs. 8, 9, and 10, the percentage of isolated nodes, number of clusters
formed, and percentage of dead nodes are tested with varying constants w, x, y,
and z, respectively, where the weight coefficient of each evaluation factor satisfies
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Fig. 7 Effect of percentage of dead nodes per round on number of nodes deployed

@ Springer



Energy-efficient cluster head selection algorithm for loT...

10
: .
8
7
6
5
4
3
2
&
0 & & &
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
—3$—.25,25,25,25 —*—3,.2,.3,.2 2,413 —e-—25.1425 —‘—.3,,3,.2,.2

Fig. 8 Percentage of isolated nodes with respect to varying constants (w, x, y, z)

110
105
100

95 v

0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
—3—2525,25,25 -¥-3,2,3,2 2,413 ——25142 —}-3322

Fig. 9 Number of clusters formed with respect to varying constants (w, x, y, z), respectively

50

45 @

35

30

20
15

10

0 1 2000 3000 4000 5000 6000

—3—25,25,25,25 -k-.3,2,.3,2 2,4,1,3 —=0251,42 —}-33.2.2
Fig. 10 Percentage of dead nodes with respect to varying constants (w, x, y, ), respectively

@ Springer



M. Bakshi et al.

w+x+y+z= 1 Different representative value combinations are explored in
order to cover the entire horizon. These constants are used in equation 3. As can be
observed from the figures, the value combination of w =0.3,x =0.2,y =03,z =0.2
gives the best results as it results in more stable clusters (Fig. 9), resulting in lesser
percentage of dead nodes (Fig. 10).

To compare the effectiveness of our protocol, our work is compared with the
EPMS protocol [19] and UCRA-GSO protocol [20]. In EPMS, the authors have
used particle swarm optimization and in UCRA-GSO authors have used GSO for
clustering. The comparison is made on the basis of the number of nodes alive per
round (NoS = 100). The results are depicted in Fig. 11. From the figure it is clear
that, though in initial rounds the EPMS and UCRA-GSO are found to give compa-
rable results, but, after around 10-20% nodes are dead, the proposed mechanism
works better as it is changing the cluster heads depending on the residual energy. As
time progresses, the improvement is even more apt.

It has been observed that after around 3000 rounds, the algorithm is re-invoked.
The energy consumed by the nodes to rerun the algorithm is calculated, and residual
energy of the nodes is updated accordingly by the simulation environment. Though
it is obvious that additional energy is consumed while re-selecting the cluster heads,
it is done only when the cluster head does not have the sufficient residual energy to
perform its functions. In this scenario, the re-selection increases the lifetime of the
network by balancing the load among the nodes. Because of this, load balancing
among the number of alive nodes is better in our protocol.

Thus, to summarize our findings, the number of clusters is found to become sta-
ble for a long runtime if more than 600 nodes are deployed. More communication
range would obviously call for lesser no of clusters. Denser networks provide better
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Fig. 11 Comparison of the proposed methodology with EPMS [19] and UCRA-GSO [20] with respect to
number of alive nodes per round
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performance. With 800 nodes, the network performs better without any isolated
nodes even after 4500 rounds.

5 Conclusion

In this paper we have introduced an adaptive cluster head selection algorithm based
on glow-worm swarm optimization. The algorithm is able to divide the whole net-
work into optimised number of clusters. In the developed technique the number of
nodes in each clusters is not fixed, and it automatically changes depending on the
number of alive nodes in the network, which reduces the number of isolated nodes
and also increases the lifetime of the network. The algorithm ensures minimum
overlapping of the clusters using voting mechanism which minimizes the commu-
nication overhead. The algorithm is automatically initiated by the sink node when
any cluster head is dead. Repeated selection of cluster heads and reformation of the
clusters ensure proper load balancing in the network and simultaneously increase the
lifetime of the network. The designed algorithm is executed in OMNET++ and has
shown the various outcomes in different conditions such as after different number of
rounds, changing the sensor densities, communication ranges and varying the con-
stants. The results show how the clusters are self-adaptable after different number
of rounds depending on number of alive nodes. Moreover, it has also been demon-
strated how the developed technique works better than a state-of-the-art technology
in terms number of alive nodes after a certain number of rounds.

We would like to discuss certain limitations of our proposed method. First, the
proposed algorithm can tolerate node movement as long as the resultant topology
remains unchanged. In future, we plan to explore such scenario where movement
of some nodes in the clusters does not hamper the performance of the IoT devices.
Second, heterogeneity of the nodes in terms of battery backup would not hamper the
working of the algorithm. However, the performance could be improved if strategic
placement of such nodes is considered. Thus, in future, placement of heterogeneous
IoT nodes and their effect on clustering could be investigated. We plan to explore
the strategic placement of edge servers for this purpose for better bandwidth and
scalability.
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Abstract

Recently developed IoT devices are capable of gathering, storing, and processing
more data than ever before. This calls for the need for scalability. Through the use
of edge computing, more processing functions can be relocated closer to where
the data is gathered through the IoT devices. Here, processing tasks may be placed
in the edge computing units (ECUs). Each ECU may host a cloudlet consisting of
a number of virtual machines, where tasks could be executed. Due to the need to
ensure near real-time response of the jobs, efficient job scheduling is required. Few
recent works addressed this issue of job scheduling at the edges. However, many
important constraints such as job dependency, job conflict along with heterogene-
ous edge infrastructure are not found to be considered. Accordingly, in this paper,
we have proposed an optimal job scheduling approach based on the cuckoo search
algorithm to handle these challenges subject to energy efficiency and resource uti-
lization. The proposed algorithm is simulated and found to work notably well as
compared to state-of-the-art edge-computing-based job scheduling techniques, espe-
cially when the jobs have conflict or dependency among them. The work is reported
to achieve above 85% resource utilization even in the presence of job conflicts and
dependencies.
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1 Introduction

In this digital era, Internet of Things (IoT) [1, 2] is an emerging field that con-
nects various smart devices and sensing appliances to the Internet such that a
plethora of societal applications can be designed for smart agriculture, smart grid,
smart home, smart healthcare, and so on. This leads to the wide availability of
networked computing environments for private, public, and business spaces. Most
of the IoT applications are data intensive requiring huge processing and storage
capability. Thus, cloud computing came up as the default solution for large-scale
and moderate-scale IoT-based applications [3][4]. IoT with cloud computing
infrastructure is particularly utilized when the applications require high availabil-
ity and processing, and need ample storage space [5, 6].

The extended capability of IoT enables data collection, data storage, and data
analytics closer to the end-user so that it can be made suitable for time strin-
gent real-time applications [7]. However, the decentralized nature of IoT does not
scale well with the rather centralized structure of the cloud. The requirement of
huge network bandwidth can be a hindrance to real-time IoT cloud-based applica-
tions. Maintaining a steady quality of service along with the quality of experi-
ence for heterogeneous IoT users is challenging [5, 8—10]. In this scenario, the
edge computing paradigm boosts IoT applications by eliminating offloading of
information to or from the cloud over the Internet. Edge computing is used to
process time-sensitive data, while cloud computing is used to process data that
is not time-driven. Therefore, the timeliness of task execution is more crucial in
edge computing than in cloud computing. Edge Computing is regarded as ideal
for operations with extreme latency concerns. The edge devices are generally
placed at the gateway in close proximity to the end devices. Thus, real-time ser-
vices can be designed efficiently while taking advantage of location awareness
as edge devices are nearer to the source. Due to the wide availability of different
types of portable computing devices and servers, edge computing-based solutions
are highly investigated recently [11-13].

Placing the IoT services in the Edge Computing Units (ECUs) definitely miti-
gates the bandwidth burden in IoT and meanwhile improves the quality of service
(QoS) [14-17]. However, as the service requirements are originated from a vari-
ety of IoT devices, characterized by various data standards, the IoT service place-
ment in edge computing is somewhat critical [18-20].

Considering the geographically scattered IoT services in the whole deployment
area, the ECUs are subject to underload or overload resource usage, which affects
the service performance in edge computing [21, 22]. Furthermore, due to the
wide deployment of ECUs, the energy cost needs to be optimized for the sustain-
able development of the IoT industry [23, 24].

On the other hand, some IoT services may have conflicts, and hence, they may
not be processed in the same ECU due to security issues. Apart from conflicts,
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dependencies can also exist among the IoT services. Thus, the order of execu-
tion must be maintained [25] at the edge so that the output of a task can be
fed as an input to its dependent task. Hence, for providing proper QoS of IoT
services across ECUs, it is of utmost significance to avoid privacy conflicts and
maintain the job dependencies among the IoT services during [oT service place-
ment [26-28]. Priority is another aspect that should be looked into in order to
address the different QoS requirements of the various IoT services. Particularly,
the real-time services should be assigned high priority in order to retain the QoS
guarantee [29-31].

With these observations, it is still challenging to optimize the overall ECU execu-
tion performance w.r.t the resource usage and the power consumption of ECUs for
IoT service placement problems. There are very few works on job scheduling in IoT-
based edge computing environments. Most of the works are found to consider one
aspect or the other. Some works are based on job priority as in [9] while the work
reported in [23] considers resource utilization. However, works could not be found
that consider the following important aspects.

Job priority,

Inter Job dependency,

Job conflicts, and
Heterogeneous ECU capacities.

Accordingly, the main contribution of this work is that a job scheduling algorithm
is proposed considering all the above conditions that produce a job schedule in a
way to optimize the overall ECU performance in terms of both the resource utiliza-
tion and energy efficiency. In view of these challenges, the candidate solution space
becomes exponentially large. This motivates the usage of meta-heuristic optimiza-
tion algorithms as they enable exploration and exploitation across the search space.
Cuckoo search-based optimization is found to be efficient in reaching convergence,
while it also has a powerful exploration mechanism through levy flights. Hence, we
have proposed a cuckoo search-based Job Scheduling (CSJS) approach in this paper
that takes care of the four above-mentioned conditions while producing an opti-
mized job schedule at the edge devices.

The rest of the paper is organized as follows: Sect. 2 presents the literature survey
followed by a brief description of the proposed methodology in Sect. 3. Section 4
summarizes the experimental setup and analysis of the experimental results while
Sect. 5 concludes.

2 Related work

In this section, the existing job scheduling protocols applicable in the field of IoT
are discussed briefly. The works also highlight the need for edge computing research
w.r.t IoT job scheduling as its characteristics differ from that of cloud.

In [23], authors utilized the edge computing as a novel paradigm to process the
IoT service placement in smart cities. They considered conditions such as, load

@ Springer



18230 M. Bakshi et al.

balance, energy consumption and resource utilization to optimize the quality of IoT
services in smart city. They have adopted the strength Pareto evolutionary algorithm
(SPEA?2) technique to obtain the balanced service placement strategies for optimiz-
ing multiple performance metrics while avoiding the privacy leakage and satisfy-
ing the time constraints. The authors did not consider the dependency and priority
constraint among jobs. In the study the job placement is given, job scheduling is not
considered.

In a simulation study, the authors of [1] suggested a conceptual framework for
fog resource provisioning. They introduced the concept of “fog cell”, which is a
software component running on fog devices that controls and monitors a particu-
lar group of IoT devices. Using this and other related concepts, they model orches-
tration of IoT devices using a hierarchical cloud/fog resource control and provide
a suitable resource provisioning solution for distributing tasks among them. The
study in [24] has proposed a messaging method with low overhead that notifies fog
nodes about nearby replica nodes so that the replica nodes can be used for handling
requests instead of depending on cloud storage. However, energy consumption was
not considered in both the study.

In [26], a Simulated Annealing Algorithm (SAA) is used to compare the per-
formance of the GA in its centralized and distributed forms. SAA is another Al-
based algorithm which can be used to solve NP complete optimization problems in a
heuristic approach. They haven’t considered any dependency and conflict constraint
among the jobs.

In [27], authors first introduced FOGPLAN, a framework for QoS-aware Dynamic
Fog Service Provisioning (QDFSP). QDFSP concerns the dynamic deployment of
application services on fog nodes, or the release of application services that have
previously been deployed on fog nodes, in order to meet the low latency and QoS
requirements of applications while minimizing the cost. FOGPLAN framework is
practical and operates with no assumptions and minimal information about the IoT
nodes. Next, they have presented a possible formulation (as an optimization prob-
lem) and two efficient greedy algorithms for addressing the QDFSP at one instance
of time. Finally, the FOGPLAN framework is evaluated using a simulation based
on real-world traffic traces. Simulation results showed that delay and overall cost is
reduced but at the cost of slower runtimes.

In [29], authors designed a novel mobility-aware online service placement frame-
work to achieve a desirable balance between time-averaged user-perceived latency
and migration cost. To tackle the unavailable future system information, which
involves mobility pattern and request arrival processes, authors utilized Lyapunov
optimization technique to incorporate the long-term budget into a series of real-time
optimization problems. They have developed two efficient heuristic schemes based
on the Markov approximation and best response update techniques to approach a
near-optimal solution. Through extensive simulation, authors demonstrated the
effectiveness of their online algorithm while maintaining the long-term migration
cost constraint. However, in this work authors have considered only mono-objective
optimization in terms of latency. Energy consumption or resource utilization was not
considered in this study.
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In [30], authors presented two alternatives for the service orchestration in such
distributed edge systems. They proposed strategies either to orchestrate the system
in a completely flat architecture, or in a hierarchical recursive manner. The first
option assumes that all the infrastructure islands are controlled by a single manager,
i.e., OpenStack, so an extension is proposed to make it suitable for the distributed
edge topology. The second option places an extra orchestration component next to
each infrastructure manager, e.g., next to an edge node’s Docker engine, and organ-
izes them in a multi-layer topology. With both solutions the aim is to quickly and
efficiently map incoming service deployment requests to physical resources. How-
ever, in this study, authors have only considered service placement and disregarded
server activation and deactivation.

The authors in [32] proposed a PSO-based heuristic strategy to solve the joint
problem of service placement and task provisioning. This algorithm solved the
resource scheduling problem by greedy-based and genetic-based algorithms. How-
ever, scarcity of resources in fog nodes, due to the main functions load, significantly
degrades the platform’s performances.

In [33], authors have mathematically formulated the task scheduling problem to
minimize the total energy consumption of fog nodes (FNs) while meeting the qual-
ity of service (QoS) requirements of IoT tasks. They have also considered the mini-
mization of the deadline violation time in their model. Next, authors have proposed
two semi-greedy algorithms to efficiently map IoT tasks to the FNs. It is interesting
that they have not only considered the deadline requirement but also evaluated the
performance based on the total deadline violation time.

In [34], the task scheduling problem in fog-based IoT applications is inves-
tigated with the aim of achieving an efficient policy in terms of time and energy
saving under resource and deadline constraints. In order to ensure efficient sched-
uling, authors have proposed and utilized CDDQL scheduling algorithm. To deal
with long-time waiting tasks in the VM queue, they have proposed an approach to
reschedule them. Having more than one scheduler helped in load balancing and
avoided the Single Point of Failure (SPoF) issue in the network. According to the
results, the algorithm performed better than other algorithms including first come
first serve strategy, random scheduling strategy and a learning-based Q-learning
scheduling. Having more than one scheduler helped in load balancing and avoided
the SPoF issue in the network.

A nature-inspired multi-objective task scheduling algorithm called the electric
earthworm optimization algorithm (EEOA) is proposed in [35] for IoT requests in
a cloud-fog framework. Based on execution time, cost, makespan, and energy con-
sumption, the suggested scheduling technique’s performance was assessed on a sim-
ulator using significant instances of real-world workloads.

In [36], authors have proposed a dual-phase metaheuristic algorithm called
CSSA-DE to efficiently assign an IoT-task at a VM in the cloud. First, they have con-
ducted a clustering approach to group computing nodes into effective clusters. Then,
authors have integrated the sparrow search algorithm (SSA) with the differential
evolution (DE) algorithm to expand the high search efficiency of finding an appro-
priate pair task-VM combination. The work takes care of resource fragmentation and
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hence utilization. However, job dependency and job conflict are not considered by
any of the above mentioned ([33—-36]) works.

In Table 1, the comparison with the proposed algorithm along with the state of
the art technologies have been shown. As can be observed, the existing works indi-
cate usage of meta-heuristics techniques to optimize the edge performance. Condi-
tions such as, QoS, migration cost, and resource utilization are given importance.
Most of the works mainly considered the server side issues while framing the opti-
mization approach. The deadline requirements of the tasks, heterogeneous ECU
environments, and job priorities are considered by a few recent works. However,
most of the literature often ignored any relationship such as, dependency or conflict
in the jobs to be scheduled. However, these are important criteria for scheduling jobs
at the edge nodes. Thus, a meta-heuristics-based approach is designed in this work
that is based on cuckoo search optimization technique. An overview of this tech-
nique is detailed in the following section.

3 Overview of cuckoo search algorithm (CSA)

CSA is one of the latest nature-inspired metaheuristic algorithms, developed in 2009
by Xin-she Yang and Suash Deb [37]. CS is based on the obligate brood parasitic
behavior of some cuckoo species in combination with the Levy flight behaviour of
cuckoo bird. The pseudocode for cuckoo search is described in Algorithm 1.

Algorithm 1: CSA

1 Objective function f(x);
2 Generate initial population of n host nest;
3 Evaluate fitness and rank eggs;
4 while t > MaxGenerationorStopcriterion do
5 t=t+1;
6 Get a cuckoo randomly/ generate new solution by Levy flights;
7 Evaluate quality /fitness Fj;
8 Choose a random nest j;
9 if (F; > F;) then
10 ‘ Replace j by the new solution;
11 end
12 Abandon a fraction (pa) of worse nests;
13 build new ones at new locations via Levy flights;
14 Keep the best solutions (or nests with quality solutions);
15 Rank the solutions and find the current best;
16 end

[y
~

Post process results and visualization
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When generating new solutions x**! for ath cuckoo, a Levy flight is performed
using the following equation

XD g 4 as®H(Pa —e) ®(x; -x) (D

where xj’. and xj{ are two different solutions selected randomly by random permuta-

tion, H(u) is a Heaviside function, € is a random number, and s is the step size.
On the other hand, the global random walk is carried out by using Levy flights

X, = x +al(s, A @)
AC(A)sin(zA/2
L(s,/l):%ﬂ/)(sl%)(sz%>0) 3)

where I'(4) is the I" function and A the random step length. Levy flights essentially
provide a random walk while the random steps are drawn from a Levy distribution
for large steps (1 < 4 < 3).

The three idealized rules of cuckoo search and how these rules help in solving the
optimization problem are listed in Table 2.

CSA has mainly two advantages

a. It satisfies the global convergence requirements.
b. It supports local and global search capabilities.

Recent studies show that in comparison with Genetic Algorithm, cuckoo search has
a high exploration ability due to its mutation related Levy flights, yet can converge
quickly for job scheduling at grids as in [38].

CSA has two distinct advantages, such as, efficient random walks and balanced
mixing. Levy flights are reported to be applied in optimization to improve the
efficiency of the search process for nature inspired algorithms as in [39]. In [40],
authors have proved that CSA can degenerate into a variant of Differential Evolu-
tion (DE), as well as an Accelerate Particle Swarm Optimization (APSO) algorithm.
This means that SA, DE and APSO are special cases of CSA and that is one of the
reasons that CSA is so efficient.

In this work, CSA has been applied for scheduling the jobs at the edges.

We hypothesize that consideration of QoS-based constraints (such as, priority,
job conflict, and job dependency) in the fitness function of a metaheuristic algorithm
like cuckoo search which satisfies global convergence requirements as well as local
and global search capabilities will converge to come up with an optimized schedule
for the IoT jobs.

This hypothesis has been validated through algorithm formulation and experi-
mentation as detailed in the subsequent sections.
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Fig. 1 System model

4 Proposed methodology

The architecture and system model is presented first in order to formally define the
problem. Then, the proposed job scheduling approach is detailed in this section.

4.1 System model

The IoT service placement architecture utilized in this work is presented in Fig. 1.
The architecture consists of three layers.

1. IoT device layer
2. ECU layer
3. Cloud Data Server layer

In IoT device layer, numerous IoT devices are placed. Here, M number of IoT
devices are considered to be deployed. Let each IoT device deploys one service that
needs to be processed remotely. That means M number of jobs are to be processed,
defined as J = { JioJoseees jM}. Initially, jobs are placed in a waiting queue. Proposed
scheduling algorithm would determine which jobs should be placed in which ECU
depending upon various criteria so that job execution cost is minimized whereas the
ECU utilization would be maximized.
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Table 3 Used parameter details

Parameters for defining ECU
VM,

1
jVMi,r

L

Parameters for defining Jobs
M

DUR,;

RVM;

J
P

S.

1

i

RD;

Parameters for energy cost calculation
a

B

14
AEi,r
AVM,;

ijor

TE

r

NE,

-

T
EC

Parameters for resource utilization calculation

NRU

r

Parameters to calculate fitness value

¢

n
CJ,

ij.r

Number of virtual Machines in ith ECU
List of jobs placed in ith ECU w.r.t round r
Number of ECU

Number of jobs

Execution time of jth job

Required number of VM for execution of the jth job
Priority sequence number of the jth job

State of the jth job. Defined in Eq. 4

Dependency list of the jth job, i.e., list of all jobs j,
such that DJ’.‘ =1

Defined in Eq. 5

Conflict list of the jth job, i.e., list of all jobs j, such
that C} = 1

Defined in Eq. 7
Execution ready state of the job. Defined in Eq. 6

Power required for active ECU
Power required for active VMs
Power required for inactive VMs in active ECUs
Status of ith ECU w.r.t round r. Defined in Eq. 8

Status of jth VM of ith ECU w.r.t round r. Defined in
Eq.9

Total energy consumed in round r. Defined in Eq. 10

Normalized energy consumed in round r. Defined in
Eq. 11

Total time for execution of all jobs

Total energy consumed in round r. Defined in Eq. 12

Normalized resource utilization in round r. Defined in
Eq. 13

Constant multiplied with energy parameter
Constant multiplied with resource utilization parameter
List of compatible jobs of job j in ith ECU w.r.t round r

In the ECU layer, there are L number of ECUs deployed where L << M, defined
as E = {E LE,, ... ,EL}. Each ECU consists of an access point and a variable num-
ber of VMs. Jobs will be placed in the VMs of the respective ECUs according to
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the scheduling algorithm, such that the energy consumption cost is minimized and
simultaneously, the resource utilization is maximized. It is the responsibility of the
ECU to execute the jobs or to send them to cloud data server as per the need.

All the parameters related to job definition, ECU definition, energy cost and
resource utilization have been described in Table 3.

4.2 Problem definition

The problem can be defined as follows.
Let there be M number of jobs and L ECUs. Each ECU has a variable number of
VMs. The objective of the algorithm is to produce a job schedule such that

Energy consumption is minimized.

Resource utilization is maximized.

In the schedule, properties like job conflict and dependency are maintained.
Prioritizing the execution of higher priority, ready for execution jobs.

e op

Some of the constraints are

All jobs are non-pre-emptive.

Any single job will be allocated to a single ECU, though it may require more than

one VMs.

3. Any job can start its execution only after all the jobs, on which it is dependent
have already completed their execution.

4. No two jobs can be placed in the same ECU at the same time which have conflicts

among themselves.

DN —

To solve the above job scheduling optimization problem, a cuckoo search-based
job scheduling algorithm has been proposed.

4.3 Method overview

All the jobs {j1 S eee ,jM} are placed in the priority queue, with status 0 as defined
in Eq. 4, sorted according to their respective priority index {pl sDos-e- ,pM}.
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0 if j;is in the waiting queue
s; =4 1 if j;is placed in the ECU 4)
2 if j;has been completed and removed from the ECU

Initially, all the VMs of all the ECUs {E] JEy o, EM} are empty. A job j, is ready to
be executed if all the jobs j;, on which it is dependent, as defined in Eq. 5, have been
executed.

Dk = 1 if j;is dependent onj,
i 7] 0 if j,is not dependent onj, ®)

The scheduling algorithm extracts the list of highest priority jobs which are ready to
be executed, i.e RD; = 1 as per equation 6.

RD, = { 1 ‘v’jobsj[,ifDﬁ.7 = lands, =2. ©

0 Otherwise

Then, a set of initial solutions has been generated with all combinations of ready to
be executed, highest priority jobs and the ECUs. Now using these initial solutions,
a cuckoo search-based algorithm is executed to select the set of solutions with the
highest fitness value. To calculate the highest fitness value, at first, the compatibility
of the ECUs with the jobs in the solution is checked. A job is compatible with an
ECU if the ECU has sufficient number of available VMs required for the execution
of the job and no already assigned jobs have conflict with the job under considera-
tion, as defined in the Eq. 7.

Cck=

1

{ 1 ifj, has conflict withj, @

0 if j; does not have conflict with j,

In the proposed work, in every round, the energy cost and resource utilization have
been calculated that are fed in the fitness value calculation so that the optimized job
sequence can be selected. The energy cost and the resource utilization calculations
are shown in the following subsections.

4.3.1 Energy cost calculation
For a job that is compatible with an ECU in the solution set, the amount of energy

to be consumed, if the job is placed in that ECU, is calculated. The number of active
ECUs with active VMs are calculated as follows.
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_ J 1 iflen(JVM;,) > 0
AE;, = { 0 Otherwise ®)

Equation 8 determines whether the ith ECU is active in round r. The ith ECU is
considered to be active in round r if there is at least one VM in that ECU, in that
particular round, which is executing a job. That means the length of JVM;, must be
greater than 0, where JVM, , is the list of jobs placed in the ith ECU w.r.t round r.
Whether the jth VM of ECU, is active in round r is determined as follows.

[ 1 if len(JVM,,[j]) > 0
AVM,j, = { 0 otherwise ®

JVM;, is the list of jobs of ith ECU in round r. For example, if the ECU; has 3
VMs then JVM;, may contain the list [[j1], [], [j2]]. That means in the round
r, VM, is executing j;, while VM;, is not executing any job, and VM, ; is execut-
ing j,. So, JVM,; [1] >0, JVM,,[2] =0, and JVM,, [3] > 0. Thus, by Eq. 9,
AVM;,,=1,AVM,,, =0, AVM,;, = 1. The total energy consumed in round r
is calculated using Eq. 10. The energy is consumed in three ways, through active
ECUs (a per unit), active VMs (f per unit), and inactive VMs of the active ECUs
(y per unit). Accordingly, the total energy requirement, TE, is calculated as follows.

i L VM, L VM,
TE, =ax ) (AE,,) +px D Y (AVM,;,) +7 X Y AE; x Y (1-AVM,;,)
p=I i=1 j=1 i=1 =1

(10)
The total energy cost, TE, is normalized w.r.t the maximum energy consumption per
round as follows.

r

NE TE
r= 11
Lxa)+fXT, VM, an

Accordingly, the total energy consumption for T rounds is computed as follows.

T
EC = )'TE, (12)

r=1

4.3.2 Resource utilization

The normalized resource utilization is calculated, assuming the job to be placed in
that ECU as follows.
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VM.
T T AVM,

L
YL (AE;, X VM)

NRU, = (13)

It represents ratio of the total number of active VMs with the total number of VMS
in all active ECUs. Any active ECU consumes a lot of energy irrespective of how
many jobs are placed there. So, the proposed algorithm tries to maximize the uti-
lization of the VMs of the active ECUs before needing to activate an additional
ECU. Since the inactive ECUs do not consume any energy therefore, the normalized
resource utilization has been calculated taking only the number of active ECUs. The
algorithm is detailed in the following section.

4.3.3 Algorithm overview

The proposed cuckoo search-based Job Scheduling (CSJS) algorithm takes the list
of jobs to be executed and returns the optimized job sequence such that the con-
sumption of energy cost is minimized and the resource utilization is maximized.

Since there are M jobs and L ECUs so there will be ML possible ways of alloca-
tion of such M jobs in L ECUs. The jobs considered for execution must have the fol-
lowing properties.

a. The job has not started execution.

b. There exists at least one ECU such that it has sufficient number of empty VMs
for execution of the job.

c. All the jobs on which the opted job is dependent have completed their execution.

The suitability of ECU for the execution of the job depends on mainly two factors.

a. There are enough VMs available in the ECU for the execution of the job.
b. No job which has a conflict with the selected job is presently being executed in
the ECU.

The CheckCompatibility(job;, ecu;) procedure is invoked to check the compatibility
between an ECU and a job. It returns 1 if jobj is compatible with ecy;, otherwise,
returns 0. This procedure is invoked by the fitness function F( jobj, ecy;), while cal-
culating the fitness value of a solution.

Depending on the fitness function, the proposed CSJS algorithm, summarized
as Algorithm 2, selects the best suitable solution. For implementation of cuckoo
search, on Steps 9 to 19 of Algorithm 2, the initial nests are considered to be ran-
domly generated sequence of (job,ECU) set. While generating new solutions in
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step 16, for say cuckoo i, a Levy flight is performed. Here, the consecutive jumps/
steps of a cuckoo essentially form a random walk process which obeys a power-law
step-length distribution with a heavy tail. Thus, the chances of stucking at a local
optima are minimized. As ¢ increases, steps started decreasing and intensification
of solution space has been achieved. From here the algorithm would find out the
best cuckoo, that is the optimized sequence of (job, ECU) set. The cuckoo Search
is executed either up-to a given no of times or till three iterations that the algorithm
chooses the best cuckoo, whichever is less. According to the result produced by the
algorithm, the selected jobs are placed to the respective ECUs and the status of the
jobs are changed to 2 following Eq. 4. The procedure is repeated till all the VMs are
full or there is no ready to be executed job whose status = 0. The jobs start execut-
ing. When a job finishes its execution, it is removed from all the VMs which it is
acquiring and its status becomes 2. Whenever a VM becomes empty, the procedure
of job selection is again repeated, till all the jobs have status= 2. The fitness value is
calculated by Algorithm 3 where the normalized resource consumption and resource
utilization are taken into account while assigning the jobs to compatible ECUs.
The weight for the two factors are determined empirically. It is to be noted that the
energy consumption is a cost that should be minimized while resource utilization is
the benefit that should be maximized.

Table 4 Experimental setup

parameters Key parameter Value
M 250
L 10
VMi [1,7]
a 300 W
50 W
4 30W
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Algorithm 2: CSJS

Input: Job Queue

Output: Optimized job sequence
1 Initially all jobs are placed in a waiting queue J;
2 J is sorted according to priority ;

3 r=1;
a4 I=0;
5 while JjpeJ : sp! =2 do
6 if (3EieE : length(JVM; ) < VM;)&(3jp : RDp == 1&s, ==0)
then
Pick the list of jobs jz ready for execution;
8 Generate initial soln (set of nests) with all combinations of jobs
eju&E;eECU;
9 while (t<MaxGeneration) or (stop criterion) do
10 Get a Cuckoo i randomly via Levy flights;
11 Evaluate its quality/fitness Fj;
12 if (F; > F;) then
13 ‘ Replace j by the new solution;
14 end
15 Abandon a fraction (pa) of worse nests;
16 build new ones at new locations via Levy flights;
17 Keep the best solutions (or nests with quality solutions);
18 Rank the solutions and find the current best;
19 end
20 Insert the selected Job js to the selected EVM Ej;
21 Put ss =s:+1
22 else
23 Start executing the jobs s.t s, = 1 i.e; already placed in VMs;
24 r=r+1;
25 if job jp is completed then
26 remove the job from all VMs which it is acquiring;
27 Put sp =sp+1;
28 continue;
29 end
30 end
31 end
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Table 5 Jobs description for

. id Priority RVM Dependency Conflict Duration
performing a case study
0 6 1 1] [18,5] 6
1 3 1 0 [18,3]
2 5 1 (1 [
3 1 1 121 (8] 10
4 2 2 [3,2,1] [3] 6
5 7 1 1] [17] 10
6 1 1 2] 0 13
7 1 1 [2,6] [19, 4, 3]
8 1 1 1] [14]
9 5 1 [2, 3] (1
10 1 2 [5,3] [7,6] 12
1 s 1 [9] 0 1
12 4 2 0 0 6
13 7 1 1] (18, 12] 11
4 7 1 (6,2, 1] [0, 15] 9
15 2 1 [0] (14, 3] 4
16 2 1 (1 [2] 5
17 6 2 0 0 12
18 3 2 [0, 2] [] 9
9 2 2 (13,6, 15] 0 2
20 2 1 [0, 5] [19] 5
21 4 2 (18, 12] 0 6
2 1 2 [ 1 4
23 5 1 [0, 1] 7 9
24 6 2 (11 1] 6
1 Procedure CheckCompatibility (job;,ecu;)
2 R={NULL};
3 c=11if ijs.th == 1, s == 2 otherwise 0;
4 if ¢==1 then
5 for all e; in ECU; where (VM; — length(JV M; ) — RVM; >=0
do
6 if 4, € e; suchthat c® ==1 then
7 ‘ return 7;
8 end
9 end
10 end
11 return 0,

1 Procedure F(job;,ecu;)
2 fitval = CheckCompatibility (ecu;, jobj) x (X (I=NE,)+nxNRU,)

(&= ;

3 return fitval;
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5 Experimental results and discussion

In this section, numerical results are presented to evaluate the performance of the
proposed CSJS algorithm. In order to validate the results, the proposed algorithm
is simulated using the MATLAB simulator.! Here, it is assumed that the number of
jobs=250, and number of ECUs=10. Number of VCs of each ECU arbitrarily varies
from 1 to 7. Power consumption by active ECU, active VMs and inactive VMs are
a, f,v, respectively following the values stated in [23]. The code is also executed in
Python 10.8.3 version for verification of the opted result.

In Table 4, the default parameter settings for evaluating CSJS are listed. The val-
ues are taken following the datasheet [23]. A case study is presented first to show the
detailed working of the algorithm. For explaining the case study, a small set of 24
jobs has been considered to ease our explanation domain. However, for calculating
the results, 250 jobs are considered. A brief discussion of the experimental results is
presented in the subsequent subsections.

5.1 Case study

A case study has been performed with 25 jobs. In Table 5, a job is described by the
following parameters.

Id: Provides the unique identification number of the job.

Priority: Priority of a particular job.

Dependency: Provides the list of the job ids, on which the job is dependent.
Conflict: Provides the list of the job ids with which the particular job has a con-
flict.

e Duration of a particular job w.r.t round.

Table 6 has provided optimized job schedule for the given job description in Table 5
as the output of the proposed CSJS algorithm. It has shown round wise details, i.e;
on which round, which job will be placed on an ECU such that the resource utiliza-
tion is maximized as well as the energy consumption is minimized. It is to be noted
that in Table 6 some fields are left blank as no jobs are assigned to the VMs of the
ECUs for that particular round. From Table 6 it is also seen that any new ECU is
assigned only if no other active ECUs have sufficient number of VMs to execute a
particular job. The resource utilization is calculated on the basis of the VMs used in
the active ECUs. Even with heterogeneous ECUs with job conflicts and dependen-
cies, the resource utilization is found to be around 82% which is quite appreciable.

From Tables 5 and 6, it can be observed that the algorithm is focusing on job
priority. For example, job 8 and job 22 started their execution first, having priority 1,
provided they do not have any job dependency, or job conflict with the jobs in avail-
able VMs.

! https://www.mathworks.com/products/matlab.html.
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Handling of job dependency by the algorithm is reflected in Table 6. For exam-
ple, job 6 has priority 1, but it is not able to start its execution till round 5 when job
2 finishes its execution, as job 6 is dependent on job 2 (shown in Table 5).

The algorithm also handles job conflict as is reflected in Table 6. For example, in
round 5, job 3 is placed in ECU2, though there was sufficient VM available in ECU1
because job3 has a job conflict with job 8 (shown in Table 5).

5.2 Performance tuning of the proposed CSJS algorithm

The default values of the setup parameters taken in this section are listed in Table 4.
Thus, the results are reported for 250 jobs with 10 ECUs. It is important to find out
the optimized value of the weight parameters { and # used in Algorithm 3 for calcu-
lating the optimized job schedule. In Fig. 2, the consumed energy cost and resource
utilization with respect to different number of jobs are tested with varying the values
of (£, n), respectively, where the weight coefficient of each evaluation factor satisfies
+n=1

Different representative value combinations are explored in order to cover
the entire horizon. As can be observed from the figures, the value combination
(¢ =0.5,7=0.5) gives the best results. Thus, equal weightage for both the factors
seem to work best for job selection as it maximizes resource utilization (Fig. 2a)
while consumes less energy as shown in Fig. 2b. For rest of the experiments, both
the factors are given equal weightage accordingly.

52,8 5.5 m64

0.75
05

0.25

Normalized
resource Utilization

150
Number ofjobs

(a) Normalized resource utilization with varying constants (¢, n)

Number ofjobs
(b) Energy cost KW-H with varying constants (¢, n)

Fig.2 Effect on different metrics with varying constants (£, n
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H
8 8
X3
X0

Overall Resource Utilization Percentage
8
o x

30 40 50 60
Number of iterations in Cuckoo Search

3 no. of jobs=50 no.of jobs=100 —x— no.ofjobs=150 —x no.ofjobs=200 —¢— no. of jobs=250

Fig.3 Convergence performance of the proposed CSJS algorithm

In order to ensure reproducibility of the results it is important to ensure that the
proposed algorithm converges after a finite number of iterations. Convergence of the
CSIJS algorithm is explored and the result is shown in Fig. 3. It is found that the out-
come stabilizes after 50 iterations for varying number of jobs. Thus, the subsequent
results are taken at more than 50 iterations in order to report stable output.

5.3 Analysis of VM requirements

It is important to investigate the required number of VMs based on the demand,
that is, the jobs to be assigned for getting the optimized result. An experiment
has been conducted, by varying the total number of VMs with respect to different
number of jobs. Two different scenarios are considered as follows.

1. Without considering job conflicts and dependency and
2. Considering job conflicts and dependency.

Figure 4 shows the resultant output for the metrics resource utilization (Fig. 4a,
4b) and energy cost consumption (Fig. 4c, 4d), respectively. It is clearly shown in
the figures that when there is no job conflict and dependency, with the increase of
number of VMs, the resource utilization increases (Fig. 4a) and simultaneously,
the consumption of energy is decreased (Fig. 4c). However, when job conflict and
dependency are considered, the resource utilization gets increased up to 60% (shown
in Fig. 4b) but beyond that, no further improvement could be observed because of
job dependencies. Thus, even if the edge infrastructure is increased, it cannot be
utilized beyond a point since the dependent jobs need to wait till their requisite jobs
finish execution.

An experiment is conducted to further dig into the relationship between the ECUs
along with its VMs and the number of jobs. Figure 5 shows the results of the experi-
ments that has been conducted with even and uneven distribution of VMs in the
ECUs. It is shown in the figure that even distribution, that is, homogeneous VMs
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(a) Normalized resource utilization with no job conflict and dependency

1 H<40% m40%-60% m@>60%

e
]
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Normalised
Resource Utilisation
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150 _.
Number ofjobs
(b) Normalized resource utilization with job conflict and dependency

30 m<40% m40%-60% m>60%

150, 200 250
Number of jobs
(¢) Energy consumption with no job conflict and dependency

B<40% m40%-60% ®@>60%

Energy Cost KW-H
ocwo 8L 8

200 250

150
Number ofjobs
(d) Energy consumption with job conflict and dependency

Fig.4 Variation of energy consumption and normalized resource utilization for varying percentage of
VMs w.r.t number of jobs
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(b) Resource Utilization for homogeneous and heterogeneous ECUs with job conflict and de-
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(c) Energy consumption for homogeneous and heterogeneous ECUs with no job conflict and
dependency
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(d) Energy Consumption for homogeneous and heterogeneous ECUs with job conflict and
dependency

Fig.5 Variation of normalized resource utilization and energy consumption w.r.t even and uneven distri-
bution of VMs in the ECUs
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give better result in terms of minimum energy consumption and maximum resource
utilization. Interestingly, it is also shown that, there is minor difference between the
two scenarios when the job conflict and dependency are not considered (Fig. 5a, c).
However, difference in performance could be observed when the job conflict and
dependency are considered (Fig. 5b, d).

5.4 Comparison with state-of-the-art techniques

The experiments have been performed to compare the proposed algorithm with the
state-of-the-art algorithms. For this purpose, the proposed algorithm has been com-
pared with commonly used strategies and a state-of-the-art scheme TSP (Trust ori-
ented IoT service placement) reported in [23]. The following commonly used intui-
tions are considered.

e BestFit where the jobs are placed in the ECU which has the least number of
available VMs, but enough for execution of the job.
¢ FirstFit where jobs are placed to the first ECU having required number of VMS

for execution of jobs.

EIFirst_fit HBest_fit BCSIS ATSP

Unitisation

AN

2
2
Z
Z

Normalized Resource

Number of Jobs:
(a) Normalized Resource Utilization without considering job conflicts and dependency

CFirst_fit MBest_fit ECSIS @TSP

[

o]

© o6 ©
()]

sy

o
(8]

7 7

150 200 250
Number of Jobs

(b) Normalized Resource Utilization considering job conflicts and dependency

Normalised Resource
Unitisation

o

50

Fig.6 Normalized resource utilization consumption w.r.t varying number of jobs
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It is clearly seen from the Figs. 6a, b and 7a, b that, the proposed algorithm outper-
forms BestFit and FirstFit methods in terms of maximum resource utilization and
minimum energy consumption. The proposed algorithm works in a comparable way
with the work reported in [23] when no job conflict and dependency are consid-
ered and performs better than the work in [23] when job conflict and dependency
are considered. This is because the proposed algorithm has considered dependency
while populating the initial solutions for cuckoo search (reflected in line no 3 of
Algorithm 2) and have considered job conflict while calculating the fitness value.

6 Conclusion

In this paper, we have introduced an optimal job scheduling algorithm for IoT in
edge computing environment, based on cuckoo search algorithm. The algorithm
is able to produce a suitable job schedule subject to different constraints such as,
job priority, dependency among various jobs, and job conflicts. The algorithm
ensures maximum resource utilization and minimum energy consumption. The
algorithm supports heterogeneous ECUs consisting of varying number of VMs.
The designed algorithm is implemented in MATLAB and is shown to perform

First_fit HBest_fit BCSIS BTSP

e
=
o

= 7.
50 100 150
Number of Jobs

(a) Total energy cost consumption without considering Job conflicts and dependency

Total Energy Cost Kw-h
-
w

EFirst_fit MBest_fit MCSIS PATSP

55
e 50
2 45
S a0
# 35
8 30
R 25
£ 20 7—
515 /—
10 - : %7 = =
s T % 7 7
50 100 150 200 250
Number of Jobs

(b) Total energy cost consumption considering Job conflicts and dependency

Fig.7 Total energy cost consumption w.r.t varying number of jobs
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well in different conditions such as, with and without job conflict and depend-
ency, and even and uneven distribution of VMs. The results show how the devel-
oped technique works better than a state-of-the-art technique in terms of energy
consumption and resource utilization.

We would like to discuss certain limitation of our proposed method. First,
the proposed algorithm hasn’t considered the job migration from one ECU to
another, as the job migration results in more energy consumption. Secondly, all
the jobs are considered here to be non-pre-emptive. Thus, in the future, the pre-
emptive job scheduling problem will be explored considering the situation where
job migration is necessary.
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