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ABSTRACT

In wireless communication, the transfer of data between two or more points occurs
wirelessly. Bit error rate(BER) is one of the important performance measures of any
communication system. In this thesis, performance of wireless communication chan-
nel is evaluated by measuring BER. BER performance of uncoded communication
channel is evaluated. Here, first AWGN channel is considered with M-ary PSK and
M-ary QAM modulation. Then Rayleigh fading channel is considered with AWGN
noise and M-ary PSK & M-ary QAM modulation. Next, BER performance of coded
communication channel is evaluated. RS(255,239) code, (7,1/2) convolutional code
and DVB-S.2 rate 1/2 LDPC code are the error correcting codes considered in the
experiments. AWGN channel is considered with M-ary PSK and M-ary QAM modu-
lation. Then Rayleigh fading channel is also considered with AWGN noise and M-ary
PSK & M-ary QAM modulation. Also, BER performance of communication channel
with encryption and coding is evaluated. CCSDS standard LDPC(k=1024, rate=1/2)
code is considered. Here channel noise is AWGN and modulation scheme is BPSK.
BER performance of communication channel with LDPC coding is evaluated. Then
BER performance of communication channel with AES in three different modes of
operation(ECB,CTR and CBC) and LDPC coding are measured. Then BER perfor-
mance of communication channel with another block cipher HDNMS8 in CTR mode
operation and LDPC coding is measured. From simulation study, it is found that
BER performance of coded communication channel is better than uncoded communi-
cation channel. BER performance of AWGN channel is better than Rayleigh fading
channel with AWGN. BER performance of the communication channel with LDPC
coding is better than BER performance of the communication channel with encryp-
tion and LDPC coding. BER performance of the communication channel in CTR
mode is better than the other two cases with ECB and CBC mode.

Keywords: Bit Error Rate, Error Control Coding, Encryption, Block Cipher, Mod-
ulation, Additive White Gaussian Noise, Rayleigh Fading.
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Chapter 1

Introduction

Wireless communication can be described as the transfer of information between two
or more points wirelessly. There are various advantages of wireless communication.
Some of the advantages are as follows:

e There is no cable needed in wireless network.

e Installation of wireless network is very easy and it can be done faster also.

e Wireless network is also very cost effective.

However, there are some impairments present in wireless channel. Those channel
impairments are noise, fading and interference. The channel impairments affect the
transmitted signal. As a result, the same signal, that was transmitted, is not received
at the receiver side. So, BER performance is degraded. Now, to improve reliability
of the wireless communication channel, error control coding or channel coding is
used. Channel coding adds redundancy to the transmitted message signal. This
additional redundant bits help in detection and correction of errors at the receiver. So,
channel coding gives a protection against channel errors and provide more reliability
in information transmission. However, there is a cost of using channel coding; that is
either expansion in bandwidth or reduction in data rate.

Now, to understand the effect of channel coding and encryption, first it is neces-
sary to study the uncoded communication channel in all cases. So, BER performance
has been evaluated for uncoded communication channel where AWGN has been con-
sidered as the channel noise. Then Rayleigh fading channel has been considered with
AWGN noise to understand the fading effect and BER performance has been eval-
uated. After that, error correcting codes have been considered. Here RS(255,239),
(7,1/2) convolutional code, DVB-S.2 standard rate 1/2 LDPC code have been con-

sidered. BER performance of the coded communication channel has been evaluated.



Here also, first AWGN channel has been considered for the experiment. Then Rayleigh
fading channel has been considered with AWGN noise to understand the fading effect.

Encryption is a process of converting information into secret code and the secret
code hides the true meaning of information. Encryption basically converts plaintext
into ciphertext. Decryption converts ciphertext into plaintext. There are two types
of encryption algorithms based on input type. Those are block cipher and Stream
cipher. Block ciphers are considered in this thesis.

Now, BER performance has been evaluated for CCSDS standard LDPC(k=1024,
rate=1/2) coded AWGN channel for BPSK modulation. Then AES encryption scheme
in three different modes namely electronic codebook(ECB) mode, counter(CTR)
mode and cipher block chaining(CBC) mode have been considered. BER perfor-
mance of the AWGN channel with AES based three different modes of operations
and LDPC(k=1024, rate=1/2) coding have been measured. Also, another block ci-
pher HDNMS has been considered. BER performance of the AWGN channel with
HDNMS in counter(CTR) mode of operation and LDPC(k=1024, rate=1/2) coding
has been evaluated. All the experiments have been simulated in MATLAB.

1.1 Aim of Thesis

Bit error rate(BER) measurement of communication channel under different situa-

tions.

1.2 Thesis Layout

The rest of the thesis is organized as follows.

Chapter 2: In this chapter, theoretical backgrounds and concepts are de-

scribed. After that, literature survey is provided in this chapter.

Chapter 3: BER performance of uncoded communication channel is described
in this chapter. All the results and graphs obtained from experiments are shown in

this chapter.

Chapter 4: In this chapter, BER performance of coded communication channel
is described. Also simulation results and corresponding plots of BER vs E,/N, are

provided.



Chapter 5: BER performance of communication channel with encryption and
channel coding is described in this chapter. The results and graphs which are obtained

from the experiments are shown and described here.

Chapter 6: Finally, the thesis is concluded with summary and future scopes.



Chapter 2

Background and Literature Survey

All the basics of related topics have been discussed in this chapter. Three differ-
ent error correcting codes namely Reed Solomon code, convolutional code and LDPC
codes which have been used in the experiments. Two types of modulation techniques:
MPSK and MQAM have been considered in this thesis. AWGN noise has been con-
sidered as channel noise. Rayleigh fading has been considered in this work. AES
block cipher and HDNMS8 block cipher are also considered in this thesis. Block ci-
pher based ECB, CTR and CBC modes of operations have been also considered in
some experiments. Therefore, basics of error correcting codes, encoding and decod-
ing processes, modulation techniques, AWGN noise, Rayleigh fading, AES encryption
and decryption process, HDNMS encryption process, various block cipher modes of
operations are discussed in brief. After that, literature survey is presented in this

chapter.

2.1 Modulation Schemes

In modulation technique, one or more properties of carrier wave like amplitude, phase
or frequency can be varied by modulating signal.
In this thesis, M-ary phase shift keying(MPSK) and M-ary quadrature amplitude

modulation(MQAM) modulation schemes have been used.

2.1.1 M-ary Phase Shift Keying(MPSK)

Phase shift keying is a modulation technique in which phase of the carrier wave is

varied according to digital modulating signal.



In M-ary phase shift keying(MPSK) [32], two or more bits are grouped together
to form symbol. During each symbol period of duration 7, one of M possible signals,
s1(t), s2(t), s3(t), ..., sp(t) is sent. Where M is the number of possible signals and
M = 2" where n is an integer.

The modulated waveform is defined as

28,

si (t) = cos (27cht + (i 1)

M

Ts

>, 0<t<rt, where i=12 ..M (2.1)

Energy per symbol is & = (logy, M) E;, where Ej is the bit energy and symbol
period is 75 = (logy M) T}, where T is the bit duration.

We can write the above equation in quadrature form as follows:

sift) = ﬁ cos [(z’ _ 1)%} cos(2r (1)) — ﬁ sin {(@' - 1)%] cos(2r (1)) (2.2)

Where i =1,2,.... M

In the above equation,orthogonal basis signals, defined over interval 0 <t < 7, are

o1(t) = \/TZSCOS (2rf.t) and ¢o(t) = \/gsin (27 f.t) (2.3)

So we can express MPSK signal set as

sMpSK(t):{< £, cos [(i—l)g] ¢1(t)),(— £, sin [(1_1)% q§2(t)>} (2.4)

where 1 =1,2,...,. M
In M-ary phase shift keying M is the modulation order. In the experiments, various

orders of MPSK modulation have been considered. The considered schemes under
MPSK modulation are BPSK, QPSK, 8PSK,16PSK and 32PSK modulation.

2.1.2 M-ary Quadrature Amplitude Modulation(MQAM)

Quadrature amplitude modulation(QAM) [32] can be described as the modulation
technique which is a combination of amplitude and phase modulation of carrier wave
into a single channel. Information is transmitted by changing both the amplitude and
phase of a carrier wave. Each combination of amplitude and phase is called symbol.
In M-ary quadrature amplitude modulation(MQAM), modulation order M can be

defined as
M =2V (2.5)



Where N is number of bits per symbol.

It can be known from MQAM that carrier signal can be modulated into any of
the M different amplitude and phase states.

To describe the amplitude and phase values, different points can be used. The set
of possible message points is called constellation diagram. The constellation points
in constellation diagram of MQAM are situated in a square grid with equal distance
in vertical and horizontal. So, the constellation diagram of MQAM is square lattice
of signal points. Euclidean distance is the minimum distance between constellation
points. The energy per symbol is not constant for MQAM. The distance between
possible symbol states are not constant also. Constellation points are spaced closely
for higher order modulation in MQAM and it is more susceptible to noise.

General form of MQAM signal can be defined as

Si(t) =1/ 25:”’" a; cos(2m fot) + 4/ 25;’“’” b, sin (27 f.t) (2.6)

Where 0 <t <T andi=1,2,3,.... M

Here a; and b; are independent integers. a; and b; are chosen according to the signal

point’s location.
&min indicates energy of the signal with lowest amplitude.

The basis function can be defined as

2
Uy (t) =/ —cos(2nfit) where 0<t<T, (2.7)
Ts
[2 .
Uy(t) =4/ —sin(2nf.t) where 0<t <7 (2.8)
7—8

4QAM, 8QAM, 16QAM, 32QAM and 64QAM are the modulation techniques which

have been considered under MQAM modulation in the experiments.



2.2 Noise in Communication Channel

Some undesired signal gets introduced in the communication channel during sig-
nal transmission and corrupts the original signal. The undesired signal is act as
noise of the communication channel. In the experiments, additive white gaussian

noise(AWGN) is considered as the channel noise.

2.2.1 Additive White Gaussian Noise(AWGN)

Additive white gaussian noise(AWGN) [23] is one of the simple noise models.
AWGN noise is added to the signal in the communication channel. The received

signal can be defined as
r(t) = su(t) +n(t) (2.9)

Where s, (t) is transmitted signal and 7n(t) is AWGN noise.
The power spectral density of AWGN noise is constant for all frequencies. AWGN
noise follows the Gaussian distribution or normal distribution. The probability den-

sity function(pdf) of AWGN noise also folows the gaussian pdf as shown below:

1 7(X*N)2
fn(x):\/me 207 (2.10)

Where g is the mean value and o is the standard deviation of the gaussian process.
The autocorrelation function of AWGN is defined as

Ro(r) = %5@) (2.11)

The power spectral density of AWGN is constant and the PSD is defined as

_ M

5 (2.12)

Sn(f)



2.3 Fading in Communication Channel

Fading can be defined as the time variation of signal power which is received at the
receiver due to changes in paths or transmission medium. Rayleigh fading has been
considered as the channel fading. A general concept of Rayleigh fading has been

provided here.

2.3.1 Rayleigh Fading

Rayleigh fading [32] is considered when there is no line of sight path exists between the
transmitter and receiver. So, there exists only indirect path between transmitter and
receiver. Then the reflected and scattered signals are summed up to find the resultant
signal at the receiver. The statistical time varying nature of received envelop can be
described by Rayleigh distribution. The probability density function(pdf) of Rayleigh
distribution can be defined as [32]

2
T —T
f(r)= gemp(ﬁ

=0 where r <0

<r<
) where 0<r<oo (2.13)

There are some important terms that influence Rayleigh fading channel.

2.3.1.1 Multipath Fading

Signal amplitude fluctuation is happened as a result of multipath fading. The signals
are arriving at the receiver with different phases. The phase difference occurs because

the signals have traveled different distances in different paths.

2.3.1.2 Flat Fading

Flat fading channel is also called amplitude varying channel. Signal goes through flat
fading when

e Bandwidth of signal is less than bandwidth of channel.

e Delay spread is less than symbol period.



2.3.1.3 Frequency Selective Fading

Signal goes through frequency selective fading when
e Bandwidth of signal is greater than bandwidth of channel.

e Delay spread is greater than symbol period.

2.3.1.4 Doppler Shift

Doppler shift is caused by relative motion between transmitter and receiver. Assume,
receiver receives signal with many incoming waves which comes from multipath chan-
nel. Let ith reflected wave with amplitude ¢; and phase ¢; which is arrived from an
angle [ relative to the direction of motion of antenna.

The doppler shift can be defined as follows:

v
fdoppler == X COS(ﬂ)
(2.14)
_1av
o2 At
Where AV can be defined as

B 2rAL

AV
A

(2.15)
B 2mrut
D)

cos(B)



2.4 Error Control Coding

Error control coding adds redundancy to the transmitted message signal and helps
to detect and correct errors at the receiver. Reed Solomon code, convolutional code
and LDPC code have been considered in the experiments. A brief description of the

error correcting codes has been provided.

2.4.1 Reed Solomon(RS) Code

Reed Solomon(RS) codes [4] are non-binary codes. For RS(n,k) code, where message
size is k symbols and codeword length is n < 2™ — 1 symbols. So there are (n — k)
redundant symbols. This RS(n,k) code can correct upto ¢t = @ symbols error and
the minimum distance between two codewords is d,,;, = n — k + 1.

Let code vector of Reed Solomon code is defined as C and C can be written as
C = (Co, C1,Co, ...Cnfl)

Where ¢y, ¢1, ¢, ...c,_1 are non binary coefficients. Where each coefficient is sequence
of 0s and 1s. The coefficients lie in GF(q), where the size of alphabet is ¢ = 2™ and
m is number of bits in each alphabet. So each symbol can also be represented by m
bits. Here GF stands for Galois Field.

2.4.1.1 Encoding of Reed-Solomon Code

A hardware implementation of RS(n,k) encoder[4] is shown in Fig. 2.1. During the
first k clock cycles switch 'b’ is connected to the lower position and as a result the k
message symbols are directly transferred to the output register as shown in Fig. 2.1.
In this first k clock cycles, the switch 'a’ is also closed at the same time. So the
message symbols are also shifted into the (n-k) stage shift register.

After the first k clock cycles, the switch ’a’ will be opened and switch 'b” will be
moved towards the upper position.

Then the parity symbols contained in the shift register will be moved to the output
register in the remaining (n-k) clock cycles and appended to the message symbols.

So the n symbols of the codeword are now available in the output register.

10
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SW'tChb/_’ Register
I Encoded
Symbols
Input Data

Figure 2.1: Hardware implementation of Reed Solomon encoder

2.4.1.2 Decoding of Reed-Solomon Code

Decoding process [6] of Reed Solomon code is discussed here. The transmitted
message can be represented as a polynomial 7(z) and the introduced error can be
considered as a polynomial £(x). So the message which is incoming to the Reed-

Solomon(RS) decoder can be expressed as shown below
R(z) = 7(z) +&(2)

Now £(z) should be identified at decoder and 7(x) can also be written as
7(x) = R(z) +£(2)

Now the received codeword is divided by generator polynomial g(x) and if there exists

any remainder, the remainder can be called the syndrome(sS;).

Syndrome(,S;) can be described in polynomial as shown below.

Syndrome(S;) = R(a")
= Rn_l(Oél)nil —+ Rn_2<04i)n72 + Rn_g(ai)nis + ...+ R1(04i> + R(]

11



Now,

Syndrome(S;) = R(a")
= 7(0") +£(a)
=¢(a')
= 10 + 20" + Y30’ + 4y’
=YXt + YXe +YsXs oYX
Where x; = a%
Here location of errors are eq, e, €3, ..., €, and the corresponding error magnitudes are

Y1, Y2, Y3, ---Yp Tespectively. Here v is the degree of error polynomial.

Error locator polynomial can be written as

A(z) = (14 xaz)(1 + x2)...(1 + xo)
=1+ Mzt + Xoz? 4+ ...+ N’

Here x1, X2, X3, ---, Xo are called error locators.

XD Xa e Xy
So it can be written as

are roots of the error locator polynomial A(z)

L+ + XX+ + ) =0

Now multiplying both sides by ij?rv

to v, the equation can be written as

and then taking summation in the range j = 1

Sitw + MSigo—1 + o F A5 =0

Now (2t — v) simultaneous equations can be derived by substituting i with values in
the range [0,2t — v — 1].

Now, Berlekamp’s algorithm has been used in the experiments to compute the coef-
ficients of error locator polynomial A(x).

1

SO, X1,X2, X3, ---X» can be found easily because x7*, x5, ..., X5 are roots of the

Error Locator Polynomial A(z) and the coefficients of error locator polynomial has

already been computed using Berlekamp’s algorithm.

To find Error Polynomial Coefficients y; Forney’s algorithm has been used.

12



Generator polynomial g(z) can be written as shown below:
g(x) = (z +a®)(z + "Nz + ") .. (z + T
The syndrome polynomial can be defined as shown below:
S(z) = Sppor12* 7 4 o+ Sprar® + Spir + Sy

Where Sy 1, ..., Spr1, Sy are 2t syndrome values which are calculated from received
codeword.

The error magnitude polynomial can be defined as
Qz) = Q12"+ Qo' 2+ o+ Qo + Qr + Q
Error evaluator polynomial Q(z) can be calculated using the following equation
Q) = (S(x)A(z))modx™

and here all terms above degree (2t-1) in S(z)A(x) are neglected.

Now Error Polynomial Coefficients y; can be derived as shown below:

Yj = -
’ A/(Xj 1)

Where Q(x) is Error Magnitude Polynomial or Error Evaluator polynomial and
N'(x;') is the derivative of A(x;").

13



2.4.2 Convolutional Code

Convolutional Codes are widely used in error control coding. It is not based on
blocks of bits. Here codeword frames depend on present information frame and some
previous information frames.

Block codes depends on message blocks where k bits message block is encoded in
encoder and n bits codeword is generated. And (n— k) parity check bits are contained
in n-bits codeword. The decoding process of linear block code starts after receiver
receives the entire block of encoded data. So delay will be high when the message
block length is very large. Besides buffer is needed in the process of encoding of linear
block codes.

Now if message bits are coming serially instead of large message block, buffer is
not desirable. Convolutional code is preferable in this case.

Now, It is possible to represent codewords of convolutional code by using code tree.
So, sometimes convolutional code can be called tree code. A shift register encoder of

tree codes is shown below.

—%o [ %o [ %o [T ¥o | Ko [Ko | %o ***| o

L 4
—
(o}
@,
(9]
A 4

Mo Mo [NMo [

Figure 2.2: A general shift register encoder for generating tree codes
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An infinite length bitstream is coming and this incoming bitstream are broken
into ko-bits segments. Here each segment of kg uncoded data is called information
frame.

Each information frame of length kg bits is encoded into length of 7y bits which is

called codeword frame.

2.4.2.1 Encoder of Convolutional Code

Convolutional encoder (constraint Length(K)=3, rate(R)=1/2) has been considered

as an example here to understand the encoding process [37] of convolutional code.

1N
N
V, First code symbol
Input bit
—p
0V, Second code symbol
1N
1/

Figure 2.3: Convolutional encoder ( Constraint length(K)=3, Rate(R)=1/2)

Figure 2.3 shows a convolutional encoder which has information frame length
ko = 1 and codeword frame length 19 = 2. It has constraint length K = 3.
There are three shift-registers and two modulo-2 adders in the convolutional encoder.
The first shift-register takes the current input data bit and rest shift-registers acts as
memory of the encoder. So the output of convolutional encoder depends on current
input data bit and (K — 1) preceding bits.

The first code symbol V; can be found by modulo-2 addition of the current input
data bit which is incoming in the first shift-register and the two preceding data bits

which are stored in next two shift-registers. The second code symbol V5 can be found

15



by modulo-2 addition of the incoming data bit and the stored bit in the rightmost
shift register. The incoming data bit’s corresponding output of the convolutional
encoder will be {V4, V5}.

The convolutional encoder has two paths for code symbol generation. The gener-
ator polynomial of the upper path or path 1 is
UY(D)=1+D+ D?
The generator polynomial of lower path or path 2 is
U%(D) =1+ D?
The incoming message sequence is represented by polynomial m(D). Convolution in
time domain is converted into multiplication in D-domain using Fourier transform.
So the output polynomial of upper path or path 1 is defined as
CY(D) = v (D)m(D)
The output polynomial of lower path or path 2 is defined as
C?*(D) = v*(D)m(D)

Table 2.1 represents the state table of the convolutional encoder shown in Fig.
2.3. The first shift register is for incoming data bit and the next two shift-registers
are memory of the convolutional encoder. Now the state of the convolutional encoder
depends on the second and third shift register. The state table of the convolutional
encoder(constraint Length(K)=3, Rate(R)=1/2) is shown below.

Incoming Bit| Current State of Encoder| Next State of Encoder Output Bits
0] o 0] o 0 0 0]
1 (o) 0 1 0 1 1
0 (0 1 o 0 1 1
1 (o) 1 1 0 0 0]
0 1 o) o 1 1 0
1 1 0] 1 1 0 1
0 1 1 0 1 0 1
1 1 1 1 1 1 0]

Table 2.1: State table of convolutional encoder

16



Now, the state diagram of convolutional encoder is shown in Fig. 2.4.

Figure 2.4: State diagram of convolutional encoder

Now, Trellis diagram of the convolutional encoder is shown in Fig. 2.5.

States

I

0

01

11

————— Input Bit O
Input Bit 1

Figure 2.5: Trellis diagram of the convolutional encoder
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2.4.2.2 Decoder of Convolutional Code

There are two main techniques of decoding of convolutional codes. Those are
e Maximum likelihood decoding(Viterbi algorithm)
e Sequential decoding
However, in the experiments, maximum likelihood decoding (Viterbi algorithm) has
been used. Now, decoding based on Viterbi algorithm [17] is described below.
Decoding Based on Viterbi Algorithm
Viterbi algorithm is a maximum likelihood decoder. There are some steps in this
decoding as shown below:
Initialization step

Firstly, Initialization is done by setting the all zero state of the trellis to zero.

First computational step
At time unit i, the computation is started and determining the metric for the path
that enters each state of the trellis is done. Then identifying survivor is done and

storing the metric for each one of the states is done.

Second computational step

2K=1 paths that enter a state for the next time unit (i + 1) are

The metrics for all
determined. Here K is the constraint length of the convolutional encoder. Hence
following steps are done:

e Add the metrics which are entering the state to the metric of the survivor at
the preceding time unit i.
eComparison is done among the metrics of all 2% paths entering the state.
e Selection of the survivor with the largest metric is done. Then storing it with its

metric is done and discarding all other paths in the trellis is done.

Third computational step
Continue the search to convergence. Second computational step is repeated here for
time unit ¢ < L + L;. Where L is message sequence length and L; is termination
sequence length.

Stop the computation when the time unit is reached to ¢ = L + L.

18



2.4.3 Low Density Parity Check(LDPC) Code

Low Density Parity Check(LDPC) codes [17] can be described by parity check matrix
H. The parity check matrix contains mostly Os and a small number of 1s. So here

parity check matrix H is sparse parity check matrix.

LDPC code can be defined by parameters (n, W., W,.) Where n is block length, W,
is weight of the column of parity check matrix(i.e a column contains W, number of 1s
) and W, is weight of the row in parity check matrix(i.e a row contains W, number
of 1s).

2.4.3.1 Regular LDPC Code

A regular (n, W,, W, )LDPC code has a parity check matrix of dimension m x n where
each column contains a small fixed number(W,) of 1s, where W, > 3 and each row
contains a small fixed number(W,.) of 1s, where W, > W..

Here low density means W, < m and W, < n
The total number of 1s in parity check matrix(H) is=W,.-n =W, -m
Here also m > n — k and k is the message length.

éRz%Zl—%andthuch<Wr

2.4.3.2 Irregular LDPC Code

In irregular LDPC, column weight may be different if we look column to column and

row weight may be different if we look row to row in the sparse parity check matrix.

For irregular LDPC code, the variable nodes have multiple degrees in the tanner

graph and the check nodes also have multiple degrees in the tanner graph.

We can define the degree distribution of the variable nodes or column distribution

of an irregular LDPC in the Tanner graph as shown below
dn
AX) =D AX*! (2.16)
d=1

Where X is a node variable in the Tanner graph, A\, is the fraction of variable nodes
with degree d in the graph, dy is the maximum degree of the variable node in the

Tanner graph.
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We can define the degree distribution of the check nodes or row distribution of an

irregular LDPC in the Tanner graph as shown below

p(X) = i:ded‘l (2.17)

Where X is a check node in the Tanner graph, p, is the fraction of check nodes with
degree d in the graph, d. is the maximum degree of the check node in the Tanner

graph.

2.4.3.3 Encoding of LDPC Codes

LDPC code is linear error control code. LDPC code uses sparse parity check matrix
H. The LDPC encoder uses generator matrix G to encode message bits. The generator

matrix can be defined as shown below
G = [I;|P"] (2.18)
m is k x 1 message vector. Then codeword is generated by the following equation
c=mG (2.19)
Codeword is valid if the codeword satisfies the following equation

Hc" =0 (2.20)
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2.4.3.4 Decoding of LDPC Code

Decoding of LDPC code based on belief propagation algorithm and Min-Sum algo-
rithm are discussed [19, 35].

Belief Propagation Decoding
A basic block diagram of belief propagation decoding as follows:

Input
Message LDPC €=(C0,C1,CopeeesCpoa)
- Modulator

Encoder

Channel
Output LDPC LLR=L(c)
Demodulator
Decoder

Figure 2.6: Block diagram for belief propagation decoding

Belief propagation algorithm which is based on the decoding algorithm presented
by Gallager has been used in LDPC decoding. The belief propagation algorithm is
also known as a message passing algorithm. The algorithm has been described below.

LDPC encoder encodes message into codeword which is represented by
C=Cp,C1,C2,C3, ey C—1 (2.21)

Now, the input of the LDPC decoder for the transmitted LDPC encoded codeword
is considered as log likelihood ratio(LLR) value which is defined below.

Pr(c; = 0/Channeloutput forc;)

L i) — 1
(ci) = log Pr(c; = 1/Channeloutput forc;)

(2.22)
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Initialization is done before the first iteration
L(gij) = L(c:) (2.23)

The main components of the algorithm are updated in each iteration based on the

following equations:

L(T5) = 2atanh( [ tanh(%l(qﬁﬂ)) (2.24)

i'eVi\i
L{g) = L(c) + Y L(Tyu)) (2.25)

and
L(Qi) = Lic) + D L(Tj) (2.26)
J'€C;

L(Q;) gets the updated estimation of the LLR value for transmitted bit ¢; after
each iteration. Now, the soft decision output value is L(Q;) for ;.
For ¢;, hard decision output is 1 if L(Q;) < 0. Otherwise, hard decision output for ¢;
is 0.
The algorithm checks the parity check equation at the end of each iteration.

HCT =0 (2.27)

The decoding process stops when all the parity checks are satisfied or the number of
iteration reaches its’ maximum value.
Vj, and Cj, are the index sets based on parity check matrix. V; represents all non

zero elements in row j and C; represents all non zero elements in column i.

Min-Sum Decoding

To understand min-sum algorithm we can discuss sum product algorithm in log
domain firstly in another way. Let the LDPC encoder encodes the message into code-
word ¢ = c¢g, €1, Co, C3, ..., C_1. Let the received codeword is v = vg, vy, V9, U3, ..., Up_1.
Now log likelihood ratio(LLR) of v is shown below.

Pr(v; =0/y;)

L<U1> = lOQ(PT(Ui — 1/yz)

) (2.28)
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Here the channel is additive white gaussian noise(AWGN) channel. The received
symbol is y; and the noise power is 2. So LLR of the received symbol is described

below.

L(v;) = =2 (2.29)

The messages are passed variable node i to check node j can be computed in LLR as
L(gi;). ayj and B;; are the sign and magnitude of L(g;;) respectively.
The messages are passed from check node to variable node can be described in LLR

as shown below.

L(Ty) = [ [ ewslw( > v(Bs))) (2.30)

i'eVi\i i'eVi\i
Here )
et +
¥(w) = log(S27) (231)

The messages are passed from variable node to check node can be computed in
LLR as
L(gij) = L(Vi)) + > L(Tj) (2.32)
J'€C\j
Symbols are decoded by comparing L(Qi) with threshold. L(Q;) can be described as

shown below

L(Q;) = L{v;) + Y L(T';;) (2.33)

JEC;
The algorithm checks parity check equation at the end of each iteration. The
decoded symbol can be computed as shown below
Decoded output is 1 if L(Q;) < 0. Otherwise, output is 0.
The Min-Sum algorithm(MSA) is actually modified version of the Sum-Product
algorithm(SPA). The check node operation is simplified. So the complexity of the
algorithm is reduced. In Min-Sum algorithm the equation of L(I';;) becomes

L(Ty) = [ [] awj]. min gy, (2.34)

i €Vy\i eV
Another form of the above equation of MSA is shown below.

L) = [ ][] sign(L(gs;))]. min (|L(qr;)]) (2.35)

'eVi\i
i'eVi\i 7\
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2.5 Encryption Algorithms

Encryption is the process of converting information into secret code.

The secret

code hides the true meaning of information. Advanced encryption standard(AES)

algorithm and high diffusion nonlinear key mixing with 8 rounds(HDNMS) algorithm

have been considered.

2.5.1 Advanced Encryption Standard(AES) Algorithm

Block diagram of AES algorithm is shown as follows:

Round 1

Round 9

Round 10

Round 10

Round 9

Plaintext(128 bits) Key(128 bits) PIainte?xt(128 bits)
AddRotndKey w[0,3] AddRoundKey
l Inv-SubBytes
| SubBytes | Exrﬁzion Inv-ShiftRows
[_shiftRows__]
MixColumns — Inv-MixColumns
AddRoyndKey .l—- w[4,7]— AddRoundKey
i Inv-SubBytes
i Inv-ShiftRows
Subéytes i
ShiftRows i
MixColumns — Inv-MixColumns
AddRoundKey H—tw(36,39]—p{ AddRoundKey |

SubBytes

| ShiftRows |

| Inv-SubBytes |

Inv-ShiftRows

1

| AddRoundKey I*

v
Ciphertext(128 bits)

—)[40,43] —

AddRoundKey

t
Ciphertext(128 bits)

Figure 2.7: Basic encryption and decryption structure of AES
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Advanced encryption standard(AES) [9] is block cipher encryption algorithm.
There are three different key size available in AES. Three different key lengths are
128 bits, 192 bits and 256 bits. But here 128 bits length key has been considered.

2.5.1.1 Creation of Round Keys or Key Expansion in AES

There is a initial key of 128 bits(16 bytes) which can be represented in a 4 x 4 array.
Each cell of the array is 1 byte. Here 4 cells together form a word. Word represents
one column in the array here. So there are 4 words in the initial key. The AES key
expansion algorithm takes the 4 words initial key as input and gives total 44 words.
The first four-word round key is used in first AddRoundKey and the other ten keys

are used in subsequent ten rounds.

2.5.1.2 Encryption Part of AES Algorithm

AES encryption takes blocks of length 128 bits as input which is called plaintext.The

output of AES encryption gives block length of 128 bits which is called cipher text.
There are total ten rounds in encryption part in AES algorithm. Firstly the 128

bits input plaintext is passed through AddRoundKey process. Then there are sub-

sequent ten rounds are present. First nine rounds each consists of four subprocesses:

SubBytes, ShiftRows, MixColumns and AddRoundKey.

Now in the last tenth round of AES encryption MixColumns is not present. Tenth

round consists of the subprocesses: SubBytes, ShiftRows and AddRoundKey

The AES encryption gives 128 bits cipher text after the tenth round.

2.5.1.3 Decryption Part of AES Algorithm

The decryption process of AES takes blocks of length 128 bits ciphertext as input.
The output of AES decryption gives block length of 128 bits plaintext back.

There are total ten rounds in decryption part in AES algorithm. Firstly the 128
bits input ciphertext is passed through AddRoundKey process. Then there are subse-
quent ten rounds are present. First nine rounds each consists of the four subprocesses:
Inv-ShiftRows, Inv-SubBytes, AddRoundKey and Inv-MixColumns.

However, Inv-MixColumns is not present in the tenth round of AES decryption. Tenth
round consists of the subprocesses: Inv-ShiftRows, Inv-SubBytes and AddRoundKey
The AES decryption gives 128 bits plaintext back after the tenth round.
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2.5.2 HDNMS Block Cipher

HDNMS [3] stands for High Diffusion Nonlinear Key Mixing with 8 rounds. HDNM8
is 128 bits substitution permutation networks(SPN) type block cipher. The input
plaintext is 128 bits and the output is 128 bits ciphertext.

2.5.2.1 Encryption Part of HDNMS8 Algorithm

There are total eight rounds in encryption part in HDNMS8. In one to eight rounds,
there are three layers present in each round as shown below:
e Nonlinear round key mixing layer
e Substitution layer which have 16 AES S-boxes
e Single 128 bit diffusion layer
After that, one nonlinear round key mixing layer is present.
Block diagram of HDNMS is shown in figure 2.8. Now, by using the HDNMS

encryption module, counter(CTR) mode of operation is performed.

128 bits input

i
Nmix || Nmix Round key mixing layer Nmix || Nmix |[f=——K;
! 3 3 *
Round 1 S-box || S-box Substitution layer S-box || S-box
¥ ¥ ¥
128 bits Diffusion layer
v
[ ]
[ ]
[ )
i
Nmix || Nmix Round key mixing layer
Round 8 S-box || S-box Substitution layer
¥ ¥
128 bits Diffusion layer
y
Nmix || Nmix Round key mixing layer Nmix || Nmix [[&——Kq

128 bitstutput

Figure 2.8: Block diagram of HDNMS
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2.6 Block Cipher Modes of Operation

Block cipher is one types of encryption algorithm which takes fixed size of input data
or plaintext and produces same fixed size of ciphertext. If the input length is larger
than the fixed input length, the input is divided into blocks of the fixed size.

There are various modes of operations [11] for a block cipher. The modes of op-
erations are
e Electronic codebook(ECB) mode
e Counter(CTR) mode
e Cipher block chaining(CBC) mode
e Cipher feedback(CFB) mode
e Output feedback(OFB) mode

ECB, CTR and CBC mode of operations have been considered in this thesis.
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2.6.1 Electronic Codebook(ECB) Mode

Electronic codebook(ECB) mode is one of the simplest block cipher mode of oper-
ation. The plaintext is divided into blocks. Each block is of same fixed size. In
this ECB mode operation each block of the input plaintext is directly encrypted into
block of cipher text using a key. The first block of plaintext is encrypted into first
block of cipher text using a key. The second block of plaintext is encrypted using
the same key and this process will continue. So, it is possible to create a codebook
of ciphertexts for all possible blocks of plaintexts. The forward cipher function in
ECB mode encryption operation is used direcltly and independently to each plain-
text block. Parallel encryption of blocks is possible in ECB mode of operation. So it

is one of the faster ways of encryption.

Plaintext

Block Cipher
Encryption

A 4

Ciphertext

Figure 2.9: Block diagram of block cipher based ECB mode encryption

In ECB mode decrypton, similarly the inverse cipher function is also directly and

independently used to obtain plaintext from ciphertext.
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2.6.2 Counter(CTR) Mode

In counter(CTR) mode operation, the counter initiates value every time of operation.
The counter value is encrypted first using key. Then the encrypted block is XORed
with plaintext block and ciphertext is produced. Let the length of the last block of
plaintext is less than the length of previous blocks. Let the length of each previous
block of plaintext is [ and the length of the last block of plaintext is v. v is less than
[. In this case, most significant v bits of the encrypted value is used to XORed with
the v length plaintext and the remaining (I — v) bits from the encrypted block are

discarded. In CTR mode the counter value is different for each block.

Counter 1 Counter 2 Countern
Block Cipher Block Cipher | o o o o o | Block Cipher
Encryption Encryption Encryption

. N4
Plaintext n ANy

. N4
Plaintext?2 ANy

. N4
Plaintext 1 ANy

y

Ciphertext 2

Ciphertext 1 Ciphertext n

Figure 2.10: Block diagram of block cipher based CTR mode encryption

In counter(CTR) mode decryption, counter initiates value every time of operation.
The counter values are same as counter(CTR) mode encryption process. In CTR
mode decryption, the same encryption block is used which is used in CTR mode
encryption. The counter value is encrypted using a key. The encrypted block is
XORed with the ciphertext block. Let the length of each previous block of ciphertext

is [ and the length of the last block of ciphertext is v. Then most significant v bits of
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the encrypted value is used to XORed with the v length ciphertext and the remaining
(Il —w) bits from the encrypted block are discarded. The CTR mode can be performed

in parallel because this mode is independent of feedback use.

2.6.3 Cipher Block Chaining(CBC) Mode

In cipher block chaining(CBC) mode encryption an Initial vector(IV) is needed. The
first input block is obtained by XOR operation between the first plaintext block
and the initial vector(IV). The input block is passed through the encryption process.
The output of the encryption process is the first cipher block. The output block is
then XORed with the second plaintext block and the result is passed through the
encryption process to get the second output block. Each plaintext is XORed with the
previous output or ciphertext block to get the new input block and the input block
is passed through the encryption process to get the ciphertext block.

Initialization . . .
Vector Plaintext 1 Plaintext 2 Plaintext n
/D N (D
GV U ¢V
Block Cipher Block Cipher Block Cipher
Encryption Encryption Encryption
Ciphertext 1 Ciphertext 2 Ciphertextn

Figure 2.11: Block diagram of block cipher based CBC mode encryption
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Similarly, in cipher block chaining(CBC) mode decryption, the first ciphertext
block is passed through decryption process and the decrypted block is XORed with
the initial vector(IV) to get the first block of plaintext. The second ciphertext block
is passed through decryption process and the decrypted block is XORed with the first
ciphertext to get the second plaintext block. To get plaintext block of any round,
first the ciphertext is passed through decryption process and the decrypted block is
XORed with the previous ciphertext.
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2.7 Literature Survey

Reed Solomon(RS) codes are an important group of error correcting codes. Reed
Solomon(RS) codes were introduced by Irving Stoy Reed and Gustave Solomon in
1960 [33]. The algebraic structure of RS codes are easily understandable and as a
result it is possible to implement efficient decoder [12]. RS codes are non binary codes
and they are able to correct burst errors.

Convolutional codes were introduced by Peter Elias in 1955. Andrew Viterbi deter-
mined an important thing in 1967 that convolutional codes could be decoded using
maximum likelihood decoding and the decoding could be done using Viterbi decoder
with reasonable complexity.

Robert Gray Gallager developed the LDPC concept in 1960. LDPC codes are also
called Gallager codes. This codes were impractical to implement when it was first
developed by Gallager [15] in 1963. Gallager’s work was rediscovered by Mackay and
Neal in 1996. LDPC codes are capacity approaching codes.

Turbo codes were discovered in 1993. Turbo codes are another class of capacity ap-
proaching codes. The advances of LDPC codes surpassed turbo codes in terms of
error floor and performance in high code rate.

BER is very important in performance analysis. Performance of communication chan-
nel, the effect of error correcting codes, effect of modulation techniques, effect of
AWGN channel, effect of fading channel and various things can be described by BER
performance of communication channel. The communication channel is also wireless.
Various experiments have been already done.

Sharma et al. [36] considered various error correcting codes like Reed Solomon
codes, convolutional codes for their different code rates and various modulation tech-
niques like BPSK, QPSK, 16QAM and 64QAM. They considered Viterbi decoder
for convolutional codes. They considered AWGN channel and evaluated BER per-
formance. They showed concatenated RS-CC code had better performance than
individual RS code or CC code over AWGN channel.

Usha et al. [38] performed BER analysis using different modulation order of QAM
such as 16QAM, 64QAM, 128QAM and 256QAM with using same satellite link. They
concluded that bit error rate(BER) was high for higher order modulation of MQAM.
Mahapatra et al. [25] did performance analysis of modulation schemes(PSK, QAM,

OQPSK) for wireless sensor networks. They found that energy consumption was one
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of the major issues for increased lifetime of wireless sensor network. They considered
AWGN noise and Rayleigh fading, Rician fading for different modulation schemes
PSK, FSK, QAM, PAM and OQPSK. They showed that OQPSK was a good choice
as modulation schemes in wireless sensor network.

Panwar et al. [29] considered AWGN channel and Rayleigh fading channel. They took
BPSK as modulation scheme. They compared BER performance of AWGN channel
and BER performance of Rayleigh fading channel. They showed that BER perfor-
mance was degraded for Rayleigh fading channel due to rapid amplitude fluctuation
in the received signal due to Rayleigh fading.

Kobayashi et al. [22] provided description and analyzed NASA’s high data rate down-
link system considering Ka-band. This system was proposed for NASA’s NISAR
mission. They considered (8160, 7136) CCSDS LDPC channel coding and OQPSK
modulation scheme. The system was able to deliver 35 Tbits per day data from the
considered two onboard SAR systems.

Kang [21] considered Reed Solomon(RS) code and Reed Solomon Product Code(RSPC)
and determined whether the forward error correction algorithms translated directly
to their effectiveness. If bit flips happens and it is beyond RS code’s correction limit,
RSPC can be used.

Coulibaly et al. [7] proposed their own joint AES-LDPC system. They considered
joint encryption and channel coding. LDPC coding and AES algorithm based on 128
bits key was considered. They showed that their proposed method was able to achieve
data security and error correction. The proposed method also reduced complexity of
computation.

Ning et al. [27] provided their own joint encryption and error control method by using
LDPC coding and AES encryption algorithm. They designed their own structure in
satellite communication. They showed BER performance for their method is better
than some other method.

Pal et al. [28] proposed an algorithm and also architecture for error detection and
error correction which was based on LDPC coding. They gave importance on main-
taining data integrity in a noisy channel and retrieving original data. They showed
that their simulation for their own algorithm worked successfully.

The Consultative Committee for Space Data Systems recommended a standard in a
blue book [1] to develop the system in telemetry synchronization and channel coding

. They considered some particular Reed Solomon code, convolutional codes, LDPC
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codes and other error correcting codes in channel coding. The Consultative Com-
mittee for Space Data Systems also presented a informational report [34] where they
explained the background to support the CCSDS recommended standard in channel
coding and telemetry synchronization.

Fang et al. [14] considered a simple practical channel model called block fading
channel and root-protograph LDPC codes. Their simulation result showed that root
protograph related codes are capable to achieve outage limit approaching word error
rate performance.

Yu et al. [40] proposed a wireless error model based on two state Markov error model.
They considered QPSK, 16QAM and 64QAM as modulation techniques. They con-
sidered turbo coding and LDPC coding as channel coding techniques. Their model
helped in evaluation of the error control strategies with shorter simulation period and
the computational complexity is also less.

Elagooz et al. [13] proposed a efficient decoding scheme for CCSDS Reed Solomon
code. They also considered AWGN channel and Rayleigh fading channel. Their simu-
lation result was able to achieve good coding gain compared with RS code’s algebraic
decoding.

Huang et al. [18] proposed a multilevel Reed Solomon codes. They also proposed
iterative multistage soft decoding in visible light communication. Their proposed
decoding algorithm was able to achieve good performance gain compare to existing
algorithm for decoding.

Jeon et al. [20] proposed joint encryption and channel coding method, namely cipher
feedback-advanced encryption standard-Turbo. Their proposed scheme improved se-
curity performance in satellite data transmission.

Li et al. [24] proposed two new decoding algorithms for Reed Solomon codes. They
considered burst Rayleigh fading channel with AWGN noise. They showed that the
performance of their proposed algorithms are better than classic Berlekamp-Messay
algorithm. The computational complexity is also less for proposed algorithms.
Garzon et al. [16] proposed an opportunistic transmission system where they con-
sidered AWGN noise, flat and slow Rayleigh fading, co-channel interference. They
performed mean bit error rate performance analysis in their experiment for different
modulation schemes.

Rajagopalan et al. [31] considered LDPC code and CCSDS defined encoding scheme
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for telecommand operation. They also considered soft decision and hard decision de-
coding algorithm. They performed performance analysis of the decoding algorithms
for LDPC code and got 6 dB coding gain for soft decision algorithm and 4 dB coding
gain for hard decision algorithm. Where they considered 4-bit quantized inputs.
Almaktof et al. [2] compared BER performance of M-ary PAM over AWGN chan-
nel and fading channels. They considered Rayleigh fading channel and Rician fading
channel. They also considered 16PAM, 32PAM, 64PAM, 128PAM and 256PAM under
M-PAM. BER performance was degraded when M was increased. They also showed
that BER performance of M-PAM over Rician channel is better than the cases of
M-PAM over AWGN and Rayleigh channels.

There are some advantages of LDPC codes. LDPC codes fulfill the satellite re-
quirements due to parallel decoding and low decoding complexity [10]. LDPC codes
also has ability of self error detection using syndrome. LDPC codes have great per-
formance with iterative decoding and it is able to achieve very close to Shannon limit
[8]. LDPC decoding algorithm has low implementation complexity and more par-
allelization compared to decoding algorithm of convolutional code [8] Now if burst
error correction capability is considered then the capability of RS codes are excellent.
The length of burst error correction can reach half of the parity bits for RS codes[39].
The performance of convolutional codes are worst. For turbo codes, the burst error
correction length cannot reach up to half of the parity bits. LDPC codes’ burst error
correction capability are acceptable. NASA, ESA and various standard organizations
have used error correcting codes in their several missions. Convolutional codes were
used in NASA’s Pioneer missions. They also used convolutional convolutional codes
in their various missions like Voyager, Galileo, Mars Pathfinder, Juno etc. They also
used Reed Solomon code in various missions like Voyager 2, Galileo, Mars Pathfinder
etc. They also used LDPC codes in mission Curiosity [5]. European Space Agency
used covolutional code in various missions like Giotto, Cassini, Rosetta etc. They also
used Reed Solomon codes in missions like Giotto, Cassini, Rosetta, Gaia [5]. So they
used various error correcting codes like Reed Solomon codes, convolutional codes, Low
density parity check codes in their various missions. They sometimes used single error
correcting codes and sometimes used concatenated between two error correcting codes.
Therefore, the objective of this thesis is to find bit error rate(BER) performance of
wireless communication channel considering AWGN noise and Rayleigh fading when

error correcting codes like Reed Solomon codes, convolutional codes, LDPC codes
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are used as error correcting codes and various M-ary phase shift keying(MPSK) and
M-ary quadrature amplitude modulation(MQAM) modulation techniques are used.
Also BER performance of a wireless channel has been studied where both encryption

and channel coding have been implemented at physical layer.

2.8 Conclusion

Theoretical background of all the required concepts have been discussed and literature
survey has been done in this chapter. Error correcting codes and their encoding
and decoding processes, modulation schemes, AWGN noise, Rayleigh fading, AES
encryption and decryption process, HDNMS encryption process, block cipher modes
of operations etc have been discussed. In the next three chapters, BER performance

of wireless communication channel under different channel impairments are presented.
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Chapter 3

BER Performance of Uncoded
Communication Channel

Uncoded communication channel has been considered in this chapter. The channel is
uncoded communication channel because no channel coding technique has been used.
AWGN has been considered as channel noise. In this chapter, BER performance
analysis of the uncoded communication channel with AWGN noise has been done for
MPSK and MQAM modulation techniques. Then Rayleigh fading has been consid-
ered to understand the fading effect and BER performance analysis of Rayleigh fading
communication channel with AWGN for MPSK and MQAM has been performed. All
the experiments have been simulated in MATLAB.
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3.1 AWGN Channel with M-ary PSK and M-ary
QAM Modulation

In this section, BER performance of uncoded communication channel with AWGN
noise for M-ary phase shift keying(MPSK) modulation scheme and M-ary quadrature

amplitude modulation(MQAM) modulation scheme has been discussed.

3.1.1 AWGN Channel with M-ary PSK Modulation

BER performance of uncoded communication channel with AWGN noise for M-ary

phase shift keying modulation scheme has been discussed here.

AWGN Noise

Uncoded Data| MPSK J ch | MPSK " |Received Data
"| Modulator anne Demodulator [—

Figure 3.1: Block diagram of uncoded AWGN channel with MPSK modulation

In this experiment, message signals have been considered which are random in
nature. The uncoded message signal has been passed through MPSK modulator.
After that the modulated signal has been sent through communication channel. The
communication channel which has been considered is wireless. The communication
channel has been affected by additive white gaussian noise(AWGN). The noise cor-
rupted signal has been demodulated by MPSK demodulator at the receiver side. Then

the demodulated signal has been compared with the original message signal and bit
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error rate(BER) has been calculated. The measured BER values in this experiment

have been shown in Table 3.1. This experiment has been simulated in MATLAB.

Eb/No(dB) BER(BPSK) BER(QPSK) BER(8PSK) BER(16PSK) BER(32PSK)
0 0.0787368 0.07872 0.122584 0.174376 0.22485
1 0.0562657 0.0563754 0.100861 0.153571 0.206807
2 0.0374323 0.0375126 0.0806892 0.133793 0.18914
3 0.0229193 0.0228508 0.0622563 0.115609 0.17124
4 0.0125501 0.0125322 0.0459319 0.0985762 0.153893
5 0.00596839 0.00593733 | 0.0318309 0.0829587 0.136729
6 0.00237061 0.00239628 | 0.0204644 0.0681619 0.120827
7 0.000776444 | 0.000775944 | 0.0119491 0.0542615 0.105532
8 0.000190222 | 0.000193667 | 0.00618561 | 0.0414496 0.0914452
9 3.38889e-05 | 3.31111e-05 | 0.00277333 | 0.0300009 0.0784573
10 436111e-06 | 3.72222e-06 | 0.00100289 | 0.0202152 0.0661217
11 2.68519e-07 | 2.59259e-07 | 0.000286556 | 0.0125929 0.0545408
12 9.25926€-09 0 6.08333e-05 | 0.00702872 0.0434778
13 0 0 8.38889e-06 | 0.00343428 0.0332728
14 0 0 7.96296e-07 | 0.00142967 0.0239896
15 0 0 6.48148e-08 | 0.0004745 0.0162672
16 0 0 9.25926e-09 | 0.000119167 | 0.0100852
17 0 0 0 2.33333e-05 | 0.00565989
18 0 0 0 2.94444e-06 | 0.00279111
19 0 0 0 1.85185e-07 | 0.00116489
20 0 0 0 9.25926e-09 | 0.000386889
21 0 0 0 0 0.000101944
22 0 0 0 0 1.8e-05
23 0 0 0 0 2.11111e-06
24 0 0 0 0 1.2037e-07
25 0 0 0 0 9.25926€-09
26 0 0 0 0 0

Table 3.1: BER measurement of uncoded AWGN channel for MPSK

39




Based on simulation result a graphical representation of BER vs Ej /Ny has been

presented in Fig. 3.2.

—©— Uncoded-BPSK-AWGN(Simulation)
—©— Uncoded-QPSK-AWGN(Simulation)
Uncoded-8PSK-AWGN(Simulation)
—6— Uncoded-16PSK-AWGN(Simulation)
Uncoded-32PSK-AWGN(Simulation)

BER

E,/N,(dB)

Figure 3.2: BER vs E,/Ny graph of uncoded AWGN channel for MPSK

The graph(Fig. 3.2) shows how BER is changed with E,/N, for various MPSK
when communication channel is affected by AWGN noise. Here BPSK, QPSK, 8PSK,
16PSK and 32PSK modulation schemes have been considered under MPSK. It can be
seen from the graph(Fig. 3.2) that BER performance of BPSK and QPSK are similar
and BER performance is degraded when modulation order of MPSK is increased
further.

There are two basis functions in QPSK. In-phase component of the carrier signal
is modulated by using even bits (or odd bits) and quadrature-phase component of
carrier signal is modulated by using odd bits(or even bits). If basis functions of
BPSK and QPSK are compared it can be seen that QPSK can be considered as two
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independent BPSK signals. They can be demodulated independently also. So BER
performance of the uncoded communication channel for BPSK and QPSK are same.

Now, QPSK uses half of the channel bandwidth of the bandwidth used by BPSK.
So bit rate of QPSK will be twice of the bit rate of BPSK for same channel bandwidth.
Bandwidth efficiency(BWE) can be defined as shown below.

BitRate
BWE = 1
W Channel Bandwidth (3.1)

The required bandwidth(BW) is reduced when modulation order M is increased in
MPSK modulation. So bandwidth efficiency(BWE) is increased when modulation
order M is increased. However, as modulation order M is increased in MPSK the
number of symbols is increased. The constellation points of MPSK modulation scheme

are situated in a circle. The distance between adjacent symbols is
.,
dadjacent = 2y/essin (M) (32)

Where ¢; is energy per symbol and M is modulation order of MPSK.
When modulation order M is increased the symbols comes closer to each other. As
a result the distance between the constellation points are reduced, so effect of noise
will be more. As a result BER performance is degraded when modulation order M of
MPSK is increased.

It can be also seen from the graph(Fig. 3.2) that BER performance is improved
when Ej /Ny is increased for any particular modulation order of MPSK.
When energy per bit of transmitted signal(E) is increased for a specified noise spec-
tral density Ny/2, the message points corresponding to symbols are moved further
apart. So the distance between constellation points are increased when FE,/Nj is
increased. So, if E,/Ny is increased for a particular modulation order M , BER is

improved.
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3.1.2 AWGN Channel with M-ary QAM Modulation

BER performance of uncoded communication channel with AWGN noise for M-ary

quadrature amplitude modulation scheme has been discussed here.

AWGN Noise

Uncoded Data | MQAM Channel X MQAM Received Data
Modulator Demodulator

A 4

Figure 3.3: Block diagram of uncoded AWGN channel for MQAM

The message signals are random in nature which have been considered in this
experiment. Uncoded message signal has been passed through MQAM modulator.
QAM, 8QAM, 16QAM,32QAM and 64QAM modulation schemes have been consid-
ered under MQAM modulation. The modulated signal has been sent through the
communication channel. The considered channel is wireless. AWGN noise has been
added with the signal in the communication channel. So the modulated signal has
been noise corrupted in the channel. Then the noise corrupted signal has been re-
ceived by MQAM demodulator at the receiver side. The MQAM demodulator has
demodulated the received signal. BER has been calculated by comparing demod-

ulated signal with the original message signal. The measured BER values in this
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experiment have been shown in Table 3.2. The experiment has been simulated in

MATLAB.

Eo/No(dB) | BER(QAM) | BER(S8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
0 0.0786044 | 0.132612 0.141 0.179971 0.19983
1 0.0562326 | 0.109298 0.119006 0.158711 0.177827
2 0.0374644 | 0.0866907 | 0.0977004 0.137533 0.156949
3 0.0228583 | 0.0658193 | 0.0773916 0.116983 0.13706
4 0.0124463 0.04713 0.0586618 0.0967552 0.118519
5 0.00596178 | 0.0313729 | 0.0418816 0.0772018 0.100791
6 0.00238667 | 0.0192084 | 0.0278519 0.0587402 0.0838371

0.000771833 | 0.0104398 | 0.0169802 0.0422636 0.0675582

8 0.000198167 | 0.00500117 | 0.00925906 | 0.0282511 0.0523473
9 3.42222e-05 | 0.00201622 | 0.00439061 | 0.0173168 0.0385371
10 3.97222e-06 | 0.000650389 | 0.001752 0.00951172 0.0265566
11 2.03704e-07 | 0.000162389 | 0.000567111 | 0.00456061 0.0168872
12 1.85185e-08 | 2.95e-05 | 0.000138778 | 0.00185022 | 0.00972428
13 0 3.02778e-06 | 2.51667e-05 | 0.000595111 | 0.00493472
14 0 2.31481e-07 | 2.94444e-06 | 0.0001515 0.0021185
15 0 0 1.57407e-07 | 2.64444e-05 | 0.000782611
16 0 0 9.25926e-09 | 2.91667e-06 | 0.000215833
17 0 0 0 1.75926e-07 | 4.48333e-05
18 0 0 0 4.62963e-08 7.5e-06
19 0 0 0 0 4.25926e-07
20 0 0 0 0 1.85185e-08
21 0 0 0 0 0

Table 3.2: BER measurement of uncoded AWGN channel for MQAM

43




A graphical representation of BER vs Ej, /Ny based on simulation result has been

shown in Fig. 3.4 .

—6—Uncoded-QAM-AWGN(Simulation)
—e—Uncoded-8QAM-AWGN(Simulation) |
—6—Uncoded-16QAM-AWGN(Simulation) [

Uncoded-32QAM-AWGN(Simulation) ]
—6—Uncoded-64QAM-AWGN(Simulation) ]

BER
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E /N, (dB)

Figure 3.4: BER vs E;/Ny graph of uncoded AWGN channel for MQAM

The graph(Fig. 3.4) shows how BER is changed with E}/Ny for various MQAM
when communication channel is affected by AWGN noise. The graph (Fig. 3.4) also
shows that BER performance is degraded with increasing the modulation order of
MQAM.

The amplitude and phase of carrier signal are varying nature in MQAM. So the
carrier experiences phase as well as amplitude modulation. The constellation diagram
consists of a square lattice of symbol points for MQAM. The energy per symbol of
MQAM is not constant. The amplitudes and phases may be different for the constel-
lation points in MQAM. The amplitude variation will be more for higher modulation

order of MQAM because number of symbols are increased with higher modulation
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order. The number of symbols will also be increased in the constellation diagram
when modulation order M is increased. As a result the distance between constella-
tion points are decreased. So effect of noise is more and there is a higher possibility
of data errors. So BER performance is best for 4QAM and BER performance is de-
graded with increasing the modulation order(M) of MQAM further. However, data
rates will be higher when modulation order M is increased.

It can be seen from the graph(Fig. 3.4) that BER performance is improved when
Ey /Ny is increased for any particular modulation order of MQAM.

BER can be calculated analytically from following equation [26]

1 1 3logy,(M)E,

Perror = (1 - \/M)logz(m) 67“fC< 2<M _ 1)NO) (33)

If E},/Ny is increased for any particular modulation order of MQAM , the symbols
are moved further apart. So the euclidean distance between two symbol points is
increased. As a result effect of noise is less. So, BER performance is improved when

Ey /Ny is increased for any particular modulation order(M) of MQAM modulation.
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3.2 Rayleigh Fading Channel with AWGN and M-
ary PSK & M-ary QAM Modulation

BER performance of uncoded Rayleigh fading communication channel with AWGN
noise for M-ary phase shift keying modulation scheme and M-ary quadrature ampli-

tude modulation scheme has been discussed in this section.

3.2.1 Rayleigh Fading Channel with AWGN and M-ary PSK
Modulation

BER Performance analysis of uncoded Rayleigh fading communication channel with
AWGN for various modulation order(M) of MPSK has been conducted in this ex-
periment. BPSK, QPSK, 8PSK, 16PSK and 32PSK have been considered as the
modulation schemes under MPSK. MATLAB has been used for this experiment.

Uncoded message signals have been considered in this experiment which are ran-
dom in nature. The uncoded message signal has been passed through MPSK modu-
lator. After that the modulated signal has been sent through Rayleigh fading com-
munication channel. Then additive white gaussian noise(AWGN) has been added.
So, the Rayleigh faded signal has been corrupted by AWGN noise. Then it has been
demodulated by MPSK demodulator at the receiver side and the demodulated signal
has been compared with the original message signal to calculate bit error rate(BER).
The measured BER values has been shown in Table 3.3.
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Eo/No(dB) | BER(BPSK) | BER(QPSK) | BER(8PSK) | BER(16PSK) | BER(32PSK)
0 0.365747 0.366759 0.39063 0.407995 0.418285
1 0.349689 0.35149 0.377639 0.397076 0.409058
2 0.332522 0.334898 0.362876 0.385174 0.398904
3 0.313754 0.316907 0.346784 0.37244 0.388264
4 0.292944 0.297086 0.32961 0.358819 0.376704
5 0.270627 0.276269 0.311244 0.344129 0.364994
6 0.246461 0.253788 0.291641 0.329865 0.353675
7 0.220685 0.231014 0.271344 0.314999 0.342552
8 0.194124 0.207407 0.251495 0.300625 0.331984
9 0.166452 0.183324 0.232079 0.287254 0.322977
10 0.138501 0.159676 0.213749 0.275128 0.31549
11 0.111257 0.136714 0.197767 0.264708 0.309911
12 0.0855966 | 0.115041 0.184094 0.256078 0.307019
13 0.0623198 | 0.0952191 | 0.173319 0.249169 0.306198
14 0.0424921 | 0.0774398 | 0.165625 0.244108 0.307896
15 0.0266438 | 0.0612796 | 0.160075 0.240731 0.31189
16 0.0150192 | 0.0470282 | 0.156636 0.238791 0.317542
17 0.007526 0.034393 0.154158 0.237631 0.323867
18 0.00315108 | 0.0239521 | 0.152404 0.237321 0.331019
19 0.00110908 | 0.0153531 | 0.150373 0.237806 0.338025
20 0.00030275 | 0.00892983 | 0.148501 0.238988 0.344602
21 5.85e-05 | 0.00463158 | 0.146341 0.240443 0.350959
22 7.83333e-06 | 0.00205083 | 0.14383 0.242324 0.356805
23 6.66667e-07 | 0.000759167 | 0.141153 0.244295 0.362674
24 0 0.00022075 | 0.137821 0.246198 0.368402
25 0 4.49167e-05 | 0.134433 0.247751 0.373977
26 0 7.16667e-06 | 0.13063 0.248892 0.379265
27 0 5e-07 0.126403 0.249544 0.384294
28 0 0 0.121551 0.249848 0.388742
29 0 0 0.11642 0.249964 0.392475
30 0 0 0.110616 0.249994 0.395412

Table 3.3: BER measurement of uncoded Rayleigh fading channel with AWGN for

MPSK
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Eo/No(dB) | BER(BPSK) | BER(QPSK) | BER(8PSK) | BER(16PSK) | BER(32PSK)
31 0 0 0.104279 0.25 0.397524
32 0 0 0.0975253 0.25 0.398808
33 0 0 0.0900349 0.25 0.399514
34 0 0 0.0819885 0.25 0.399847
35 0 0 0.0733489 0.25 0.39996
36 0 0 0.0644805 0.25 0.399993
37 0 0 0.0551874 0.25 0.399999
38 0 0 0.0458781 0.25 0.4
39 0 0 0.0368565 0.25 0.4
40 0 0 0.0283424 0.25 0.4
41 0 0 0.0206236 0.25 0.4
42 0 0 0.0140318 0.25 0.4
43 0 0 0.008755 0.25 0.4
44 0 0 0.00497367 0.25 0.4
45 0 0 0.00244217 0.25 0.4
46 0 0 0.00101983 0.25 0.4
47 0 0 0.00035025 0.25 0.4
48 0 0 9.41667e-05 0.25 0.4
49 0 0 1.65833e-05 0.25 0.4
50 0 0 1.91667e-06 0.25 0.4

Table 3.3: BER measurement of uncoded Rayleigh fading channel with AWGN for

MPSK
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Based on simulation result a graphical representation of BER vs Ej /Ny has been

presented in Fig. 3.5.
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Figure 3.5: BER vs E},/Ny graph of uncoded Rayleigh fading channel with AWGN
for MPSK

The graph(Fig. 3.5) shows how BER is changed with E}/N, for various MPSK
modulation schemes when uncoded Rayleigh fading communication channel is affected
by AWGN noise. It can be seen in graph(Fig. 3.5) that BER performance is degraded
with increasing the modulation order(M) of MPSK.

If modulation order M is increased, the number of symbols is increased. So, the
symbols come closer to each other. As a result the distance between the constellation
points are reduced. As a result, effect of noise will be more. So, BER performance is
degraded when modulation order of MPSK modulation is increased.

It can be seen from the graphs(Fig. 3.2 and Fig. 3.5) that BER performance
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of uncoded communication channel with AWGN noise is better than BER perfor-
mance of uncoded Rayleigh fading communication channel with AWGN noise for any
particular modulation order of MPSK.

The channel has been considered Rayleigh fading channel. There is no line-of-sight
path existed between the transmitter and receiver. The path between transmitter and
receiver is called non-line-of-sight path. The path between transmitter and receiver
has been blocked by various obstacles like tall buildings, mountains etc. So, those ob-
stacles reflect, refract, diffract and attenuate the signal. The signal has undergone flat
fading. As a result, all frequency components of the signal experience same or equal
magnitude of fading. Now, the magnitude of the signal that has passed through the
Rayleigh fading communication channel is varied randomly according to the Rayleigh
distribution. The probability density function(pdf) of Rayleigh distribution is shown
in equation 2.13. Now, rapid amplitude fluctuation is induced in the received signal
by Rayleigh fading channel and this lead to performance degradation seriously. The
Rayleigh faded signal has been also corrupted by the AWGN noise in channel. As
a result BER performance is degraded. So, for any particular modulation order of
MPSK, BER performance of uncoded communication channel with AWGN noise is
better than BER performance of uncoded Rayleigh fading communication channel
with AWGN noise.
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3.2.2 Rayleigh Fading Channel with AWGN and M-ary QAM
Modulation

BER performance analysis of uncoded Rayleigh fading communication channel with
AWGN for various orders of MQAM modulation scheme has been conducted in this
experiment. The experiment has been simulated in MATLAB.

The message signals are random in nature which have been considered in this
experiment. Uncoded message signal has been passed through MQAM modulator.
QAM, 8QAM, 16QAM,32QAM and 64QAM have been considered as the modulation
schemes under MQAM in this experiment. The MQAM modulated signal has been
sent through the Rayleigh fading communication channel. AWGN noise has been con-
sidered as channel noise. So the Rayleigh faded signal has been noise corrupted in the
channel. Then the noise corrupted signal has been received by MQAM demodulator
at the receiver side. The MQAM demodulator has demodulated the received signal.
BER has been computed by comparing original message signal with the demodulated

signal. The measured BER values have been shown in Table 3.4.
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Es/No(dB) | BER(QAM) | BER(8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
0 0.366414 0.399693 0.405419 0.418598 0.432653
1 0.351511 0.39054 0.397315 0.411217 0.428605
2 0.335028 0.381839 0.389641 0.403658 0.424455
3 0.316842 0.372144 0.382155 0.396543 0.420757
4 0.297119 0.362218 0.374967 0.389961 0.417068
5 0.27645 0.351809 0.367578 0.383655 0.412962
6 0.254182 0.340372 0.359998 0.378249 0.40919
7 0.230884 0.329273 0.352301 0.373298 0.405603
8 0.207101 0.317768 0.34423 0.368579 0.402218
9 0.183184 0.306484 0.336578 0.364709 0.399303
10 0.159486 0.295952 0.329525 0.361012 0.396764
11 0.136781 0.286038 0.32287 0.357766 0.394678
12 0.115216 0.276987 0.316914 0.355003 0.392876
13 0.0953491 | 0.268474 0.312086 0.35247 0.391607
14 0.0773749 | 0.261169 0.30789 0.350514 0.390509
15 0.0612717 | 0.254522 0.304535 0.34886 0.389917
16 0.0469955 0.24876 0.301686 0.347438 0.389304
17 0.0344604 0.24384 0.29989 0.346153 0.388993
18 0.0239222 | 0.239346 0.298002 0.345123 0.388722
19 0.0153872 | 0.235747 0.29684 0.34444 0.388657
20 0.00899011 | 0.233114 0.295884 0.343826 0.388492
21 0.00466122 | 0.231078 0.295589 0.343226 0.388342
22 0.00204872 | 0.229875 0.295272 0.343063 0.388566
23 0.000772111 | 0.229588 0.295348 0.342922 0.388333
24 0.000221167 | 0.23003 0.296086 0.342957 0.388428
25 4.61111e-05 | 0.23101 0.296839 0.34317 0.388307
26 7e-06 0.232934 0.298277 0.343379 0.388308
27 9.44444e-07 | 0.23506 0.299698 0.343705 0.388448
28 0 0.237459 0.301175 0.344201 0.388448
29 0 0.239401 0.303049 0.34472 0.388386
30 0 0.241681 0.304635 0.345338 0.38829

Table 3.4: BER measurement of uncoded Rayleigh fading channel with AWGN for

MQAM
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Eo/No(dB) | BER(QAM) | BER(8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
31 0 0.243987 0.306341 0.346147 0.38827
32 0 0.245735 0.30797 0.34693 0.38808
33 0 0.247207 0.309379 0.347462 0.388203
34 0 0.248267 0.310325 0.348127 0.387967
35 0 0.249182 0.311228 0.348578 0.387971
36 0 0.249614 0.311876 0.349116 0.38788
37 0 0.249854 0.312103 0.349551 0.387711
38 0 0.250058 0.312291 0.349491 0.387747
39 0 0.250266 0.312373 0.349832 0.38756
40 0 0.250123 0.312536 0.349932 0.387412
41 0 0.249846 0.312454 0.350029 0.387065
42 0 0.249865 0.312422 0.349973 0.387164
43 0 0.249979 0.31239 0.350145 0.386637
44 0 0.249935 0.31256 0.349893 0.38629
45 0 0.25004 0.312401 0.350007 0.386306
46 0 0.250135 0.312401 0.350184 0.385877
47 0 0.249971 0.312397 0.350115 0.385645
48 0 0.250167 0.312364 0.350074 0.385626
49 0 0.249979 0.31249 0.349812 0.385598
50 0 0.250145 0.312409 0.349915 0.385519

Table 3.4: BER measurement of uncoded Rayleigh fading channel with AWGN for

MQAM
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BER vs E}/Ny graph has been shown in Fig. 3.6 which is based on simulation

result.

\ I \ \ I \ \ E
SRR RRIRIIII IO EEERREEEE

O

10t e —o U . —— .
E o ncoded-QAM-Rayleigh-AWGN(Simulation) El

F S -6 Uncoded-8QAM-Rayleigh-AWGN(Simulation) | 1

o, =06 Uncoded-16QAM-Rayleigh-AWGN(Simulation) | -

102 @ ° Uncoded-32QAM-Rayleigh-AWGN(Simulation) -
I ‘@ =6 Uncoded-64QAM-Rayleigh-AWGN(Simulation)|

\
®

3L -
ol X é

% \
@ b
\
107 F \ -
£ \ |
[}
\
\
5L \ -
10 B ) 1
r \
F \
F \
108 5 4
107 \ \ \ \ \ \ \ \ \
0 5 10 15 20 25 30 35 40 45 50
E,/N,(dB)

Figure 3.6: BER vs E,/Ny graph of uncoded Rayleigh fading channel with AWGN
for MQAM

The graph(Fig. 3.6) shows how bit error rate(BER) is changed with E,/N, for
various orders of MQAM modulation scheme when uncoded Rayleigh fading commu-
nication channel is affected by AWGN noise. It can be seen in graph(Fig. 3.6) that
BER performance is degraded with increasing the modulation order(M) of MQAM.

In MQAM modulation, the carrier experiences phase as well as amplitude mod-
ulation. The constellation diagram consists of a square lattice of symbol points for
MQAM. The energy per symbol of MQAM is not constant. The number of sym-
bols is increased when modulation order of MQAM is increased. So, the amplitude
variation will be more for higher order modulation. Also, the distances between con-

stellation points are decreased when modulation order of MQAM is increased. So
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there is a higher possibility of data errors. As a result, if modulation order of MQAM
is increased, BER performance is degraded.

It can also be seen from the graphs( Fig. 3.4 and Fig. 3.6) that BER performance
of uncoded communication channel with AWGN noise is better than BER perfor-
mance of uncoded Rayleigh fading communication channel with AWGN noise for any
particular modulation order of MQAM.

Rayleigh fading channel has been considered. Here non-line-of-sight path has been
considered in this experiment. The path between transmitter and receiver has been
blocked by various obstacles and those obstacles reflect, refract, diffract and attenuate
the signal. The signal has undergone flat fading. As a result, all frequency components
of the signal experience same or equal magnitude of fading. Now, the magnitude of
the signal that has passed through the Rayleigh fading communication channel is
varied randomly according to the Rayleigh distribution. The probability density
function(pdf) of Rayleigh distribution is shown in equation 2.13. Rapid amplitude
fluctuation is induced in the received signal by the Rayleigh fading channel and as a
result huge performance degradation occurs. The Rayleigh faded signal has been also
corrupted by the AWGN noise in the channel. So, BER performance is degraded.
As a result, BER performance of uncoded communication channel with AWGN noise
is better than BER performance of uncoded Rayleigh fading communication channel

with AWGN noise for any particular modulation order of MQAM modulation.
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3.3 Conclusion

BER performance analysis of uncoded communication channel has been done in this
chapter. The channel has been considered here is wireless. First AWGN noise has
been considered as channel noise and BER performance analysis has been done for
MPSK and MQAM. Then Rayleigh fading along with AWGN noise has been consid-
ered and BER performance analysis has been done for MPSK and MQAM modula-
tion. Now, it can be seen from the experimental results that BER performance is
degraded when modulation order(M) of MPSK or MQAM is increased. It can also be
seen that BER performance is improved when Ej, /N is increased for any particular
modulation order of MPSK or MQAM. Now, it can be seen from the experimental
results that BER performance of uncoded communication channel with AWGN noise
is better than BER performance of uncoded Rayleigh fading communication channel
with AWGN noise for any particular modulation order of MPSK or MQAM. Now, er-
ror control coding can be considered and it will be interesting to see how the channel

coding techniques will impact to the BER performance of communication channel.
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Chapter 4

BER Performance of Coded
Communication Channel

In this chapter, error correcting codes have been considered to improve the reliability
of message signal. The error correcting codes which have been used in the experiments
shown in this chapter are RS(255,239) code, (7,1/2) convolutional code and DVB-S.2
standard rate=1/2 LDPC code. The channel which has been considered is wireless.
BER performance analysis of coded communication channel with AWGN noise for
MPSK and MQAM has been done. Next Rayleigh fading has been considered and
AWGN noise also added. Then considering both Rayleigh fading and AWGN noise,
BER performance analysis of coded communication channel has been done for MPSK
and MQAM modulation techniques.
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4.1 AWGN Channel with Channel Coding and Mod-
ulation Schemes(M-ary PSK and M-ary QAM
Modulation)

In this section, BER performance of coded communication channel with AWGN
noise for M-ary phase shift keying(MPSK) and M-ary quadrature amplitude mod-
ulation(MQAM) has been discussed.

4.1.1 AWGN Channel with RS(255,239) Channel Coding and
M-ary PSK Modulation

BER performance analysis of RS(255,239) coded communication channel with AWGN
noise for M-ary phase shift keying(MPSK) modulation has been done. Here RS(255,239)
code has been used as error correcting code in this experiment. RS(255,239) takes 239
symbols as input and gives codeword block length of 255 symbols. This RS(255,239)

code can correct upto

255 — 239
t= % =8 symbols error.
Message Symbols | RS(255,239) | MPSK
Encoder Modulator
Channel AWGN Noise
Output Symbols | RS(255,239) | MPSK
Decoder Demodulator

Figure 4.1: Block diagram of RS(255,239) coded AWGN channel for MPSK
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Information symbols which have been considered as input message symbols in this
experiment are random in nature. The channel encoder maps each 239 information
symbols into 255 symbols length codeword. The codeword has been passed through
MPSK modulator. Here BPSK, QPSK, 8PSK, 16PSK and 32PSK are the modula-
tion schemes which have been considered under MPSK. The MPSK modulator maps
the information sequence into signal waveform. Now the modulated signal has been
sent through communication channel. The communication channel has been affected
by additive white gaussian noise(AWGN). So the modulated signal has been affected
by AWGN noise. After that the noise corrupted signal waveform has been demod-
ulated by MPSK demodulator. Then the RS decoder has received the demodulated
symbols and decoded it. The decoder has corrected some errors from the received
symbols. Now comparison has been done between the original message bits and de-
coded information bits and BER has been computed. The measured BER values in

this experiment have been shown in Table 4.1.
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Eo/No(dB) | BER(BPSK) | BER(QPSK) | BER(8PSK) | BER(16PSK) | BER(32PSK)
0 0.0855748 | 0.0856548 | 0.129094 0.18043 0.229471
1 0.0622547 | 0.0621297 | 0.106566 0.15894 0.211827
2 0.0422286 | 0.0425628 | 0.0859895 | 0.139328 0.193532
3 0.0265528 | 0.026773 | 0.0673488 0.12076 0.176406
4 0.015147 | 0.0150267 | 0.050126 0.10356 0.158722
5 0.00729969 | 0.00729341 | 0.0356145 | 0.0871496 | 0.141401
6 0.000979079 | 0.000968619 | 0.023443 | 0.0725717 | 0.125338
7 2.16953e-06 | 2.41893e-06 | 0.0140471 | 0.0582918 | 0.109698
8 0 0 0.00743149 | 0.0448248 | 0.0953447
9 0 0 0.00121496 | 0.0329759 | 0.0817986
10 0 0 7.91056e-06 | 0.0227756 | 0.0694419
11 0 0 0 0.0144587 | 0.0575162
12 0 0 0 0.00823222 | 0.0464932
13 0 0 0 0.00272908 | 0.035954
14 0 0 0 9.67573e-05 | 0.0266287
15 0 0 0 0 0.0184372
16 0 0 0 0 0.0116841
17 0 0 0 0 0.00638128
18 0 0 0 0 0.00127772
19 0 0 0 0 1.84362e-05
20 0 0 0 0 0

Table 4.1: BER measurement of RS(255,239) coded communication channel with
AWGN for MPSK

60




Based on simulation result, a graphical representation of BER vs FEj/ N, has been

presented in Fig. 4.2.
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Figure 4.2: BER vs E,/ Ny graph for RS(255,239) coded communication channel with
AWGN for MPSK

The graph(Fig. 4.2) shows how bit error rate(BER) is changed with E,/N, for
various modulation order of MPSK when RS(255,239) channel coding technique is
used. The graph(Fig. 4.2) shows that BER performance of RS(255,239) coded BPSK
and QPSK modulated channels are similar and BER performance is degraded when
modulation order of MPSK is increased further.

Now if basis functions of BPSK and QPSK are compared, it can be seen that
QPSK can be considered as two independent BPSK signals. They can be demodulated
independently also. So BER performance of the case BPSK and BER performance

of the case QPSK are same here. Now, the number of symbols is increased when
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modulation order is increased. So the distance between two adjacent symbols in the
constellation diagram is reduced. As a result, the effect of noise is more. So, BER
performance is degraded when modulation order is increased.

It can be seen from graph(Fig. 4.2) that BER performance at lower value of Ej, /Ny
is not good and after a certain value of Ej,/Ny the BER performance of RS(255,239)
coded channel is improved very much compare to uncoded BER performance.

BER performance at lower value of E,/Ny is not good because random errors
have been introduced by AWGN. Now, each symbol is 8 bits for RS(255,239) code.
RS(255,239) code can correct errors in any eight symbols in the block of 255 symbols.
If there is a burst error which affects 62 bits then the burst error corrupts 8 sym-
bols. Now RS(255,239) decoder replaces the incorrect symbols with correct symbols.
RS(255,239) decoder replaces one incorrect symbol with correct symbol whether one
bit or all eight bits in a symbol are corrupted. So, RS(255,239) code performs very
well against burst noise. So BER performance is improved very much. Now, if E}, /Ny
is increased ,the message points corresponding to symbols are moved further apart
and the distance between constellation points are increased. So for the described
reasons, BER performance is improved when FEj,/Nj is increased for any particular
modulation order of MPSK and BER performance of RS(255,239) coded channel is
better than uncoded BER performance.
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4.1.2 AWGN Channel with RS(255,239) Channel Coding and
M-ary QAM Modulation

BER performance analysis of RS(255,239) coded communication channel has been
conducted in this experiment. Where M-ary quadrature amplitude modulation(MQAM)
has been considered as Modulation scheme and Additive white gaussian noise(AWGN)

channel has been considered. MATLAB has been used for this experiment.

Message Symbols | RS(255,239) | MQAM
Encoder Modulator
Channel AWGN Noise
Output Symbols| RS(255,239) |, MQAM |,
Decoder Demodulator

Figure 4.3: Block diagram of RS(255,239) coded AWGN channel for MQAM

The message symbols which have been considered in this experiment are ran-
dom in nature. The channel encoder encodes 239 symbols length message into 255
symbols length codeword. The codeword has been passed through MQAM modu-
lator. 4QAM, 8QAM, 16QAM, 32QAM and 64QAM have been considered as the
modulation schemes under MQAM modulation. Then the modulated signal has been
sent through AWGN channel. Here the AWGN noise affects the incoming signal.
At the receiver side, the noise affected signal has been received MQAM demodula-
tor. The demodulator has demodulated the received signal. The demodulated signal
has been passed through RS(255,239) decoder. Some errors have been corrected by
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RS(255,239) decoder. Then comparison has been done between original message bits
and decoded bits. BER has been computed. The measured BER values have been

shown in Table 4.2.

Eo/No(dB) BER(QAM) BER(8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
0 0.0857322 | 0.139937 0.147369 0.185926 0.207667

1 0.0614017 | 0.11534 0.125633 0.165 0.184069

2 0.0425994 | 0.0938075 | 0.10512 0.143007 0.163619

3 0.0261454 | 0.0716161 | 0.083886 0.122416 0.140853

4 0.0150785 | 0.0515952 | 0.0644665 | 0.102035 0.124059

5 0.00707113 | 0.0361454 | 0.0466527 | 0.0829969 | 0.104942

6 0.000925732 | 0.0217939 | 0.0320293 | 0.0641632 | 0.0883054

7 1.95411e-06 | 0.0125785 | 0.0194822 | 0.0458421 | 0.0718253

8 0 0.00605649 | 0.0114278 | 0.0316423 | 0.0565429

9 0 0.000381799 | 0.00514121 | 0.0199686 | 0.0428138
10 0 6.38794e-07 | 0.000195258 | 0.0116946 | 0.029749

11 0 0 6.18832e-07 | 0.00438808 | 0.0194404
12 0 0 0 0.000353033 | 0.0112448
13 0 0 0 2.69491e-07 | 0.00530335
14 0 0 0 0 0.000530858
15 0 0 0 0 3.24075e-06
16 0 0 0 0 0

Table 4.2: BER measurement of RS(255,239) coded AWGN channel for MQAM
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In Fig. 4.4, BER vs E}/N, graph has been shown based on simulation result.

—e—RS(255,239)-QAM-AWGN(Simulation)
RS(255,239)-8QAM-AWGN(Simulation)

—e—RS(255,239)-16QAM-AWGN(Simulation)
RS(255,239)-32QAM-AWGN(Simulation)

—o—RS(255,239)-64QAM-AWGN(Simulation)

BER

107

E,/N,(dB)

Figure 4.4: BER vs E,/Ny graph of RS(255,239) coded AWGN channel for MQAM

The graph(Fig 4.4) shows how BER is changed with Ej,/Ny for various MQAM
when RS(255,239) channel coding is used and the communication channel is affected
by AWGN noise. It can also be seen from the graph(Fig 4.4) that BER performance
is degraded with increasing the modulation order of MQAM.

Both phase and amplitude of carrier signal are modulated in MQAM. So amplitude
and phase both are varied for various constellation points in MQAM modulation. The
constellation points are situated in a square lattice structure in constellation diagram.
If modulation order M is increased, the number of symbols is increased in constellation
diagram. As a result the distances between them are decreased and there is higher
possibility of data errors. So, in RS(255,239) coded channel, BER performance is
degraded when modulation order(M) of MQAM is increased.
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It can be seen from the graph(Fig 4.4) that BER performance is improved when
Ey /Ny is increased for any particular modulation order of MQAM.

At lower value of E},/Ny, BER performance is not improved because random errors
are introduced by AWGN. Now, let E},/Nj is increased for any particular modulation
order of MQAM. Then the symbols are moved further apart. So the distance between
constellation points are increased. As a result BER is improved. So BER is improved
when FEj /N is increased for any particular modulation order.

It can be seen from the graphs(Fig. 4.4 and Fig. 3.4) that the BER performance
of RS(255,239) coded channel is improved very much compare to uncoded one after
a certain value of E;,/Ny for any particular value of modulation order of MQAM.

There are 8 bits in each symbol for RS(255,239) code. RS(255,239) code can
correct errors in any eight symbols in the block of 255 symbols. Assume there exists
a burst of noise. The burst noise lasts for duration 60 bits. So, 8 symbols are
affected by the burst noise. RS(255,239) code performs very well against burst noise.
RS(255,239) decoder replaces one incorrect symbol with correct symbol whether one
bit or all eight bits in a symbol are corrupted. RS(255,239) decoder replaces the
incorrect symbols with correct symbols. So, BER performance is improved very much

for the case of RS(255,239) code.
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4.1.3 AWGN Channel with (7,1/2) Convolutional Channel
Coding and M-ary PSK Modulation

BER performance of (7,1/2) convolutional coded communication channel with AWGN

noise for M-ary phase shift keying(MPSK) has been discussed.

Message bits | Convolutional MPSK
Encoder Modulator
(k=7, Rate=1/2)
- AWGN Noise
Channel 4—|
Output bits MPSK

«+— Viterbi Decoder Demodulator

Figure 4.5: Block diagram of (7,1/2) convolutional coded AWGN channel for MPSK

(7,1/2) convolutional code has been used in this experiment. The constraint
length of this code is K=7 and the rate of this code is R = 1/2. BER performance
analysis of (7,1/2) convolutional coded communication channel has been conducted.
M-ary phase shift keying(MPSK) is the modulation scheme that has been considered.
Additive white gaussian noise(AWGN) has been considered as the channel noise.
MATLAB has been used for this experiment.

Let an infinite bitstream has come to the encoder. The convolutional encoder
has rate = 1/2 i.e for every one bit of input the encoder gives two bits output. The
generator of the encoder can be represented by g = [g1, go] = [1111001,1011011]. The
ones in g; basically represent the position of the shift registers which are connected
to modulo-2 adder to produce first output bit. Similarly, The ones in g, basically

represent the position of the shift registers which are connected to modulo-2 adder
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to produce second output bit. Now encoded signal has been passed through MPSK
modulator. Here modulation schemes which have been considered under MPSK are
BPSK, QPSK, 8PSK, 16PSK and 32PSK. The MPSK modulator maps the infor-
mation sequence into signal waveform. Now the modulated signal has been passed
through communication channel. The channel which has been considered in the ex-
periment is wireless. AWGN noise has been added to the signal in the channel. So the
passed signal has been affected by noise. Then the MPSK demodulator has received
the noise corrupted signal waveform and demodulated it. The demodulated data has
been sent to hard decision based Viterbi decoder. The Viterbi decoder has corrected
some errors from the received bits. Now the decoded information bits have been
compared with the original message bits to find bit error rate(BER). The measured
BER values have been shown in Table 4.3.
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Eb/NO(dB) | BER(BPSK) BER(QPSK) BER(8PSK) | BER(16PSK) | BER(32PSK)
0 0.374671 0.372508 0.468384 0.494568 0.49892
1 0.257691 0.256463 0.425651 0.488321 0.49934
2 0.120909 0.120451 0.349999 0.475761 0.496384
3 0.0339128 0.0352162 0.230737 0.448219 0.492837
4 0.00590614 | 0.00586547 0.103176 0.392951 0.487133
5 0.000518679 | 0.000616681 | 0.0316734 0.305164 0.473965
6 2.80002e-05 | 3.43337e-05 | 0.00627615 0.187963 0.450967
7 2.19048e-06 | 2.76191e-06 | 0.000777351 | 0.0884707 0.405375
8 0 0 0.000118003 | 0.0297547 0.32982
9 0 0 8.85717e-06 | 0.00752151 0.229591
10 0 0 2.85715e-07 | 0.00138737 0.127778
11 0 0 0 0.000218005 | 0.0556173
12 0 0 0 3.35558e-05 | 0.0188031
13 0 0 0 6.57145e-06 | 0.00495878
14 0 0 0 5.7143e-07 | 0.0012367
15 0 0 0 0 0.000238672
16 0 0 0 0 3.70004e-05
17 0 0 0 0 1.18889e-05
18 0 0 0 0 1.33334e-06
19 0 0 0 0 0

Table 4.3: BER measurement of (7,1/2) convolutional coded AWGN channel for
MPSK
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A graphical representation of BER vs Ej, /Ny has been shown in Fig. 4.6 which is

based on simulation result.
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Figure 4.6: BER vs Ej/Ny graph of (7,1/2) convolutional coded AWGN channel for
MPSK

The graph (Fig. 4.6) shows how BER is changed with Ej/N, for various MPSK
when (7,1/2) convolutional channel coding is used and the channel is affected by
AWGN. It can be seen from graph (Fig. 4.6) that BER performance of (7,1/2)
convolutional coded channel is similar for BPSK and QPSK modulation. The BER
performance is degraded as modulation order M of MPSK modulation is increased
further.

It is known that QPSK can considered as two independent BPSK signals. They
can be demodulated independently also. As a result, BER performance is similar
for BPSK and QPSK modulation. Now, the number of symbols are increased for
higher order modulation. The symbols are situated in a circle for MPSK. So, if
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modulation order M of MPSK is increased, the distances between constellation points
are decreased. As a result, there is higher chance of data errors. So BER performance
of (7,1/2) convolutional coded channel with AWGN is degraded if modulation order
of MPSK is increased.

Now it can be seen from the graph (Fig. 4.6) that BER performance of (7,1/2)
convolutional coded channel at low value of Ej, /N, for any particular modulation order
is worse than uncoded BER performance(uncoded BER performance has been shown
in Fig. 3.2) and if E;, /Ny is increased, the BER performance of (7,1/2) convolutional
coded channel is far better than uncoded one after a certain Ej,/Ny.

Bit error probability for the considered convolutional code is bounded as shown

in following equation[30]

Py <Y wePe(d) (4.1)
d=0

S|

Where d is the number of bit positions differing in any two code sequences in the
trellis. d is called the Hamming distance here.

P.(d) is the probability of confusing two code sequences which are differing in d
positions.

wy is the weight spectrum of the code and it represents the average number of bit
errors associated with the sequences which have weight d.

wq is zero when d < dfye.

Now the minimal Hamming distance between different encoded sequences is called
free distance which is represented by df,e.. Now the union bounds become loose at
low value of SNR E}/Ny and become tight when SNR E,/Nj is increased. For high
value of SNR, the lowest order term is the dominating term in bit error probability.
In the lowest order dominating term d is equal to dye 1.6 d = dfree. The (7,1/2)
convolutional code is able to achieve free distance d... = 10. Maximization of free
distance is an important thing to improve BER performance. The bit error rate falls
of exponentially with d ;. at low error rates when maximum likelihood(ML) decoding
is used. Now, if E;,/Ny is increased the symbol points are also moved further. So the
distances between constellation points are also increased. So, here BER performance
is improved when E}/Nj is increased for any particular modulation order and also

better than uncoded channel.
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4.1.4 AWGN Channel with (7,1/2) Convolutional Channel
Coding and M-ary QAM Modulation

BER performance of (7,1/2) convolutional coded communication channel with AWGN

noise for M-ary quadrature amplitude modulation has been discussed.

Message bits Convolutional MQAM
——  Encoder Modulator
(k=7, Rate=1/2)
| AWGN Noise
Channel
Output bits . MQAM

<«———— Viterbi Decoder Demodulator

Figure 4.7: Block diagram of (7,1/2) convolutional coded AWGN channel for MQAM

In this experiment, (7,1/2) convolutional code has been used. The convolutional
code has constraint length K=7 and the rate of this code is R = 1/2. BER per-
formance analysis of (7,1/2) convolutional coded communication channel has been
conducted. M-ary quadrature amplitude modulation(MQAM) schemes : 4QAM,
S8QAM, 16QAM, 32QAM and 64QAM have been considered. Additive white gaussian
noise(AWGN) has been considered as the channel noise. The experiment has been
simulated in MATLAB.

Now consider an infinite bitstream comes to the encoder. The convolutional
encoder has rate = 1/2. So, for every one bit of input the encoder gives two
bits output. The generator of the (7,1/2) convolutional encoder is represented by

g = [g1,92] = [1111001,1011011]. The ones in g; basically represent the positions
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of the shift registers which are connected to modulo-2 adder to produce first output
bit. Similarly, The ones in g, basically represent the positions of the shift registers
which are connected to modulo-2 adder to produce second output bit. Now, convo-
lutional encoder encoded signal has been passed through MQAM modulator. Then
the modulated signal has been sent through communication channel. The channel
has been affected by AWGN. The noise affected signal has been received by MQAM
demodulator and demodulated by the demodulator. The demodulated data has been
passed through hard decision based Viterbi decoder. Some errors have been corrected
by the Viterbi decoder. Then the decoded bits have been compared with the original
message bits and BER has been calculated. The measured BER values have been
shown in Table 4.4.
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Es/No(dB) | BER(QAM) | BER(8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
0 0.375495 0.474956 0.481461 0.492763 0.496957
1 0.257459 0.443525 0.46016 0.486579 0.494816
2 0.121097 0.382943 0.415325 0.470128 0.487709
3 0.0338428 | 0.277546 0.3302 0.43942 0.477012
4 0.00588947 | 0.147733 0.210132 0.384379 0.452983
5 0.000514679 | 0.0530092 | 0.0957276 | 0.296667 0.407435
6 3.50004e-05 | 0.0113423 | 0.0285653 | 0.188943 0.323403
7 1.90477e-06 | 0.00177604 | 0.00582347 | 0.0938735 | 0.210508
8 0 0.000181338 | 0.000810019 | 0.0348041 | 0.103474
9 0 1.38889e-05 | 0.000110669 | 0.00978023 | 0.0370195
10 0 4.76192e-07 | 5.7143e-06 | 0.00221338 | 0.00958422
11 0 0 0 0.000444677 | 0.00179338
12 0 0 0 5.96674e-05 | 0.000266006
13 0 0 0 1.34667e-05 | 3.20002e-05
14 0 0 0 1.14286e-06 | 4.76192e-06
15 0 0 0 0 3.80954e-07
16 0 0 0 0 0

Table 4.4: BER measurement of (7,1/2) convolutional coded AWGN channel for

MQAM
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Based on simulation result, a graphical representation of BER vs Ej, /Ny has been

shown in Fig. 4.8.
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Figure 4.8: BER vs E;/Ny graph of (7,1/2) convolutional coded AWGN channel for
MQAM

The graph (Fig. 4.8) shows how BER is changed with Ej,/N, for various MQAM
when (7,1/2) convolutional channel coding is used and the channel is affected by
AWGN. It can be seen from the graph (Fig. 4.8) that BER performance is degraded
when modulation order M of MQAM is increased.

The constellation points are situated in square grid in MQAM modulation. Now
the number of symbols is increased in constellation diagram when modulation order
of MQAM is increased. As a result, the distance between two constellation points is
decreased. The amplitude variation will also be more for higher order modulation.
So the possibility of data errors is more. So, BER performance is best for 4QAM and

BER performance is degraded with increasing the modulation order further.
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Now, it can be seen from the graphs (Fig. 4.8 and Fig. 3.4) that BER performance
of (7,1/2) convolutional coded channel at low value of Ej,/N, for any particular mod-
ulation order is worse than uncoded BER performance and if E,/Ny is increased the
BER performance of (7,1/2) convolutional coded channel is far better than uncoded
one after a certain Ej,/Ny.

For the convolutional code, bit error probability can be bounded as shown in equa-
tion 4.1. Now the union bounds become loose at low value of SNR E, /Ny and become
tight when SNR E;, /Ny is increased. For high value of SNR, the the lowest order term
is the dominating term in bit error probability. In the lowest order dominating term
d can be described as d = dy,e.. The (7,1/2) convolutional code is able to achieve free
distance d .. = 10. Maximization of free distance is an important thing to improve
BER performance. The bit error rate falls of exponentially with d,¢. at low error
rates when maximum likelihood(ML) decoding is used. The symbol points are also
moved further when Ej,/Nj is increased. So the distance between constellation points

is also increased. So, if E}/Nj is increased for any particular modulation order of
MQAM, BER is improved here.
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4.1.5 AWGN Channel with DVB-S.2 Standard Rate 1/2 LDPC
Channel Coding and M-ary PSK Modulation

BER performance of DVB-S.2 standard Rate 1/2 LDPC Coded communication chan-
nel with AWGN noise for M-ary phase shift keying(MPSK) has been discussed.

. LDPC Encoder
Message bits (based on MPSK
—_—
DVB-S2 Rate Modulator
¥ LDPC code)

Channel

AWGN Noise

LDPC Decoder

(Belief Propagation MPSK
Decoding in Demodulator

Logarithm domain)

Output bits
A—

Figure 4.9: Block diagram of DVB-S.2 standard Rate=1/2 LDPC coded AWGN
channel for MPSK

Here DVB-S.2 rate = 1/2 LDPC code has been used in this experiment. The infor-
mation block length is 32400 bits and the codeword block length is 64800 bits. BER
performance analysis of DVB-S.2 standard Rate 1/2 LDPC coded communication
channel has been conducted. M-ary phase shift keying(MPSK) has been considered
as Modulation scheme. Additive white gaussian noise(AWGN) has been considered
as channel noise here. MATLAB has been used for this experiment.

The information block of length 32400 bits has been passed through LDPC encoder
based on DVB-S.2 standard Rate 1/2 LDPC Code and the encoder has encoded the
information block into 64800 bits block length codeword. Then the encoded signal has
been passed through MPSK modulator. BPSK, QPSK, 8PSK, 16PSK and 32PSK are
the modulation schemes which have been considered under MPSK modulation. The
modulated signal has been sent through the communication channel. The channel
has been affected by AWGN noise. Then noise corrupted signal has been received
by MPSK demodulator and the demodulator has demodulated it. The demodulated
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signal has been passed through LDPC decoder based on belief propagation algorithm
in logarithm domain. The decoder has corrected some errors. Then BER is calculated
by comparing decoded bits with the original message bits. The measured BER values

have been shown in Table 4.5.

Ev/No(dB) BER(BPSK) | BER(QPSK) | BER(8PSK) | BER(16PSK) | BER(32PSK)
0 0.132901 0.13392 0.191574 0.238642 0.276481
0.4 0.0930247 | 0.102315 0.17466 0.23179 0.270617
0.8 0.00167901 | 0.00186265 | 0.160463 0.216235 0.262037
1.2 0 0 0.141914 0.206111 0.254012
1.6 0 0 0.121944 0.193981 0.245895
2 0 0 0.10284 0.184475 0.237809
2.4 0 0 1.49972e-07 | 0.172562 0.233086
2.8 0 0 0 0.161142 0.217932
3.2 0 0 0 0.144167 0.213673
3.6 0 0 0 0.132284 0.20463
4 0 0 0 0.114198 0.190556
4.4 0 0 0 0.0173148 | 0.183981
4.8 0 0 0 0 0.170895
5.2 0 0 0 0 0.159568
5.6 0 0 0 0 0.150586
6 0 0 0 0 0.13216
6.4 0 0 0 0 0.119136
6.8 0 0 0 0 0.0977778
7.2 0 0 0 0 0.0036301
7.6 0 0 0 0 0
8 0 0 0 0 0

Table 4.5: BER measurement of DVB-S.2 standard Rate=1/2 LDPC coded AWGN

channel for MPSK

78




A graphical representation of BER vs Ej,/Ny has been shown in Fig. 4.10 which

is based on simulation result.
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Figure 4.10: BER vs E,/N, graph of DVB-S.2 standard Rate=1/2 LDPC coded
AWGN channel for MPSK

The graph(Fig. 4.10) shows how bit error rate(BER) is changed with E}/N, for
various MPSK when DVB-S.2 standard Rate 1/2 LDPC channel coding is used and
the channel is affected by AWGN. It can be seen from graph(Fig. 4.10) that BER
performance of DVB-S.2 standard Rate 1/2 LDPC coded channel is similar for BPSK
and QPSK modulation. The BER performance is degraded as modulation order M
of MPSK modulation is increased further.

Now, QPSK can considered as two independent BPSK signals. They can be
demodulated independently also. As a result, BER performance is similar for BPSK
and QPSK modulation. Now, the number of symbols are increased for higher order

modulation. The symbols are situated in a circle for MPSK. So, if modulation order
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M of MPSK is increased the distance between constellation points are decreased. So
there is higher chance of data errors. So BER performance of DVB-S.2 standard Rate
1/2 LDPC coded channel with AWGN is degraded if modulation order of MPSK is
increased.

The graph(Fig. 4.10) shows BER performance of DVB-S.2 rate = 1/2 LDPC
coded channel is improved as E;, /Ny is increased for any particular modulation order of
MPSK. The BER performance is far better than BER performance of uncoded channel
after a certain E,/Ny and high coding gain can be achieved. So BER performance of
DVB-S.2 rate = 1/2 LDPC coded channel is far better than uncoded channel( BER
performance of uncoded communication channel with AWGN for MPSK has been
shown in Fig. 3.2).

Now if Ej, /Ny is increased, the message points corresponding to symbols are moved
further apart. So if E,/Ny is increased the distance between constellation points are
increased.

Now, the block length of codeword of DVB-S.2 rate = 1/2 LDPC code is 64800. The
number of low weight codewords are very small. So, There are small number of code-
words which are undesirably close to any other codewords. So, BER performance is
improved as a result.

Here belief propagation decoding in logarithm domain has been used in LDPC de-
coder. The decoding is performed iteratively. The noise corrupted code blocks are de-
coded more successfully with the large number of iterations. The iteration is stopped
when a valid codeword is achieved or the number of iteration reaches its maximum
value.

DVB-S.2 standard rate = 1/2 LDPC code is an irregular LDPC code. The degree of
the bit nodes of the LDPC code are varying. Now bit nodes which have higher de-
grees collect more information from their adjacent check nodes and they get corrected
first after happening small number of iterations. Then they helps other bit nodes get
corrected through the iterative decoding process. It is similar to wave effect. As the
degree of bit nodes of the LDPC code are varying, this wave effect is present. So it
helps to improve BER performance.

So, for the above reasons, BER performance is improved very much when £,/Ny

is increased for any particular modulation order of MPSK.
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4.1.6 AWGN Channel with DVB-S.2 Standard Rate 1/2 LDPC
Channel Coding and M-ary QAM Modulation

BER performance of DVB-S.2 standard Rate 1/2 LDPC Coded communication chan-
nel with AWGN noise for M-ary quadrature amplitude modulation(MQAM) has been

discussed.

| LDPC Encoder
Message bits (based on X MQAM
— >
DVB-S2 Rate Modulator
Y LDPC code)
Channel
AWGN Noise
. LDPC Decoder
Out ) )
put bits (Belief Propagation | MQAM
Decoding in Demodulator
Logarithm domain)

Figure 4.11: Block diagram of DVB-S.2 standard Rate=1/2 LDPC coded AWGN
channel for MQAM

DVB-S.2 rate = 1/2 LDPC code has been used in this experiment. The length
of the information block is 32400 bits and the length of the codeword block is 64800
bits. BER performance analysis of DVB-S.2 standard Rate 1/2 LDPC Coded com-
munication channel has been conducted. The modulation scheme which has been
considered here is M-ary quadrature amplitude modulation(MQAM). Additive white
gaussian noise(AWGN) has been considered as channel noise. The experiment has
been simulated in MATLAB.

The information block of length 32400 bits has been passed through LDPC en-
coder based on DVB-S.2 standard Rate 1/2 LDPC Code. 64800 bits block length
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codeword has been generated. Then the encoded signal has been passed through
MQAM modulator. The modulated signal has been sent through the communication
channel. AWGN noise has been added to the signal in the channel. So the modu-
lated signal has been noise corrupted when passing through the channel. Then noise
affected signal has been received by MQAM demodulator. Then the demodulated
signal has been passed through LDPC decoder based on belief propagation algorithm
in logarithm domain. The decoder has corrected some errors. Now by comparing
decoded bits with the original message bits, BER is calculated. The measured BER

values in this experiment have been shown in the Table 4.6.
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Es/No(dB) | BER(QAM) | BER(8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
0 0.12608 0.198704 0.206759 0.242407 0.269784
0.2 0.121204 0.18821 0.202377 0.244815 0.261512
0.4 0.0981173 | 0.184259 0.193735 0.236327 0.260123
0.6 0.0930247 | 0.177994 0.198704 0.23142 0.255617
0.8 0.000691358 | 0.176049 0.183148 0.224815 0.247191
1 0 0.17213 0.17966 0.219444 0.244259
1.2 0 0.163642 0.172469 0.216235 0.240988
1.4 0 0.154537 0.16392 0.21037 0.236049
1.6 0 0.14358 0.156543 0.209475 0.22787
1.8 0 0.137222 0.147253 0.20321 0.222531
2 0 0.129167 0.14713 0.195062 0.213642
2.2 0 0.113642 0.12716 0.18713 0.216481
2.4 0 0.101235 0.122191 0.186049 0.207407
2.6 0 0.0144444 | 0.112654 0.181296 0.201728
2.8 0 8.10185e-05 | 0.104784 0.174877 0.200833
3 0 0 0.0315278 0.16321 0.195556
3.2 0 0 7.90895e-05 | 0.152315 0.18716
3.4 0 0 0 0.152623 0.178827
3.6 0 0 0 0.149043 0.178272
3.8 0 0 0 0.135926 0.167531
4 0 0 0 0.13179 0.165741
4.2 0 0 0 0.116327 0.161698
4.4 0 0 0 0.102006 0.146512
4.6 0 0 0 0.0908642 | 0.143642
4.8 0 0 0 0.00393659 | 0.138333
5 0 0 0 0 0.129846
5.2 0 0 0 0 0.118241
5.4 0 0 0 0 0.106111
5.6 0 0 0 0 0.0887654
5.8 0 0 0 0 0.00593542
6 0 0 0 0 0

Table 4.6: BER measurement of DVB-S.2 standard Rate=1/2 LDPC coded AWGN

channel for MQAM
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Based on simulation result, a graphical representation of BER vs Ej, /Ny has been

shown in Fig. 4.12.
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Figure 4.12: BER vs E,/N, graph of DVB-S.2 standard Rate=1/2 LDPC coded
AWGN channel for MQAM

The graph(Fig. 4.12) shows how BER is changed with Ej /N, for various MQAM
when DVB-S.2 standard Rate 1/2 LDPC channel coding is used and AWGN is the
channel noise. It can be seen from the graph(Fig. 4.12) that BER performance is
degraded with increasing the modulation order of MQAM.

MQAM modulation technique modulates both phase and amplitude of carrier
signal. So, both amplitude and phase are varied for various constellation points
in MQAM modulation. The constellation points in the constellation diagram are
situated in a square lattice structure. Now, the number of symbols is increased in
constellation diagram when modulation order of MQAM is increased . As a result,

the distances between constellation points are decreased. So there is higher possibility
of data errors. So in DVB-S.2 rate = 1/2 LDPC coded channel, BER performance is
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degraded when modulation order M of MQAM is increased.

It can be seen in graph(Fig. 4.12) that BER performance of DVB-S.2 rate = 1/2
LDPC coded channel is improved as E,/Ny is increased for any particular modula-
tion order of MQAM. The BER performance is far better than BER performance of
uncoded channel after a certain E,/Ny and the coding gain is high. So BER per-
formance of DVB-S.2 rate = 1/2 LDPC coded channel is far better than uncoded
channel( BER performance of uncoded communication channel with AWGN noise for
MQAM has been shown in Fig. 3.4).

The message points corresponding to symbols are moved further apart when Ej, /Ny
is increased. So if Ej,/Ny is increased the distances between constellation points are
increased. As a result BER performance is improved.

The decoder mistakes to find the actually transmitted codeword due to noise when
codewords weights are close to each other. The block length of codeword of DVB-S.2
rate = 1/2 LDPC code is 64800. The number of low weight codewords are very small.
So There are small number of codewords which are undesirably close to any other
codewords. So There will be less mistakes in decoding.

Belief propagation decoding in logarithm domain has been used in LDPC decoder
and the decoding is performed iteratively. The decoder decodes noise corrupted code
blocks more successfully with large number of iterations. The iteration is stopped
when a valid codeword is achieved or the number of iteration reaches its maximum
value.

DVB-S.2 standard rate = 1/2 LDPC code is an irregular LDPC code. The degree of
the bit nodes of the LDPC code are varying. Now bit nodes which have higher degrees
collect more information from their adjacent check nodes and they get corrected after
happening small number of iterations. Then they helps other bit nodes get corrected
through the iterative decoding process. It is similar to wave effect. So it helps to
improve BER performance.

So , BER performance of DVB-S.2 standard Rate 1/2 LDPC Coded communi-
cation channel is improved very much when E,/Nj is increased for any particular
modulation order of MQAM and the BER performance of this DVB-S.2 standard
Rate 1/2 LDPC Coded case is better than uncoded channel.
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4.2 Rayleigh Fading Channel with AWGN, Chan-
nel Coding and Modulation Schemes(M-ary
PSK & M-ary QAM Modulation)

In this section, BER performance of coded Rayleigh fading communication chan-
nel with AWGN noise for M-ary phase shift keying(MPSK) and M-ary quadrature
amplitude modulation(MQAM) has been discussed.

4.2.1 Rayleigh Fading Channel with AWGN, RS(255,239)
Channel Coding and M-ary PSK Modulation

BER performance analysis of RS(255,239) coded Rayleigh fading communication
channel has been conducted. The channel which has been considered here is wire-
less. M-ary phase shift keying(MPSK) has been considered as Modulation scheme.
Rayleigh fading has been considered as the fading technique. Additive white gaus-
sian noise(AWGN) has been considered as channel noise. The experiment has been
simulated in MATLAB.

Input message symbols, which have been considered in this experiment, are ran-
dom in nature. The RS channel encoder maps each 239 information symbols into 255
symbols length codeword. The codeword has been passed through MPSK modula-
tor. Here BPSK, QPSK, 8PSK, 16PSK and 32PSK modulation schemes have been
considered under MPSK. The MPSK modulator maps the information sequence into
signal waveform. Now the modulated signal has been sent through Rayleigh fading
communication channel. Additive white gaussian noise(AWGN) has been added. So
the Rayleigh faded signal has been affected by AWGN noise. After that the noise
corrupted signal waveform has been received by MPSK demodulator and the de-
modulator has demodulated it. Then the RS decoder has received the demodulated
symbols and decoded it. The decoder has corrected some errors from the received
symbols. Now original message symbols have been compared with the decoded in-
formation symbols. BER has been computed here. The measured BER values have

been shown in Table 4.7.
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Eo/No(dB) | BER(BPSK) | BER(QPSK) | BER(8PSK) | BER(16PSK) | BER(32PSK)
0 0.365536 0.366599 0.390882 0.407822 0.418072
1 0.349664 0.351471 0.378456 0.396386 0.408965
2 0.332075 0.334807 0.362342 0.385213 0.399138
3 0.313466 0.316827 0.34716 0.372229 0.388305
4 0.292798 0.297106 0.3293 0.358827 0.376076
5 0.270473 0.276229 0.311066 0.344616 0.364878
6 0.246096 0.253963 0.291141 0.329737 0.353458
7 0.220645 0.230473 0.271464 0.315606 0.342447
8 0.19373 0.207265 0.251085 0.301344 0.331703
9 0.166217 0.183156 0.231908 0.287474 0.322632
10 0.138672 0.15956 0.213598 0.275131 0.314786
11 0.111512 0.136547 0.197653 0.264787 0.310215
12 0.0851951 | 0.115117 0.184149 0.256094 0.305938
13 0.0622971 | 0.0953787 | 0.173452 0.249692 0.306088
14 0.0424435 | 0.0773363 | 0.165765 0.244131 0.308169
15 0.0265769 | 0.0612542 | 0.160459 0.240234 0.311587
16 0.0151752 | 0.0472103 | 0.156506 0.238819 0.317253
17 0.00738651 | 0.0342605 | 0.154088 0.237297 0.323838
18 0.000959728 | 0.0239639 | 0.152525 0.237535 0.330998
19 2.09205e-06 | 0.0153033 | 0.150181 0.23785 0.33784
20 0 0.00891632 | 0.148552 0.239279 0.344
21 0 0.00323379 | 0.14629 0.240375 0.350719
22 0 0.00013546 | 0.143887 0.242255 0.356434
23 0 6.10181e-07 | 0.141401 0.244279 0.362314
24 0 0 0.138271 0.246146 0.368035
25 0 0 0.134746 0.247702 0.373677
26 0 0 0.130649 0.248887 0.378996
27 0 0 0.126197 0.249559 0.384177
28 0 0 0.121721 0.249855 0.388611
29 0 0 0.116582 0.249966 0.392161
30 0 0 0.110869 0.249994 0.395051

Table 4.7: BER measurement of RS(255,239) coded Rayleigh fading channel with

AWGN for MPSK
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Eo/No(dB) | BER(BPSK) | BER(QPSK) | BER(8PSK) | BER(16PSK) | BER(32PSK)
31 0 0 0.104441 0.249999 0.397198
32 0 0 0.0977829 | 0.249999 0.398595
33 0 0 0.0898295 0.25 0.399246
34 0 0 0.0822306 0.25 0.399574
35 0 0 0.0733143 0.25 0.399671
36 0 0 0.0644236 0.25 0.399692
37 0 0 0.0552186 0.25 0.399727
38 0 0 0.0458421 0.25 0.399711
39 0 0 0.0368672 0.25 0.399724
40 0 0 0.0281878 0.25 0.399721
41 0 0 0.020749 0.25 0.399707
42 0 0 0.0140303 0.25 0.399713
43 0 0 0.00879132 0.25 0.399706
44 0 0 0.0038614 0.25 0.399712
45 0 0 0.000230649 0.25 0.399722
46 0 0 7.84519e-07 0.25 0.399707
47 0 0 0 0.25 0.399702
48 0 0 0 0.25 0.399717
49 0 0 0 0.25 0.399703
50 0 0 0 0.25 0.399708

Table 4.7: BER measurement of RS(255,239) coded Rayleigh fading channel with

AWGN for MPSK
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BER vs E, /Ny graph, based on simulation result, has been shown in Fig. 4.13.
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Figure 4.13: BER vs E},/ N, graph of RS(255,239) coded Rayleigh fading channel with
AWGN for MPSK

The graph(Fig. 4.13) shows how BER is changed with E}/N, for various MPSK
when RS(255,239) coded Rayleigh fading communication channel is affected by AWGN

noise. It can be seen in graph that BER performance is degraded with increasing
modulation order(M) of MPSK.

If modulation order(M) of MPSK is increased, the number of symbols is increased
in the constellation diagram. So, the symbols come closer to each other. As a result
the distances between the constellation points are reduced. As a result, effect of noise

will be more. So, BER performance is degraded when modulation order of MPSK is
increased.
It can also be seen from the graphs(Fig. 4.13 and Fig. 3.5) that BER performance
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of RS(255,239) coded Rayleigh fading communication channel with AWGN noise is
better than BER performance of uncoded Rayleigh fading communication channel
with AWGN noise for any particular modulation order of MPSK.

RS(255,239) code can correct errors in any eight symbols in the block of 255
symbols. Now, let there exists a burst of noise which lasts for duration 8 sym-
bols. Now RS(255,239) decoder replaces the incorrect symbols with correct symbols.
RS(255,239) decoder replaces one incorrect symbol with correct symbol whether one
bit or all eight bits in a symbol are corrupted. So, RS(255,239) decoder performs very
well against burst noise. As a result, BER performance is improved for the considered
RS(255,239) coded Rayleigh fading communication channel.

It can also be seen from the graphs(Fig. 4.2 and Fig. 4.13) that BER per-
formance of RS(255,239) coded communication channel with AWGN noise is better
than BER performance of RS(255,239) coded Rayleigh fading communication channel
with AWGN noise for any particular modulation order of MPSK.

Rayleigh fading channel has been considered in this experiment. Line-of-sight
path has not been existed between the transmitter and receiver. Only non-line-of-
sight path has been existed between the transmitter and receiver. The path between
transmitter and receiver has been blocked by various obstacles. So, those obstacles
reflect, refract, diffract and attenuate the signal. The signal has undergone flat fad-
ing. As a result, all frequency components of the signal experience same or equal
magnitude of fading. Now, the magnitude of the signal that has passed through the
Rayleigh fading communication channel is varied randomly according to the Rayleigh
distribution. The probability density function(pdf) of Rayleigh distribution can be
defined as shown in equation 2.13. Now, rapid amplitude fluctuation is induced in the
received signal by Rayleigh fading channel and as a result performance degradation
occurs seriously. Now, the Rayleigh faded signal has been corrupted by the AWGN
noise in channel. As a result, BER performance is not good for the case Rayleigh

fading channel.
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4.2.2 Rayleigh Fading Channel with AWGN, RS(255,239)
Channel Coding and M-ary QAM Modulation

BER performance analysis of RS(255,239) coded Rayleigh fading communication
channel has been conducted. The modulation scheme ,which has been considered here,

is M-ary quadrature amplitude modulation(MQAM). Here QAM, 8QAM, 16QAM,
32QAM and 64QAM modulation schemes have been considered under MQAM. Rayleigh
fading has been considered as the fading technique. Additive white gaussian noise(AWGN)
has been considered as channel noise here. MATLAB has been used for this experi-
ment.

Input message symbols considered in this experiment are random in nature. The
RS channel encoder maps each 239 information symbols into 255 symbols length
codeword. The codeword has been passed through MQAM modulator. Now the
modulated signal has been sent through Rayleigh fading communication channel.
Additive white gaussian noise(AWGN) has been added. So the Rayleigh faded sig-
nal has been noise affected by AWGN noise. MQAM demodulator has received the
noise corrupted signal and demodulated it. Then the RS decoder has received the de-
modulated symbols and decoded it. Some errors have been corrected by the decoder
from the received symbols. Now, to calculate BER, original message bits have been
compared with the decoded information bits. The measured BER values have been
shown in Table 4.8
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Ew/No(dB) | BER(QAM) | BER(3QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
0 0.36637 0.399147 0.405832 0.417333 0.432385
1 0.353143 0.392045 0.397735 0.410533 0.429351
2 0.334566 0.379869 0.387683 0.405408 0.424529
3 0.315513 0.372652 0.380628 0.396449 0.419226
4 0.297767 0.363049 0.373849 0.389503 0.417233
5 0.275737 0.352259 0.368368 0.384571 0.413002
6 0.255737 0.341778 0.36012 0.378201 0.409236
7 0.231841 0.329289 0.352877 0.374399 0.404294
8 0.206632 0.318169 0.344733 0.369153 0.401736
9 0.181946 0.306961 0.336046 0.366109 0.399603
10 0.160058 0.295696 0.328954 0.358379 0.39682
11 0.13602 0.285601 0.323389 0.360633 0.393358
12 0.114603 0.27681 0.318028 0.355387 0.394393
13 0.0952563 0.26897 0.311104 0.353044 0.391025
14 0.0783839 | 0.260968 0.3084 0.350968 0.389838
15 0.0615743 | 0.255089 0.304184 0.348499 0.388896
16 0.0471757 | 0.248828 0.302401 0.346485 0.392045
17 0.0348222 | 0.242306 0.29989 0.346857 0.38739
18 0.0235042 | 0.239304 0.298515 0.345209 0.388933
19 0.015251 0.236961 0.296742 0.343823 0.387897
20 0.00879707 | 0.232929 0.29806 0.344038 0.387155
21 0.00345188 | 0.230068 0.294158 0.342798 0.388985
22 0.000108787 | 0.230445 0.29455 0.341904 0.387688
23 0 0.229597 0.297008 0.343311 0.387233
24 0 0.230664 0.295654 0.342762 0.387249
25 0 0.229451 0.296287 0.343248 0.388039
26 0 0.23159 0.297699 0.342317 0.38876
27 0 0.235476 0.301072 0.346899 0.389017
28 0 0.23626 0.302463 0.343949 0.387599
29 0 0.239195 0.304174 0.34602 0.386255
30 0 0.243724 0.305403 0.345235 0.388776

Table 4.8: BER measurement of RS(255,239) coded Rayleigh fading channel with

AWCN for MQAM

92




Eo/No(dB) | BER(QAM) | BER(8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
31 0 0.244932 | 0.307348 | 0.345329 | 0.388133
32 0 0.245654 | 0.307646 | 0.346569 | 0.387191
33 0 0.246172 | 0.310089 | 0.349038 | 0.389053
34 0 0.246757 | 0.313133 | 0.347694 | 0.387845
35 0 0.248651 | 0.311266 | 0.347819 | 0.385037
36 0 0.24829 0.310622 | 0.347976 | 0.389854
37 0 0.250058 | 0.312374 | 0.350309 | 0.387788
38 0 0.249712 | 0.314127 | 0.350805 0.385978
39 0 0.250978 | 0.311757 | 0.350136 | 0.388164
40 0 0.250528 | 0.311292 | 0.351234 | 0.387008
41 0 0.250528 | 0.312897 | 0.349911 | 0.386668
42 0 0.249205 | 0.311742 | 0351726 | 0.387249
43 0 0.250251 | 0.313525 | 0.350764 0.38624
44 0 0.251919 | 0.312338 0.35136 0.387578
45 0 0.250188 | 0.311867 | 0.349665 0.385779
46 0 0.249969 | 0.312348 | 0.350277 | 0.385434
47 0 0.249038 | 0.312814 | 0.350429 | 0.384074
48 0 0.250288 | 0.311062 | 0.350058 | 0.384409
49 0 0.249388 | 0.311412 | 0.349754 | 0.386088
50 0 0.248551 | 0.311862 0.3508 0.384969

Table 4.8: BER measurement of RS(255,239) coded Rayleigh fading channel with
AWGN for MQAM
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A graphical representation of BER vs Ej,/ Ny has been shown in Fig. 4.14 which
is based on simulation result.
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Figure 4.14: BER vs E},/ N, graph of RS(255,239) coded Rayleigh fading channel with
AWGN for MQAM

The graph (Fig. 4.14) shows how BER is changed with Ej, /N, for various orders of
MQAM modulation scheme when RS(255,239) coded Rayleigh fading communication
channel is affected by AWGN noise. It can be seen in graph(Fig. 4.14) that BER
performance is degraded with increasing modulation order(M) of MQAM.

The carrier experiences phase as well as amplitude modulation in MQAM modu-
lation. The constellation diagram of MQAM modulation scheme consists of a square

lattice of symbol points. The energy per symbol of MQAM is not constant. If modu-
lation order of MQAM is increased the number of symbols is increased in constellation

diagram. So, the amplitude variation will be more for higher order modulation. Also,

the distances between constellation points are decreased when modulation order of
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MQAM is increased. So there is a higher possibility of data errors. As a result, BER
performance is degraded when modulation order of MQAM is increased.

It can be seen from the graphs(Fig. 4.14 and Fig. 3.6) that BER performance
of RS(255,239) coded Rayleigh fading communication channel with AWGN noise is
better than BER performance of uncoded Rayleigh fading communication channel
with AWGN noise for any particular modulation order of MQAM.

RS code has capability of correcting burst error. RS(255,239) code can correct
errors in any eight symbols in the block of 255. Let there exists a burst of noise
which lasts for duration 8 symbols. Now RS(255,239) decoder replaces the incorrect
symbols with correct symbols. RS(255,239) decoder replaces one incorrect symbol
with correct symbol whether one bit or all eight bits in a symbol are corrupted. So,
RS(255,239) decoder performs very well against burst noise. As a result, BER per-
formance of RS(255,239) coded Rayleigh fading communication channel with AWGN
noise is better than BER performance of uncoded Rayleigh fading communication
channel with AWGN noise for any particular modulation order of MQAM.

It can be seen from the graphs(Fig. 4.4 and Fig. 4.14) that BER performance of
RS(255,239) coded communication channel with AWGN noise is better than BER per-
formance of RS(255,239) coded Rayleigh fading communication channel with AWGN
noise for any particular modulation order of MQAM.

Rayleigh fading channel has been considered in this experiment. The probability
density function(pdf) of Rayleigh distribution can be defined as shown in equation
2.13. The path between transmitter and receiver has been blocked by various obsta-
cles. Those obstacles attenuate the signal, reflect it, refract it, also diffract the signal.
Only non-line-of-sight path has been existed between the transmitter and receiver.
The signal has undergone flat fading. As a result, all frequency components of the
signal experience equal magnitude of fading. Now, the magnitude of the signal that
has passed through the Rayleigh fading communication channel is varied randomly
according to the Rayleigh distribution. Now, rapid amplitude fluctuation is induced
in the received signal by Rayleigh fading channel and as a result, serious BER per-
formance degradation occurs. The Rayleigh faded signal has been also affected by
the AWGN noise in channel. As a result, BER performance is degraded for the case
Rayleigh fading channel here.
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4.2.3 Rayleigh Fading Channel with AWGN, (7,1/2) Convo-
lutional Channel Coding and M-ary PSK Modulation

BER performance analysis of (7,1/2) convolutional coded Rayleigh fading communi-
cation channel has been conducted. Modulation scheme, which has been considered
here, is M-ary phase shift keying(MPSK). Rayleigh fading has been considered as
the fading technique. Additive white gaussian noise(AWGN) has been considered as
channel noise. The experiment has been simulated in MATLAB.

Let an infinite bitstream has come to the encoder. The (7,1/2) convolutional
encoder has rate = 1/2. So, for every one bit of input the (7,1/2) convolutional
encoder gives two bits output. Now encoded signal has been passed through MPSK
modulator. Here BPSK, QPSK, 8PSK, 16PSK and 32PSK modulation schemes have
been considered under MPSK. The MPSK modulated signal has been sent through
Rayleigh fading communication channel. AWGN has been considered as the channel
noise. So the passed Rayleigh faded signal has been affected by AWGN noise. Then
the MPSK demodulator has received the noise corrupted signal and demodulated
it. The demodulated signal has been passed through hard decision based Viterbi
decoder. The Viterbi decoder has corrected some errors from the received bits. Now
the decoded information bits has been compared with the original message bits and
BER has been calculated. The measured BER values have been shown in Table 4.9.
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Eo/No(dB) | BER(BPSK) BER(QPSK) | BER(8PSK) | BER(16PSK) | BER(32PSK)
0 0.500013 0.50001 0.499856 | 0.499169 | 0.500112
1 0.50025 0.499666 0.499812 | 0.499625 0.49923
2 0.499577 0.499783 0.499744 | 0.500239 | 0.499916
3 0.499419 0.50002 0.499807 | 0.501232 | 0.499976
4 0.498948 0.499172 0.49969 0.500532 | 0.500209
5 0.496295 0.497653 0.499729 | 0.499809 | 0.500396
6 0.492228 0.495365 0.498534 | 0.499603 | 0.500316
7 0.47923 0.488621 0.499001 | 0.499143 | 0.500352
8 0.453414 0.474093 0.497242 | 0.498731 | 0.499337
9 0.398019 0.444322 0.493779 | 0.499156 | 0.499722
10 0.297606 0.390896 0.489387 | 0.499022 | 0.499416
11 0.156195 0.295645 0.481524 0.49939 0.500309
12 0.0515599 0.180469 0.473676 0.49939 0.49993
13 0.00996408 | 0.0830266 0.46049 0.499786 | 0.499857
14 0.00117947 | 0.0278694 | 0.448861 | 0.500031 | 0.500185
15 0.000100558 | 0.00721403 | 0.438072 | 0.500188 | 0.499874
16 6.01854e-06 | 0.00150225 | 0.427071 | 0.499892 | 0.499194
17 0 0.000255005 | 0.419359 | 0.500231 | 0.497667
18 0 3.02781e-05 | 0.412001 | 0.498667 | 0.498259
19 0 1.20371e-06 | 0.406454 | 0.497207 | 0.498661
20 0 2.77779e-07 | 0.395458 | 0.494485 | 0.497324
21 0 0 0.384521 | 0.493368 | 0.498089
22 0 0 0.373911 | 0.490963 0.49815
23 0 0 0.356797 | 0.490894 | 0.499031
24 0 0 0.33951 0.489471 | 0.500419
25 0 0 0.320721 | 0.488591 | 0.501149
26 0 0 0.297344 | 0.488001 | 0.502728
27 0 0 0.267815 | 0.488231 | 0.503456
28 0 0 0.237469 | 0.488194 | 0.504838
29 0 0 0.198886 | 0.488092 | 0.506293
30 0 0 0.160115 | 0.488206 | 0.506187

Table 4.9: BER measurement of (7,1/2) convolutional coded Rayleigh fading channel

with AWGN for MPSK
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Eo/No(dB) | BER(BPSK) | BER(QPSK) | BER(8PSK) | BER(16PSK) | BER(32PSK)
31 0 0 0.120997 0.488146 | 0.507266
32 0 0 0.0857228 | 0.487727 0.50682
33 0 0 0.0548561 | 0.488038 | 0.507746
34 0 0 0.0317734 | 0.488653 | 0.507412
35 0 0 0.015917 0.488021 | 0.507346
36 0 0 0.00712347 | 0.488877 | 0.507117
37 0 0 0.0025356 | 0.487859 0.50708
38 0 0 0.00081946 | 0.488645 | 0.507319
39 0 0 0.000227227 | 0.488822 0.50763
40 0 0 4.91671e-05 | 0.488461 | 0.508484
41 0 0 6.29632e-06 | 0.48793 0.508505
42 0 0 9.25929¢-07 | 0.487198 | 0.507035
43 0 0 5.55557e-07 | 0.487741 | 0.507862
44 0 0 0 0.488718 | 0.506857
45 0 0 0 0.488067 | 0.507459
46 0 0 0 0.488154 | 0.507345
47 0 0 0 0.487964 | 0.507904
48 0 0 0 0.488995 | 0.507822
49 0 0 0 0.487819 | 0.507755
50 0 0 0 0.488176 | 0.507557

Table 4.9: BER measurement of (7,1/2) convolutional coded Rayleigh fading channel

with AWGN for MPSK
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Based on simulation result, a graphical representation of BER vs FEj/ N, has been
shown in Fig. 4.15
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Figure 4.15: BER vs Ej/Ny graph of (7,1/2) convolutional coded Rayleigh fading
channel with AWGN for MPSK

The graph(Fig. 4.15) shows how BER is changed with E}/N, for various MPSK

when (7,1/2) convolutional coded Rayleigh fading communication channel is affected

by AWGN noise. It can be seen in graph(Fig. 4.15) that the BER performance is
degraded as modulation order M of MPSK modulation is increased.

The symbols are situated in a circle for MPSK. The number of symbols is increased

when modulation order is increased. So, if modulation order M of MPSK is increased,

the distance between constellation points are decreased. So, there is higher chance

of data errors. So, BER performance of (7,1/2) convolutional coded Rayleigh fading
channel with AWGN is degraded if modulation order of MPSK is increased.
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It can also be seen from the graphs(Fig. 4.15 and Fig. 3.5) that BER performance
of (7,1/2) convolutional coded Rayleigh fading communication channel with AWGN
noise is better than BER performance of uncoded Rayleigh fading communication
channel with AWGN noise for any particular modulation order of MPSK.

Bit error probability for the given convolutional code is bounded as shown in equa-
tion 4.1. Now, the minimal Hamming distance between different encoded sequences
is called free distance which is represented by d ... For high value of SNR, the lowest
order term is the dominating term in bit error probability. In the lowest order domi-
nating term d is equal to dyee i.€ d = dfpee. The (7,1/2) convolutional code is able
to achieve free distance df... = 10. Maximization of free distance is an important
thing to improve BER performance. The bit error rate falls of exponentially with
dfree at low error rates when maximum likelihood(ML) decoding is used. So BER
performance is better for the (7,1/2) convolutional coded case.

It can be seen from the graphs(Fig. 4.6 and Fig. 4.15) that BER performance of
(7,1/2) convolutional coded communication channel with AWGN noise is better than
BER performance of (7,1/2) convolutional coded Rayleigh fading communication
channel with AWGN noise for any particular modulation order of MPSK.

Rayleigh fading channel has been considered in this experiment. Line-of-sight
path has not been existed between the transmitter and receiver. Only non-line-of-
sight path has been existed between the transmitter and receiver. The path between
transmitter and receiver has been blocked by various obstacles. So, those obstacles
has attenuated the signal and also reflected, refracted, diffracted the signal. The
signal has undergone flat fading. As a result, all frequency components of the signal
experience same or equal magnitude of fading. Now, the magnitude of the signal
that has passed through the Rayleigh fading communication channel is varied ran-
domly according to the Rayleigh distribution. The probability density function(pdf)
of Rayleigh distribution can be defined as shown in equation 2.13. Now, rapid ampli-
tude fluctuation is induced in the received signal by Rayleigh fading channel and as a
result huge BER performance degradation occurs.Now, the Rayleigh faded signal has
been also corrupted by the AWGN noise in channel. As a result, BER performance
is degraded for the case Rayleigh fading channel.
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4.2.4 Rayleigh Fading Channel with AWGN, (7,1/2) Convo-
lutional Channel Coding and M-ary QAM Modulation

BER performance analysis of (7,1/2) convolutional coded Rayleigh fading communica-

tion channel has been conducted. M-ary quadrature amplitude modulation(MQAM)

modulation scheme has been considered here . Here QAM, 8QAM, 16QAM, 32QAM

and 64QAM modulation schemes have been considered under MQAM. Rayleigh fad-

ing has been considered as the fading technique. Additive white gaussian noise(AWGN)
has been considered as channel noise.

Let an infinite bitstream has come to the encoder. The (7,1/2) convolutional en-
coder has rate = 1/2. So, for every one bit of input the (7,1/2) convolutional encoder
gives two bits output. The encoded signal has been passed through MQAM modula-
tor. Now the modulated signal has been sent through Rayleigh fading communication
channel. AWGN has been added. As a result, the Rayleigh faded signal has been
noise affected by AWGN noise. MQAM demodulator has received the noise corrupted
signal and demodulated it. The demodulated signal has been passed through hard
decision based Viterbi decoder. The Viterbi decoder has corrected some errors from
the received bits. Now, to calculate BER, the decoded information bits have been
compared with the original message bits. The measured BER values have been shown

in Table 4.10
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Eo/No(dB) | BER(QAM) | BER(8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
0 0.500353 | 0.499845 0.499989 0.499266 0.499646
1 0.500093 | 0.500365 0.499727 0.500359 0.49973
2 0.500091 | 0.499067 0.499986 0.500218 0.500229
3 0.499727 0.49964 0.499795 0.500291 0.500182
4 0.498951 | 0.499572 0.499609 0.500518 0.499907
5 0.497471 | 0.500443 0.500807 0.500038 0.500255
6 0.494216 | 0.500325 0.499299 0.500207 0.500029
7 0.488126 | 0.500105 0.499322 0.499745 0.500264
8 0.474022 | 0.499695 0.499144 0.499611 0.499802
9 0.445841 | 0.499985 0.499411 0.499607 0.500499
10 0.389637 | 0.499579 0.499294 0.499766 0.50095
11 0.299069 | 0.500084 0.49848 0.50034 0.499929
12 0.181162 | 0.498923 0.498495 0.500128 0.499595
13 0.0820422 | 0.498509 0.498129 0.499899 0.500555
14 0.0271416 | 0.497485 0.499057 0.500429 0.499921
15 0.00724403 | 0.497179 0.499776 0.500426 0.500053
16 0.00142781 | 0.494544 | 0.499811 0.499962 0.500458
17 0.00026445 | 0.49202 0.499251 0.500206 0.500384
18 2.70372e-05 | 0.489328 0.499129 0.499937 0.500776
19 2.5926e-06 | 0.486486 0.499569 0.500547 0.500813
20 2.77779e-07 | 0.483525 0.499912 0.499985 0.500086
21 0 0.480368 0.499244 0.500371 0.499854
22 0 0.477809 0.499711 0.499566 0.500334
23 0 0.476086 0.500451 0.499971 0.499656
24 0 0.473678 0.499212 0.499976 0.50036
25 0 0.474036 0.50045 0.499671 0.50001
26 0 0.474016 0.500063 0.500445 0.499594
27 0 0.474268 0.499772 0.500285 0.500396
28 0 0.47474 0.499611 0.500438 0.500196
29 0 0.474422 0.500051 0.500193 0.500324
30 0 0.474602 0.500225 0.499779 0.500306

Table 4.10: BER measurement of (7,1/2) convolutional coded Rayleigh fading channel

with AWGN for MQAM
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Es/No(dB) | BER(QAM) | BER(8QAM) | BER(16QAM) | BER(32QAM) | BER(64QAM)
31 0 0.474143 | 0.500064 | 0.499909 | 0.500613
32 0 0.474004 | 0.499716 | 0.500372 | 0.500303
33 0 0.475391 | 0.499102 | 0.499345 | 0.500458
34 0 0.474186 | 0.500241 | 0.500419 | 0.500194
35 0 0.475755 | 0.49924 0.49952 0.500471
36 0 0.474757 | 0.499656 | 0.50015 0.500184
37 0 0.47507 0.499476 | 0.499656 | 0.500353
38 0 0.475684 | 0.499489 | 0.500548 | 0.500234
39 0 0.474692 | 0.498909 | 0.500176 | 0.500231
40 0 0.474835 | 0.499677 | 0.50006 0.499683
41 0 0.475112 | 0.499344 | 0.500156 | 0.50068
42 0 0.474512 | 0.499281 | 0.500217 | 0.500175
43 0 0.476592 | 0.499875 | 0.49934 0.500343
44 0 0.474709 | 0.49937 0.499331 | 0.499559
45 0 0.474831 | 0.499619 | 0.500008 | 0.500219
46 0 0.474374 | 0.499238 | 0.499921 | 0.5007
47 0 0.474537 | 0.499938 | 0.499918 | 0.49988
48 0 0.474487 | 0.499509 | 0.499549 | 0.500296
49 0 0.475004 | 0.50007 0.500455 | 0.500212
50 0 0.474988 | 0.499822 | 0.500008 | 0.50029

Table 4.10: BER measurement of (7,1/2) convolutional coded Rayleigh fading channel

with AWGN for MQAM

103




BER vs E}/Ny graph has been shown in Fig. 4.16. The graph is based on

simulation result.
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Figure 4.16: BER vs Ej/Ny graph of (7,1/2) convolutional coded Rayleigh fading
channel with AWGN for MQAM

The graph(Fig. 4.16) shows how BER is changed with Ej/N, for various orders of
MQAM modulation scheme when (7,1/2) convolutional coded Rayleigh fading com-
munication channel is affected by AWGN noise. It can be seen in graph(Fig. 4.16)
that BER performance is degraded with increasing modulation order(M) of MQAM.

The constellation points are situated in square grid in MQAM modulation. The
distance between symbol points are also not constant in MQAM. Now the number
of symbols is increased in constellation diagram when modulation order of MQAM is
increased. As a result, the distances between constellation points are decreased. The

amplitude variation will also be more for higher order modulation. So the possibility
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of data errors is more. So, BER performance is best for 4QAM and BER performance
is degraded with increasing the modulation order further.

It can be seen from the graphs(Fig. 4.8 and 4.16) that BER performance of (7,1/2)
convolutional coded communication channel with AWGN noise is better than BER
performance of (7,1/2) convolutional coded Rayleigh fading communication channel
with AWGN noise for any particular modulation order of MQAM.

Rayleigh fading channel has been considered in this experiment. Only non-line-of-
sight path has been existed between the transmitter and receiver. The path between
transmitter and receiver has been blocked by various obstacles. So, those obstacles
has attenuated the signal and also reflected, refracted, diffracted the signal. The
signal has undergone flat fading. As a result, all frequency components of the signal
experience same or equal magnitude of fading. Now, the magnitude of the signal
that has passed through the Rayleigh fading communication channel is varied ran-
domly according to the Rayleigh distribution. The probability density function(pdf)
of Rayleigh distribution can be defined as shown in equation 2.13. Now, rapid am-
plitude fluctuation is induced in the received signal by Rayleigh fading channel and
as a result serious BER performance degradation occurs. Now, the Rayleigh faded
signal has been noise corrupted by the AWGN noise in channel. As a result, BER
performance is degraded for the case Rayleigh fading channel.

It can also be seen from the graphs(Fig. 4.16 and Fig. 3.6) that BER performance
of (7,1/2) convolutional coded Rayleigh fading communication channel with AWGN
noise is better than BER performance of uncoded Rayleigh fading communication
channel with AWGN noise for any particular modulation order of MQAM.

Bit error probability for the given convolutional code is bounded as shown in equa-
tion 4.1. Now the minimal Hamming distance between different encoded sequences is
called free distance which is represented by dj,¢.. For high value of SNR, the lowest
order term is the dominating term in bit error probability. In the lowest order domi-
nating term d is equal to dyy. i.€ d = dfree. The (7,1/2) convolutional code is able
to achieve free distance dyf... = 10. Maximization of free distance is an important
thing to improve BER performance. The bit error rate falls of exponentially with
dfree at low error rates when maximum likelihood(ML) decoding is used. So BER

performance is better for the (7,1/2) convolutional coded case.
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4.3 Conclusion

In the first part of this chapter, BER performance analysis of coded communication
channel with AWGN noise for MPSK and MQAM has been done where RS(255,239)
code, CC(7,1/2) code and DVB-S.2 standard rate=1/2 LDPC error correcting codes
are considered. In the second part of this chapter, BER performance analysis of
coded communication channel considering both Rayleigh fading and AWGN noise
has been done for MPSK and MQAM modulation techniques. It can be seen from
the experiments results that BER performance of coded communication channel with
AWGN noise is better than BER performance of uncoded communication channel
with AWGN noise. It can also be seen from the graph that BER performance of
coded communication channel with AWGN noise is better than BER performance
of coded Rayleigh fading communication channel with AWGN noise. In the next
chapter, block cipher based various modes of operations will be considered for coded
communication channel with AWGN. Then it will be very much interesting to see
what will be the impact of block cipher based various modes of operations on BER

performance of the channel.
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Chapter 5

BER Performance of
Communication Channel with
Encryption and Channel Coding

In the experiments, Consultative Committee for Space Data Systems(CCSDS) stan-
dard LDPC(k=1024, rate=1/2) code has been considered as error correcting code.
Block cipher based various modes of operations have been considered. Here block
cipher based electronic codebook(ECB) mode, counter(CTR) mode and cipher block
chaining(CBC) mode of operation have been used in the experiments. Two block
ciphers have been considered in the experiments shown in this chapter. The con-
sidered block ciphers are AES and HDNMS8. BER performance of LDPC(k=1024,
rate=1/2) coded communication channel with AWGN for BPSK modulation has been
discussed. Then BER performance of the communication channel with AES based
various modes(ECB, CTR and CBC) of operations and LDPC(k=1024, rate=1/2)
coding has been discussed. Here also AWGN has been considered as channel noise
and BPSK has been considered as the modulation technique in the experiments. Af-
ter that, BER performance of the communication channel with HDNMS8 based CTR
mode of operation and LDPC(k=1024, rate=1/2) coding has been discussed. All the
experiments have been simulated in MATLAB.
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5.1 AWGN Channel with LDPC(with Information
Block Length k=1024, Rate=1/2) Channel Cod-
ing and BPSK Modulation

BER performance of LDPC(k=1024, rate=1/2) coded communication channel with
AWGN for BPSK modulation has been discussed in this section.

LDPC Encoder
Message bits | (based on cCSDS BPSK
— standard
LDPC(k=1024, Modulator
Rate=1/2)
Channel
AWGN Noise
Output bits | LDPC Decoder BPSK
(based on Min-Sum
Algorithm) Demodulator

Figure 5.1: Block diagram of CCSDS standard LDPC(k=1024, Rate=1/2) coded
AWGN channel for BPSK modulation

Here CCSDS standard low density parity check code(LDPC) has been used in this
experiment. The CCSDS standard LDPC code which has been used here has informa-
tion length(k) is 1024 bits and rate is 1/2. Binary phase shift keying(BPSK) has been
considered here as the modulation scheme. Additive white gaussian noise(AWGN)
has been considered as the channel noise. The experiment has been simulated in
MATLAB.

The information block of length 1024 bits has been passed through LDPC encoder
and the encoder gives codeword block of length 2048 bits. Then the encoded signal
has been passed through BPSK modulator and the modulator has modulated it. The
modulated signal has been sent through the communication channel. AWGN has been
considered as the channel noise. Then noise corrupted signal has been received by
BPSK demodulator and demodulated by the demodulator. The demodulated signal
has been passed through LDPC decoder based on Min-Sum algorithm. Then BER
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has been calculated by comparing decoded bits with the original message bits. The

measured BER values have been shown in Table 5.1.

Eb/No(dB) BER(BPSK)
0 0.1815
0.2 0.1778
0.4 0.1738
0.6 0.1671
0.8 0.1621
1 0.1547
1.2 0.1503
1.4 0.1438
1.6 0.1384
1.8 0.1339
2 0.1169
2.2 0.09879
2.4 0.05945
2.6 0.02903
2.8 0.01035

3 0.002422

3.2 0.0008008

Table 5.1: BER measurement of LDPC(k=1024, Rate=1/2) coded communication
channel with AWGN for BPSK modulation
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Based on simulation result, BER vs E,/Ny graph has been shown in Fig. 5.2.

-o-LDPC(Information block length(k)=1024 bits, Rate=1/2)-BPSK-AWGN(Simulation)
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Figure 5.2: BER vs E},/Ny graph for LDPC(k=1024, Rate=1/2) coded communica-
tion channel with AWGN for BPSK modulation

The graph(Fig. 5.2) shows BER performance of LDPC(with k=1024 bits, Rate=1/2)
coded channel is improved when Ej,/Nj is increased for BPSK modulation. The BER
performance is far better than BER performance of uncoded channel after a certain
Ey/Ny and there is a high coding gain. So BER performance of rate 1/2 LDPC
coded channel with information block length k=1024 bits is far better than uncoded
channel(BER performance of uncoded communication channel with AWGN for BPSK

modulation has been shown in Fig. 3.2).
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There are only two constellation points present in BPSK modulation scheme.
Now if E,/Ny is increased the the constellation points are moved further apart. So
the distance between constellation points are increased. As a result, effect of noise
will be less.

LDPC code is a capacity approaching code i.e the practical construction allows
the noise threshold set to be very close to Shannon limit. Now, noise threshold is
upper bound of channel noise and the probability of lost information can be made
small up to noise threshold.

Now, if there are closeness of weight of codewords, the decoder mistakes to find the
actually transmitted codeword due to noise. One advantage of LDPC code(k=1024,
rate=1/2) is that the low weight codewords are nearly absent. So There are small
number of codewords which are undesirably close to any other codewords. So BER
performance is improved as a result.

There is an advantage of using LDPC decoding based on min-sum algorithm. The
computational complexity is less in the decoding process. The decoding is performed
iteratively. The corrupted LDPC code blocks are decoded more successfully with
the greater number of iterations. The iteration is stopped when a valid codeword is
achieved or the number of iteration reaches its maximum value. So, for the above

described reasons, BER performance is improved very much.
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5.2 AWGN Channel with AES Based Electronic
Codebook(ECB) Mode Operation, CCSDS Stan-
dard LDPC(k=1024, Rate=1/2) Channel Cod-
ing and BPSK Modulation

In this section, BER performance of the communication channel with AES based
ECB mode of operation and LDPC(k=1024, rate=1/2) coding has been discussed.
Here AWGN has been considered as channel noise and BPSK has been considered as

the modulation technique in the experiment.

Channel

Message LDPC Encoder
bits ECB Mode (based on CCSDS BPSK
—| Encryption standard
(Based on AES) LDPC(k=1024, Modulator
Rate=1/2)
Output
bits ECB Mode LDPC Decoder BPSK
Decryption (based on Min-Sum [+
(Based on AES) Algorithm) Demodulator

4

AWGN
Noise

Figure 5.3: Block diagram for the AWGN channel with AES based ECB mode oper-

ation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

Advanced encryption standard(AES) encryption algorithm has been used here.
The AES encryption algorithm takes block of length 128 bits as input. The 128 bits
input is called plaintext. There are three different key lengths 128 bits, 192 bits and
256 bits are available in AES encryption. But 128 bits key has been used in this

experiment.

Here, message bits come to the input. Now, the plaintext of block length 128 bits

has been passed through AES encryption method one after another. The 128 bits
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plaintext has been encrypted to 128 bits ciphertext through various rounds of AES
encryption algorithm using 128 bits length keys. Then ciphertexts have been stored.
After that total 1024 bits length encrypted message has been passed through LDPC
encoder. The Rate 1/2 LDPC encoder with information block length(k) 1024 bits has
been used in this experiment. The LDPC code has been used here is CCSDS stan-
dard. Then the encoded signal has been passed through BPSK modulator and the
modulator has modulated it. The modulated signal has been sent through communi-
cation channel. The communication channel has been affected by AWGN noise. At
the receiver end, the noise corrupted signal has been detected by BPSK demodulator.
Then the demodulated signal has been passed through LDPC decoder which is based
on min-sum algorithm and some errors have been corrected by the LDPC decoder.
After that the decoded data block of length 1024 bits has been stored. Then 128 bits
block from decoded data has been passed through AES decryption method one after
another. They can be stored. Then the decrypted output bits have been compared
with the original message bits and BER has been calculated. The measured BER

values have been shown in Table 5.2.
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Eb/No(dB) BER(BPSK)
0 0.5001
0.2 0.4975
0.4 0.5012
0.6 0.5004
0.8 0.5005
1 0.5021
1.2 0.4986
1.4 0.4993
1.6 0.4993
1.8 0.4939
2 0.4732
2.2 0.4296
2.4 0.2703
2.6 0.1601
2.8 0.0253

3 0.005313

Table 5.2: BER measurement for the AWGN channel with AES based ECB mode
operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation
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A graphical representation of BER vs E},/ Ny, based on simulation result, has been

shown in Fig. 5.4.
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Figure 5.4: BER vs Ej,/ Ny graph for the AWGN channel with AES based ECB mode
operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

It can be seen from the graphs(Fig. 5.2 and Fig. 5.4) that the BER performance
of only LDPC(K=1024, rate=1/2) coded channel is better than BER performance
of the channel with AES based ECB mode operation and LDPC(K=1024, rate=1/2)
coding. BPSK modulation has been considered as the modulation scheme and AWGN
noise has been considered as the channel noise in both the cases.

Message bits are encrypted by AES algorithm and then the encrypted bits are
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encoded by the LDPC encoder. The encoded signal has been modulated by BPSK
modulator. The modulated signal has been sent through the communication channel
and noise corrupted by AWGN. The noise corrupted signal has been demodulated
by BPSK demodulator. Then demodulated signal has been decoded by the LDPC
decoder. The LDPC decoder tries to correct errors. Now, after decoding if there are
some errors present in the decoded data, the erroneous data block is passed through
the AES decryption. There are ten rounds in AES decryption. First nine rounds each
consists of the following four subprocesses as shown below.

e Inv-ShiftRows

e Inv-SubBytes

e AddRoundKey

e Inv-MixColumns

Now Inv-MixColumns is not present in the tenth round of AES decryption. Tenth
round consists of the following subprocesses.

e Inv-ShiftRows

e Inv-SubBytes

e AddRoundKey

So the errors propagates through the subprocesses in the rounds. The errors are
increasing by propagating through the rounds. Finally there are large number of
errors present in the recovered plaintext. So BER is increased. As a result BER
performance is degraded. So, BER performance of only LDPC(K=1024, rate=1/2)
coded channel is better than BER performance of the channel with AES based ECB
mode operation and LDPC(K=1024, rate=1/2) coding.
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5.3 AWGN Channel with AES Based Counter
(CTR) Mode of Operation, CCSDS Standard
LDPC(k=1024, Rate=1/2) Channel Coding and
BPSK Modulation

BER performance of the communication channel with AES based CTR mode of op-
eration and LDPC(k=1024, rate=1/2) coding has been discussed. Here AWGN has
been considered as channel noise and BPSK has been considered as the modulation

technique in this experiment.

Message LDPC Encoder
bits CTR Mode (based on CCSDS BPSK
— Encryption standard
(Based on AES) LDPC(k=1024, Modulator
Rate=1/2)
AWGN
Noise
Channel
Output
bits CTR Mode LDPC Decoder BPSK
«— Decryption (based on Min-Sum [+ dul
(Based on AES) Algorithm) Demodulator

Figure 5.5: Block diagram for the AWGN channel with AES based CTR mode oper-
ation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

Advanced encryption standard(AES) encryption algorithm has been used in this
experiment. 128 bits, 192 bits and 256 bits length keys are available in AES en-
cryption. But 128 bits key has been used in this experiment. The AES encryption
algorithm takes block of length of 128 bits as input.

In counter(CTR) mode operation, the counter initiates 128 bits value every time
of operation. The 128 bits counter value has been encrypted by AES encryption first.
Then the encrypted block of length 128 bits has been XORed with 128 bits plain-
text block and 128 bits ciphertext has been produced. The ciphertexts have been
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stored. Then 1024 bits encrypted message has been passed through the LDPC en-
coder. CCSDS standard LDPC(rate = 1/2, k=1024) code based LDPC encoder has
been used here. Then the encoded signal has been passed through BPSK modulator.
The BPSK modulated signal has been sent through AWGN noise affected commu-
nication channel. So the signal has been corrupted by AWGN noise. The noise
corrupted signal has been received by BPSK demodulator at the receiver side and
then the demodulator has demodulated the signal. The BPSK demodulated signal
has been passed through LDPC decoder which is based on min-sum algorithm. Then
decoded information block of 1024 bits has been stored. Now 128 bits data block
has been passed through counter(CTR) mode decryption one after another. Here in
counter mode decryption, the counter has initiated same 128 bits values initiated at
the time of counter mode encryption process every time of operation. Now the 128
bits counter value has been passed through AES encryption block first in counter
mode decryption. Then the 128 bits output of the AES encryption block has been
XORed with 128 bits of LDPC decoder decoded data. The XORed output has been
considered as the counter mode decryption output. Now the counter mode decrypted
output bits have been compared with the original message bits to find BER. The

measured BER values have been shown in Table 5.3.
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Ev/No(dB) BER(BPSK)
0 0.1865
0.2 0.1768
0.4 0.1703
0.6 0.1656
0.8 0.1597
1 0.1564
1.2 0.1515
1.4 0.1448
1.6 0.1383
1.8 0.1312
2 0.1216
2.2 0.09144
2.4 0.05456
2.6 0.03204
2.8 0.01388

3 0.005381

Table 5.3: BER measurement for the AWGN channel with AES based CTR mode
operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation
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BER vs E, /Ny graph has been shown in Fig. 5.6. The graph is based on simulation

result.
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Figure 5.6: BER vs E},/ Ny graph for the AWGN channel with AES based CTR mode
operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

It can be seen from the graphs(Fig. 5.2 and Fig. 5.6) that there is no big dif-
ference between BER performance of only LDPC(K=1024, rate=1/2) coded channel
and BER performance of the channel with AES based CTR mode operation and
LDPC(K=1024, rate=1/2) coding. BPSK modulation has been considered as the
modulation scheme in both the cased and AWGN noise has been considered as the

channel noise in both the cases.
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When the AWGN noise corrupted signal has come to BPSK demodulator, the de-
modulator has demodulated the noise corrupted signal. Then the demodulated signal
has been passed through LDPC min-sum based decoder. The LDPC decoder has de-
coded the demodulated signal. Here the LDPC min-sum decoder tries to correct
some errors from the corrupted data. After that the decoded data has been passed
through AES based counter(CTR) mode decryption. Here in AES based counter
mode decryption, one AES encryption block presents. the counter initiated values
goes through the AES encryption block and the subprocesses of AES encryption. Af-
ter that AES encrypted data has been XORed with decoded data and the output is
the AES based counter(CTR) mode decryption output. So the LDPC decoded data
only goes through XOR operation in AES based counter mode decryption. The errors
present in LDPC decoded data are not distributed through the counter mode decryp-
tion process. As a result there is no big difference between the BER performance of

this case and BER performance of only LDPC case.
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5.4 AWGN Channel with AES Based Cipher Block
Chaining(CBC) Mode of Operation, CCSDS
Standard LDPC(k=1024, Rate=1/2) Channel
Coding and BPSK Modulation

BER performance of the communication channel with AES based CBC mode of op-
eration and LDPC(k=1024, rate=1/2) coding has been discussed. Here AWGN has
been considered as channel noise and BPSK has been considered as the modulation

technique in this experiment.

Message LDPC Encoder
bits CBC Mode (based on CCSDS BPSK
— Encryption standard
(Based on AES) LDPC(k=1024, Modulator
Rate=1/2)
Channel
AWGN
Noise
Output
bits CBC Mode LDPC Decoder BPSK
«— Decryption (based on Min-Sum [+ dul
(Based on AES) Algorithm) Demodulator

Figure 5.7: Block diagram for the AWGN channel with AES based CBC mode oper-
ation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

Advanced encryption standard(AES) encryption algorithm has been used in this
experiment. There are three types of keys 128 bits, 192 bits and 256 bits are available
in AES encryption. But 128 bits key has been used in this experiment. The AES
encryption algorithm takes block of length 128 bits as input.

In AES based cipher block chaining(CBC) mode encryption an 128 bits initial
vector has been considered at first. Then the initial vector has been XORed with 128
bits plaintext block. The XORed output value has been passed through AES encryp-
tion block. The first ciphertext block of length 128 bits has been produced at the

122



output of the AES encryption block. Then the first 128 bits ciphertext block has been
XORed with the next 128 bits plaintext block and the XORed output has been passed
through AES encryption block to get the second cipher text block. Each plaintext is
XORed with the previous ciphertext block and the output has been passed through
the AES encryption block to get the next ciphertext block and encrypted blocks are
stored. After that total 1024 bits length encrypted message has been passed through
LDPC encoder. The Rate 1/2 LDPC encoder with information block length(k) 1024
bits has been used in this experiment. Then the encoded signal has been modulated
using BPSK modulator and the output has been sent through communication chan-
nel. AWGN noise has been added with the signal in the communication channel.
After that the noisy signal has been detected by BPSK demodulator. Then the de-
modulated signal has been passed through LDPC decoder which is based on min-sum
algorithm. Here some errors have been corrected by the LDPC decoder. After that
the decoded data block of length 1024 bits has been stored. Then, in AES based CBC
mode decryption, first 128 bits block of LDPC decoder decoded data has been passed
through AES decryption block. Output of length 128 bits of the AES decryption
block has been XORed with the 128 bits initial vector and first 128 bits AES based
CBC mode decrypted plaintext block has been received. Now next 128 bits LDPC
decoder decoded block has been passed through AES decryption block and the output
of the AES decryption block has been XORed with previous 128 bits LDPC decoder
decoded data and the second 128 bits AES based CBC mode decrypted output has
been produced. To get plaintext blocks further, the 128 bits LDPC decoded data
blocks has been passed through AES decryption block and the output of the AES
decryption block has been XORed with the previous 128 bits block of LDPC decoder
decoded data. After that BER has been computed by comparing the original mes-
sage bits with the AES based CBC mode decrypted output bits. The measured BER

values have been shown in Table 5.4.
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En/No(dB) BER(BPSK)
0 0.5
0.2 0.4994
0.4 0.4993
0.6 0.4964
0.8 0.4999
1 0.5001
1.2 0.5008
1.4 0.5002
16 0.4995
1.8 0.4988
2 0.4643
2.2 0.4177
2.4 0.2442
2.6 0.1281
2.8 0.05539
3 0.02497

Table 5.4: BER measurement for the AWGN channel with AES based CBC mode
operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation
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Based on simulation result, a graphical representation of BER vs FEj /N, graph
has been shown in Fig. 5.8.

=e-AES based CBC mode of operation-LDPC(k=1024, Rate=1/2)-BPSK-AWGN

0.1

BER

0.01
0 0.5 1 1.5 2 2.5 3 3.5
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Figure 5.8: BER vs E}/ Ny graph for the AWGN channel with AES based CBC mode
operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

It can be seen from the graphs(Fig. 5.2 and Fig. 5.8) that the BER performance
of only LDPC(K=1024, rate=1/2) coded channel is better than BER performance of
the channel with AES based CBC mode operation and LDPC(K=1024, rate=1/2)
coding. In both the cases, BPSK modulation has been considered as the modulation
scheme and AWGN noise has been considered as the channel noise .

The AWGN noise corrupted signal has been detected by the BPSK demodulator.
Then the LDPC decoder has decoded the demodulated signal. The decoder tries to
correct some errors here. The LDPC decoder decoded data has been passed through
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the AES based CBC mode decryption process. At first, 128 bits LDPC decoded
data goes through the AES decryption block in CBC mode decryption. The LDPC
decoded data goes through the subprocesses of AES decryption block. So if some
errors are present in LDPC decoded data, errors are increased after goes through the
subprocesses. After that the output of AES decryption block has been XORed with
initial vector to get the first 128 bits AES based CBC mode decrypted data block.
To get the second AES based CBC mode decrypted data block, next 128 bits LDPC
decoded data blocks has been passed through various subprocesses of AES decryption
block and as a result of errors are increased. Then the output of AES decryption block
has been XORed with the previous 128 bits LDPC decoded data. So if there are errors
present in the decoded blocks, the errors are increased further. This process will go
on. So the errors propagate through the whole process of AES based CBC mode
decryption and the errors are increased. So BER performance of only LDPC(K=1024,
rate=1/2) coded channel is better than BER performance of the channel with AES
based CBC mode operation and LDPC(K=1024, rate=1/2) coding.
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5.5 AWGN Channel with HDNMS8 Based Counter
(CTR) Mode of Operation, CCSDS Standard
LDPC (k=1024, Rate=1/2)Channel Coding and
BPSK Modulation

BER performance of the communication channel with HDNMS8 based CTR mode of
operation and LDPC(k=1024, rate=1/2) coding has been discussed. Here AWGN has

been considered as channel noise and BPSK has been considered as the modulation

technique in this experiment.

Message
bits

Output
bits

Channel

4

CTR Mode LDPC Encoder
Encryption (based on CCSDS BPSK
standard
(Based on LDPC(k=1024 Modulator
HDNMS) Rate=1/2)
CTR Mode L DPC Decod
; ecoder
Décry[:()jtlon (based on Min-Sum [+ BPSK
f—| Ssl\TM%r)] Algorithm) Demodulator

AWGN
Noise

Figure 5.9: Block diagram for the AWGN channel with HDNMS8 based CTR mode
operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

In HDNMS based counter(CTR) mode operation, the counter initiates 128 bits
value every time of operation. Now, the 128 bits counter value has been encrypted
by HDNMS encryption algorithm. Then the encrypted block of length 128 bits has
been XORed with 128 bits plaintext block and 128 bits ciphertext has been produced
and stored. Then 1024 bits encrypted message has been passed through the LDPC
encoder. Here CCSDS standard LDPC(rate = 1/2, k=1024) code based LDPC en-
coder has been considered. Then the encoded signal has been passed through BPSK
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modulator. Then BPSK modulated signal has been sent through communication
channel and corrupted by AWGN noise. Then BPSK demodulator has received the
noisy signal at the receiver side. The BPSK demodulated signal has been passed
through LDPC decoder which is based on min-sum algorithm. Then decoded infor-
mation block of 1024 bits has been stored and divided into 128 bits data block for
decryption. Here in counter mode of decryption, the counter has initiated same 128
bits values initiated at the time of counter mode encryption process every time of
operation. Now the 128 bits counter value has been passed through HDNMS encryp-
tion block first in counter mode decryption. Then the 128 bits output of the HDNMS
encryption block has been XORed with block of 128 bits LDPC decoder output data.
Now, decrypted output bits have been compared with the original message bits to
find BER. The measured BER values have been shown in Table 5.5.
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Ex/No(dB) BER(BPSK)
0 0.1825
0.2 0.1775
0.4 0.1729
0.6 0.1685
0.8 0.1613
1 0.1583
1.2 0.1531
1.4 0.1431
1.6 0.139
1.8 0.1306
2 0.1185
2.2 0.0953
2.4 0.06023
2.6 0.03081
2.8 0.008203
3 0.002432

Table 5.5: BER measurement for the AWGN channel with HDNMS based CTR mode
operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

129



A graphical representation of BER vs E},/ Ny, based on simulation result, has been

shown in Fig. 5.10.
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Figure 5.10: BER vs E,/ Ny graph for the AWGN channel with HDNMS8 based CTR
mode operation, LDPC(k=1024, Rate=1/2) coding and BPSK modulation

It can be seen from the graphs(Fig. 5.2 and Fig. 5.10) that there is small dif-
ference between BER performance of only LDPC(K=1024, rate=1/2) coded channel
and BER performance of the channel with HDNMS8 based CTR mode operation and
LDPC(K=1024, rate=1/2) coding. In both the cases, BPSK modulation has been
considered as the modulation scheme and AWGN noise has been considered as the

channel noise
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Here BPSK demodulator has demodulated the AWGN noise corrupted signal after
receiving the signal. Then the demodulated signal has been passed through LDPC
min-sum based decoder. The LDPC decoder has decoded the demodulated signal.
Here the LDPC min-sum decoder tries to correct some errors from the corrupted data.
After that the decoded data has been passed through HDNMS8 based CTR mode
decryption. Now, HDNMS encryption block is used in HDNMS8 based CTR mode
decryption. Now, the counter initiated values goes through the HDNMS encryption
block in the CTR mode decryption process. After that HDNMS encrypted data has
been XORed with decoded data and the output is the counter(CTR) mode HDNMS8
decryption output. So, the LDPC decoded data only goes through XOR operation
in HDNMS based CTR mode decryption. The errors present in LDPC decoded data
are not distributed through the counter mode decryption process. As a result, the
BER performance of this case and BER performance of only LDPC case are nearly

similar.
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5.6 Conclusion

BER performance analysis of LDPC(k=1024, rate=1/2) coded communication chan-
nel with AWGN for BPSK modulation has been done. Then BER performance anal-
ysis of the communication channel with AES based various modes(ECB mode,CTR
mode,CBC mode) of operations and LDPC(k=1024, rate=1/2) coding has been done,
where also AWGN has been considered as channel noise and BPSK has been consid-
ered as the modulation technique in the experiments. Then BER performance anal-
ysis of the communication channel with HDNMS8 based CTR mode of operation and
LDPC(k=1024, rate=1/2) coding has been done. Now, it can be seen from the exper-
iments results that BER performance of only LDPC coded communication channel is
better than uncoded channel BER performance for BPSK modulation. There is no
big difference between BER performance of only LDPC case and BER performance
of the case where AES based CTR mode of operation has been used. Now, BER
performance of the case where AES based CTR mode of operation has been used is
better than the BER performance of the case where ECB mode of operation has been
used. Now, BER performance of the case where AES based CTR mode of operation
has been used is also better than the BER performance of the case where CBC mode
of operation has been used. BER performance of the case where HDNMS8 based CTR
mode of operation has been used is also very good and comparable to AES based
CTR mode case.

Ning et al. [27] proposed a joint encryption and error correction model where
they considered first nine rounds of AES algorithm as it is and in the tenth round
they considered LDPC encoding instead of ShiftRows operation. They showed BER
performance for their model is better than some old methods. However, if channel
encoding is used after completing the encryption process, there is no significant dif-
ference between the BER performances of this case and their proposed model. So, it
is advantageous to use the two schemes separately because any one of the schemes

can be changed without affecting other scheme and this is also more flexible.
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Chapter 6

Summary and Future Work

All the experiments have been simulated in MATLAB. The channels have been con-
sidered in experiments are wireless. First AWGN has been considered as channel
noise and BER performance has been evaluated for MPSK and MQAM modulations.
Then Rayleigh fading and AWGN noise has been considered and BER performance
has been evaluated for MPSK and MQAM modulations.
BER performance of coded communication channel with AWGN noise for MPSK and
MQAM has been evaluated. In this thesis, RS(255,239) code, CC(7,1/2) code and
DVB-S.2 standard rate=1/2 LDPC code are considered in the experiments. Then
BER performance of coded communication channel considering both Rayleigh fading
and AWGN noise has been evaluated for MPSK and MQAM modulation techniques.
Also, BER measurement of LDPC(k=1024, rate=1/2) coded communication chan-
nel with AWGN for BPSK modulation has been done. Then BER performance of
the communication channel has been evaluated with AES based various modes(ECB
mode,CTR mode and CBC mode) of operations and LDPC(k=1024, rate=1/2) cod-
ing where AWGN has been considered as channel noise and BPSK has been considered
as the modulation technique in the experiments.
Another block cipher HDNMS has also been considered. BER performance of the
AWGN channel with HDNM8 based counter(CTR) mode of operation and LDPC(k=1024,
rate=1/2) coding has been evaluated and here BPSK modulation has been considered.
It can be seen from experiments results, BER performance of uncoded commu-
nication channel with AWGN noise for BPSK and QPSK is same and BER perfor-
mance is degraded when modulation order is increased further for MPSK modulation.
For MQAM modulation, BER performances of uncoded communication channel with
AWGN noise is best for QAM modulation and BER performance is degraded when
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modulation order of MQAM is increased further. It is found that BER performance
of communication channel with AWGN noise is better than BER performance of com-
munication channel with Rayleigh fading and AWGN noise.

There is no significant difference between BER performance of only LDPC case and
BER performance of the case where AES based CTR mode of operation has been
used. Experimental results show that BER performance of the case where AES based
CTR mode of operation has been used is better than the BER performance of the case
where ECB mode of operation has been used. BER performance of the case where
AES based CTR mode of operation has been used is also better than the BER per-
formance of the case where CBC mode of operation has been used. BER performance
of the case where AES based ECB mode of operation has been used is better than
the BER performance of the case where AES based CBC mode of operation has been
used. BER performance of the AWGN channel with HDNMS8 based counter(CTR)
mode of operation and LDPC(k=1024, rate=1/2) coding for BPSK modulation is
also very good.

There are other error correcting codes also available. So, BER performance of the
coded communication channel can be evaluated for them and can be compared with
the used error correcting codes in the experiments. Here some experiments have been
done considering Rayleigh fading channel with AWGN noise. Now other types of
fading channels can be considered with AWGN noise and BER performance analysis
of communication channel can be done for them. In this thesis, BER performance
analysis of the communication channel with three modes of encryption has been per-
formed. So there is a scope to measure BER considering the other mode of operations

and other block and stream ciphers.
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