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Abstract

In recent times, smart handheld devices have become an indispensable part of
human lives. These devices have inbuilt sophisticated sensors which are sensing the
environment and hence a huge amount of data are being accumulated in the devices.
These data can be utilised for improving the lives of the people. The various appli-
cations of mobile crowd-sensing (MCS) are public safety, traffic and transportation
planning, environment monitoring to name a few. Along with these implementations
comes a set of challenges. The main challenges in MCS: i) Energy efficiency of the
smart devices, ii) Fault tolerance of the system when the data are being offloaded to
the backend servers and iii) Computation and load balancing while distributing the
offloadable tasks to the backend servers in an efficient manner. These are the main
challenges addressed in this thesis. The first challenge is addressed by proposing
energy efficient strategies that enable mobile devices to utilise the energy in a well
planned fashion so that the limited resources can be managed well without hinder-
ing the quality of services. In order to address the second challenge, an efficient
framework is proposed which helps in detecting faults, segregating the faults and
trying to steer clear of the faults whenever possible. The framework also aids in
tolerating faults. The third challenge is addressed by implementing optimisation
technique, Simulated Annealing (SA) for allotting the computation intensive and
time-sensitive tasks to the backend servers in a balanced manner.

All the experiments in this thesis are simulated and the results of simulation
are validated by real-life implementations. In a situation where the smart handheld
devices needs to take the decision of whether to participate in crowd-sensing, en-
ergy efficient strategies are proposed which outperforms the benchmark strategies in
better utilisation of the energy. In the event of finding faults in offloading systems,
our proposed framework not only detects faults in the offloading systems, but also
classifies the faults. The framework also helps to tolerate one degree fault. It has
also been observed in offloading systems, that during dissemination of tasks to the
backend servers, our proposed framework, implementing SA outperformed to other
techniques with 90% success rate for efficient load balancing and completion of the
allotted task. These proposed framework can be utilised in mobile devices for better

utilisation of the constricted resources.

x1ii



Chapter 1

Introduction

1.1 Overview

In the past few years, there has been tremendous growth in the field of wireless
and mobile communication. Better connectivity has been provided to the billions
of smart handheld devices as the networks have become more efficient and highly
capable to handle the high amount of data. With the increase in the number of
sensors such as cameras, gyroscopes, accelerometers in most smart handheld devices,
there has been a constant effort to fit in more storage capabilities and processing
power in these devices. This has led to the emergence of a new paradigm called
mobile crowd-sensing (MCS), where the objective is to collect geospatial data locally
and share this data with the wider community.

Hence, mobile crowd-sensing is defined in [I] as a category of applications where
individuals with sensing and computing devices collectively share data and extract
information to measure and map phenomena of common interest. Mobile crowd-
sensing can be very useful in sharing the knowledge which is available locally to
implement in various day-to-day applications for improving the quality of life. The
various benefits of mobile crowd-sensing can thus be extended to public safety,

traffic and transportation planning, environment monitoring and urban dynamic



CHAPTER 1. INTRODUCTION

sensing, location services, mobile social recommendation and healthcare [2]. The
smartphones help in the collection of the useful information and this information is
uploaded and kept in the server. Later, this data can be utilized with complex com-
puting in order to extract meaningful information. Hence, the computing is done
in the backend servers where the crowd sensed data is being uploaded. Often, for
time-sensitive data and few other applications where data needs to be analysed at
the user end, crowd plays an important part. The term “crowd computing” can be
defined as a technique where the distributed tasks are computed either by utilizing
the computational capability of smartphones carried by the crowd or by using the
human intelligence of the crowd. Thus, the smartphones play the role of process-
ing tasks often utilizing human intelligence in crowd computing. So integrating the
power of sensing of smart mobile devices and the human intelligence, significantly
allows the mobile devices to contribute in the process of crowd computation, when
the device has gained sufficient knowledge. So, a framework is needed which can
apply the expertise of crowd and utilize the data that are sensed by the mobile de-
vices for performing a task without offloading the task to the backend servers, and

provide a reliable solution to the user in a very short time frame [3].

Though mobile devices have various sensing capabilities such as accelerometers,
global position systems (GPS), cameras, microphones which help them to capture
data from the surrounding environment, there are a number of various issues that
needs to be taken into account. These are: limited battery life of the devices,
availability of the devices for sensing with respect to its current load. Besides, the
incentive to be given for participating in sensing and sharing of the sensed data
influences the factor of device availability. This in turn affects the reliability of
crowd-sensing as well. Among all these factors, utilization of energy in an efficient
manner plays a key role as these devices come with limited battery power (in order
to make the device portable). Hence, the device should be made intelligent enough

to take the decision of which jobs to execute and when to stop the device from
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1.1. OVERVIEW

executing any task [4], [5].

Due to the limited resources of the smart handheld devices, it often becomes
necessary to offload the computation intensive tasks to backend servers which have
better processing capabilities so that the smart handheld devices can remain active
for longer duration of time. Various methods have been proposed to offload the
tasks [6], [7], [8] but not many works [9], [I0] has been done in scrutinizing the
different types of faults which happens during offloading of the tasks and ways to
eliminate those faults. So, a framework is necessary to detect and prevent the faults

or tolerate the fault during offloading [L1].

Tasks which are time-sensitive and computation intensive in nature needs to be
offloaded to the backend servers such as, cloud. This significantly reduces the load
on the resource constrained smart mobile devices, but there are certain issues while
uploading the tasks to the clouds. However, offloading tasks to the cloud results in
more network bandwidth and less reliability for time-sensitive and location-aware
tasks. So, a new paradigm evolved named edge computing, [12] which is a dis-
tributed computational paradigm that has been responsible to broaden the cloud
services to the edges where the edges form the logical layer positioned as close to the
data sources as possible, and it forms the inter-medial layer joining the edge servers
to the cloud servers. Interestingly, if the edges are geographically distributed and
are not aware of each others existence then these edges can not be made to func-
tion smoothly for achieving maximized performance. Thus, a framework is needed
to allocate these tasks in a balanced manner to these backend servers which have
more computational capacities in an efficient way. An Edge federation framework
takes this responsibility of managing these edges and allocate the tasks to the edge
servers such that optimized performance from the edges are achieved. A probabilis-
tic technique, Simulated Annealing (SA) has been considered to study the system

performance subject to task offloading to a federation of edge servers.
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CHAPTER 1. INTRODUCTION

1.2 Research issues and motivation

There are a number of issues that emerged while the smart handheld devices were

lend for crowd-sensing. In the following paragraphs few of them are discussed.

e Multi-criteria decision making, ubiquitous computing has let to generation of
a large amount of data by the smart handheld devices. These data may often
need local analysis in the device itself without offloading the data to the cloud
or the edge servers. An integrated framework is needed for analysing the sensed
data with the utilization of smart devices and human intelligence for solving
a task in a short span. In case, the smart handheld devices are participating
in sensing and analysing the data, then an energy efficient strategy needs to
be constructed which will enable the mobile devices to decide when to crowd
sense and when not to based on certain parameters of the devices such as
remaining power of the devices, the load on the devices at that time and the

probability of battery recharging.

e Due to limitations of resources in smart handheld devices, often computa-
tion intensive tasks can not be executed locally in the devices. Hence, those
tasks needs to be offloaded. While offloading the data to the high-computing,
resource rich backend servers, often faults are encountered. Occurrence of
various types of faults may hinder the performance advantage of task offload-
ing partially or completely. So, there is a need to find techniques to identify
faults, to segregate the various types of faults that may be encountered while

offloading tasks, and also to tolerate the faults gracefully.

e Task arbitration during offloading the computation intensive tasks to the
clouds is the most preferred option for reducing the load of the smart hand-
held devices, but often the clouds fail to provide the desired Quality of Service

(QoS). The power consumed to send data over long distances to the cloud
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servers or clouds is enormous, and a large amount of bandwidth is consumed
in the process while offloading to cloud which often leads to high latency lead-
ing to delay in task completion. Often, time-sensitive data that needs to be
executed in less time misses deadline due to the high latency. Hence, tech-
niques need to be found which would enable to solve this problem of offloading
the tasks as well as distributing the tasks in balanced manner to the backend

servers.

All the above issues have been the motivation to construct novel techniques which

are summarized in the following section.

1.3 Contributions

The contributions of this thesis comprise of novel approaches to deal with the chal-

lenges that are referred in the above section.

e The first contribution proposes a framework which combines the two processes
of mobile crowd-sensing and crowd computing and functioning as a unit to
process the data locally without the aid of backend cloud servers and providing
a reliable solution to the mobile user within a short span of time when a certain
amount of incentives are given to the service providers. The results that are
computed can be collected both by online procedure when there is internet

connectivity or by offline procedure, i.e., with the aid of human intelligence.

e To keep the smart handheld devices active for longer duration of time, an
effective strategy is proposed to crowd-sense using Markov Decision Process
(MDP), considering possible device conditions prior to deployment. Then,
the most suitable strategy, as obtained by solving the MDP formulation, are
implemented to work in real-time and the performance of MDP based strategic

sensing is compared with other state-of-the-art strategies such as, random or
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CHAPTER 1. INTRODUCTION

continuous sensing.

e To handle faults during offloading, the faults are identified that may be encoun-
tered while offloading the tasks, then the faults are categorised in an offloading
systems. An efficient fault tolerant framework is also proposed which is able

to tolerate one degree failure.

e As there are a number of issues in offloading the tasks to the clouds, an inno-
vative Edge federation framework is proposed that provides a transparent and
seamless services to the end user, by diminishing the latency and optimizing
the energy utilization at the same time distributing the tasks to the backend
edge servers in a balanced manner. This is done by allocating the task to
the fittest edge servers, based on the principle of SA| in case the nearest edge

server fails to provide service to the end user.

So, this thesis works towards developing various efficient approaches which aids
the smart handheld devices to reduce the energy consumption and utilizes the con-
strained resources in an optimized manner. The work also proposes framework to
detect faults while offloading tasks and ways to balance the tasks while allocating

the tasks to the backend servers. The work of this thesis are summarized as follows:

1. An efficient framework is proposed which integrates the two paradigms, i.e.,
mobile crowd-sensing and crowd computing, to solve problems without in-
volving cloud servers and also proposes an energy efficient strategy applying
Markov Decision Process (MDP) to help the smart handheld devices to remain

active for longer duration of time.

2. Secondly, an efficient framework is proposed to detect faults, categorize the
various types of faults that may be encountered while offloading data to the
backend servers and also proposes a fault-tolerant approach to handle the

faults during offloading the data.
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3. Thirdly, efficient technique is proposed to allocate tasks to the fittest edge
servers such that the load is balanced to the resource rich backend edge servers

by implementing optimization algorithm such as SA.

1.4 Organisation of thesis

In this thesis, efficient approaches have been formulated and constructed that could
assist the smart handheld devices to optimize the utilization of various resources of
the devices, that in turn has resulted in helping the handheld devices to operate for
a longer duration of time. The organization of the thesis is as follows:

Chapter 2: Literature survey. In this chapter, the background of the various
methodologies and the evolution of the various proposed approaches used in the
thesis work are discussed.

Chapter 3: A framework for mobile crowd-sensing and computing based systems.
This chapter proposes a novel approach integrating the two paradigms, i.e., mobile
crowd-sensing and crowd computing, in a framework that addresses both the issues of
mobile crowd-sensing and crowd computing at the same time and utilizes the ability
of the crowd to solve problems without involving cloud servers in the backend.

Chapter 4: Designing energy efficient strategies using MDP crowd-sensing ap-
plications. This chapter proposes an energy efficient strategy applying the MDP
by which a smart handheld would crowd-sense while keeping the device active for
a longer period of time by aiding the mobile device in taking the decision of when
to crowd-sense and when not to considering the remaining energy of the device, it’s
recharging probability, current computational load, and the incentive it receives.

Chapter 5: A fault-tolerant approach to alleviate failures in offloading systems.
This chapter detects and classifies the different types of failures that are encountered
while offloading tasks to the backend servers. It also proposes a fault tolerant

approach to handling one degree failure. The crash, omission, or transient failures
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are handled well by this approach. Using historical data to select reliable surrogates
from the list of neighbourhood surrogates would enable fault prevention as well.
Chapter 6: Computation and load balancing to allocate tasks in edge computing.
This chapter proposes reasonable task offloading strategies to allocate the tasks to
the resources in a balanced fashion. Here, the optimization technique, namely SA,
has been utilized for implementing task allocation strategies for the edge servers.
Chapter 7: Conclusion and future works. This chapter lays down, in a nutshell
the contributions of this thesis, and put forwards the conclusion of the work. It also

recognises the potential future research directions.
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Chapter 2

Literature Survey

This chapter outlines the essential background literature that is necessary to de-
velop ideas for the comprehensive approaches that have been used in this thesis.
The first two Sections discuss the differences between mobile crowd-sensing
and crowd sourcing. The next Section discusses the various data sensing and
collection frameworks used by crowd-sensing applications minimizing the energy uti-
lization. Offloading systems are discussed in Section 2.4 where the various types
of faults in offloading systems are talked about in Section 2.5] It also discusses the
various fault-tolerant approaches. The last Section [2.6] of this chapter discusses the

various research studies done on offloading tasks to edge servers.

2.1 Mobile crowd-sensing

Mobile crowd-sensing (MCS) [13] refers to the wide variety of sensing models by
which individuals collectively share data and extract information to measure and
map phenomena of common interest. These systems heavily depend on the rich set
of sensors and communication modules that are firmly affixed to the smart devices
like smart phones and wearable gadgets [I]. These sensors are used to sense the

surroundings, collect the data that is being sensed, and then send the data to the
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server, which may be present in the cloud or to some other smart devices for further
processing of the data. For large-scale sensing and environmental monitoring, a huge
number of participants are required to sense the raw data from the surroundings,
with the help of sensors that are embedded in the smart devices of the crowd.
Based on the type of phenomenon being measured or mapped, MCS applications can
be divided into three categories: (a) environmental applications, (b) infrastructure
applications, and (c) social applications [I]. The three essential steps for mobile
crowd sensing includes data collection, data storage, and data upload. The very
first step in MCS is data collection [I4], which is broadly divided into the following

categories, as shown in Fig. [2.1

e In the first category, it is done through the sensors of the mobile device. Here,
the individual user’s mobile device may sense data with the user’s permission
and also sensing data through periodic sampling, or the user is solely respon-
sible for the collection of the sensed data by his mobile device. Also, the
collection of context-aware data can be activated by certain contexts that are
predefined (e.g., a certain location or a time slot). The user is not responsible

for continuously keeping her or his attention on MCS jobs.

e In the second category [I5], a large amount of data is collected through mobile

social networks.

Context-aware sensing [I6] can be achieved in two ways: push and pull. In the
case of push-based data collection, the sensing device periodically or instantly sends
data to the software module which is responsible for obtaining the sensed data. It
enables to issue or endorse a model periodically. On the other hand, in the case
of pull-based data collection, the software module, is responsible for obtaining the
data that is being sensed, either periodically or instantly, by making a request to
the sensors of the smart devices.

There is often redundancy or duplication of the data that is being sensed. As
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redundancy leads to wastage of the limited resources of smart devices, it hinders
the MCS implementation. Data deduplication is a procedure that aids in reducing
resource consumption while at the same time improving the QoS (quality of service)
of the data that is being sent over the network. In this procedure, the raw data
that is being sensed goes through a process of filtering and compression while at the
same time maintaining the quality of the data [13], [I7]. In this way, the usage of
bandwidth is reduced while transferring the data, and less space is used to store the
data. In this method, the data obtained after sensing is first divided into blocks,
and only the unique blocks are stored. All other incoming blocks are compared with
the unique block; if superfluous blocks are encountered, then they are replaced by
a reference [18], [19]. Only the unique block and the references are transferred over
the network. This way, it helps to reduce the size of the data that is transmitted

and bandwidth consumption.

[ Individual User (with or without ]
periodic sampling)

Mobile Sensing
Data l Predefined Event (triggered by ]
Collection context aware push or pull)
User Generated
Social Network!

Figure 2.1: Different modes of data collection mechanisms for mobile crowd-sensing applications

[ Deduplication ]

Real time stream processing Post processing
(hashing and compression (store and process later,
done on real data) needs large storage)

Figure 2.2: Types of data deduplication based on phase of occurrence

Based on the phase of occurrence of deduplication, it can be classified into two

types, as can be seen from Fig. [2.2] real time deduplication [20], [21], [22], and
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post-process deduplication [23], [24], [25].

In the case of real-time deduplication, at the time of acquiring the data, hashing
and compression are done on the raw data. When a fresh set of data is obtained,
it is compared with the stored data in the smart devices. If the data is found to be
redundant, then it is discarded. Though the storage space gets reduced, the com-
putational load moves from the crowded data processing platform to the terminal,
i.e., the mobile device. Hence, it would be a practical problem in situations where
the devices have very limited computational capability. In the case of post-process
deduplication, the data after sensing is stored in the local mobile device, and then
further processing takes place on the sensed data to reduce real-time computational
issues. In this method, the device needs to have a larger storage space for storing
the huge set of raw data for processing; otherwise, there is a risk of overwriting the

stored data when the storage space is smaller.

2.2 Mobile crowd sourcing

Mobile crowd sourcing (MCoS) enables the dispensing of a complex workload to a
suitable group of Internet users who are interested in participating in solving a task
[26], [27], [28]. This can be achieved by utilising mobile distributed computing and
the use of human logical mind when computers fail to decipher a problem. Different
users may offer different solutions to solve a particular problem. Figf2.3] explains
how a task is assigned to the crowd worker by the client, how the task is being solved,
and how the workers are paid incentives for completion of the task, summarizing the
works in [29]. Sometimes a task is divided into sub-tasks and those sub-tasks, are
given to the crowd to solve individually. These subtasks are then sent by the crowd
to the crowdsourcing platform, where the subtasks are merged to form a feasible
solution. This solution is then forwarded to the end user.

Crowdsourcing [30] helps in performing a task faster than an individual, helps
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in better quality of results, and the results thus obtained are more acceptable as it
is supported by a large population of people participating in solving the tasks. For
e.g., this websiteﬂ can be used to provide solutions for retail auditing using MCoS.
The pitfalls of an in-store can be very well explained if it is performed based on
customer feedback about the store.

MCoS helps in getting information regarding customer experience, stock levels
of the store, and display compliance all in real time. This crowd sourced data will
help in making important decisions for the retail store. Due to the availability of a
large number of real time smartphone-enabled shoppers nationwide, it is very easy
to obtain data such as photos of the product, get replies to queries based on the
sentiments of the shoppers, and so on.

Near real-time data is another factor that helps in predicting the ever changing
nature of retail. To be on top and in trend, up-to-date data is most necessary. To
make an important business decision, a set of high-quality data is required. The
MCoS platform ensures that there is a certain level of standard for the data that is
being provided by the crowd. Hence, the MCoS works well for this case as a large
variety of replies can be obtained from the customer in real time, aiding in decision-

making process with the implementation of the up-to-date changes necessary.

Crowd Platform
Find Crowd

* Crowded
Assign Task Data
& 2 Processing
* \4° Evaluatlng Task & 25 Layer
%
;_, f;4~ Merge Task »

x “F
Task Deslgn ‘4/,0 Ob(am Task
e . Client/ Worker
o e,,r

Task Issue Layer
Solve Task
Incentlve Proposal
User/ Client Crowd Worker

Figure 2.3: Illustration of working of MCoS

Following are a few such benefits of utilizing crowdsourcing for accomplishing a

job.

Ihttps://wiser.nlm.nih.gov/
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e Reduces cost, as instead of paying the professional testers on an hourly basis,
the company reimburses only for the bugs that are found. Here, a huge number

of participants result in finding more reproducible bugs than a few testers.

e Crowd participation results in diverse, high-quality data that is continually

and actively upgraded.

e Due to the availability of different sorts of parameters, crowdsourcing helps in

with more thorough and extensive testing.
e Time efficiency due to the multiplicative effort of the crowd.

The outcome of the crowdsourced data may be more acceptable due to the represen-
tative involvement of the crowd. The application of MCoS has reached far greater
areas than it was thought of while conceptualizing it. Powered by GPS, the smart
devices are capable of collecting real time and location-dependent data, which can
be implemented in various applications.

For e.g., helping disaster victims by synchronizing the relief program and record-
ing the damages done all in real-time in business with its far reach and flexibility
for various applicable proposals. The various application areas of MCoS include
social networking and issues [31], [32], environmental monitoring and utilities [33],
[34], [35], [36], traffic, navigation, transportation, and urban sensing [37], [38], [39],
[40], disaster report [41], [32], [42], translation [43], health monitoring [44], [45] and
public safety [46], [47].

The various types of crowdsourcing are as follows from Fig. [2.4

e Collective intelligence: it refers to contribution of an individual’s understand-

ing of the crowd.

e Crowd voting: it depends on the judgment made by the crowd. The crowd

votes in favor of the best according to the crowd’s intelligence. For instance,
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Collective
Intelligence

Donation Based

Crowd Voting

Reward Based

Crowd Sourcing Crowd Funding

Social Activities

Equity Based

Lending Based

11

Il

Crowd Sourcing

Figure 2.4: Types of crowd sourcing

Yahoo's search produces results performed by crowd voting, as the result is the

outcome of the sites that are more popular among the users of the Internet.

e Crowd creation: it refers to the combining endeavors of the crowd to construct

a product or service.

e Crowd funding: the main idea of crowd funding is individuals asking for help
for a sum of money for a particular endeavor. For example, providing lunches

for children in poor countries or providing funding for start-ups.

e Social activities: it refers to human-inspired activities where social interaction

by the crowd helps in the collection of information with the help of technology.

A brief summary of the similarity and differences of MCS and MCoS has been

put forward and explained in Table

2.3 Different data sensing and collection frame-
works to reduce energy usage

Various frameworks for mobile crowd-sensing and crowd sourcing have been dis-
cussed in this sub-section. Large-scale distributed computation can be done with

the help of mobile crowd computing. [48] uses the static task farming method in
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Table 2.1: Summary of similarities and differences of mobile crowd-sensing & mobile crowd

sourcing

Area

Mobile crowd-sensing Vs mobile crowdsourcing

1. Data Collection

In both MCS and MCoS, data collection is through sensors in the
device as well as social networks.

2. Privacy &
Security

In both MCS and MCoS, concerning challenges are anonymization,
data security and privacy.

3. Task Handling

In MCS, task is restricted to sensing of raw data, preprocessing of
data by the mobile device. However, in MCoS, tasks comprise of
not only sensing and preprocessing of raw data, but also certain
other jobs assigned by the cloud platform.

4. User

Both MCS and MCoS motivate user participation for performing

Participation tasks.

In both MCS and MCoS, various incentive mechanisms are

1 ti -
5. Incentive adopted to influence the crowd to perform tasks.

6. Human

Intelligence power of the mobile device and human intelligence.

In MCS, human intelligence is not required to perform the tasks
but in MCoS often tasks are solved by combining the computing

the opportunistic network for message forwarding. But in [49], the authors used
work stealing and showed it to perform better than the static task farming method.
Various work has been found to be done on mobile cloud [50] and crowd comput-
ing [51], [52], where the mobile cloud work mainly concentrates on how the job is
offloaded to the powerful super computing devices in the backend, whereas crowd
computing is mainly dealing with the collection of sensed data through the various
mobile devices or with the help of human intelligence, decisions are taken based on
the sensed data.

Honeybee [49] is a programming architecture where the concept of work stealing
is implemented to obtain load balancing among the mobile devices that are crowd
sensing without previous knowledge of the participating mobile devices. Their work
focuses on keeping the participating devices busy most of the time so as to minimize
idle time. The job is divided into small, independent tasks so that they can be
executed in parallel and save a lot of execution time. Nodes that have finished their
allotted jobs try to steal the job from another overburdened node and help in faster

execution.
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Based on the requirements of the application and the context of the user, the
ParticipAct [53] framework finds suitable mobile crowd-sensing policies. This frame-
work takes total responsibility for not only collecting the sensed data properly but
also transferring the data to the backend server efficiently. It also helps in processing
the data at the server, as well as data harvesting and mining.

The client-side module of the framework not only receives the sensed data, but
it also enquires the user whether it wants to compute the data and then efficiently
upload the computed data to the server. The server-side module of the framework
not only accumulates the data but also manages it and scrutinizes the sensed data.
The networking module accepts the data while providing security; it also helps
in acknowledging the data that is received properly in the server, resulting in the
deletion of the data from the local database of the client module. The post-processor
module prepares the data for long-term storage. The data mining module creates
the user profile and helps to build the identity of the successful user. This framework
also has an administrative module that helps to administer and manage the user
profile.

In this work [54], the authors proposed a framework for mobile users and cloud
computing infrastructure by merging the service while at the same time optimizing
resource usage for mobile crowd-sensing. This service can be amalgamated with
different applications on mobile devices. This system not only controls and monitors
the sensing task but also enables the upload of the sensed data for further processing
in the cloud. This framework also enables to allocate the tasks to mobile devices
based on their capabilities. Since all the sensed data is computed in the cloud, the
computing power of the crowd is not fully utilized. The Internet of Things has led
to billions of sensors being deployed, and as a result, a large amount of data is being
generated. But it is not affordable for everyone to deal with the large amount of

data that is being sensed, and it can be very costly at times to process this data.

In [55], the authors propose an energy efficient framework that deals with mobile
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crowd-sensing data in a distributed and on-demand fashion named CMOSDEN. This
framework consists of a context-aware module along with sensing capabilities. Based
on users’ preference, the modules can be activated or deactivated, that results in
saving of cost by reducing memory usage, CPU usage, or network usage. However,
this framework was restricted to the users’ context. In [50], the authors mentioned
the problem of the existing centralized client-server model for mobile crowd-sensing,
i.e., the server has to endure high operational costs, which results in poor scalability.

However, with the rise of computational capabilities and sensing capabilities in
smartphones, a huge amount of data that is being sensed and generated can be well
handled by peer-to-peer architecture. The framework can reduce the operational
cost of centralized servers in a mobile crowd-sensing architecture. But in order to
motivate the peers to participate, an incentive scheme needs to be implemented.
Hence, they propose a generalized but best way to handle the market equilibrium
incentive scheme to persuade the peers to share the sensed data.

In this framework [57], new communication methods are being enabled between
the participating devices of the mobile crowd by taking into account the collected
sensed data, decreasing the rate of data transfer and the operational cost of the
cloud servers . The framework helps in keeping the sensed data in the device itself
and then communicating and sharing the sensed data when needed by the other
participants of the crowd directly from the device itself while keeping the identity
of the device virtual and providing the crowd with real time data. This framework
helps to build a virtual identity for the owner by accumulating information about
the owner of the smartphones. The user is given the control over what types of
services it wants to run on the device, thus helping to maintain user privacy by
controlling the access mechanism of the device.

In [58], the authors address the issue of energy consumed by crowd-sensing ap-
plications. The authors note that in the case of indoor crowd-sensing, the devices

collect both position data and sensing data. So, the authors propose server side
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localization techniques so that the smartphones can be located by analyzing their
beacon exchanges with the wireless Access Points (APs) at the server side. Thus,
only sensing data needs to be sent, thereby saving energy consumed for sending
location data. This technique heavily depends on the infrastructure and may raise
security concerns.

In [59], the authors propose a framework for data collection through sensing for
utilization in various smart applications. The authors suggest that context awareness
can reduce the sensing and communication costs. A multidimensional context model
is put forward to record the related contextual information and then implement it
in the MCS framework to reduce energy consumption and optimize task allocation
costs. The goal of piggybacking crowd-sensing [14] is to reduce the cost of energy
consumed. Data is piggybacked during a phone call or when the connected nodes
exchange data with remote servers. This type of framework is suitable for delay
tolerant MCS applications. Minimizing energy consumption through scheduling is
discussed in a few works.

In [60], authors discuss one of the most important issues of balancing the amount
of data sensed with energy consumption. The amount of energy consumed for the
sensing and transmission of data can be reduced by scheduling the data. Both online
and offline scenarios have been considered, where, in the case of the offline scheme,
the entire task schedule is known beforehand and does not change with time. In
the case of online scheme, two methods were proposed, namely, First-In-First-Out
(FIFO) task model and the arbitrary deadline task model. In the case of online
scenarios, the tasks are dynamically allocated without advance knowledge of the
tasks. In [61], authors investigate the issue of scheduling various tasks of sensing
that are assigned to smartphones with the aim of minimizing the energy consumed
while sensing and maintaining the Quality of SenSing (QoSS). Here, two conditions
are considered.

Firstly, the Minimum Energy Singlesensor task Scheduling (MESS) problem is
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considered, and the authors put forward a polynomial-time optimal algorithm to
solve it. For the other scenario, a general case is considered where multiple sensors
are used for sensing. The authors present an Integer Linear Programming (ILP)
formulation as well as two effective polynomialtime heuristic algorithms for the
corresponding Minimum Energy Multi-sensor task Scheduling (MEMS) problem.

ShareSens, an application, that merges opportunistically the independent sens-
ing requirements of applications is proposed in [62]. This is done by introducing
schedulers for the sensors. These schedulers help in determining the lowest rate of
sensing that would satisfy the requests. Custom filters are then utilized to filter
only the required data that is used for each application. Few research works are
conducted where a user in the vicinity is selected for crowd-sense, depending on a
number of factors. Thus, other devices in that area may save energy by not lending
themselves to crowd-sensing.

In [63], authors propose a distributed framework for data sensing and collection
in opportunistic MCS systems. The framework proposed by them is based on two
policies namely, the Collector-friendly policy and the Smartphone friendly policy.
The Collector-friendly policy is similar to continuous sensing, whereas the second
policy minimizes the sensing and transmitting costs of the data by estimating the
cost incurred for performing the operation in a distributed way. The proposed mech-
anism arrests the draining of participants’ batteries completely for continuous usage
or involving too little. The distributed nature of the framework enables the partic-
ipants to determine the duration during which the device is going to participate in
sensing. In [64], the authors propose a method that helps to select users for partici-
patory sensing efficiently. It takes into consideration the remaining battery level of
the participants and their willingness to participate while choosing the participant
dynamically. Tasks are distributed in such a way that it reduces the probability of

an individual not completing the task assigned to them.

In [65], the authors propose a framework that is energy efficient and cost-effective.
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They classify users into two groups. In the first case, the users pay for the data they
sense and send to the server. The aim in this category is to reduce the energy con-
sumed while sensing the data. In the second case, the cost of sending the data that
is being sensed is minimized by utilizing free communication technologies. However,
energy and other resource consumption for crowd-sensing should also be minimized,
even when utilizing free communication technologies, as smartphones have limited
battery power. However, if they are connected to the power source, it may always
participate in crowd-sensing.

Thus, framing an energy efficient strategy for crowd-sense is a dynamic problem
that not only depends on what to sense [59], where to sense [58], or which device to
use for sensing, as in [63], but also depends on when to participate in crowd-sensing
depending on the condition of the device. Scheduling mechanisms [60] can be used
to solve this problem, however, assessing the present condition of the device, such
as its current load, and recharging probability, plays a key role here. MDP has
been used in the literature to formulate battery management techniques that form a
balance between different energy consuming tasks, as in [66]. [67] but not for crowd-
sensing. Thus, the problem can be better formulated using MDP, which attempts
to frame strategies to be adopted dynamically depending on various computational
states and input probabilities. While offloading data or tasks to the cloud, often

failure is encountered; hence, various types of failures need to be studied.

2.4 Offloading systems

The transfer of computation intensive tasks from smart handheld mobile devices
(offloadee) to remote backend servers, which are resourceful servers (surrogates) for
execution, is termed cyber foraging [68] or offloading [69]. When a task is offloaded,
the load on the mobile devices is released, which leads to an enhancement in the

performance of the mobile devices [70]. Generally, the tasks are offloaded to the
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cloud servers as it provides unlimited access to the resources at any point in time
remotely [71]. Hence, mobile cloud computation offloading can be referred to as a
platform of offloading in which the cloud servers act as surrogates and the offloadees
are the mobile devices [72]. The surrogate domain should have certain features such
as reliability, amalgamation of varied categories of services on different platforms,
scalability, enhancement in the capacity of storage, cost reduction, longer battery
life, etc., [73].

Load balancing in offloading systems by cloud computing is very different from
the traditional migration model that is used in grid computing or multiprocessor
systems [74], where in mobile offloading, the program or code is transferred to servers
that are not immediately near the mobile device domain, however, in the case of
grid computing, the program or code migration happens between servers in the same
computing region, i.e., grid [75]. In recent times, the offloading of tasks has been
shifted to edge devices that are near the vicinity of mobile devices, which reduces
the overall computation time of the system. Hence, mobile-edge computing (MEC)
refers to the migration of the computation intensive tasks to the servers, which
are positioned at the edges of the networks in a fully distributed fashion. This
architecture enhances the battery life of the mobile devices, reduces the overhead of
communication and execution delays, and increases the computation capabilities of

the mobile devices [76], [77], [78].

2.5 Classification of faults and failure in offload-
ing systems

Offloading system failures can be classified into four kinds: 1) crash failure, 2)

omission failure, 3) transient failure, and 4) security failure.

1. Crash failure: One of the reasons for crash failure is software aging [9]. Soft-
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ware aging is a very familiar event where a software’s performance deteriorates
with time gradually, and at a certain stage of evaluation, it completely sus-
pends functioning and the occurrence of crash failure happens. Software aging
can happen due to corruption in data, unavailability of storage space, draining
of the resources of the operating system, or numerical round-off error aggre-
gation. There may occasionally be situations where, during the offloading of
the tasks to the surrogate, the mobile device or the surrogate may stall due to

a power cut or overloading of different tasks.

2. Omission failure: This type of failure may occur while offloading the data.
Data from the mobile devices may not get transmitted to the surrogates, or
the results from the surrogates may not get transmitted to the mobile devices,
i.e., the request by the mobile device or the results from the surrogate may get
lost during transmission, resulting in omission failure. There may be several
factors for omission failure in offloading data for execution of the tasks to the
surrogates, namely, long delays in wireless networks, and low bandwidth, which
can lead to unreliable networks [9], [I0]. In certain situations, the surrogates
may also not be available to provide services to mobile users, which may also

lead to omission failure [79).

3. Transient failure: Interruptions may also occur while offloading the data due to
undetermined or hidden agents, which may temporarily halt offloading of the
data. These types of faults often occur momentarily; hence, it is generally very
difficult to detect such faults. The standard of wireless links through which
transmission occurs is not very predictable, and due to the mobile nature of the
smart devices, the connection between the surrogate and the mobile devices
may often oscillate, which may result in unforeseen transient failures [80], and

these types of failures are difficult to model.

4. Security failure: As the number of mobile devices participating in the offload-
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ing increases, the access points also increase, resulting in a huge threat to the
security of the data. Timing attacks [10], [81] result in certain security failures
in offloading. An attacker can extricate important information maintained in
the system by carefully scrutinizing the time taken to place various queries by
the mobile devices, since these devices have the command over the resource
rich surrogates over wireless networks for some duration of time. One way to
protect the data and resources from being attacked is through virtualisation,
where the data and the resources are isolated, though this can not prevent
timing attacks. Encrypting and decryption of user data by the server mas-
ter key is another way of securing the data while offloading [10] though this
mechanism is also prone to attack by analyzing the response time of a certain
service over a period of time by keeping a record of each response time of the

service to the request.

The various categories of faults and the failures caused by them, in offloading systems

that are discussed above are summed up by Fig. 2.5, The Fig. [2.5] also depicts the

feasible tolerance methods.

Failure ‘

Crash Omission Transient Security
L — L
Fault [ A | |
Fault Tolerance ‘ | z | Tolerance Mechanism| | Fault | Tolarance I Fault becissine
(Surrogate) Mechanism| i _— 1 | Mechanism — [Mechanism
—_ Restart b B { virus | |
etwor | Mechanism ;
Software | || Software Unreliability ‘ software | Timing
Aging | Rejuvenation 1 Rei G | Attack
e Surrogate Discovery || . ejuvenation ||
™ Mechanism | Mechanical |
— 0.5Crash Surrogate Iy orees | spucfing Rekeying
. : Un- Redundancy — Redundancy | |
[ reachability Mechanism
-1 Power Cut Redund —_—
-| Reumacsnoy — Majority Voting Scheme
Battery | - Majority Voting Scheme
Drainage
Homomeorphic
Encryption
Figure 2.5: An overview of different faults with their existing and probable fault tolerance
mechanisms
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2.5.1 Different fault-tolerance approaches

This section gives a condensed idea of the various prevailing fault tolerance ap-
proaches for offloading systems. It has been observed that to obtain a fault tolerant
offloading system, in various researches studies, crash failure or checkpointing is
utilized [79], [69], [80]. In [79], snapshots of the execution of any application at
the offloadee and surrogate point are taken at a fixed time interval. The mobile
user keeps receiving this checkpoint data from the surrogate points. The latest data
checkpoints of the application that was executing before the failure are loaded by
the offloading system to recover the system from failure. In this way, the mobile
devices can handle crash failures that may occur due to charge depletion in the
battery or an abnormal shutdown. This method is also helpful in handling crash
failure such as shutdown, omission failures, or wireless link failure at the surrogate
side when the mobile device’s mobility makes it difficult for the mobile device to

reach the surrogates.

As energy is a scarce resource in mobile devices, the decision of whether to offload
a task to the remote server or run it locally in the mobile device becomes very crucial
and is decided based on the energy utilization for performing the tasks. Hence, in
[82], the authors have segregated the tasks into offloadable and unofflaodable tasks.
By duplicating the components of the tasks in the mobile device as well as the
server, which is remotely in the cloud, fault tolerance can be obtained when there
is a failure in the network. The tasks are switched between them, and once the
network recovers from the failure, the task execution continues at the previous point

of execution. This way, a seamless fault in the network is handled.

In [83], the authors propose a scheduling technique that is composed of imple-
menting a genetic algorithm and DNA combination underneath the precedence level.
This proposed method lessens the ratio of energy that is being consumed, minimizes

the time needed for processing a task without missing the deadline of the tasks.
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This method also bestows reliability by recovering the data that is processed in the
mobile devices successfully and avoiding failure on virtual machines. Here, based
on the deadline of the task, the offloadable tasks are sorted in ascending order. The
virtual machines are allotted the smaller sub-tasks by breaking down the large of-
floadable tasks. The precedence level is implemented by utilizing genetic operators
for task scheduling. A genetic algorithm is implemented to reschedule the subtask
from the stored list, to other virtual machines, when there is a failure at a certain
level to execute the subtask. Parallel processing at multiple levels helps in avoiding
the failure of the sub-tasks.

In [38], the authors propose a technique that enables a mobile device to reduce its
energy consumption by offloading tasks to remote servers without partitioning the
tasks. The part of the program that consumes the most energy is offloaded to the
cloud server. The checkpoints of a program are shared with both the mobile device
and the remote server from time to time. When there is any network failure, the
tasks are executed at the local site, i.e., mobile device, from the latest checkpoints.
But in this approach, the program state does not stay consistent when the offloading
is done from multiple and concurrent threads.

In [69], the author proposes an approach in handling omission failure. When
there is a timeout, the system checks for errors. On finding a failure in the system,
this approach sends the control back to the local proxy. At this point, the proxy
follows one of the two tasks. It either locally restarts the process or it looks for
another MAUI server and allocates the tasks to that server, which restarts the
whole process afresh.

Omission failure can also be handled by COMET [84], when there is surrogate
unreachability. Prior to making any permanent changes for any operation, all the
remote data needs to be present; otherwise, the whole procedure reverts back if
there is any loss of data due to the unreachability of the surrogate, before the

procedure is finished. To recover from failure, all the threads need to be started
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locally by the offloadee. Hence, it is essential to store the information to continue the
execution of the tasks in case of the unreachability of the surrogate. The surrogate’s
unreachability or loss can be determined if the surrogate does not respond quickly

or if the surrogate connection is closed.

In order to curb aging [9], Software Rejuvenation [85]- [86] is suggested. It im-
plies that when an application has aged, the application is terminated gracefully,
and then it is once again started from a clean internal state. For the successful
completion of an application execution, the application is rejuvenated periodically,
after every interval of rejuvenation, by restarting it preemptively from its previous
clean checkpoint. This reduces the chances of failure in the system. To eliminate the
collected errors while running an application, the software is stopped intermittently
before starting the software again. This procedure provides the stability of the sur-
rogate and prevents the aging of software in the long run, though it may reduce
the performance of the system for a short duration. Poor network condition can be
cited [9] as the reason for degradation in the performance of the offloading systems,
whereas for boosting the performance of the system conditions, restarting the sys-
tem, a simple recovery technique, is often preferred [10], [87], which can reduce the

network failure.

Due to the ever shifting nature of the offloadee, surrogate reachability often re-
sults in transient failures. In such cases, a discovery mechanism to locate a surrogate
can be adopted. Locating the position of the surrogate can be obtained by CRoSS
[88], in a wireless mobile environment, which will help in realizing the status of a
surrogate, i.e., whether it is reachable or not [89], [79]. Often, in offloading sys-
tems, long downtown experience and network unreliability are accountable for the
failures. In those limited cases, executing the tasks locally is often an alternate way
[87], though not always preferable when the tasks are computation intensive. This
method of local execution functions well when the tasks are small and not compu-

tation intensive and the performance is better when execution is done after waiting
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for an optimal amount of time for the network to recover. Security is often an issue
in offloading systems. Timing attacks cannot be avoided by traditional mechanisms
of security.In [10], the authors provide a solution by implementing a re-keying mech-
anism where the keys are frequently changed.

In [90], the authors utilizes the server master key for encryption and decryption of
the user data. To further enhance the security of the system, it is proposed to change
the master server key at a favourable time when the access of the user is low, such
as during the night. In order to enforce security in offloading systems, procedures
such as homomorphic and steganography are utilized [91]- [02], where homomorphic
encryption does not need to decrypt the encrypted data but still provides security of
data, integrity, as well as privacy, and in steganography, the original image is hidden
under the disguise of a cover image so that the original image cannot be identified
easily.

In [91], to protect the data, the image retrieval technique is utilized in homomor-
phic encryption. The authors in [92] utilize steganography to protect the original
data, where the image retrieval technique is used. As can be observed, the need of
the hour is a concise fault tolerant ofloading approach since this system is prone
to various types of failures, like omission or crash. Checkpointing is an efficient
technique to deal with crash failures [79],[82]. In [80], the proposed approach picks
out two surrogates, primary and secondary, where the checkpoint is stored at the
surrogate side for better efficiency. But this procedure is not very suitable for tran-
sient or omission failure. But this approach does not compare the results with some

benchmark applications, which is used to determine the efficiency of the system.

28 | Page Jadavpur University



2.6. VARIOUS TASK ALLOCATION APPROACHES TO THE EDGE SERVERS

2.6 Various task allocation approaches to the edge

Servers

In [93], the authors utilized an approach based on fuzzy logic to handle the work-
load orchestration. Workload orchestration can be described as a process of deciding
where and how a task should be computed (edges or cloud) in an n-tier architecture.
The authors proposed to capture the instinct of a real-world administrator for au-
tomating the management system that performs work orchestration. The authors
have not considered task migration between edges and clouds. In [94], the authors
presented a collaborative scheme of task offloading built on FL in mobile edge com-
puting (MEC), which is distributed in small, concentrated networks. The authors
have not considered the mobility of the users, which restricts the usability of mobile
devices.

In [95], the authors proposed a concept of edge infrastructure providers (EIPs)
model and termed it Edge federation, where edge and cloud are both part of the
federation so that the latency critical tasks can be serviced by resource coopera-
tion. The authors have characterized this resource sharing process as a LPP (Linear
Programming Problem) and transformed it into solvable form using a dynamic al-
gorithm. The authors have considered a few fixed-length time slots and have not
considered dynamic prediction of the length of time slots.

In [06], the authors have considered a 3-tier architecture, distinctly differentiat-
ing the cloud-fog-edge layers, and the fog layer is considered to be more resource
rich than the edge layer for Vehicular Ad hoc Networks (VANET). A resource man-
agement approach was proposed utilizing integrated fuzzy logic that determined the
fittest vehicle for task offloading. The authors in [97] explored the issue of task
scheduling in vehicular edge computing (VEC), and these tasks could be sent off to
the roadside units (RSU). The aim was to diminish the average time for complet-

ing a task. Here, the authors have not considered the communication delay of the
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tasks and the simulation have been done on small data set. There have been a lot
of research initiatives in multi-clouds [98], [99], [I00] or edge clouds [101], [102] for
scheduling services to decrease energy usage.

Here, in [103], the authors have proposed a mathematical task offloading model
for MEC- IoV utilizing PSO techniques, for offloading the task to the cloud edge
computing system. Here, the authors have not considered the various resource
constraints, such as QoS, CPU requirements, or the priority of the tasks. In [104],
the authors have proposed a task offloading strategy to the edge servers based on
PSO. But there are certain issues with controlling the parameters of PSO, and the
algorithm has a reduced convergence rate while running the iterative process. Also,
the authors have not taken the reliability of the completion of the tasks into account.

In this work [105], reinforcement learning, Q-learning, is utilized for taking the
decision of task offloading to the edge servers in industrial IoT, where resource
allocation problems and task offloading are visualized as a sum of cost delay prob-
lems. But the authors have not compared its work with some other benchmark
algorithm to understand its full potential. Also, in a noisy environment, it is found
that Q-learning slows down its learning process due to the overestimation of the
action values. Here [I06], an approach is proposed that reduces the overall energy
consumption for IoT mobile devices. Though the authors have claimed that the
proposed approach has significantly reduced the energy consumption of mobile de-
vices, however, they have not compared it with any standard benchmark methods
to validate their theory. In [I07], the authors propose a strategy for offloading the
tasks to edge servers, considering a few key parameters such as task size, computing
requirements etc. The task scheduling on the edge servers is based on an improved
auction algorithm.

In [T08], the authors proposed an offloading architecture based on device-to-
device (D2D) for energy efficient communication for MEC, where transmission is

done by utilizing the cooperative relay technique. The author also proposed tech-
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nologies for offloading and load balancing on the edge servers. But the techniques
were not compared with any existing benchmark techniques to understand their
efficacy. Here, [109], the authors proposed a load balancing method for tasks in
a cloud environment utilizing PSO, where the tasks are offloaded to virtual ma-
chines located in the cloud from the overloaded virtual machines. However, in this
work, there are no comparisons made with benchmark techniques to understand the

proposed methods effectiveness.

2.7 Summary

This literature survey gives an idea of the various topics that are being researched
related to this thesis. A brief idea about the importance of mobile crowd-sensing
and sourcing and a comparative study is discussed here. In this existing literature
study, it was found that mobile crowd-sensing and utilizing crowd intelligence were
done in a separate manner. But integrating the two paradigms is revolutionary in
the sense that it can be applied to various new fields of application. It not only
enriches a mobile device that is not aware of its surroundings, but it also helps
the mobile device contribute to the process of crowd computation after the device
has acquired enough knowledge of the surroundings and is in a position to share
information without the use of remote servers.

Utilising both paradigms, i.e., mobile crowd-sensing and crowd computing, the
positive outcome lies in the fact that the local crowd participates, senses the useful
information of the neighbourhoods, shares the information with the surroundings,
and receives rewards for doing so. This kind of applications, could be local in nature,
so there is no need to send and compute over the Internet, however, the problem can
be solved by the crowd in the vicinity themselves. The various types of mobile data
sensing and collection frameworks used by mobile crowd-sensing applications, which

focus on reducing the energy that is consumed, are also explored in this chapter.
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Offloading systems and the various categories of faults and failures are analyzed,
along with different fault tolerant approaches. This chapter also explores the various
task allocation approaches in the edge servers. Detail studies and exploration of the
topics will be discussed in the next few chapters. This has motivated us to design
a framework which integrates these two paradigms i.e., mobile crowd-sensing and

mobile crowd sourcing, and the details of the work is explained in the next chapter.

32 | Page Jadavpur University



2.7. SUMMARY

List of Publications:

Journal:

1. Ray, A., Chowdhury, C., Bhattacharya, S. and Roy, S., 2023. A survey
of mobile crowd sensing and crowdsourcing strategies for smart mobile device

users. CCF Transactions on Pervasive Computing and Interaction, 5(1), pp.98-

123.

33 | Page Jadavpur University



CHAPTER 2. LITERATURE SURVEY

34 | Page Jadavpur University



Chapter 3

Framework for Mobile

Crowd-sensing

In this chapter, an efficient framework is proposed which integrates the two paradigms,
i.e., mobile crowd-sensing and crowd computing. This in turn has helped the mobile
devices to process the sensed data locally in the device itself or can be processed by
taking the aid of human intelligence of the crowd. So, the framework has enabled
to handle real time response in short duration as the data is not getting transferred
to the backend cloud servers for processing. In this manner, a reliable solution is
provided to the user of mobile devices where energy utilization is lesser than when
the data is sent to cloud for processing. Of course a certain amount of incentive
is given to the service provider (in this case, the crowd who has participated in
solving the task). The results that are acquired can be collected both by online
procedure when there is internet connectivity or by offline procedure, i.e., with the
aid of human intelligence. This not only reduces the transmission delay but also
manages to efficiently utilize the energy of the mobile devices. Thus, this chapter
discusses the issues related to energy utilization of the mobile devices, objectives

and contributions as follows.

Problem description Efficient utilization of the energy of the mobile devices
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which leverage the crowd for real-time data processing, saving energy and reducing
reliance on the cloud.

Objective The objective of this framework is to compute a given task locally
by obtaining the information from the crowd that is sensed by the mobile device
without the aid of cloud servers, i.e., offloading the task to the cloud. For exam-
ple route recommendation, obtaining location information, image comparison and
identification etc.

Contribution The contribution in this chapter is that an efficient framework is
proposed which combines the two paradigms, of mobile sensing and crowd computing
and functioning as a unit to process the data locally without the aid of backend cloud
server and providing a reliable solution to the mobile user within a short span of
time for a certain amount of incentive given to the service provider.

The rest of this chapter is organized as follows: Proposed approach is discussed in
Section followed by details of functioning of the framework explained in Section
Section discussed in details about the implementation of the framework by
online and offline procedure, Section [3.4] explains in details the experimental setup
for implementing this framework, followed by results and discussion in Section [3.5]

Finally, the Section [3.6] summarizes the chapter.

3.1 Proposed approach: designing of the efficient

framework

An integrated framework for mobile sensing and crowd computing is needed for
better realization of the task in a short span of time with limited resources. For
example, a person lost a bag in the airport and wants to find the bag. This can be
achieved by the proposed framework where the initiator, i.e., the person who lost

the bag, broadcasts the picture of the bag to the local crowd in the airport. The
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contributors process the image at their mobile device and try to find the location
of the missing bag through the various images captured nearby. The crowd then
sends back the images it has processed. The initiator then retrieves the location of
the missing bag from the various images it has received from the contributors of the
crowd. In this case, the total work is done with the help of crowd without sending
the data over to remote server for analyzing the tasks saving a considerable amount

of time.

In the proposed work, N number of smartphones are connected to one other
by BLE (Bluetooth Low Energy) where few of them have connectivity to remote
servers through the Internet. Usage of BLE technology for the proposed work is
useful as BLE is infrastructure less technology, low powered, small in size and is
inexpensive. They work well with low energy applications. The range of these
devices is 330ft [I10] which will help to solve local issues within the neighborhood. If
the problem is outside this range then multi-hopping scheme can be utilized to solve
the problem using the opportunistic network. A user upon receiving a query that is
being broadcasted can execute the query within the device itself or it can forward
the query to its neighboring smart devices and thus spanning the network topology
beyond one hop. The number of hops would be decided by the requirements of the
application. At first, when a query is broadcasted over the network, k(< N) number
of neighbors would receive the query but it may happen that not all of them may
participate to perform the task. Among them, k'(<= k) devices would respond to
the query depending upon the eligibility criteria. A device may become a contributor
in the crowd if it has sufficient energy to perform the task (more than 20% battery
power) and the device is having no or minimum load at that point of time. Another
factor that should be taken into account is the devices willingness to participate. If
it is happy with the amount of incentive it receives for performing the task then the
device may contribute. The incentive can be monetary or non-monetary [I11]. A

monetary incentive may be in the form of real money or virtual cash which the user
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can utilize in the market. A non-monetary incentive can be social, entertainment
or service incentive. In case of social incentive a persons participation is based on
the mental satisfaction for participating in the crowd sensing whereas entertainment
incentive is where the participant derives entertainment out of providing the service,
and the service incentive is that type of reward where the service provider of the
mobile user provide a certain amount of free service for participating in sensing.
There are five phases in the framework from requesting help to disseminating

incentive for getting the service.
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Figure 3.1: State transition diagram of the proposed framework

Different phases of the proposed framework has been summarized in Fig. (3.1}
In the initial phase, the initiator who wants service from the crowd asks for help
to the crowd. In the request phase, the initiator, who wants service, advertises its
need to the participants of the crowd through BLE communication. In the offering
or selection phase, a subgroup of the participant who are eligible for sharing or
helping the initiator, called the contributor takes part in the crowd sensing. If
the application needs to broadcast a piece of information to selected group it uses
selection else the initiator broadcasts to the whole crowd. The contributors upon
receiving request check its status and eligibility and accordingly replies back to the
query in the response phase. The reply that is being sent by the crowd can be

obtained online or offline. If it is through online then the contributors receive xml
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response through internet by unicast or when offline then it can happen that the
human intelligence is being used to answer back the query. The advantage of offline
mode is that it does not need infrastructure and the reply to the query can be sent
through BLE technology with less power consumption. In case of offline mode, a
mobile user may have the knowledge of the query hence replies back with the answer.
The initiator after receiving the data from various contributor aggregates the data
to obtain the total information. The initiator then disseminates the rewards to
the devices from which it receives the requisite services in the incentive phase. The
initiator now gaining the knowledge can contribute to the crowd for any further query
thus enriching the quality of the contributors. A minimum number of participants
must always be available in order to guarantee the reliability of the data.

Here, incentives are given with respect to the sensing by the mobile device but it
does not talk about the incentive that can also be bestowed when a device is crowd
computing at the same time. So, the methods of incentive that is given for sensing

can be extended for computing as well.

3.2 Functioning of the framework: case study

In this chapter, the framework is implemented and the effectiveness of it is shown
with respect to a route finding application. The initiator starts off with requesting
for help to the crowd for route recommendation as depicted by initiation state of
Fig. |3.1. This help can be achieved online, when the contributors are connected to
the internet or offline when human intelligence is used. The application requests the
initiator to mention the source, destination and the mode of transport the initiator
would like to avail in order to find the route. Upon receiving the request the con-
tributor performs the tasks or forwards the task to its neighboring devices. In order
to evaluate the feasibility of the defined MCS platform, it has been applied in two

different scenarios.
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Figure 3.2: (a) Crowd computation done by participating crowd (b) Finding fittest route by help
of crowd computation

e Case 1: Consider a scenario, in Fig. (a) where a mobile user is having
very low battery charge and the user is new to a location and wants to know
the route to a certain destination. Obtaining location information through
GPS would prove to drain the battery at a much faster rate. Hence, the user
takes the help of the crowd to complete the task. Here, the user offloads
the task of sensing and computing to nearby mobile devices via BLE which
would require less energy. The offloading mobile devices after receiving the
request calculates its eligibility to perform the task, i.e., finding the route to
the destination. If the device is eligible it then computes the tasks and replies
back. The initiating device then sends an incentive to the device which has

completed the task.

e Case 2: Another situation can be taken into account where an enquiry of the
shortest route as well as the condition of the road is done by a user who is
not aware of the route condition to the destination and new to the place. In
the Fig. (b), it can be seen that the GPS shows the shortest route to the
destination, i.e., route A, but it fails to give the information regarding the
condition of the road if it is damaged or blocked. As can be seen route A has

a portion of it damaged and this information can be obtained from the crowd
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located at that place (in this case device ¢). The source node comes to know
about the road blockage from user c¢. Thus, the source node could find that
the best possible route in this scenario is route B, at that given point of time.
Hence, though the shortest route to destination shown by GPS is route A but
owing to the bad condition of the road, the fittest route to the destination is

route B and this information is obtained with the help of crowd computation.

3.3 Implementation of the framework through on-
line and offline procedure

An Android application is built for the proposed work which works in two modes,
online when the contributors are connected via the Internet to the remote server
and offline when there is no connectivity with the Internet. The device which needs
help runs this application in its foreground specifying the parameters by HTTP
request. The contributors who are there and wants to render their services have
this application running in the background and they respond only upon receiving a
notification from broadcasting. They respond online by xml reply after obtaining
the result from Googlemap.apiEl over the Internet. Two or more mobile devices need
to participate in order to run the application. When devices are participating in the
application it denotes that the devices either want to help others or they need help.
The device which needs help is denoted as the initiator and does not have the Internet
connection but the devices which are willing to help are the crowd participants of
the crowd who may or may not have the Internet connection to the device. The
initiator broadcasts its need to the crowd through BLE communication. In this
application, the initiator enters the source, destination and traveling mode and
sends this information as a broadcast message over the network. The participants

of the crowd whose devices have started the service have this application running

thttps://developers.google.com /apis-explorer/
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in the background and a notification of the broadcast message is received by the
crowd. The contributors can either help the initiator by the offline procedure or
by the online procedure. In the case of online help, the direction guidance will be
fetched from the internet by the contributors, upon receiving the direction of the
route is sent to the initiator via the BLE connection. In case of offline help, the
participating crowd use human intelligence and send back the reply using some text

message via BLE. The reply is sent through the unicast message to the initiator.

- - iR 0D W M9 943 AM - =2 O W 4497 543 A

Online / Offline Helper

Online / Offline Helper

Directions from Google Drectons
Direction from Jadavpur 88 Bus Stop to
OR Ask for directions below Howrah Station
Departure Time: 943am
Asvival Time: 10:55am
Start Address: Raja Subodh Chandra Mullkck Road.
Jadavpur, Kolkata, West Bengal 700032 india
Jadavpur 8B Bus Stop End Address: Howrah, West Bengal. india
Distance. 14.4 um
. = | 1
Howrah Station RTIoRS oS e
Instructions:

TRAVEL MODE:- TRANSIT 1
Bus rowards Howrah Station
ASK FOR HELP 5 2
: Wallk 10 Howrah, West Bengal, india
Received Answer Sub-Step 1

Head northeast on Howrah Bus Depot Rd toward HM Basu
Rd/Maulana Abul Kalam Azad Rd

Pass by Public Uriral (on the left in 60 m)

Sub-Step 2
Continue onto HM Basu Rd/Maulana Abul Kalam Azad Rd
Sub-Step 3

Slight right 8t Howrah Police Traffic Control Booth 10 Stay
on HM Basu Rd/Maulana Abul Kalam Azad Rd
Sub-Step 4.

Turn right onto Rabindra Setu

adhSren §

(a) (b)

Figure 3.3: Snapshot of the application while getting direction online from the crowd

3.4 Experimental setup

Four different smartphone configurations are used for experimentation: Moto G4
plus with the battery capacity of 3050 mAh having 3GB RAM and using version
7.1.2 version of Android, Redmi note 4, 4100 mAh battery capacity and 4GB RAM
using Android 7.0 version, Samsung Galaxy Tab E with 5000 mAh battery capacity
and 1500MB RAM using Android 4.4.4 version and Samsung Grand Prime having

Android version 5.0.2, 2500mAh battery capacity and 1GB RAM. The application is
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executed to obtain the route as well as the amount of battery that is being consumed

and the amount of load on the CPU for running the task.

3.5 Results and discussions

An contributor could reply to a query in online/offline mode. Fig. [3.3| (a), shows
the screenshot of the query done by the initiator and Fig. (b), is the reply to
the query by the contributor about the route to follow from source to destination

during the online procedure.

208

Online / Offline Helper

Ask something

jadavpur
howrah

TRAVEL MODE: DRIVING

ASK FOR HELP

Received Answers

Q: jadavpur to howrah travelleing mode
is driving

A: go straight to golpark. Take left and
go to rashbehari. Take right and go
straight to park street. Take left towards
strand roads

Sent from: samsung SM-G530H

Figure 3.4: Snapshot of the application while getting direction offline with aid of human intelli-
gence

Fig. shows the screenshot of the initiator after it has received its reply from
the contributor. The initiator has specified the source and the destination along with
the mode of travelling. The reply to the query is received via BLE to the initiator

along with the specified route. For replying back the message to the initiator, the
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user id of the initiator is stored. Bridgefy Sdk [ is used for this purpose. It is
utilized for Android and iOS and also allows message passing between the two OS.
Google provides an API that returns the direction details of two places as a json
or xml response. The source, destination and traveling mode needs to be provided
as HTTP request and in response xml file is sent. The xml response is then parsed
and displayed as a text in the scroll-able text view area in the participants device.

The battery consumption during the offline technique is significantly very less
of about 1.2W and the CPU load is only about 12.83% on the device. During the
online technique the battery usage is almost the same, i.e., 1.16W as during online
procedure. The Google route map was already downloaded in the device hence the

cost of computation is significantly reduced. The CPU load in this case is 12.14%.

3.6 Summary

Mobile sensing and crowd computing is the new paradigm which utilizes the crowd
computation and social interactions with the help of mobile devices to obtain a
distributed computation in large scale. It is known fact that better performance can
be obtained through the help of community or crowd computation. In this work,
a realistic framework is furnished for mobile sensing and crowd computation. But
in order to motivate the crowd it is necessary to satisfy and keep the crowd happy.
This is influenced by resource consumption by the mobile device and the rewards
it receives on performing a task as a participant of the crowd. Crowd sensing and
crowd computing not only helps a device to gain information about surroundings but
also later this device can be used as another resource and can participate in sharing
knowledge with the crowd. This work combines these two paradigms to provide a
framework for better task realisation without the utilization of the backend servers.

However, when the data is sent over the cloud, many issues come into the picture.

2:https:/ /www.bridgefy.me/developers.php
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In order to enable these handheld devices to participate in mobile crowd-sensing
and crowd computing, these devices require to be active for longer duration of time.
So, the devices need to take the decision of when to crowd-sense and when not to,

based on certain criteria. The next chapter discusses in details about this strategy:.
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Chapter 4

Strategic Decision for Mobile

Crowd-sensing Using MDP

I mobile crowd-sensing, smartphone users take part in sensing and then share the
data to the server (cloud) and get an incentive. These data can be utilized for
providing better services to improve quality of life. Batteries used in smartphones
constrain the usability of these devices for longer charge cycles. Hence, maintaining
a balance between energy consumption due to crowd-sensing application and that
due to the current computational load on the device is the need of the hour. Hence,
for keeping the device participating in the mobile-sensing an energy efficient strategy
is needed which will motivate the crowd to participate and share the information.
Thus, this chapter discusses the issues related to energy efficient strategies from the
perspective of end users, i.e., mobile devices, objectives and contributions as follows.

Problem description Mobile crowd-sensing (MCS) has become a promising
paradigm for cross-space and large scale sensing. The issue is to find how frequently
a smartphone would lend itself for crowd-sensing while taking into consideration
various conditions of the device.

Objectives This chapter proposes an energy efficient strategies where a smart

handheld device takes the decision of participation in crowd sensing considering
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possible device conditions depending on various factors namely, remaining power
of the device, the load on the device at that point of time, battery recharging and
the crowd-sensing incentive. The problem is formulated using MDP which attempts
to frame strategies to be adopted dynamically depending on various computational
states and input probabilities. Such a formulation is solved prior to deployment
to find out the most suitable crowd-sensing strategies. Then, such strategies, as
obtained by solving MDP formulation, are implemented to work in real-time. The
performance of MDP based strategic sensing is compared with other state-of-the-art
strategies such as random or continuous sensing crowd-sensed indoor localization is

considered as the MCS application here.

Contributions The main contributions of this chapter are:

1. A novel strategy is proposed which aids the mobile device to decide when to
participate in crowd-sensing and it is formulated using MDP to devise energy
efficient strategies. These strategies are used to derive trade-off between charge

cycle of smartphones and participation in crowd sensing.

2. The MDP based strategies are implemented in an Android application to fa-

cilitate crowd sensing in real time.

The remainder of the chapter is organised as follows: Section discusses in details
the MDP for the system model. In Section |4.2| proposed approach is discussed.
Section [£.3] discusses in details the designing of the crowd-sense application in indoor
localisation and Section [£.4] explains the implementation of the approach. In Section
4.5 experimental setup is explained in details and Section discusses the results

and discussions followed by the summary in Section [£.7]
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4.1 System model using Markov Decision Process

The system model is based on a two-tier server-client architecture where smartphone
applications on the client side are connected to the MCS server through the Internet.
The smartphones periodically sense, aggregate and send collected data to the MCS
server. The problem addressed here is that, how frequently a smartphone would
lend itself for crowd-sensing while striking a balance between maximizing incentive
and minimizing the cost of energy consumption by the device due to crowd-sensing

task.

To formulate the problem MDP is applied. MDP is a discrete-time state tran-
sition stochastic process which provides a mathematical framework for making any
reasonable and rational decision when the outcome is partly random and partly con-
trolled by the decision makers [112]. A Markov Decision Process is represented as
a five-tuple: (X,J,P,R,y). The notations are explained in Table 1. MDP is used to
find a sequence of actions such that the resulting sequence of states maximizes the
total discounted reward. MDP is a model that is solved through dynamic program-
ming like value iteration to find a rational solution. Discounted reward signifies that
reward obtained in a possible future state is considered while taking a decision in

the current state.

An optimal policy 7* needs to be found, which maximizes the expected utility
(calculated based on reward) of each state, i.e., given any policy m and any other
x, 7 (x) > m(z). So, the criterion for finding a good policy is that, for each state
x, the policy should maximize the expected reward R in that state if that policy
is executed. Value iteration is an iterative procedure which calculates the expected
utility (value function) of each state, using utilities (value) of previous/neighboring
states until two successive utilities are close enough, i.e., max.z;|U(x;) — U’ (z;)| < €,
where € is a threshold value (smaller the value better is the algorithm). That means

the algorithm converges when the maximum difference between two successive value
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Table 4.1: Notation used in MDP

Symbol | Description

X A finite set of states

J A finite set of actions (j;) to be taken

Transition probability matrix, where p(z; + 1|z, Ji) = p(zi11|T0-..... 24,
Jo-----j¢) describes the state transitions. It plays the role of the next-state
function in a problem solving search, except that every state (x; + 1) is
P thought to be a possible consequence of taking an action (j;) in a state
(x¢). So it can be represented as a set of square matrices one for each
action, indexed in both dimensions by states. The sum of all transition
probabilities arising from a state is 1.

Reward matrix where r(zy, j;) is the reward function that calculates the
R immediate reward (or expected immediate reward) received for state
transition from z; to x;y .

Discounting Function represents the importance of future reward in
present reward.

m(z) One of the policy where , 7*(z) is optimal policy

U (x) | Expected resultant value at each state

functions is less than e. Given the utility matrix, a policy can be chosen according
to the maximum expected utility, i.e., 7(z;) = argmax; 3, PiU(x;,) [I13]. Hence,
if the maximum utility (value) is known for a state, the optimal policy can be found.
This procedure has a finite number of steps (k) and finite number of actions has
been taken under consideration. This reduces the computational complexity. Thus,
a policy needs to be found, for every initial state zy which will result in the maximal

expected sum of rewards from times 0 to (k) []

4.2 Proposed approach implementing MDP

MDP formulation for the MCS context is discussed in details in this chapter. The
system model considers a two tier architecture where smartphones are connected to
the MCS server through the Internet. The server, at times, asks the smartphones to

sense and share data and gives an incentive for that work. The problem addressed

Thttps://ocw.mit.edu/courses/electrical-engineering-andcomputer-  science/6-825-techniques-
in-artificial-intelligencesma- 5504-fall-2002/lecture-notes/Lecture20FinalPart1.pdf.
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here is that, how frequently a smartphone would lend itself for crowd-sensing while
striking a balance between energy and incentive. Remaining energy of a smartphone
plays a key role in this strategic decision. Energy of a smartphone may depend on
its remaining energy, current operational load and possibility of recharging. So for
MDP formulation, the state (X;) of a smartphone at a time instant is considered in
terms of its remaining energy (L;), current operating conditions (A4;) and recharging
probability (Y;). A decision making agent observes the state and then takes decision
of choosing some action from the set of given actions, J; (0 not to crowd-sense and

1 to crowd-sense). Thus, the system at time ¢ can be denoted as:

Xt = (LtuAtJ}/;f) (41>

where

o [, €{0,1,2,3,...N} represents states corresponding to the energy available in
the device at time ¢, where l; represents the amount of remaining energy at

time ¢,

e A, € {0,1} where 1 represents a system with critical and power hungry appli-

cations running and 0 represents a system that is lightly loaded and

e Y, € {0, 1} represents recharging status of the device. Y; is 0 when the device

is not connected to a battery source and is 1 otherwise.

Action performed at state X; is given by J; € {0,1}. A discrete time model is
considered with time slotted in intervals of unit length. For instance, operational
load of a node is considered to remain same in one slot. This assumption is realistic
as time division multiplexing is used in smartphone operating systems.

Current operational load of smartphone is described by a correlated, two state
process. If the system is heavily loaded in the current time slot, probability that

the system remain heavily loaded (respectively, not loaded) in the next time slot
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is given by p,, (respectively, 1 — p,,) where 0.5 < p,, < 1 [114]. If the system is
not loaded in the current slot, the operational load would remain low (respectively,

not remain low) in the next slot with probability p,ss (respectively, 1 — p,rs) where

0.5 < Doff < 1 ﬂmﬂ

A smartphone can be recharged several times a day, even on the move through
portable power banks. The energy generation process of a smartphone is modeled as
a two-step process. If a smartphone is recharging in the current time slot, then the
probability that it is recharging (respectively, not recharging) in the next time slot
is gon (respectively, 1 — g,,) With 0.5 < ¢on, < 1. In a similar manner, g,fy (respec-
tively, 1 — gor¢) symbolizes the probability of a smartphone not getting recharged
(respectively, getting recharged) in the next time slot given that the smartphone is
not recharged in the current time slot where 0.5 < ¢,¢¢ < 1. The probability that
there are i continuous time slots for recharging is P[N = i] = (gon)" "-(1 = qon)-

Thus, the average length of a period of continuous recharge is:

) 1
z 1

Z (2 QOn . QOn) = (42)

i=1 1- Qon

Cmi n C‘p Cmax

C >

Figure 4.1: Calculation of reward w.r.t cost of crowd-sensing
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Given these input parameters, Fig. [£.1]shows the variation of crowd-sensing cost
(Cp) with reward (R,). From the figure, it is evident that the following condition
holds where C), € [Ciaz, Cimin] and Ry, € [Riaz, Rimin]. In this context, Rin, Coin =
0 (if the decision is no crowd-sense) and R,u; & Cia, is considered here. Chap
varies with current load and recharging options and so the formulation of reward

r(Xy, Ji) is as follows:

T(Xt,«]t):pi—zon ifa, =1y =15 =1
1_ 1o) . .
:Pi_l—pff ifa; =0,y =0, =1
— Qoff (4.3)
= Pi ifar =0y, =175 =1
=0

p; is the constant reward for crowd-sensing. When the system is heavily loaded,
even if it is being recharged, sufficient energy gets drained out too due to operational
load and crowdsensing. This is reflected in the first condition of of Eq. If the
system is lightly loaded, even if it is not getting recharged, still it may crowd-sense
depending on its remaining energy. However, some energy gets drained out due to
this decision which should be included in the reward calculation. This is reflected in
the second condition of Eq. Besides, if the system is recharging and is lightly
loaded, negligible energy gets drained out due to crowd-sensing. So here no negative
reward is associated with this decision but gain the whole incentive as reward as
presented by the third condition of Eq. 1.3 In all other cases, reward is calculated

as 0. Given the device is in state X, the next state X; 1= (Ly11, Air1, Yir1) may
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be reached by taking action J; in order to maximize r(Xy, J;).

Lisi=Li+1 if (Li+1).Al

IN

L1 < (L +2).A1
=L,—1 if (L,—1).Al < I, <L.AlL (4.4)

=L

where Al; represents the energy difference corresponding to successive energy levels
of L; and the remaining energy at time ¢t + 1, is denoted by l; 41+ IV energy levels of
L; are set in a way that, in one slot, the maximum energy gained or lost does not

exceed ;. The [, 41 1s given as follows:

!

iy = l; +g— 1 (4.5)

where g; is the amount of charge gained due to recharging and [; is the amount of

charge lost while crowd-sensing as follows:

Gg=c wp. Yigon+ (1 —=Y)(1— qors)
(4.6)

=0 otherwise

System load may vary from one state to the next state depending on the following

formula:

Aipi =1 wp. Apon + (1 —A) (1 — poss)

(4.7)
=0 otherwise
The device may be recharged in the next state according to the formula:
Y;§+1 =1 w.p. KQOn—i_(l_n)(l_QOff)
(4.8)

=0 otherwise
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The amount of energy consumed due to crowd-sensing is denoted as follows:

(€0 + € + € w.p [Atpon + (1 - At)(l - pOff)]

(1 — Iy(J;))where A; =1 and l; > eg+ ey + €

ep +e1+ e w.p [(1 - At)poff + At<1 - pon)]

(1 — Iy(J;))where A; = 0 and l; > ey + e + e

Ly

eo + e2 w.p [Apon + (1 — A))(1 — posy)]

(Io(J;))where A, = 1 and I, > eq + e,

€0 + e w.p [(1 - At)])off + At<1 - pon)]

(Io(J;))where A, = 0 and I, > eg + e

\ ey otherwise (4.9)

Here, Io(J;) is an indicator function which is equal to 0 if the system is crowd-
sensing, i.e., J;= 1 else it is 1. Here, ¢y denotes the minimum energy needed by the
smartphone to remain in active state below which the device would stop functioning.
e« denotes the energy consumed by crowd-sensing application, e; and e, represent
the energy consumed by the system when it is lightly or heavily loaded respectively.
At any time slot ¢ with system state X; the probable next slot X, is predicted with
probability Pr, .., X Pa,a,., X Pymy,,,- P matrix records the state transition
probabilities of each system from state X; to next possible state X,;,; based on
action performed and R matrix records the reward generated for this transition.
Both matrices are represented by m x m dimension, where m is the number of

system states.
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Combining three state variables (L;, Ay, Y;) each system state as X; = (L, As, Yy)
is obtained where Px,_,» denotes the state transition probability from 0 to 2 and
Rx,—2 denotes the reward that is produced due to the change from state 0 to 2.
Let (L, Asy, Yi,) and (Ly,, Ay, Yy,) represent state 0 and state 2 respectively. The
elements of P matrix, Px,_,2 is specified by the probabilities of state transition of
each state variable from 0 to 2, i.e., Py, 2 = Pp, ., X Pa, ,XPy, , and Ry, gives
the reward which is resulting of action at performed at state 0 (Ly,, Ay, , Y3,) to state
2 (Ly,, At,,Y:,). Thus, a pair of P and R matrix is required for each action. This
MDP formulation is solved using value iteration technique [I12]. For any stationary
policy m = (mg, 71, ..), the state value function at a state z € X satisfies the Bellman

equation [112],

V™ (x0) = R(xy, m(20) +7 Y Plaes |z, w(2)) VT (2041) (4.10)

Tt4+1

Value iteration function takes into account P, R, and discount factor v as argu-
ments and assigns an arbitrary value Vj to each state which is repeated for all

state . In next iteration V,,_,

is computed by Bellman backup at x and the it-

erations are continued until maz,|V,, , — V.| < € (i.e. € convergence). This value

t+1
iteration technique results in number of iterations and discounted utility values

U[<7"0,7“1, 7“2---)] =7r9+y.1r1+ 727”2 + ...

The workflow of the approach and its implementation is summarized in flowchart
Fig. K.2l Here initial probability values of the device in a particular state are
assumed. After formulation of MDP, probability matrix P and reward matrix R are
fed to the value iteration technique along with e and the discounting factor v to
obtain three values namely, maximum utilization for a state, the decision and the
time taken to reach the goal. For better understanding of the above process let us
take an example where p,,= 0.5, porr = 0.6, gon = 0.7, ¢oys = 0.8 and |L|=4 (thus,

l; ={0,1,2,3}). These values are taken in order to show better variation in output
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Pon Poffy Qons Qoff =

3
MDP formulation

CEPRCD
Value iteration technigue
C}' V'(z) = R(z,.rr{z,]) trlp,, P q£!+1|,:,, m(z)) *@ | Phase

1. Maximum utllllntiun for states
2. Number of iteration for convergence

3. Decision
'
Workable strategies [for input in APP)
i )
Smartphone status

Energy Level (L) || Current Load (A) || Recharging Status(Y)

L Phasall

[
No|Crowd-sense l l Crnwd%lnu

0,00) || (040 || (1,10) || (21,0 || (340} || Rest Combinations

Figure 4.2: Flowchart of the crowd-sensing process and its implementation in smartphones

depending on input conditions. Any other values in the range (0.5, 1) would be fine.
Given the input parameters, the probability of a smartphone to be heavily loaded
or lightly loaded in the next time slot is as follows according to Eq. .7 Thus,
strategic decisions could be made based on this precalculated policy in order to
get long term benefit in terms of crowd-sensing incentives and energy consumption.
Workable strategies are formulated from the decision obtained from MDP simulated
process. The smartphone application may tune to the optimal decision to crowd-
sense according to the working conditions. The output of this strategy can be fed

to any smart device which needs to strategically decide when to crowd-sense for
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Table 4.2: Reward for different states for po, = 0.5, poyr = 0.8, gon= 0.7 , goys = 0.5

State (L;A.Y;) Reward (J; =1)
000, 100, 200, 300, 010, 110, 210, 310 | O

001, 101, 201, 301 2

011, 11, 211, 311 1.286

opportunistic crowd-sensing applications.

The reward is awarded to a node depending on if the node has participated in
crowd sensing. Table summarizes the reward for a smartphone when it is crowd-
sensing, calculated following Eq. where the values of the input parameters are
Pon = 0.5, Posr = 0.8, gon= 0.7, gory = 0.5. This shows how the MDP is formulated

and solved following the steps summarized in Fig.

4.3 Designing crowd-sensed application for indoor

localization
ANDROID PHASE
(Eo Uy
Wi-Fi Info .
‘ Service Starts “| Polling | Database ':>
INFERENCE PHASE
Data Analysis Feature Create Data Plotting
Extraction : Tables :
Unlabeled data

Figure 4.3: Mobile crowd-sensing framework for indoor localization system

To implement and check the effectiveness of the strategy, a simple but relevant
crowd-sensing application is considered. A brief description of the said application
is given here. Indoor localization revolves around the idea of locating an individual
through the RSSI data received from wireless APs around that area. The server,
upon getting this data, predicts the location of the individual based on previous

fingerprint RSSI data [I15]. The MCS application collects Wi-Fi information from
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the smartphones of the crowd at a given area and sends that data to a database
server. This data, known as fingerprint data, greatly reduces the burden to re-
peatedly collect fingerprint upon any changes in the experimental area. Updated
fingerprint dataset at the server side is used to build the training model. In the
inference phase, by collecting Wi-Fi information from a device, the test data set
is formed and with the help of the training model, the location of the device can
be inferred. This is shown in Fig. 4.3 The first phase is focused that uses MCS
framework to collect fingerprint data from the crowd and design a data collection
strategy for the devices of the crowd so that they can optimally lend their devices
to crowd-sensing depending on their device usage and other conditions. The MCS
application named APSense is developed for Android based smartphones. Initially,

the user is given the following options to choose from.
e scan: for obtaining a fresh set of data from the environment;

e view data folder: for obtaining data that has been previously crowd-sensed

and stored in a structured file.
e receive: receiving the csv data file through email.

In order to check the effectiveness of this MDP based strategy summarized in Fig.
the proposed strategy is compared with three intuitive strategies, continuous

sensing, random sensing and sensing according to Poisson distribution.

4.4 Implementation of various crowd-sensing strate-
gies through indoor localization

Indoor localization based on Wi-Fi (IEEE 802.11 WLAN standard) signal strength
or RSSI has become a prominent approach [I15] nowadays. Here the smartphones

of citizens scan for Wi-Fi signals from available access points in the experimental
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region and send it to a server for further processing. These collected data are then
preprocessed to form training sets that can later be used to predict the location of a
smartphone user in that area. The main problem toward scalable indoor localization
is the huge effort needed to fingerprint every location for different environmental
conditions and thus indoor localization is selected as a case study of MCS application
in this work. Here, the Android application can crowd-sense for indoor localization
application. It collects Wi-Fi fingerprints and sends it to a server. Performance
of the MDP based strategies incorporated in the application is analyzed and also
compared with other intuitive strategies including stateof- the-art strategies in [63]

for similar experimental setup.

The entire process of implementing crowd-sensing strategy following MDP is car-
ried out in two phases; first in Phase I i.e. before deployment probable states are
defined (as in Eq. and accordingly, state transition probabilities are evaluated.
In this work, four energy levels i.e. L, € {0,1,2,3}, A; € {0,1} and Y; € {0,1} are
considered corresponding to each action J; € {0,1}. To construct the probability
matrix (P) for each action Ay, total (4 x 2 x 2) = 16 probable system states are con-
sidered. Subsequently, the reward matrix (R) is constructed by estimating rewards
following Eq. based on action A; performed at each state X;. Next, the value
iteration process is performed using R EI simulator which is a free software environ-
ment for statistical computing and graphics. P and R along with discount factor
are given as input to the value iteration function to obtain the series of actions J; as
output for which cumulative reward value measured in terms of discounted utility
gets maximized. The output acquired in Phase I, i.e., the decision obtained is then
used to find a workable strategy and that is passed on as input in Phase II, i.e.,

smartphones, and setting parameter values in APSense for MDP based strategy.

2https:/ /www.r-project. org/
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4.5 Experimental setup

In this work, five different smartphone configurations are used for experimentation:
Moto G4 plus with the battery capacity of 3050 mAh having 3GB RAM and using
version 7.1.2 version of Android, Redmi note 4, 4100 mAh battery capacity and 4GB
RAM using Android 7.0 version, Samsung Galaxy Tab E with 5000 mAh battery
capacity and 1500MB RAM using Android 4.4.4 version, Yuphoria YU5010A with
battery capacity of 2230 mAh having 2GB RAM and using version 5.1.1 version
of Android and Samsung Grand Prime having Android version 5.0.2, 2500mAh
battery capacity and 1GB RAM. The application is executed 10-20 times to obtain
the amount of energy consumed.

For these experiments, L; of Eq. has been mapped to different energy states
0, 1, 2, and 3 corresponding to battery percentage above 20%, 40%, 60% and 80%
respectively. As energy consumption increases greatly when CPU usage exceeds 50%
for many smartphone configurations, so, A; in Eq. is 1 when CPU usage is more
than 50% and is 0 otherwise. Y; is 1 if the device is recharging and is 0 otherwise.
In real-life scenario, crowd-sensing attempts depend on various factors like battery
status, network availability, computational load etc. In this context, different dis-
tributions of sensing actions, that is, strategies are explored that may likely occur
in practice. For all the strategies present in the application, the resultant data is
stored in a csv file. The application also records the frequency of the crowdsensing

attempts. As mentioned earlier four strategies are used:

e Continuous crowd-sensing strategy: In this strategy, APSense continually col-
lects Wi-Fi information for the entire duration of the experiment disregarding

the usage behaviour of the device.

e Random strategy for crowd-sensing: In this mode of the operation, the appli-
cation lends itself to crowd-sense and send collected Wi-Fi information, but

the frequency of the scan is decided following a Uniform distribution.
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e Crowd-sensing following Poisson distribution: The application lends itself to
crowd-sense and send collected Wi-Fi information to the server according to a
Poisson process. At every second, the Poisson process decides if crowd-sensing

can be invoked.

e Strategy Based on MDP: A device invokes crowdsensing according to the
flowchart Fig. Thus, APSense collects WiFi fingerprints following the
strategies obtained by solving MDP. For instance, crowd-sensing action yields
good reward if the battery percentage of the device is above 20% and the
CPU usage is less than 50%. Such conditions, along with other strategic con-
ditions are checked every second and if and only if the conditions are satisfied

crowd-sensing is invoked.

Fig. shows a screenshot of the application where data are collected according to
MDP based strategy for 13 seconds. Whenever the CPU usage is more than 50%, the
device does not lend itself to crowd-sense according to the strategy obtained from
Phase I as shown in Fig. [£.2] As soon as the crowd-sensing procedure starts the
application gives a simple feedback. A notification is shown when a crowd-sensing
operation is being requested to perform while another crowd-sensing operation is
already running in the background. In the case where the Wi-Fi is not turned on
the application gives one toast to notify the user to turn it on. The RSSI values of
the wireless APs in the range are stored in a csv file and later when connected to the
Internet, the value is uploaded to the server. The application runs in the background
and all other activities can be performed normally when this application runs.

The library used for transmitting data to the server is Volley ﬁ Volley is an
HTTP library that makes networking for Android applications easier and most im-
portantly, faster. Two PHP scripts are designed for the connection. One for making

the connection between Android application and server, another one for inserting

3https://developer.android.com /training /volley/
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i E%
Crowd-sensad Application Markov Decizlon Process for

e.g. WiFi Fingerprint Data Storage for Designing Energy Efficient
Crowd-sensed Indoor Localization Crowd Sensing Strategy

== Strateqic Scan

Status of current scan
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Application Snapshot for
Participating In Crowd-sensing
following Proposed Sirategy T

WIEW DATA FOLDER

Figure 4.4: Snapshot of the application while participating in crowd-sensing according to the
proposed strategy

data to database table at the server end. The PHP script for data insertion is stored

in a String variable inside Constants class.

4.6 Results and discussions

Here, a set of experiments are carried out first to study the performance of Phase I

followed by that of Phase II.
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4.6.1 Results of Phase 1

In the first Phase I, the simulation is carried out in R [[] which is a software for

statistical computing. MDP formulation is fed as input to value iteration. From

S
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Figure 4.5: Resultant utilization corresponding to varying discounting factor

Fig. it can be observed that while varying the values of pon, Porf, Gon and qosy,
for each and every case, the resultant utilization is maximized when discounting
factor v is 0.9. Discounting factor also plays a crucial role as depicted in Fig. [.6]
With higher discounting factor, a node is expected to take a decision much aligned
with its goal and hence, all states are found to yield better resultant utilization.
For clarity, only a few representative states are shown in the figure though all other
states are found to follow similar pattern. So, for the experiments stated above, the
discounting factor is kept at 0.9. In the value iteration approach, the number of
iterations required to converge is polynomial [I12] in the number of states and the
magnitude of the largest reward, thus the computation complexity of each iteration
is O(|X|?|.J|), where the discount factor is held constant. However, in the worst case
the number of iterations grows polynomially in ﬁ, so the convergence rate slows
considerably as the discount factor approaches 0.9.

Rewards obtained in each step due to performing actions contribute to the util-

ity calculation in a way that, sooner rewards have higher utility than later rewards.

“https:/ /www.r-project.org/
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Table 4.3: Example of Strategic Decision of a node for given input parameter values

State(L;AsJ;) Decision

000 No C‘roiwd—sense due to insufficient

remaining energy

001, 101, 201, 301 | Crowd-sense as system recharging.

No Crowd-sense due to current load on

the system

011, 111, 211, 311 | Crowd-sense as system recharging

100, 200, 300 C_rowd—sen.se' as there is no load and
high remaining energy

010, 110, 210, 310

Thus with higher values of the discounting factor, a particular node is able to take
a decision which could be beneficial in the long run. So, for the subsequent exper-

iments, v is kept at 0.9. Again ¢,, is varied to find out the resultant utilization

12
Eqon=0.8 Oqon=0.9

Resultant utilisation

000 001 010 011 100 101 110 111 200 201 210 211 300 301 310 311
State of the device

(=]

Figure 4.6: Resultant utilization corresponding to each state of MDP formulation while varying
gon( probability of recharging): A state X is represented as (L, A;, Y:) along X-axis

for each of the states. From Fig. it can be observed that when the device is
recharging (Y; = 1) resultant utilization is better, irrespective of the current load or
the remaining energy of the device. However, when not recharging, current compu-
tational load, which is CPU utilization is found to play a key role. In the proposed
strategy it can be found that in spite of the device not recharging, the device having
load still perform well if the probability of recharging is high. Even under low load
conditions, a device may still crowd sense if it has adequate battery power.

Table summarizes the decision taken by a node at a given state for p,, =
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0.5, porr = 0.8, qon = 0.7, pors = 0.5, where the justification behind each decision
is also discussed. Extensive simulation has also been performed by taking different
values of these parameters. It is found that by varying these parameter combinations
similar type of results were still obtained as output. From extensive experiments
varying the input parameters, it is found that, the most important factor for a node
to be ready to participate in crowd-sensing is the battery recharge (Y;). When the
node is being recharged externally irrespective of whether there is load in the node
at that particular time instant or the battery power is low, the node is bound to
crowd-sense (since the reward is good enough). The output acquired in Phase I is

passed on as input to Phase Il while developing the Android application.

4.6.2 Results of Phase 11

80
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Figure 4.7: Energy(mAh) consumed by a mobile device per unit time(sec) for five different
strategies using the device Yuphoria YU5010A

The performance of the Android application is analyzed for three intuitive non-
MDP policies (Continuous crowdsensing, Random crowd-sensing, Crowd-sensing fol-
lowing Poisson Distribution) with MDP based strategy and Smartphone friendly
policy as in [63]. In most of the experiments, better results are obtained in case of
MDP based strategy. In Fig. energy consumed by a mobile device is plotted

when it lends itself to crowd-sense following a particular strategy with respect to
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time. The Energy Consumed (EC) can be broken into two factors namely:

e The number of scans performed (n), i.e., the sensing energy (during time t)

e Computation power consumed (cp) to compute the strategy (during time t)

EC =n x (energy consumed per scan) + cp x t (4.11)

Here t is the time in seconds. The value of energy consumed is directly propor-
tional to the number of times crowd-sensing is performed plus some other factors
which can be treated as constant. The energy consumed by continuous crowd-
sensing approach (similar to Collector friendly policy discussed in [63] is more than
other approaches as it continuously crowd-senses at every time instance irrespective
of the conditions of the device. Thus the first term in Eq. always supersedes.

As time increases, energy consumed by strategic crowd-sensing is found to be the

800 _¢ -continuous —— Strategic

— - Random -++»:+- Poisson
500 ~* -Smartphone Friendly

400

200

No. of crowd-sensing attempts

0 100 200 300 400 500 e00 700 800 900
Time (secs)

Figure 4.8: Number of attempts made by the device Yuphoria YU5010A to crowd-sense per unit
time (secs) for various crowd-sensing strategies
least with respect to other four strategies as MDP takes into account the present
condition of the device while deciding to crowd-sense. The advantage of considering
device conditions while deciding to crowd-sense is aptly indicated when the number
of corresponding crowd-sensing attempts are plotted.

The graph in Fig. shows the number of times crowdsensing is performed with

respect to time. The number of times a device crowd-senses for continuous strategy
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is maximum owing to the fact that the device ceaselessly crowd-senses without
taking into considerations the various device parameters. Following Poisson and
Random strategies, a device crowd-senses according to the respective probability
distribution. The attempts to crowd-sense made by Smartphone friendly policy [63]
is almost continuous under favorable conditions up to a certain limit defined in [63].
Then it stops crowd-sensing thus resulting in less number of scanning attempts.
From Figs. [£.7 and it can be observed that, for the above experiments, MDP
based strategic crowd-sensing results in better trade-offs between energy consumed

and number of crowd-sensing attempts than any other approaches.

1 ®® B ® X0 X 0
a—ﬂ——“ﬁ/-ﬁ—\_
>
2 os
Q2
u "
i 0.4 ——unp, noload -#- unp, medium load
17|
02 ~=—unp, heavy load —o—plugged, no load

—%—plugged, Heavy load

0 100 200 300 400 500 600 700
Time (secs)

Figure 4.9: Crowd-sensing efficiency for various CPU load conditions with respect to time using
Samsung Grand Prime

The role of device conditions on strategic crowd-sensing is investigated in the
next experiment. Results are plotted in Fig. for varying computational load
conditions as detailed in Table [£.4] The table shows that the exact value of CPU
utilization for a given load condition depends on device configurations though the

ranges are not overlapping. The crowd-sensing efficiency is defined as follows:

crowd — sensing invocation

ef ficiency = (4.12)

crowd — sensing attempt

The application periodically attempts to crowd-sense for the entire duration of

the experiment. If the device conditions are found suitable according to the strategy
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Table 4.4: Average CPU utilization by Android devices for different computational load condi-

tions
Average CPU load (%)
Load” Appllf:atlons Motog4 | Redmi Samsung | Samsung '
Conditions Running | Note5 Grand Galaxy Yuphoria
prus ore Prime Tab E

unplugged, ), 1512 | 12.77 | 10.37 10.69 10.51
no load
S — pdf & image

PIUEECd 1 Giewers, 925.44 | 24.25 | 30.99 29.14 23.80
medium load . .

social media

unplugged, -} multimedia 3 o} 39 69 | 46 64 45.32 37.89
heavy load streaming
plugged, idle 12.22 | 11.79 | 7.98 8.59 6.69
no load
plugged, multimedia gy o5 |99 19 | 3608|3512 | 26.96
heavy load streaming

described in Fig. then only APSense actually lends itself to crowdsensing. So,

the efficiency of 100% can only be obtained when the device is recharging according

to the policy reflected in Fig.
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A mobile device is found to lend itself more

Figure 4.10: Energy(mAh) consumed by various smart devices with time (secs) for load condition-
(unplugged, no load)

frequently to crowd-sensing when the load on the device is less and reduces the

crowd-sensing activity as the load in the device starts increasing. This mechanism of

reducing the activity of crowd-sensing with increased load in the device helps in the
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power management and keeping the device active for longer period of time. Fig. {4.10
shows the corresponding energy consumption when the devices are unplugged and
idle. The devices having more number of sensors result in more energy consumption
due to crowd-sensing. Thus with time, power consumption scales up for all the
devices as more crowd-sensing attempts are made but managing the power becomes

utmost for devices rich in sensors.

4.7 Summary

Mobile crowd-sensing applications often consume an appreciable amount of devices’
energy. So in this work, MDP based formulation for energy efficient crowd-sensing
strategy is presented. The proposed approach is implemented in an Android ap-
plication that collects crowd-sensed data for indoor localization. Performance of
proposed algorithm is compared with other intuitive strategies and state-of-the-art
strategy as in [63] using different devices. The MDP based strategy is found to
yield efficient crowd-sensing for different load conditions. Not only data but tasks
can also be offloaded. However, when the devices need to offload the data/ tasks to
the cloud, various types of faults are encountered. These are discussed in the next

chapter.
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Chapter 5

Fault-tolerant Approach to Reduce

Failures in Offloading Systems

I case of mobile crowd-sensing and computing, data processing and/or task pro-
cessing takes place at the edge or the cloud servers. Transferring of tasks by the
mobile devices (or offloadee) to the resource rich computational devices such as edges
or clouds, called surrogate, for processing of these data is known as cyber foraging
[68] or offloading [69], where the backend servers (surrogates), plays an important
role by providing the computation platform along with the resources needed for
computation of the tasks. Thus, this chapter discusses the issues related to fault
and failures in offloading systems. The objectives and contributions as follows:

Problem description Identifying different types of faults and classifying the
faults that are encountered while data is being offloaded to the backend servers.
Also proposing of different techniques to tolerate the faults and provide smooth and
seamless services during the process of offloading.

Objective In order to handle the faults, checkpoints are necessary, but if the
checkpoints are retained in the mobile device then the performance of the devices
may be severely affected. A cost effective technique is the need of the hour to taper

down the usually occurring faults that obstructs the functioning of the offloading
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Figure 5.1: Architecture of offloading system

systems. The objective of this chapter is to discover and classify the sets of faults

that may be encountered in the process of offloading and proposing techniques to

tolerate the faults.

Contribution The contribution of this chapter is proposing an efficient frame-
work which helps in detecting a fault, if occurs, classifying the faults in the offloading

systems and proposing ways to prevent certain types of failures. The framework also

proposes technique to tolerate the faults to a certain degree.

The rest of this chapter is organized as follows: Section[5.1]discusses the proposed
approach, where Section discusses the implementation of the proposed approach.

In Section |5.3| experimental setup is stated and Section discusses the results and

Section [5.5[ summarises the whole chapter.
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Table 5.1: Commonly used notations

Term Significance

T;fec Expected execution time at surrogate S;

Ts, Expected overall response time for surrogate S;

Tw Maximum waiting time for getting response from any primary secondary surrogate pair
Ttimeout Time out period for secondary surrogate

TES’TZJT} Expected communication time between S; and offloadee

Tg‘;f’é’s” Expected communication time between primary and secondary surrogate
Tmax Total time-out interval for offloading

Surrogate Parameters

S Set of available surrogate

Sp Primary surrogate

Sk Any surrogate k not primary

Ssel Selection of j suitable surrogates by offloadee

SEe No of successful offloading response by surrogate Sy,

srf No of times surrogate k failed

S§T“St Trust of surrogate k

SER Success rate of surrogate k

S,? Availability of surrogate Sy,

Offloadee parameters

reqf; Number of offloading requests sent to Si

k

res,

Number of successful offloading results from Sy,

5.1 Proposed approach: Fault-tolerant offloading

framework

The proposed fault-tolerant offloading framework is based on the architecture in Fig.
The region of implementation can be an institute campus or an office which
utilizes Wi-fi for communication between the surrogate and the offloadee that is
supporting IEEE 802.11 WLAN. Usually resource rich servers which are idle in the
office or institute campuses are selected as surrogates which has Windows or Linux
operating system, on the other hand, the smart handheld devices having Android
operating system is considered to be offloadee. Thus, an edge server residing closer
to the Android devices could act as a surrogate. Depending on the condition of the
network, the availability of the surrogates, and the application, the fault-tolerant
offloading layer of the system takes the decision whether to offload the tasks to the
surrogates or to execute the tasks at the device itself. In general, it is preferred that
the I/O based applications be executed in the devices and computation intensive,
time-sensitive applications be offloaded to the surrogates. When a task is to be

offloaded then the offloading layer looks for the available surrogates (at the edge of
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the network) that is connected through Wi-Fi. Fault-tolerant offloading layer, in this
architecture, seeks only those surrogates in the network which has the potential to
handle and tolerate failure situations when one arises. Terms used in this chapter are
summarized in Table 5.1} The surrogates are evaluated based on its performance and
allotted a parametric value which they advertise periodically. It is considered that
there are N number of offloadees and K number of surrogates. Therefore, n denotes
an offloadee and k denotes a surrogate. The different phases of the framework are:
1) Assessment phase, 2) Scanning Phase 3) Selection phase, 4) Offloading Phase and
optional 5) Recovery Phase as described in Fig. 5.2

1. Assessment Phase: In this phase, the tasks are evaluated based on the task
requirements. If the requirements of the tasks are more of interactions and
I/O involvement then message exchanges are more. In such scenario, sending
such tasks for offloading will lead to more overhead leading to more energy
consumption. On the other hand, in case of tasks being computation intensive,
and the energy consumed for executing the tasks at device is more than the
energy consumed for offloading the tasks and receiving the results, it is better
to offload those tasks to the surrogates. Hence, tasks assessment phase is an
important phase in this framework. If there is any tasks in the offloading

queue, then the next phase, i.e., scanning phase gets activated.

2. Scanning Phase: Nearby surrogates are scanned for offloading the tasks. De-
pending on the parametric values the surrogates have advertised, they are put
in the surrogate queue seen from Fig. [5.2l Each surrogate k keeps a record of

parameters (S}, S,:f ). The availability of the surrogates is calculated by:

TS
A Sk

= —F 5.1
b oSSy )

where S{! nearing one indicates the high availability, and this value is broad-
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casted during offloading sessions.

3. Selection Phase: Depending on the value of Si* of the surrogates, and previous
interaction with the surrogates, in the known neighbourhood, the offloadee
chooses a set of surrogates Ss;. When a task is to be offloaded, requests are
sent to the surrogates from the selected set of surrogates Ss.;. The framework
selects a primary surrogate where the tasks is to be offloaded and executed

and a secondary surrogate which is kept for backup when needed.

4. Offloading Phase: The offloadee chooses two time out values during the session
of offloading: probable execution time (ng”ec) where S; € S, and probable
communication time (7¢777}) for transmission of data and results between the
offloadee and surrogate S;. The total probable response time when a job is

offloaded is as follows.

Ts, = & + TS (5:2)

When the offloadee has tasks which are computation intensive, the offloadee
takes the decision to send off the tasks to the surrogates. Between the available
surrogates, the offloadee selects one primary and one secondary surrogate.
The offloadee awaits for T, time for results after tasks completion, from the

surrogate. The maximum waiting time 7T, that the offloadee waits is as follows:

T = max{Ts, }VS; € Ssel (5.3)

5. Recovering Phase: The offloadee selects another set of primary secondary
surrogate pair, and send off the task, if the result is not received by the offloadee
within the time T, and T,, < T}, and awaits till T,, time. Until time 7,,,,.

has passed by, the offloadee may attempt a number of times to get the tasks
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done by the surrogates, where

Tonaz = Y T (5.4)

Siessel

The offloadee executes the task locally if the result does not arrive within the

time T},,40-

The notion of timeout and redundancy is implemented here. The offloadee eval-
uates the Success Rate (S5) for each surrogate k and request n, depending on the

“Offloadee Parameters” from Table [5.1] as follows:

k
SR = [ 5.5
k reqk (5.5)
The Sist of every surrogate the offloadee has dealt with is evaluated by the of-

floadee, at a particular location by the following:

a X S;S'R + ﬁ % (1 _ (SéiesTime/T%)) if S}?esTime < T‘z
Sprest = (5.6)

ax SPf otherwise

where a+f = 1. The offloadee keeps a record of all the surrogates(k®) trust values
that it has communicated for a particular location. From the list of surrogates S,.,
the highest trust value and most available surrogate is assigned the offloaded task.
Hence, for selection of the most appropriate surrogate, historical data of offloadee
and surrogate is needed.

The algorithm running at the offloadee is summarized as Algorithm 1. The
offloadee broadcasts the necessity of surrogates so that the task can be offloaded for
execution, when there is any offloadable task. If the requirements list of the offloadee
is satisfied by any surrogates, they reply back with their availability as response. The

offloadee creates a list of surrogates Sy, and chooses a primary surrogate(s) S;, € e
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Algorithm 1 Offloadee Code

1: input: Primary surrogate S;’;
2: output: result of the job assigned by offloadee to surrogate/ result of
the job done by the offloadee;
broadcast offloading (.S)
waitforEvent();
if (Event(receiveAvailability)) then
Sset < build Surrogate list()
end if
S+ Select Primary Surrogate (Sser, k)
Ss + Select Secondary Surrogates (Ssei, S;))
10: for Vs, € S}, do
11: send offloadingRequest (s,)
12: end for
13: send offloadingNotification (Ss)
14: startTimer();
15: wait for Event();
16: if (Event(receiveResult)) then

15 if Result arrives from multiple surrogates then
18: selectResult();

19: end if

20: end if

21: if (Event(timeout)) then

2k locally execute the task

23: end if
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Algorithm 2 Surrogate Code

1:

e e e )

-,

I R A I
SOECHE Rl

—_ =

input: request for Availability of the surrogate/ request for job of of-
floading done by Primary Surrogate/ request for Notification of the job
of offloading done by Secondary Surrogate from checkpoint
output: status of Availability of surrogate resources/ result i.e., the
completed job done by surrogate
waitforEvent();
if (Event(receive BroadcastOf floading)) then

status < check resources;

if (status == True)) then

sendAvailability();

end if
end if
if Fvent(receiveO f floading Request) then

: takeCkpt + True;
12: startTimer();
13: startEzec();

while (takeCkpt) do
if Fvent(CkptTimeout) then
send Ckpt();
end if
if Fvent(EndofTask()) then
notifyEndofTask();
sendResult();
takeCkpt «— False
end if
end while

4: end if

. if Event(receiveO f floadingNoti fication) then
26: RevCkpt + True;

27
28:
29:
30:
31
32:
33:
34:
35:
36:
37
38:
39:
40:
41:
42:

startTimer();
while (RevCkpt) do
if Event(RevCkpt) then
store Ckpt();
end if
if Fvent(notification (EndofTask()) then
stopTimer();
RevCkpt + False;
end if
if Fvent(CkptTimeout()) then
startExec() from latest Ckpt;
sendResult();
RevCkpt + False:
end if
end while
end if
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and a secondary surrogate(S;) from the list. The offloadee waits for the result from
the surrogates for T,,., time, after sending the task execution request to both the
surrogates, i.e., S, and S,. If no results are received, then the offloadee starts the

task execution locally in its own device.

Algorithm 2 sums up the work done at the surrogates denoted by Surrogate_Code
(87, S77). The selected surrogate can be primary or secondary. If the selection is
a primary surrogate, then the offloaded task is to be finished in a specific time.
After a certain time interval, Ty, the primary surrogate s, € S, continues send-
ing checkpoints to secondary surrogate, Ss, where in ckpt(i,S,), i is the index of
checkpoint, and s, is the primary surrogate where the checkpoint is noted. If in
time interval Ty, the secondary surrogate S; does not obtain any new checkpoint
or response, the secondary surrogate S finishes the task from the last checkpoint,
considering that the primary surrogate have crashed. The finished task is sent back

to the offloadee.

Fig. 5.2 describes the summary of the workflow of the framework. If reliable
delivery of results can be ensured from S, or S then the offloadee crash can also be

handled by this strategy.

At primary surrogate S, the expected execution time taken by an offloaded task
is denoted by Tgrec. Here, it is assumed that the total time is split into small
window of equal size Ty for checkpointing where >~ Toyy, = T§* and T§S" is

the communication time between primary and secondary surrogate. Hence,

T;fimeout = TC’kpt + Tg;?’g? (57)

Therefore, S; times out after waiting for one checkpoint interval and the com-
munication delay from S, to Ss. To obtain the result, the offloadee waits for a
maximum time of T, where Tyimeous < To. Fig describes the event. In, case of

crash failure at primary surrogate, the secondary surrogate near vicinity completes
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Figure 5.4: Offloading scheme depicting the responsibility of a primary surrogate, S, and a
secondary surrogate, S,

the task and return the result back to offloadee, where the offloadee does not require

to save the checkpoint. This is the beauty of this scheme.
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Figure 5.5: Timing diagram of occurrence of time out at primary surrogate
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5.1.1 Detection of fault

On the basis of category of failure, faults can be detected which eventually leads to
failure of the system. In this work, to detect faults which leads to crash, omission or

transient failure, a combination of timeout and hashing mechanisms are being used.

e Omission failure: Surrogate unreachability or lossy network between the of-
floadee and the surrogates results in this type of failure in offloading systems.
Omission failure can be identified by hash mechanism, when there is lossy net-
work and some part of the result received by the ofloadee may be erroneous.
This type of failure can be detected by comparing the hash value calculated
by the offloadee and the surrogate. In case of unreachability of the surrogate,
the offloadee will not receive any result, and is similar to the crash failure

condition.

e Transient failure: Similar to omission failure where the offloadee may receive
some part of the result or erroneous result, this type of failure occurs when
there is variations in environmental conditions. But in transient fault, on
improvement of the link condition, the result sent by the surrogate is received
correctly by the offloadee. Hash mechanism is utilized to detect this type of
failure. Fig[5.3] describes this scenario.

e Crash failure: If there is no result obtained by the offloadee within time 7;
from the surrogate, then crash failure has occurred as shown in Fig[5.3, and
this can be identified by the timeout mechanism. The secondary surrogate S
detects the crash of primary surrogate S, by the time-out mechanism from
Eq[5.7 and takes the responsibility to finish the task from the last checkpoint
and sends it over to offloadee. For better handling of crash failure the following

equation is performed:

Z TCth < (ﬂ - TCkpt - Trec) (58)
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One Teyy: interval is needed for detection of crash failure at primary surrogate
by the secondary surrogate and 7T,.. time for recovery. The checkpointing

overhead when expressed in time is (Togpt + Tree). It is assumed that,
TCkpt ~ Tewec (59)

where, the total execution time at the surrogate without fault is denoted by

T..ec. Those applications will be beneficial despite of faults, for which

Texec + TCkptfoverhead < ,—Tz (51())

Figp.4l explains the handling of crash failure. Two surrogates are considered,
one being primary another secondary. Single crash failure is tolerated as in
case of either primary or the secondary surrogate, the other surrogate takes
up the responsibility of task completion and sending back the finished task. In
case, there is crash at offloadee, the surrogates stores the results and when the
offloadee recovers from crash, the result is send over to the offloadee. However,
when both the surrogates crashes, the offloadee detects by the T}ineous time so

it computes the task locally.

5.2 Implementation of fault-tolerant framework

A suitable application is selected for implementing this framework and computed in

the following three modes:

1. Local execution: The task is computed locally in the offloadee and needs to

be in Android device.

2. Offloading in absence of fault-tolerance: The task is executed at the surrogate

when offloadee sends an ofoadable task where the offloadee provides the “IP
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Figure 5.6: Operational inspection of wcalculator when executed fault free and faulty in offloading
and in absence of offloading scenario; (a) average power consumed by different components of
wcalculator for failure free execution; (b) average delay for different precision of result in wcalculator
for failure free execution; (c) average power consumption for varying link speed (leading to omission
failure) and crash failure conditions; (d) average delay for varying link speed (leading to omission
failure) and crash failure conditions

address” and “port no” to make a connection with the surrogate in runtime.

3. Offloading in presence of fault-tolerance: The proposed fault-tolerance ap-
proach is used in this step where the a “Network Discovery” method is made
run to find the list of available surrogates. The most appropriate surrogate is

chosen from the list and the task is sent.

To evaluate the framework, a simple Java application, mcalculator is being used.
This application gives a specific value of 7 to the mentioned precision, where the
user specifies to which decimal places the value should be computed and accordingly
enters the value to the wcalculator. The surrogates extract checkpoint routinely after

every 50 iterations of calculations. Serializable interface is implemented at surrogates
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Figure 5.7: Operational inspection of Scimark subject to executed fault free and faulty in offload-
ing and in absence of offloading scenario; (a) average power consumed by different components of
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free execution; (c) average power consumption for varying link speed (leading to omission failure)
and crash failure conditions; d average delay for varying link speed (leading to omission failure)
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to form checkpoints which also stores the value of the loop variable. The secondary
surrogate receives the file where the serialised object is written. The secondary
surrogate starts execution of the task after serializing the last checkpoint object as a
crash failure is forcibly injected by throwing an Exception at the primary surrogate.
A well known benchmark for computation intensive application, Scimark benchmark
suiteﬂ, is utilized for accessing the performance of the system. At the offloadee
devices, Android plugin of Scimark is installed and at the surrogates, Windows

plugin is installed so that offloading applications can be executed. For this work,

the following Scimark suite are examined:

e Monte Carlo integration (MC): By calculating the integral quarter circle y =

Thttps://math.nist.gov/scimark2/about.html
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V1 — 22 on [0,1] the approximate value of 7 is obtained. Synchronized function

calls, random-number generators etc. is utilized by the algorithm.

e Fast Fourier Transform (FFT): One-dimensional forward transform of 4K com-

plex number is performed with utilization of complex arithmetic, shuffling etc.

e Jacobi Successive Over-relaxation (SOR): Typical access pattern is employed
on a 100 x 100 grid, in finite differential applications. Basic "grid averaging”

memory pattern is being used by the algorithm.

e Dense LU matrix factorization (LU): By utilising partial pivoting on a dense
100 x 100 matrix, the LU factorization is performed. It utilizes linear algebra

and dense matrix operations.

5.3 Experimental setup

In this chapter, client-server based paradigm is utilized for fault-tolerant framework,
where the offloadee is considered to be the client/ mobile device having limited com-
putation capability and is supposed to be resource constrained whereas the surro-
gates are resource rich and having high computation capabilities and are interested
to compute and/or store information or result on behalf of the offloadee. Surrogates
are generally available through local LAN (e.g., smart homes, offices or commer-
cial hot-spot environment) or internet and can be desktop PC, or laptops. Here,
connection is done through IEEE 802.11n WLAN standard and the region of im-
plementation is considered as the university campus and the offloadee is the smart
hand held device and the surrogates are the laptops. For implementing this work,
four HPProbook4550 series Laptops with 2,10-GHz i3 processor with 1GB of RAM
is used as surrogates. the number of offloadee taken here is four (with specifica-
tion Samsung Galaxy GT-P5100 Tab running Android v. 4.1.2, Samsung Galaxy

Tab10 having Android v. 4, Micromax Yureka with Android v. 5.1.1 and Samsung
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Galaxy Tab E with Android version 4.4). IEEE 802.11 WLAN is used to connect
the surrogates and the offloadees. The code for offloadee is written in Android Stu-
dio and surrogate is written Java making it flexible to use it in any platform. LAN

connection with varying speed (between 65-75 Mbps) is used in this work.

5.4 Results and discussions

In this section, experimental results are evaluated and analysed. Two use cases
have been taken into account: (i) tailor made application such as wcalculator and
(ii) Application suite Scimark Benchmark which consists of computational kernels
MC, FFT, SOR and LU. This work considers two metric for evaluation, i.e., energy
consumption and response time. For different setup of parametric values, Table
2. describes the comparisons of the execution time. The request response ratio is
considered to be of a non zero value when the offloadee has a familiar neighbourhood.

During the time interval where the neighbourhood is a stable one, it can be no-
ticed that the success rate is maximum when network conditions and success rate
are assigned equal weights (0.5) following Eq This parametric combination is
kept as the default value, while performing the remaining experiments. The amount
of energy utilized by this approach is calculated by a software, PowerTutor[[116],
[117]] which assists in measuring the power consumed by the various applications/
components such as CPU, network interface, display by an application, that are
executing on the Android device at that particular time. Fig[5.6] depicts the com-
parative analysis of energy consumption of wcalculator in three sets of conditions
i.e., local execution, with offloading and with fault-tolerant offloading, where the
X-axis depicts the accuracy of calculation of 7 (i.e., to number of decimal places)
and Y-axis depicts the usage of resources. Fig[5.6[c) describes the power consump-
tion profile of offloadee for different applications, when there are primary and/or

secondary surrogate failure for varying link speeds. The repercussion of crash and
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Table 5.2: Execution time(ms) comparisons ofr-Calculator and Scimark

Success Rate (SR)

a=1,3=0, a=0508=05 a=023=08 _ a=03=1,
BenchMark §t1 =0, ot1l =100, otl = 100, 0tl = 100,
Application §t2 =0, 0t2 = 300, 0t2 = 300, 0t2 = 300,

(ress /req?) = 0.5 (resi/reqi) =1 (resi/reqi) =0.33 (ress/req) =0
mCalculator 0.5 0.55 0.10667 0.0333
Scimark 0.5 0.575 0.14667 0.1

omission failure can be explained by the said situation on the performance of the

system.

It can be presumed from Figs. [5.6|c) and [5.6|(d) that the power consumption and
the response time can be conspicuously diminished when implementing offloading
in comparison to local execution, while it is noticed that there is a slight increase in
values of the parameters when fault-tolerant mechanism is implemented additionally.
However, it can be safely be asserted that even with the implementation of fault
tolerance in offloading, it is still advantageous with respect to local execution for

most of the cases.

Fig. synopsizes the results of Scimark benchmark applications. When com-
pared with other kernels of Scimark, LLU has longer response time, but is found from
Fig. p.7(a) and p.7(b) that offloading is advantageous for all the kernels equally.
Here, omission failure is introduced in the system, by lowering the average link
speed which increases the possibility of omission failure. Though, slow network does
not have any effect on the local execution but it hampers the ofoading system when
the task is offloaded to the surrogate servers as the communication gets noisy. Nev-
ertheless, less response time and less energy is consumed when offloading the results
in such low speed network conditions in both cases of wcalculator (from Figs. [5.6]c),
d)) and Scimark (from Figs. p.7(c) and [5.7[(d)). In case of primary surrogate
failure, the secondary surrogate resumes the tasks from the checkpoint that is last
saved, but in case of secondary surrogate failure, local execution of the tasks in the

Android device is the only alternative. The proposed approach performs better than
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[81] when average power consumption or average delay of network parameters are
considered, even when the link condition is low. From Fig[5.7|(c) and [5.6(c), it can
be observed that a comparison is performed between Scimark and wcalculator, stor-
ing the checkpoints at offloadee, and in case of failure of surrogate, local execution
is performed as in [81]. The remaining of the task is taken over from the last saved
checkpoint by the secondary surrogate, when crash failure occurs at primary surro-
gate, and this failure is noticed only after the timeout at secondary surrogate. Yet,
the system performs faster and the fault tolerance overhead is minimal as compared
to local execution. Here, the surrogates at the edge where the offloading is to be
done and the network connections are assumed to be secure. Also, with time, low
values of S¢® will be assigned to malicious surrogates which will stop the offloadee

in selecting the malicious surrogate in case of failure.

5.5 Summary

In this chapter, at first, different causes of failures in offloading is identified and
classified along with its repercussion on offloading system which have computation
capabilities. Crash failure and omission failure predominantly impacts the offloading
system. Additionally, security can also cause failure in the offloading system. Next,
an innovative fault-tolerant framework is put forward which takes control of the
crash failure at the surrogates, and by redundancy and hashing method it handles
the omission and transient failures. Risk of failure is reduced by using trusted
surrogates which will in turn prevent the occurrence of faults. A combination of
timeout and hash mechanisms aids in detection of failures where checkpointing helps
in attaining fault tolerance. The overhead of keeping checkpoints in offloadee can
be minimized by migrating the checkpoints to the secondary surrogate.

By utilising smart handheld devices based on Android OS, the framework has

been implemented in a platform independent manner where both customized appli-
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cation (for eg., wcalculator and Scimark benchmark application suite are utilized.
The performance of the fault-tolerant framework is analysed by considering the pa-
rameters resource utilization and energy consumption. Even with the presence of
failures, it is observed that the framework preserves the benefits of offloading to the
edge servers. But if the offloading can be done to the edge servers which are nearer
to the mobile devices then these types of faults can be further reduced as these edge
servers are located near to the mobile devices. Offloading the tasks to the fittest edge
servers can be done by optimization of multiple parameters. Hence, meta-heuristics
can be applied to decide about a suitable strategy for task offloading. These are

discussed in the next chapter.
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Chapter 6

Computation and Load Balancing
Approaches to Allocate Tasks in

Edge Computing

Edge computing [11§8] is a distributed computational paradigm that has been re-
sponsible to broaden the cloud services to the edges where the edges form the logical
layer positioned as close to the data sources as possible, and it forms the inter-medial
layer joining the edge servers to the cloud servers. There is still a few limitations of
edge computing. If single standalone edges are considered that are geographically
distributed and servicing a number of users, the edges are not as efficient as cloud
servers when a comparison is made with respect to capacity of the resources and the
computational power [I18]. In addition to these issues, these individual standalone
edge nodes do not share information with the neighbouring edge nodes located in
nearby areas since the edge nodes are not aware of other edge nodes due to the fact
that these nodes are geographically distributed. This results in under-utilization of
the resources. So, an efficient optimization of resource utilization at less time is very
difficult to attain. Therefore, the QoS deteriorates due to the lengthy execution and

waiting time and interruptions of services. Thus, this chapter discusses one such

95



CHAPTER 6. COMPUTATION AND LOAD BALANCING APPROACHES TO ALLOCATE TASKS IN EDGE
COMPUTING

strategy related to load balancing at the edge servers, objectives and contributions

as follows.

6.1 Load allocation utilising SA

Problem description The standalone edge servers distributed geographically over
an area can not use the resources in an optimized way. Hence, a solution is needed to
aggregate these standalone edge servers to utilize these edge nodes efficiently while
guaranteeing low latency and reducing the energy utilization.

Objective The objective is to offload tasks that are computationally intensive
to the edge servers which are closest to the mobile devices by the Edge federation,
such that the tasks are distributed in a more balanced and cost-effective manner
utilising SA.

Contribution A modified edge computing framework- Edge federation is pro-
posed to provide a transparent and seamless service to the end user, which will
reduce the latency and optimize the energy utilization and distribute the tasks in
balanced manner to the fittest edge servers by the Edge federation, when the nearest
edge server fails to provide the service. Simulated Annealing has been applied here
for the purpose.

The rest of this chapter is organized as follows: The Section [6.2] explains in
details the architecture of the proposed approach, Section [6.3| explains the details
of the proposed approach, Section states the experimental setup and Section [6.5
discusses the results utilising SA and Section summarises the whole chapter.

To explain the Edge federation framework, a real life scenario is examined Fig.
[6.1] where a building in university campus is considered as the total available space
for wireless communication, and each floor consists of classrooms and laboratories
and has e number of edge servers. It is evident that most of the people in the

university building carry smart mobile devices which are equipped with a lot of
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Figure 6.1: Pictorial representation of a real life scenario of the proposed Edge federation system

sensors. The computation intensive tasks/data from these IoT devices are offloaded
to its closest edge server. Among the various edge servers, servers with high pro-
cessing power and resources are grouped in the Edge federation within the building
or among various buildings within the university. If the nearest edge server is not
capable of performing the task at that given time, then that task is offloaded to the
Edge federation. The Edge federation generally takes the decision of sending the
tasks to the fittest edge servers, which has the capability of completing that tasks.
In case the Edge federation is unable to get the tasks done only then the tasks are

sent, off to the cloud server for completing the task.

6.2 Architecture of Edge federation

In Edge federation framework, a four-tier architecture is proposed. The Edge feder-

ation is an extra layer between the edge servers and the cloud servers. In Fig. it
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Figure 6.2: Architecture of the proposed Edge federation system

is seen that the end users are in the lowest layers, that have various IoT devices for
different applications. Each of the 10T devices, searches for its nearest edge server
for offloading the task. A number of edge servers near vicinity forms a group and
remain connected to its nearest Edge Federation. This Edge Federation is formed
by group of edge servers (in this example it is ES1, ES2, ES3). Edge federation
have all the information about all other edge servers, of the whole building. The
Edge federation comprises of collection of k edge servers out of e edge servers i.e,
Edge federation will be a collection of £ numbers of edge servers present in a geo-
graphic location, where k <= e. The main functional unit of Edge federation is the
edge controller (similar to the concept of edge orchestrator) [119], [120]. It has two

components namely:

1. Resource Manager: It is responsible for managing the various physical re-
sources of the edge servers that is connected to the Edge federation. It keeps
a record of the load at each edge server connected to it along with the infor-

mation of the tasks that are being processed in the edge servers.

2. Decision maker: It is responsible for taking decision on behalf of the Edge
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federation. It distributes the tasks to the edge servers, based on the load at
that edge server and the computational power of the edge servers. It also keeps
an account of the tasks that are being executed at the edge servers. When
there is any failure in task execution, the Edge federation takes the decision

of either allotting the tasks to another edge server or to the cloud server.

Allocating the task from the Edge federation to the appropriate edge server is

performed by implementing the optimization algorithm - SA.

6.3 Task allocation by Edge federation by imple-
menting SA

Edge federation accomplishes the tasks allocation by implementing a heuristic method-
Simulated Annealing for allocation of the tasks to the fittest edge servers so that
the task execution time is reduced significantly. The tasks allocation done by the
resource manager in Edge federation is an NP-complete problem. In the following
segment, first, the algorithm is described and then the mapping of the algorithm is
explained i.e., how the algorithm is utilized for solving the tasks allocation problem
in Edge Federation.

i) Some basic concepts of SA algorithm:

Globally lowest energy point in an energy distribution environment [121], [122]
can be obtained by the SA [123] optimization algorithm. The algorithm was devel-
oped when scientists noticed the nature in which a cooled molten metal gradually
may form a regular crystalline structure. So, a metal is heated up till it reaches
an annealing temperature, after which it is cooled slowly such that the metal can
be changed according to its desired structure thereby minimising the potential en-
ergy of the mass. The algorithm introduces random changes/ jumps to explore a

possible new and better solution space while avoiding local optima. As the algo-
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rithm proceeds, these random changes are done in a more controlled and decreasing

manner.

The parameters of SA- temperature and energy have been mapped to the task
allocation problem. Energy minimization is the objective function and the temper-
ature is used for efficient searching of the solution space avoiding local minima. For
an ascending move in the system, temperature (T) is the acceptance probability and
the range to which the temperature rises is denoted by delta (A). The system either
shifts to a reduced energy state with the new solution which results in better fitness.
Otherwise, it shifts to the new solution with a probability P = exp(—AE/kT), to a

higher energy state, where AF is the increase in energy.

Algorithm 3 explains the task allocation implementing SA. Initial solution S; is
randomly selected at the beginning of the algorithm and accordingly, the algorithm
calculates the energy/cost Ss. Energy for the present solution S;. An initial temper-
ature T is set, and then neighbouring solution S,.,; and corresponding energy/cost
Shezt-Energy is computed in reference to the present solution S;. If the newly cal-
culated energy/cost of any neighbouring solution is less than the existing present
cost S,.Energy, then the new solution S, is accepted, where S,,c.;. Energy is the
energy /cost of the newly obtained solution. Else, the neighbouring solution is also
adopted as the new energy/cost solution, depending on the value of A, where A =
Ss.Energy - Spest-Energy and exp(-A/T) is the probability function used as the
deciding factor to accept the new energy/cost solution. On arriving to the thermal
equilibrium at temperature (7') for the system, this temperature is reduced by a
cooling factor «, and the inner iteration loop is increased by an increment factor 3,
and the algorithm carries on till it reaches another new thermal equilibrium point
with the new diminished temperature. The algorithm stops if it has reached T,,;,,
minimum temperature, or the maximum number of iterations. This is stated as the
stopping condition. When the algorithm is implemented for finding the optimized

solution to a given problem, a number of factors need to be looked into namely, the
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Algorithm 3 Task Allocation Implementing Simulated Annealing

1: Input: Tasks (Kbps, in million instructions, latency), edge servers profile S.Profile
(MIPS, max energy Ss.EC)(where S is the set of edge servers in Edge federation)

2: Qutput: Solution servers Ss (Edge servers to which the tasks will be offload)

3: Initial temp T, o = 0.9 (considered for implementation) (temp_reducing_factor «
<1); B = 1.05 (considered for implementation) (chain_increasing_factor 8 >1);

4: Select: Random initial solution S, from S (set of edge server), random initial chain
variable Nrep;

5. Ss.Energy = Energy_-Cost (Ss.Profile, Task);

6: Repeat

7: for v =0; v <= Nyep; v=v+1do

8: Snext = Sa; > Neighbouring solution selection
9:

Sneat-Energy = Energy_Cost(Sneqt. Profile, Task) > Calculate the energy of
the neighbouring selected server
10: A = Spext.Energy - Ss.Energy > difference of energy of current server and

neighbouring server
11: if A <0 then

12: Ss = Snext; > neighbouring server selected Ss.Energy = Snezt.Energy;
13: else

14: z = rand(0,1) > a random number is selected
15: if e=2/T > z then

16: Ss = Snewt; > neighbouring server selected
17: Ss.Energy = Sneaxt.Enerqgy;

18: end if

19: end if

20: end for

21: Set T=axT

22: Nyep = B X Nrep

23: Until Stopping condition

24: Return Solution set of servers S; (Edge servers to which the tasks will offload)
Ss.Energy (the energy consumed)

selection of the energy function, the cooling schedule, the structure of the neigh-
borhood, and annealing parameters. All these parameters are critical as they are
deciding factors for the standard of the solution obtained and the speed at which

the solution is obtained.

When the algorithm is implemented for finding the optimized solution to a given
problem, a number of concerns needs to be taken into account. The selection of
the energy function, the cooling schedule, the structure of the neighbourhood, the
cooling factor, the increasing factor and the algorithm stopping criteria. All these

parameters are critical as it is a deciding factor for the quality of the solution ob-
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tained and the speed at which the solution is obtained.

1. Energy function

The whole purpose of the algorithm is to reduce the energy that is being used
in finding the solution. The energy function is calculated as follows:

IS|

Ss.EnergyCost = Z

=1

S;.power x S;. Tasklength
S;. MIPS

The energy is calculated in watt-hour and Ss.EnergyCost [124] is the energy
that is utilized by the edge servers where the tasks are initially allocated,

S;. Tasklength indicates the tasks allotted to .5;.

2. Neighborhood structure

The set of moves that are implemented to the present solution to obtain a new
solution i.e., to shift from one equilibrium point or solution (Ss) to another
(Shext) in the nearby solution space, is defined as neighbourhood. In this work,
the neighbourhood solution is obtained by first selecting a random solution Sj
and allocating the task to an edge server, and then based on A, where A=
Ss.Enerqy - Spext-Energy, the next equilibrium point Sy..¢ (another task al-

location schedule) is obtained.

3. Cooling schedule

The feature that can be changed and controlled in SA is the temperature T'.
The strategy that is used to decrease the temperature of the process till the
thermal equilibrium state is reached is defined as the cooling schedule. In this
work, a cooling schedule which is geometric in nature is taken into considera-

tion where T= a x T', where a(< 1) is a constant known as the cooling rate.
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This cooling schedule is controlled by the number of iterations in the inner
loop n,ep and the cooling rate a. The number of iterations in the inner loop
at every temperature, T, is modified according to n,e, = 8 X nyp, Where [ is

a constant greater than 1.

4. Annealing parameters

e Cooling (reducing) rate a: It is defined as the rate at which the temper-
ature (time to complete the task) is decreased. It is found in [122] and
[125] that if the cooling rate « is between 0.9 and 0.90 then there are
higher chances of success. Here, the rate of cooling is selected to be a =

0.90.

e Increasing rate 5: As the temperature T is reduced, the rate at which
the number of iterations in the inner loop increases, is defined as the
increasing factor . In this work, the value is chosen to be = 1.05. It is

decided empirically.

e Initial temperature T: This is the starting temperature of the system
and it takes the decision of the probability to accept a worse solution.
Initially, the time is set to a fairly high value to capture a large horizon of
the solution space, then slowly reducing this value to obtain the optimal

solution.

Fig. describes the workflow of the proposed system. When a task is ofloaded
to the nearest edge server, the edge server checks if it has the capacity to perform
the task, if it cannot perform the task, the edge server sends the tasks to the Edge
federation. The Edge federation allocates the task to the fittest edge server and
after the task is completed, that edge server sends back the completed task back to

the mobile devices which has initiated the task.
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Figure 6.3: Workflow of the proposed system
6.4 Experimental setup

A prototype of the proposed work is simulated using the PureEdgeSim [124] simula-
tor. The system uses Windows 10 as a platform. PureEdgeSim is an object-oriented
framework built on CloudSim Plus. It is the framework within which the device-
edge-cloud architectures could be effectively simulated. SA is implemented here for
task allocation. In the proposed work, three types of tasks have been considered for
offloading namely, a) augmented reality, b) healthcare, and c) high computational
task. It is assumed that the augmented reality task will need the least and the high
computational task will need the most computational requirements. The healthcare
system will need average computational requirements. The algorithm is simulated
for a large number of tasks generated randomly. Here, 2400 tasks are considered.
These tasks have varying levels of computational requirements of the servers, having

medium to high computational capabilities, and are allocated within the distributed
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environment. Five active edge servers are taken into consideration where they are
placed at different locations within an area of 100 sq.m. The edge servers are placed
in such a way that they are at least 10 m apart from each other. After the simula-

tion, all the outputs are saved as a text file (.txt), excel (.csv) file, and the graphs

in PNG format.

6.5 Results and discussions
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Figure 6.4: (a)Total Number of iterations to reach stable state (b) Success rate of allocated

tasks of SA & KS (c) Task completion time implementing SA, FL & KS (d) Energy Consumed
implementing SA, FL & KS

The proposed algorithm is simulated with a sizeable number of tasks that are
generated randomly and are allocated in a distributed system. In Fig. (a), the
plotted graph shows the rate at which the system attains an equilibrium state by
slowly reducing the temperature.As the algorithm progresses, a steady state is ob-

tained when the number of iterations is more than 20. The cooling factor is kept

between 0.90 and 0.95.
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An experiment is conducted to compare the task allocation success rate of the
proposed algorithm with the knapsack algorithm as shown in Fig. [6.4(b). Tasks
that cannot be executed by the edge server due to issues of mobility are considered
failed tasks denoted as 0% success and tasks which are successfully executed after
offloading are considered as success, denoted as 100% success. Five edge servers are
taken into consideration with 20 tasks. Task 5 and Task 14 failed to be allocated
due to a time delay in executing the tasks in the allocated edge servers and the
rest tasks are successfully assigned and executed when SA is implemented, but task
number 6, 7, 8, 10, 12, 13, 15, 18 and 20 failed to successfully complete when
implemented by KS. From the graph, it can be concluded that 18 out of 20 tasks
are successfully executed by the edge servers implementing SA while 11 tasks are
successfully executed by edge servers with KS. Hence, accuracy of the success rate
by the proposed work is 90%. When the standard FL was used instead of SA, it
was found that, the success rate was nearly 43.98% due to high delay and the total

task execution time was 1074.25 seconds.

A comparative analysis of the proposed SA, FL, and KS has been performed
in terms of the task completion time as shown in Fig. |6.4] (¢). Task completion is
referred to as the process of offloading the tasks to the edge servers from the IoT
devices, executing the tasks on edge servers, and returning the executed tasks with
suitable output to the IoT devices. The task completion time for allotted tasks,
initially is the lowest for the proposed approach implementing SA while FL. and KS
took more time to complete the allotted tasks. But with time, KS algorithm and
SA shows comparable performance. However, task failure rate kept on increasing

up to 45% with the KS algorithm.

Fig. [6.4] (d) presents the resulting energy expenditure of the algorithms. It has
been found that the consumption of energy was initially lowest for the proposed
work. However, as the number of tasks increased, KS algorithm performed compa-

rably with the proposed work though the proposed work resulted in more number
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of tasks to be allocated and completed. From the simulation outputs, an inference
can be drawn that implementing the SA, the algorithm works most efficiently with
15 to 25 edge servers and 100 to 350 tasks. Therefore, using SA as an optimization
algorithm provides better performance with respect to task execution and successful

completion of the tasks, utilizing energy in an optimized manner.
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Figure 6.5: Task assignment to edge servers

Fig. shows the tasks allocation to the various edge servers. Among the five
edge servers 20 tasks are allocated where, task 5 and 14 failed to be allocated. From
the figure it is observed that server 3 is allocated maximum number of tasks i.e.
tasks 2, 7, 10, 15, 19. Task 5 and 14 are not alloted any server due to delay in

sending tasks by IoT devices to edge server.

6.6 Summary

In this chapter, an energy-efficient task allocation based on SA algorithm is de-
scribed, and an integrated service provisioning model named, Edge federation is
discussed. A four-tier architecture comprising edge servers, [oT devices, and Edge
federation is designed so that energy consumption of the system can be reduced by
offloading the tasks to the most suitable edge servers and not offloading the task to
a cloud server. An intermediate layer, the Edge federation, takes over the responsi-
bility of allocating the tasks to the fittest edge servers near its vicinity. To swiftly

obtain a solution of the task allocation problem, a near-optimal solution is found by
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implementing an allocation method based on the SA algorithm. When simulated
on a sizeable number of randomly generated instances, these instances were used
to assess the algorithm’s performance. According to the experimentation, the pro-
posed SA-based task offloading by Edge federation results in better performance as
compared to state-of-the-art techniques.

The next chapter, is the concluding chapter that concludes and summarizes the
total thesis. Along with it, the future scope of this research are discussed in the

next chapter.
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Chapter 7

Conclusion and Future Scope

Mobile crowd-sensing and sourcing are the latest paradigms in the field of IoT and
smart sensing applications. As the resources in these devices are limited hence there
is an urgent need to optimize the utilization of resources at the same time main-
taining the quality of services (QoS). A number of approaches has been proposed
to address these issues. The proposed frameworks are directed to utilize the energy
of the mobile devices in an optimized manner and hence motivate the mobile crowd
to participate in crowd-sensing tasks. This chapter concludes with a review of the
work presented in this thesis. The overall significance of the results are summarized.

A few directions for future work are also suggested.

7.1 Summary of the thesis

The comprehensive researches of this thesis is summarized as follows:

1. An efficient framework combines the effectiveness of mobile crowd-sensing is
discussed in Chapter 3 by utilising the resources in an optimized fashion as

well as providing certain rewards on performing the tasks.

2. As the smart handheld devices are participating in sensing or performing cer-

tain tasks, in order to keep the mobile devices active for longer duration of
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time, a strategy is formulated based on MDP in Chapter 4. The strategy
helps the mobile devices to decide when to participate in crowd-sensing and
when to stop sensing of data based on the devices’ current load and recharging
conditions. The strategy is implemented in a indoor localisation scenario. It
has been observed that the performance of the devices are more efficient than

some benchmark strategies for different load conditions of the mobile devices.

3. In order to handle time-sensitive data or tasks which can drain a lot of re-
sources of the mobile devices, often the data/ tasks are offloaded to the backend
servers, such as edges. While offloading, different types of failures are encoun-
tered often, which are classified in Chapter 5. An innovative fault tolerant
framework is discussed which helps in handling crash, omission and transient
failures and checkpointing is used to make the system one degree fault toler-
ant. So, even with the presence of faults, it is observed that the framework

preserves the benefits of offloading to the edges.

4. It has been found that offloading the tasks/ data to the clouds has certain issues
which can be reduced when it is offloaded to the edge servers that are nearer
to the mobile devices. In Chapter 6, optimization techniques, namely, SA has
been utilized to optimally schedule the tasks at the edge servers and it has been
observed that SA has performed better than different benchmark techniques
in optimising the resource utilization and distribution of the offloadable tasks

to the edge servers.

5. In this thesis, programming languages such as R, Java have been utilized along
with Android studio IDE for developing the Android apps. PureEdgeSim
simulator is being used to simulate the edge servers and compare the work

with different techniques.
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7.2 Summary of the contributions

This section condenses the chapter wise contribution of the research.

In Chapter 3, a novel framework is proposed which amalgamates the benefits of
mobile crowd-sensing and crowd sourcing in solving a task locally without offloading
the task to the backend server. This is done in much reduced time. The results
thus obtained can be gathered in both ways, i.e., online, when there is internet
connectivity, or offline when there is no internet, by utilising the intelligence of the
crowd, for e.g., the crowd intelligence is utilized to obtain information of a route,

when the user is not connected over the the internet.

An energy efficient strategy based on MDP where a smart handheld device takes
the decision of participation in crowd-sensing is proposed in Chapter 4. Here the
proposed strategy considers possible device conditions prior to deployment depend-
ing on various factors namely, remaining power of the device, the load on the device
at that point of time, battery recharging and the crowdsensing incentive. The out-
put thus obtained is an energy efficient strategy that helps the mobile devices to
decide when to crowd-sense and when not to, based on the various conditions of
the devices. For e.g., the mobile device will crowd-sense irrespective of the load
conditions in the device when there is probability of the mobile device to recharge
in the next time slot. This strategy based on MDP is implemented in an Android

application to facilitate crowd-sensing in real time.

A efficient framework is proposed in Chapter 5 which discovers and classifies the
various faults and failures that are encountered when tasks/ data are being offloaded
to the resource rich, computation intensive backend servers. This framework not only
helps in detecting and classifying faults when it occurs but also helps in tolerating
one degree failure. This condition happens when the primary surrogate fails to
perform the offloadable task. The failure is tolerated by the help of checkpointing.

The secondary surrogate resumes the task from the checkpoint that was last saved
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and resumes the task from that checkpoint and thus the secondary surrogates can
help in preventing crash failures.

In Chapter 6, offloadable tasks were distributed to back end edge servers by
utilising an optimization algorithm, SA in a balanced way so that the resources are
utilized in optimized manner. Here, a modified edge computing framework-Edge
federation is proposed to provide a transparent and seamless service to the end
user, which will reduce the latency and allocating the tasks fairly to the fittest edge
servers by the Edge federation, when the nearest edge server fails to provide the
service, is done based on the principle of Simulated Annealing. The proposed work
is simulated in PureEdgeSim [124]. The results were compared with Knapsack (KS)
algorithm and Fuzzy logic (FL) and it was found that the energy consumption in
SA were comparable to the two benchmark algorithms, namely KS and FL. Even
the percentage of successful completion of the tasks are better in SA than the rest

two algorithms.

7.3 Future scope

In this thesis, a number of frameworks and optimization techniques have been pro-
posed for utilising the resources of the mobile devices efficiently. However, there
are quite a number of areas where further researches need to be done to study the
performances of the systems in those given conditions. In this section, the directions
in which this research can be extended are discussed.

In Chapter 3, the proposed approach considered taking aid of human intelligence
while making offline decisions, however, the various patterns of human behaviour in
case of offline scenario are not taken into consideration. This human behavioural
pattern can be delved into for the future research areas.

In Chapter 4, the strategy based on MDP is implemented, where a mobile device

takes the decision of lending itself to crowd-sensing based on the device specific
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factors such as, the current load on the device [4]. However, the factors can be
extended by taking into consideration network related issues such as, the available
bandwidth of the device at that time instance. Also, congestion of the network can
be a deciding factor while taking the decision to crowd-sense.

In Chapter 5, the proposed framework attempts to tolerate fault of first degree
by introducing secondary surrogate and offloading the checkpoints to the secondary
surrogates. The framework takes control of the crash failure at the surrogates. It also
handles the omission and transient failures, by applying redundancy and hashing
mechanisms. Risk of failure is reduced by using trusted surrogates which will in turn
prevent the occurrence of faults. A combination of timeout and hash mechanisms
aids in detection of failures where checkpointing helps in attaining fault tolerance.
The overhead of keeping checkpoints in ofloadee can be minimized by migrating the
checkpoints to the secondary surrogate. Further research needs to be done to study
the effects of introducing more surrogates and observe if the degree of failures can
be reduced.

In Chapter 6, load allocation to the edge servers are done based on SA op-
timization technique that has been simulated by PureEdgeSim. A modified edge
computing framework- Edge federation is proposed to provide a transparent and
seamless service to the end users, which will reduce the latency and allocate the
tasks fairly to the fittest edge servers. When the nearest edge server fails to pro-
vide the service, Edge federation allocates it based on the principle of Simulated
Annealing.

While implementing SA, geometric cooling schedule is considered. It has been
found that by using constant thermodynamic speed annealing schedule for cooling
schedule, better low-energy solutions to problems can be obtained [126]. Hence, in
the extension of this work, a plan is in progress to implement a thermodynamic
speed annealing schedule and perform a comparative analysis among the various

cooling schedules of SA. Another extension of this work is by implementing BPSO,
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NBPSO [127] (New Binary Particle Swarm Optimization), which is a modified ver-
sion of BPSO algorithm, and SA-PSO [128], a modified version of PSO algorithm,
for allocation of the offloadable tasks to the backend edge servers.

Furthermore, all these results can be compared to study the outcomes of utilizing
these various meta-heuristic techniques for task allocation, as such a comparison is
a crucial step in finding the best approach for a specific scenario. This exploration is
necessary as it will assist in determining which among these techniques is delivering

the best results for various parameters like:
e efficiency, i.e., minimizing completion time or maximizing resource utilization

e quality of solution, i.e., to have an idea of how close the achieved allocation is

to the optimal solution

e scalability, i.e., how the technique handles an increasing number of tasks or

resources

This comparative analysis would allow researchers to have a holistic view of
the problem as it is known that in optimization problems, there is no single best
technique, but the best possible decision always depends on the problem’s charac-
teristics, parameters, and desired outcomes. At the same time, hybridization, i.e.,
merging elements from various meta-heuristic algorithm can make way for a more
robust algorithm.

Overall, this research direction would be useful, as by systematically equating
and making alterations in meta-heuristic techniques, the researchers will be able to
enhance more effective and efficient results for task allocation problems over various

domains.
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