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Abstract

A vehicular ad-hoc network (VANET) is a wireless network formed by bringing

smart vehicles and road side fixed infrastructures for exchanging various informa-

tion among multiple stake holders to improve traffic congestion, make responsible,

reliable and comfortable safe road journey. Each moving vehicle can be character-

ized as a node in VANET allowing inter-vehicle distance approximately 100m to

300m. Implementing a sophisticated VANET can bring a countless benefits to its

users. Ensuring security for highly scalable, dynamic fifth generation (5G), there

are many challenges specifically to restrict unauthenticated users access and proper

key agreement with fine-grained access control. Further, 6G cellular technology is

going to support diverse connectivity requirements at microsecond speed with 1000

times faster latency compared to 5G and greater capacity via higher radio frequency.

6G networks includes most of the features of 5G viz. software defined networking

(SDN), network slicing, multi-access edge computing (MEC) and network functions

virtualization (NFV). Therefore, most of the security concerns and requirements still

remain the most challenging in 6G. Avoiding free flow of information is also a crucial

challenge keeping untouched the promising objectives of future generation technol-

ogy. These 5G and 6G technologies aim to connect devices in milion/sqkm range

with the improved performance, incredible transmission speed (terabit), and cost to

serve vast transformative diverse automobile sector. VANET and intelligent trans-

port system (ITS) together form a highly sophisticated dynamic complex system

of systems (SOS) that provides data access infrastructure to mobility objects, ba-

sic stand-alone static elements to highly sophisticated dynamic elements to provide

data access as per real-time need for modern traffic management and optimization.

To ensure user’s core security concern over crucial data in transit, it essentially de-

mands a foolproof user authentication scheme for accessing desired services from

VANET clouds. Critical life threatening occurrence of important and urgent high

priority events have to traverse unprotected and insecure public/private networks.

This openly shared information faces various serious security and privacy challenges.

Recently various schemes have been designed to address numerous security concerns

but very few schemes have concentrated to address all major attacks with efficiency

and in compliance with functional and general security requirements of VANET.

Fundamentally, VANET solves security challenges in centralized approach where



centrally trusted unit experiences single point failure issues and most of the tradi-

tional VANET approaches may not support high scalability in such dynamic hostile

scenarios.

In this thesis, we focus to explore novel security in the area of design and anal-

ysis of access control schemes, scalable user authentication, lightweight blockchain-

based authentication and suitable key agreement with fine-grained access control

for VANET.

First, we propose a lightweight anonymous key agreement scheme (AKAS) with

fine-grained authentication feature to address challenges related to restriction of

unauthenticated users access and proper key agreement with fine-grained access

control specifically for vehicle-to-vehicle (V2V) communication in VANET. In the

proposed scheme, registered and authorized users can access services/information as

per access privilege only. We have performed formal security analysis using real-or-

random (ROR) model. Moreover, we have simulated our scheme using automated

validation of internet security protocols (AVISPA) tools, simulation of urban mo-

bility (SUMO), and objective modular network testbed in C++ (OMNET++). We

have used the widely accepted AVISPA tool to study formal security verification

for intrusion detection and attack mitigation accuracy. SUMO is a mobility simu-

lator to simulate the dynamic behavior of VANET protocols. The ROR is used to

proof formerly the security of cryptographic aspects of protocols. Whereas, a modu-

lar and component-based network simulation-bed can be developed by OMNET++

tool. Analysis and simulation results show that our scheme is secured against var-

ious well-known attacks. Further, we have compared the security and efficiency of

our scheme with the existing schemes available in the literature and found that our

proposed protocol is more secure, lighter, 5G, 6G friendly, scalable and even faster

than the other related schemes.

Secondly, we propose a dynamic lightweight biometric-based authentication pro-

tocol for vehicle-to-vehicle (V2V) communication networks where user after success-

ful registration can directly login from any local mobile terminal and access his /her

services/information directly from the authentication servers. We have done the se-

curity analysis of our scheme and prove that our scheme provides location privacy,

mutual authentication for averting spoofing attack, user anonymity and resistance

against replay attack, modification and forgery attacks. We also compare the effi-

ciency of our scheme with other related schemes and show that our authentication



scheme is more secure and performs faster than other schemes available in the litera-

ture. In addition, our proposed scheme provides scalability as there is no limitations

on number of user terminal but only the genuine user needs to be registered once

for taking the services. No multiple registration or session based registrations are

required.

In third study, we propose improved and enhanced Rabin cryptosystem based

authentication mechanism to address all known major attacks with robustness keep-

ing efficiency, scalability and dynamicism in picture. We have rigorously carried out

security analysis by AVISVA and Proverif tools. The analysis has shown that our

scheme guarantees positional privacy, user anonymity and mutual authentication to

prevent spoofing attack, password guessing attack, insider privilege attack and tem-

poral session attack. The comparison of protocol with available relevant schemes

reveals that the proposed protocol is more efficient with efficacy. It supports light

weight authentication process for legitimate users. This proposed scheme supports

scalability as this does not depend on the volume of user access point and valid

user requires to register only once for accessing the VANET services. Thus, session

based and duplicate registration can be avoided by the proposed scheme.

At last, we propose lightweight blockchain-based secure authentication and fine-

grained access control (LBAFA) for VANET users. We have defined a framework

with edge computing and mobile edge computing to offload computation intensive

tasks as well as optimization of data processing before sending it to blockchain

based VANET network. We have done security analysis by Proverif tool and for-

mally proved security strength using BAN logic. The security analysis shows that

the proposed scheme resists various known security threats. Moreover, the perfor-

mance analysis proves that our scheme faster and more efficient compared to other

available relevant protocols. In addition, in the proposed scheme (LBAFA), we have

incorporated blockchain technology to introduce decentralization and parallel com-

puting over traditional centralized VANET. We have also used ECC to optimize

the computation cost and CP-ABE to impose access control over the data in fine-

grained manner based on user attributes.

The effectiveness of VANET heavily depends on smart traffic management, efficient

user interaction and data transmission, collision detection and prevention, road

safety, high scalability for large networks, avoiding the free flow of information,

and addressing known security attacks with robustness. The critical performance



analysis, simulation results, formal security verification by simulation tools, and

mathematical models including informal cryptographic analysis show that most of

our proposed protocols are highly effective for VANET applications.

Keywords: Vehicular ad-hoc network (VANET); Intelligent transport system (ITS);

Key agreement; User authentication, Biometrics; Blockchain; Fine-grained access

control; Security.
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Chapter 1

Introduction

A modern city needs to include vehicular ad-hoc networks (VANETs) and smart

vehicles to be called a smart city. Manufacturers have incorporated various initia-

tives in the automobile sector by introducing smart vehicles with the support of the

government [146]. The internet-of-things (IoT) devices have become more sophisti-

cated and dominant than ever, and the application potential is growing rapidly [83].

As the widespread use of software systems increases and becomes an integral part

of our daily lives, the complexity of these systems increases the risks of widespread

security concern [131]. A VANET is a wireless network formed by bringing smart

vehicles and roadside fixed infrastructure for exchanging various information among

multiple vehicles to improve traffic congestion and make a responsible, reliable, and

comfortable road journey. Each vehicle within 100 to 300m can get the benefits of

VANET if users are equipped with a VANET-enabled system. In VANET, exposure

of route profiles to unauthorized users and adversaries can cause traffic jams, rob-

bery, kidnapping, and theft of personal information. The VANET intensively uses

cellular network technology as an important component. With an exponential in-

crease in demand from users, the future generation will now occupy the place of 5G.

5G plays an important role in fulfilling the various mobility requirements of VANET

and intelligent transport systems (ITS). 5G enables VANET to connect devices in

the milion/sqkm range with improved performance, incredible transmission speed

(terabit), and reduced cost to serve a vast, transformative, and diverse automobile

sector. The 5G-enabled VANET architecture is shown in Figure 1.1. 5G is a com-

plete ad-hoc network that provides incredible speed in the range of terabit with no

limitations to ITS. This 5G also provides virtual zero-distance connectivity among
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VANET users with maximized data throughput and input-output operations per

second (IPOS) [85] in the ITS scenario. This cellular network (5G) has successfully

addressed the major challenges that are not efficiently resolved in 4G [69] but it

is still experiencing various security challenges for user authentication and access

control. Implementation of sophisticated VANET needs to address various afore-

said challenges. Moreover, the VANET has recently become an integral part of ITS,

and the dissemination of important and urgent events is of the utmost priority in

this dynamic scenario. However, critical life-threatening events have to traverse an

unprotected and insecure public or private network. Therefore, the exponentially

growing VANET has been going through various security concerns. Due to the

high demand and popularity of VANET, it generates a huge volume of security-

sensitive information. This openly shared information faces various serious security

and privacy challenges.

5G  
TECHNOLOGY

5G Receiver and 
Transmitter Base

5G Wireless Communication 
Channels

Subnet1

Subnet2

AS

Radio access point

OBU enabled vehicle

RSU

IOT of OBU 
enabled vehicle

Figure 1.1: 5G-enabled VANET architecture.

1.1 Fundamentals and Major Setup of VANET

A VANET is a wireless network formed by bringing smart vehicles and roadside

fixed infrastructure for exchanging various types of information among multiple

stakeholders. VANET can be considered a variant of MANET. A VANET consists of
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mobile terminals (vehicles that dynamically change their locations), fixed roadside

support units (RSUs for vehicles-to-vehicles communication), AS (authentication

server) [84], and VANET-cloud as part of its core network architecture. The AS

allows access to information objects from the VANET cloud to the genuine user

only after a successful authentication process. The authentication server fetches

the expected response, and then the response message gets encrypted by the valid

authorizing key belonging to the query generator. The recipient user decrypts it if

he or she has the authorization to access the information only. Figure 1.2 shows the

major setup and various building blocks of the VANET.

Figure 1.2: Major setup of VANET

1.2 Trust Model

Trust can be defined as a measure of belief on which the involved parties can

rely or place confidence in someone or something to perform defined functionali-

ties or roles. Trust is an important aspect of VANET to make it more useful and

reachable to common societies. Chaung & Lee [110] and Saru Kumari et al. have

proposed respectively trust-extended authentication mechanisms (TEAM) and en-

hanced TEAM. ETEAM is an extension of TEAM. TEAM is an authentication

mechanism for vehicle-to-vehicle (v2v) communication in which three categories of

vehicles, namely LE, TV, and MTV, are considered. Depending on the level of au-
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thentication, a normal vehicle can have two statuses of recognition, i.e., trustful and

mistrustful state. Transitive trust transformation scenario is shown in Figure 1.4.

A normal vehicle plays the role of a temporary law executor (LE) after a successful

authentication procedure and maintains its trustful state until the validity of the

session key expires. TEAM and ETEAM provide a special feature in VANET to

update and increase the lifetime of the key using the trust model. An authentica-

tion scheme based on the transferable or shareable user’s credential can indulge in

thorough sharing of information or services, which may lead to an extremely com-

plicated situation [93], [111]. Therefore, the trust model judiciously needs to be

incorporated into VANET protocols. Mainly, the VANET trust estimation model

has message-based and character or role-based features. A detailed taxonomy of

trust models is shown in figure 1.3.

Trust Model

Data Centric Role Trust 
Establishment in 

Ephemeral Adhoc
Network

Message Based

Real Time Message Content 
Validation: Information 

Oriented - RMCV

Multifaceted Approach to 
Modeling Agent Trust

Role Based

TRIP: Trust & Reputation 
Infrastructure Based 
Proposal for VANET

Intrusion Aware Trust 
Model

RSU Aided Scheme for Data 
Centric Trust Establishment 

in VANET - RATE

Event – Based Reputation 
Model

Beacon Based Trust 
Management – BTM

Fuzzy Logic Based Trust 
Model

Transitive Realtio Based 
Trust  

Figure 1.3: A taxonomy of trust models in VANET
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Figure 1.4: Transitive trust model of VANET

1.3 Hardware and Architecture of General VANET

To realize the VANET, a number of hardware and architectural elements are in-

volved. Manufacturers have also started production of VANET friendly hardware

and incorporated various smart features in the automobile sector by introducing

smart vehicles with the initiatives of the government. A VANET is a wireless net-

work formed by bringing smart vehicles and roadside fixed infrastructure for ex-

changing various types of information among multiple users. Each moving vehicle

can be characterized as a node or terminal in VANET, allowing inter-vehicle dis-

tances of approximately 100m to 300m [163]. Implementation of VANET needs to

interact with autonomous vehicles and VANET setups, which are heterogeneous in

nature. The performance and utility of VANET can be appreciated better if the

various interlinked sensors and hardwares perform optimally. So, interconnected

sensor data should be tamper-proof and protected from adversaries. Figure 1.5

shows installed dependant sensor hardwares over an autonomous car. Autonomous

or smart vehicles are connected to three main building blocks: the mobile termi-

nal (vehicle), fixed roadside infrastructure (RSU), and authentication server (AS),

and these are considered [84] as the core network architecture of VANET. The user

mobile terminal is kept on every moving platform, which dynamically changes its

position, and the RBU is a fixed stationary unit positioned at road sides. RSU

helps to receive outside information and provides connections among vehicles as a
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legal gateway. Figure 1.2 depicts the architecture and various building blocks of a

VANET environment.

Figure 1.5: Interlinked sensor hardwares installed on an autonomous car

1.4 General Functional Requirements of VANET

Protocols

The VANET protocols should satisfy the five basic requirements. These functional

requirements are authentication, attack-resistant key establishment, strong non-

repudiation, and identity privacy preservation with conditional traceability.

(i) Authentication: This requirement ensures that all the protocols should support

mutual identification for the participating elements in VANET. The authentication

has two types, namely message and entity authentication. The message authentica-

tion confirms that the received messages are issued by a valid entity and were not

modified during transmission. Entity authentication performs mutual authentica-

tion, which confirms that the two entities are capable of identifying mutually.

(ii) Key establishment with attack resistance: Key establishment is an important

process where the shared session key is made available among participating parties

for future cryptographic use. This property ensures that the shared session key is

perfect forward secrecy (PFS) proof and key-compromised impersonation (K-CI)

attack-resistant.

(iii) Non-repudiation: This property enables a receiver that a third party cannot
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deny its receiver the responsibility for generated messages. It stops adversaries from

forging and generating messages in other roles.

(iv) Identity privacy preservation: This property allows vehicles to frequently broad-

cast messages about the state of their vehicles and their driving status. Identity

privacy preservation ensures that nobody could access the session between the real

identities of vehicles.

(v) Conditional traceability: This property allows trusted authorities (TA) to re-

trieve the details of vehicles in certain circumstances (e.g., traffic emergencies).

Conditional traceability helps the TA to access the real information about vehicles

from the database.

1.5 Overview of Blockchain Technology

Due to the rapid growth of VANET and its support for efficient traffic manage-

ment, safe driving, and autonomous driving, a high volume of transactional data is

produced. The blockchain technology has helped to replace third-party support for

accessing data seamlessly and provide security & privacy for data. In this scenario,

co-located vehicles and other IOT devices can carry out transactions through RSU.

Generally, vehicles and IOT devices are facilitated by limited computation and stor-

age facilities. Therefore, each RSU is considered a blockchain node. The RSUs act as

a proxy for all individual devices in the blockchain-based of VANET. Blockchain in-

herently supports the distributed database paradigm for storing and retrieving data

[65]. Security and privacy of VANET data are guaranteed by blockchain, and it also

supports a high level of data sharing & transmission for VANET [99]. The main

motivation of this study is to incorporate decentralization and parallel computation

paradigms using blockchain-enabled VANET and fine-grained access control. This

helps to achieve faster concurrency throughput for trustworthy events. The consen-

sus mechanism of blockchain enabled VANET to achieve real parallelism and decen-

tralized computation to enhance the utmost security and scalability. Therefore, the

proof-of-work (POW) consensus mechanism is suitable for a public blockchain as

this mechanism has provable security functionality inbuilt [142]. Figure 1.7 depicts

the architecture and various building blocks of the proposed scheme.
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1.6 Importance of Blockchain Concept in VANET

Autonomous smart vehicles have become an integral feature of modern cities. The

vehicular ad-hoc network (VANET) is the main pillar of intelligent transport systems

(ITS) for safe and comfortable journeys over the road. Government bodies and

manufacturing sectors are playing vital roles in implementing ITS features [81]. A

system of systems (SOS) of VANET and ITS has a collection of heterogeneously

complex cyber and functionally independent systems interconnected over a vast

geographical area [165]. Performance and functionalities are aggregated to achieve

higher-level, unified goals. The main goal of VANET SOS is to ensure proper

security and authentication in real-time for better utilization of various VANET

SOS resources and to prevent unauthorized access by attackers. An SOS-based

VANET and ITS system model for the proposed scheme is depicted in Figure 1.6.

MEC 

Blockchain Server 
and Edge Computing 

Road Side 

Unit(RSU) 

Edge Computing 

Mobile Law 
Executor 

Figure 1.6: VANET and ITS system model.

With rapid technological growth, researchers have brought out numerous schemes

and protocols for VANET to increase efficiency and effectiveness. However, most of

the work was done for peer-to-peer delivery to prevent dynamic attacks in central-

ized form [114]. Recently, blockchain-based VANET has become an interesting field
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of research, and researchers have also found great potential to add more functional

values to ITS and VANET [133]. Parallelism and decentralization are the main

working principles for blockchain technology.

Most of the research work for blockchain-based VANET has been concentrated on

blockchain design. Therefore, there is a need to exploit the possible extent to utilize

the benefits of parallel computing and the authentication process in a blockchain-

based VANET. Therefore, it is important to study lightweight blockchain-based

secure authentication and fine-grained access control for VANET using the promising

features of blockchain technology. VANET authentication and a proper algorithm

are used to measure the trustworthiness of the message and node after successful

authentication by the respective RSU. So, a suitable blockchain should be designed

to realize the real decentralization of VANET.

It is also important to incorporate fine-grained access control for the VANET

cloud server to enable access to data by a particular user only. Traditional access

control schemes like the advanced encryption scheme (AES) and RSA cannot sup-

port fine-grained access control. Therefore, attribute-based encryption (ABE) came

into play to support one-to-many encryption for data confidentiality and fine-grained

access control over data. Based on the encryption and decryption policies, ABE can

be divided into two types: key policy based ABE and the cipher policy based ABE

[67], [20]. The KP-ABE has control over data based on access policy but without the

knowledge of the receiver. However, the CP-ABE has control over data as well as

control over the receiver. In a dynamic environment, the CP-ABE is more suitable

for node participation in a blockchain-enabled VANET scenario. In this thesis, we

explore lightweight, secure authentication mechanisms for blockchain-based VANET

and fine-grained access control using blockchain technology and CP-ABE.

1.7 System Model and Components of Blockchain-

Based Protocol

The main blockchain-enabled system model interacts with various heterogeneous

components. The model and architecture mainly consist of seven elements: edge

computing (EC), mobile edge computing (MEC), inter-planetary file system (IPFS),

vehicle, mobile law executor (MLE), roadside unit (RSU), and trusted authority
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The Inter Planetary 
File System (IPFS)

User Terminal

Road Side Unit(RSU)

Road Side Unit(RSU)

Road Side Unit (RSU)
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Figure 1.7: Proposed VANET architecture with blockchain.

(TA). These seven entities are interconnected, and the entities have various roles

and functionalities. In Figure 1.6, different communication setups among network

entities in the blockchain-enabled system model are depicted.

Edge computing

The edge computing component provides an important function to achieve paral-

lelism in a decentralized way and offload complex work and computation. Because

of limited resources, RSUs may experience network performance and computation

delays if all transactions in the consensus work of the blockchain are executed by

the RSUs. Therefore, this proposed scheme achieved parallel computation and fast

processing by offloading the intensive, time-consuming computation work to edge

computing.

Mobile edge computing

A high volume of transactional data is produced in the VANET environment. The

network performance will be affected, and a high delay will also be added if all the
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blockchain consensus processing is executed by RSUs. Therefore, our scheme offers

the functionality to offload intensive computational jobs to dynamic MEC, and the

final result is shared with RSU. Thus, this also prevents the effects of RSU failure

issues.

IPFS

IPFS is a distributed global data storage solution for large-scale persistent data

storage. It is a peer-to-peer (p2p) decentralized file system to communicate the

static and mobile edge computing features of a blockchain-based VANET system.

This file system can combine block exchange incentives (BCE), distributed hash

tables (DHT), and self-certified namespaces. It inherently can avoid single-point

failure issues [158].

Vehicle

Vehicles are considered as data producers and consumers. Due to resource limita-

tions, vehicles share transactional data with IPFS through RSU.

Mobile law executor

Mobile law executors are trustworthy vehicles (TV). The MLEs are generally consid-

ered to be trustworthy by default. MLE can be defined as authorized public trans-

portation or police vehicles that are equipped with MEC and mobile TA-enabled

features. The MLE helps the TA to authenticate vehicles other than LE that can

participate in the blockchain network after successful authentication.

RSU

RSU is a roadside static unit deployed along the roadside, and it is equipped with a

high-end processing system and networking setup. RSUs are considered nodes of the

blockchain and are used as proxy nodes for vehicles to share data in IPFS. Most of

the extensive high-computing processing is executed by edge computing and MEC

for the respective RSU.
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Law executor and trusted authority

The major responsibility of trusted authority (TA) cum LE is to perform registration

of RSUs and vehicles within a defined area. It also carries out various computation-

intensive data processing tasks with the help of edge computing. Whereas, the

mobile law executor is responsible for authorizing vehicles and RSUs for a small

area of coverage.

1.8 VANET Characteristics and Hardware Con-

straints

A VANET has fewer challenges to manage self-organization, low bandwidth, self-

management, and no concept for centralized node features. However, a few char-

acteristics, like frequent disrupted networks, highly dynamic traffic density, uncon-

trolled traffic flow, and inherently variable mobility patterns, are very challenging

for VANET to handle. Some of the characteristics are briefly discussed below.

1.8.1 VANET Dynamic Network Topology

The dynamic topology of VANET is fundamentally a function of speed and available

paths. Generally, a vehicle moves 27 m/s over the national highway. Standard

VANET has a transmission range of 100m to 300m. Therefore, the communication

link exists between two apart moving vehicles only for 2 to 4 seconds. VANET has

to work over such a highly dynamic topology.

1.8.2 Frequent Disrupted Network

The highly dynamic topology characteristic means that there is always a chance of

a disrupted link between two moving-away vehicles every 4 to 5 seconds. Therefore,

this disrupted link issue needs to be addressed to support seamless communication.

Generally, RSU provides seamless connectivity where link disruption is present due

to the low density of vehicles.



1.8 VANET Characteristics and Hardware Constraints 13

1.8.3 Mobility Patterns

The disrupted network feature leads VANET to maintain nodes dynamic [59] posi-

tions and mobility states to estimate various probable movement patterns for every

vehicle within the defined range. However, a proper estimation model should be

part of the VANET design to predict mobility patterns and vehicle speed.

1.8.4 Communication Environment

The nature of mobility is highly variable, from normal road to highway scenarios.

The design of the prediction model and its algorithm should cater to these variable

communication environments. It is easier to develop a mobility model for non-

populated areas than for highly densely populated areas due to the obstructing

objects like buildings and other structures in populated areas.

1.8.5 Delay Constraints

Hard delay constraint is an important characteristic of VANET to improve traffic

congestion and make a responsible, reliable, safe, and comfortable road journey.

VANET and intelligent transport systems (ITS) together form a highly sophisti-

cated, complex system of systems that provides data access infrastructure to mobil-

ity objects, from basic stand-alone static elements to highly sophisticated dynamic

elements to provide data access as per the real-time need for modern traffic man-

agement and optimization.

1.8.6 Interaction with On-board Sensors

Implementation of VANET needs to interact with autonomous vehicles and VANET

setups, which are heterogeneous in nature. The performance and utility of VANET

can be appreciated better if the various interlinked sensors and hardware perform

optimally. So, sensor data should be tamper-proof and protected from adversaries.

Figure 1.5 presents various roles of sensor hardware over an autonomous car in the

VANET scenario.
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1.9 Applications

VANET is widely deployed for various applications ranging from complex military

uses to civilian uses in modern smart cities. In many implementations, VANET has

to work in a hostile and unfriendly environment to handle targeted tracking, battle-

field surveillance, and intruder encounter detection. Further, VANET and intelligent

transport systems (ITS) have been jointly playing a crucial role in modern traffic

management, safe driving, and traffic optimization. VANET and ITS together form

a highly sophisticated dynamic system that provides data access infrastructure to

mobility objects. Due to the high demand and popularity of VANET, it generates a

huge volume of security-sensitive information. This openly shared information faces

various serious security and privacy challenges. Therefore, to ensure users’ core se-

curity concerns over crucial data in transit, VANET essentially needs to extend its

application to a foolproof user authentication scheme for accessing desired services

from VANET clouds. Most of the time, VANET operates over wireless channels,

where adversaries get opportunities to eavesdrop, interrupt, and intercept radio con-

versations. So, in such a hostile environment, normal protocols and algorithms may

not achieve desirable outcomes without sufficient security measures and application

provided by VANET.

Consider the situation of battle field surveillance where anti-terrorist-squadron

(ATS) is involved in capturing a terrorist vehicle. A large number of connected

sensors are equipped to get help from VANET, and they can easily track the desired

vehicle. The application of VANET can be broadly categorized under broader head.

Figure 1.8 shows the various applications of VANET in a precise manner.

1.10 General Security Properties of VANET

The VANET scheme should comply with a few basic properties. These properties

are authentication, integrity, confidentiality, strong non-repudiation and identity

privacy preservation, conditional traceability, authorization, and freshness [43].

• Authentication: The authentication has two types, namely message and entity

authentication. The message authentication confirms that the received mes-

sages are issued by a valid entity and were not modified during transmission.

Entity authentication performs mutual authentication, which confirms that
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Figure 1.8: Applications of VANET [95].

the two entities are capable of identifying mutually.

• Integrity: This requirement ensures that the messages or entities exchanged

must not be modified.

• Confidentiality: This property ensures the VANET communication channels

are protected and prevented from false report injection.

• Availability: This ensures that the expected network services should be avail-

able even in the presence of various attacks, including denial-of-service attacks.

• Strong non-repudiation: This property enables a receiver that a third party

cannot deny its receiver the responsibility for generated messages. It stops

adversaries from forging and generating messages in other roles.

• Identity privacy preserving: This property is applied to prevent vehicles from

frequently broadcasting messages about the state of their vehicles and their

driving status. Identity privacy preservation ensures that nobody could access

the session between the real identities of vehicles.
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• Conditional traceability: This property allows trusted authorities (TA) to re-

trieve the details of vehicles in certain circumstances (e.g., traffic emergencies).

Conditional traceability helps the TA to access the real information about ve-

hicles from the database.

• Authorization: This ensures that the user is allowed to access desired infor-

mation if and only if they have a unique privilege over the objects.

• Freshness: Ensures that the event or message is current and that no adversary

should be able to replay old messages or events.

In addition to these general requirements, forward and backward secrecy should

be incorporated as a new terminal may be installed in case the old terminal fails.

• Forward secrecy: This feature ensures that once one node disconnects from

the network, it should not be allowed to access subsequent conversations once

it commits final exit.

• Backward secrecy: This ensures that a newly joined node in the network must

not have access of any previously communicated messages.

1.11 Key Agreement in VANET

To realize the security requirements discussed in Section 1.12.1, generally, pre-

distribution of keys is adopted in most of the schemes. In this approach, a set

of pre-loaded key generation elements is deployed before the actual participation of

nodes or terminals in VANET. Once successful deployment is over, the participat-

ing terminal tries to discover neighboring terminals to establish the desired session

among them using the preloaded shared keying information. The simple and de-

terministic solution to implement this approach is to use a single master key for

the defined VANET for a single mission and session. Before an actual deployment,

the entire terminals are provided with the same master mission key in case of pre-

distribution of key scenarios. After successful key establishment phase, any defined

neighboring nodes can exchange securely among themselves using that master key.

However, this approach is easy to implement, but it has one major drawback in case

a single terminal compromises a key in a network. This key compromise can reveal
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the master secret key, and thus it allows adversaries to get access to all conversa-

tions over the network. To solve this, a group key could be shared among them and

erased the shared key. However, the main issue with such an erasing approach is

that it cannot allow new nodes once the initial phase of deployment is completed.

The pre-distribution with random key can be considered another way to provide

secure exchange of messages. First, Eschenauer and Gligor proposed the random

key pre-distribution scheme [60] in 2002. It has the following three main phases:

• From randomly generated symmetric keys, the authentication server (AS)

picks up a large key pool for the key pre-distribution phase. Each key is

uniquely identified in the symmetric key pool. The AS then selects a random

subset from the key ring. It has a smaller size than the pool, and the key ring

is loaded into its memory before VANET deployment.

• In direct key establishment phase, each node determines all its neighboring

nodes within its transmission range. Key ids from the key ring are exchanged

to establish a secret key pair between two neighboring nodes. The common

key id of the key ring is considered as the secret key for the particular nodes

pair. Then, the established key is used for future secure message exchanges.

A challenge-response method is used to verify the newly discovered nodes.

• The path key establishment phase can be taken as an optional phase. In the

event that two neighbors fail to establish a key agreement phase, a secure

path is available between them. This available, secure path can be used to

communicate directly. However, this causes communication overhead over the

VANET network. Therefore, a smaller key size is better for high network

performance, and this scheme also provides high network connectivity with

high probability. On the other hand, key compromised impersonation attack

chances get increased. Some alternatives to path key establishment are avail-

able in the literature with better trade-offs between network connectivities,

overheads, and resilience to prevent node capturing, [48], [155], [36], and [42].

After that, several studies to improve the basic random key distribution protocol

are proposed, and some of them are [58], [102], [25], and [46]. A tangible volume

of key pre-distribution [58] and authentication protocols are proposed to improve

VANET networks [38], [39], [25].



18 Introduction

1.12 User Authentication in VANET

After successful user authentication only, the VANET allows a legitimate user to

query and receive real-time data from VANET when he or she requests it. To

make VANET services accessible to a larger part of society, numerous researchers

propose this authentication scheme [37], [40], [44]. This scheme helps genuine users

for accessing information entitled for authorized users only. Once the validity of the

user and owner of the objects get confirmed through the local terminal, an automatic

general authentication process is initiated. After successful authentication, the AS

processes the information object. Then AS retrieves the desired information and

encrypts the information object with the authorization key of the user. The received

information will be decrypted by the user if and only if he or she is an authorized

person to access that information. Therefore, the user authentication issue becomes

a very important scope of research in VANET security.

User authentication can offer to protect and prevent VANET information from

being accessed by illegal users and adversaries (attackers)[45], [41]. In the following

subsection, we enlist the security requirements and functionality requirements for

VANET.

1.12.1 Security Requirements

As per general standards, user authentication in VANET must prevent the following

attacks:

• Replay and man-in-the-middle attacks: A replay attack can be consid-

ered a threatening condition where an adversary tries to cheat other legitimate

users in VANET using information captured through the wrong means. There-

fore, an unauthorized third party records the exchanged conversation through

this attack. In a man-in-the-middle attack situation, an adversary tries to in-

tercept the exchanged messages and can operate to change, delete, or modify

the message content delivered to the legitimate recipients. Thus, these types

of attacks pose serious consequences, and a user authentication scheme should

prevent them.

• Multiple uses of login-id attack: Multiple uses of the same login-id attack

can be vulnerable when some systems use password/verifier table to process
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user login and authenticate the users. If the authenticating system allocates

the same login ID and password to more than one legitimate user, then those

users can involve or launch this attack.

• Stolen-verifier attack: This attack indicates that any user’s login ID or

password can be stolen from the verifier table. So, this attack can happen

when the AS performs user verification using the stored verifier/password

table. It is better if AS does not allow VANET administrators to maintain

the verifier/password table locally to avoid such a type of attack. Therefore,

the standard authentication scheme of VANET may not have the feature to

store a verifier or password table to verify the user.

• Password guessing attack: Through this attack, an adversary can guess

the password either online or offline [82] to misuse and retrieve the secret

exchanged messages between legitimate users. By doing so, attackers can also

gain access to the secret information. So, the design of the authentication

scheme should address this attack and be robust.

• Password change attack: Here, an adversary can change the password

illegally to attack a legitimate user. Say, this attack scenario can affect a

smartcard-based user authentication protocol in case the smartcard of the legal

user gets compromised. The adversary can breach and misuse the information

stored in the smartcard to threaten the user [102].

• Resilience against node capture attack: The node capture attack can be

dangerous [49] for an authentication scheme in VANET. This attack provides a

quantified figure of impact on the implementation of a scheme if some terminals

are captured by an attacker [46], [50]. In other words, this enables us to find

out the effect of a terminal being compromised on the rest of the VANET

network and terminals. In other words, this enables us to estimate the effect on

a terminal if it is compromised on the VANET networks and terminals. That

is if a non-compromised sensor node Si needs to calculate the probability an

adversary is able to decrypt the secured conversations between the terminals

Si and a user Uj once the ci terminal is already compromised. If we assume this

probability is denoted by Pe(ci). If Pe(ci) = 0, then we call such a protocol

is perfectly secure and unconditionally secure against terminal/node capture
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attack. A user authentication scheme needs to be highly resilient to prevent

node capture attacks.

• Smart card breach attack: In a normal scenario, the smartcard is con-

sidered safe and impossible to crack, but still there is a possible risk of the

smartcard being cracked. An adversary or intruder can get access to crypto-

graphic information if a smartcard is attained and can crack it with the help of

power analysis attacks [115]. So, an ideal user authentication protocol needs

to design incorporating a factor so that from the compromised and cracked

smartcard the adversary cannot gain the user’s secret parameters.

• Denial-of-service attack: In a denial-of-service (DoS) attack, the adversary

tries to diminish or eliminate VANET networking resources by flooding or

injecting spurious data simulating its expected functions. DoS [154] can be

caused intentionally by adversaries or malfunctioning hardware, a crunch of

important resources, bugs in software, climatic conditions, or any combination

of these factors. A robust user authentication protocol should protect VANET

users from this attack.

• Privileged-insider attack: A privilege-insider attack can create a critical

scenario if an insider to the AS like an administrator, has the special privilege

to acquire the secret credentials of any legal user. At the time of designing user

authentication, it needs to take care of such scenarios so that user credentials

cannot be compromised based on their special roles [135], like system manager

or administrator.

• Masquerade attack: In a masquerade attack [21], the adversary fabricates

himself using a fake login attempt to convince AS to create a situation to force

the server to believe that the login request is sourced from a genuine user. An

ideal user authentication scheme needs to prevent such attacks.

1.12.2 Functionality Requirements

The following basic functionality requirements should be considered by the user

authentication scheme:
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• A genuine user should have provision to change his or her password easily

and locally without any intervention of the AS at his or her will for security

reasons.

• New terminals or nodes should dynamically be able to participate in the ex-

isting VANET terminals or nodes at any time during their operation.

• An ideal user authentication scheme should be designed to support minimum

exchanges of messages or packets to complete the login and authentication of

genuine users to work with the constraints of resources. In addition, it should

support higher computational efficiency with a minimum storage requirement

for each VANET node.

• A user authentication protocol should be scalable and lightweight, and the

increase in the number of nodes should not impact the usability of VANET.

1.13 Access Control in VANET

VANET access control has to mainly perform key establishment and node authenti-

cation. In the node authentication step, participating terminals have to prove their

genuine identity and also show that they have proper access to an object in VANET.

However, in key establishment, the secret-shared has to be established between AS

and user to protect secure message exchange. There are few essential requirements

to be supported by any ideal access control scheme. These are discussed in [87],

[168], [78] to evaluate an access control protocol. The access control feature can

prevent unauthorized users from accessing data, and it also ensures data confiden-

tiality. So, access control is necessary to provide protection the security and privacy

of users data in VANET. In addition, it helps to meet the fine-grained access control

feature for VANET data on authentication server as well as VANET cloud. There

is also need to incorporate the access control mechanism to place data access con-

trol to ensure that particular data can only be accessed and decrypted by specific

legitimate users [99]. These requirements are listed below.
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1.13.1 Security Requirements

The following attacks should be addressed properly by the security requirement of

access control in VANET:

• Withstand with eavesdropping or injecting data: An adversary gen-

erally tries to eavesdrop or inject fabricated information into the VANET

networks. An ideal access control scheme has to prevent external parties from

eavesdropping or injecting false parameters into the existing VANET network

communications.

• Resilience against node capture attack: The node capture attack can

be dangerous for an access control scheme in VANET. This attack provides

a quantified figure of impact on the implementation of a scheme if some ter-

minals are captured by an attacker. In other words, this enables us to find

out the effect of a terminal being compromised on the rest of the VANET

network and terminals. For example, for a non-compromised node Si, it needs

to calculate the probability that the adversary is able to decrypt the secure

conversation between the terminals Si and a user Uj once the ci terminal is

already compromised. If we assume this probability is denoted by Pe(ci). If

Pe(ci) = 0, then we call such a protocol is perfectly secure and unconditionally

secure against terminal/node capture attack. A user access control scheme

needs to be highly resilient to prevent node capture attacks.

• Resilience against new terminal installation attacks: An ideally de-

signed access control protocol should prevent malicious terminal or node de-

ployment attacks, wormhole attacks, Sybil attacks, and node cloning attacks.

In the case of the Sybil attack [57], [116], a malicious terminal or node illegally

operates on multiple identities. So, the impersonated identities can be from

existing terminals or non-existing terminals. These malicious terminals can be

installed directly by an attacker, or they may belong to compromised termi-

nals in the VANET network. This type of attack poses a very serious challenge

to distributed network storage, the routing process, the aggregation of data,

voting, the fair allocation of resources, the detection of misbehavior, etc. In a

wormhole attack [77], an adversary can build a tunnel to receive messages over

one channel of the network, and in parallel, the adversary can replay responses
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over a different channel of the network. This attack can disturb the network

topology dynamically by creating false scenarios to make two distant termi-

nals believe they are their neighbors. So, it can be a very serious concern for

routing protocols. In a node cloning attack [123], an attacker can create many

replicas using compromised nodes at various places to spread inconsistency

in the network. This attack is equally threatening as a Sybil attack, and the

adversary can subvert the aggression of data, voting protocols, and detection

of misbehavior by pumping fabricated data or diminishing legitimate data.

Therefore, access control schemes need to be resilient against new terminal

installation attacks.

1.13.2 Functionality Requirements of Access Control in VANET

The following few basic functionality requirements should be fulfilled by an access

control scheme:

• An ideal access control protocol needs to support dynamic terminal addition

to the existing VANET network at any time after the initial installation of

terminals or nodes. This requirement may come when a new participating

user shows a willingness to join VANET to utilize its services. Further, some

terminals or nodes could be compromised by an adversary or exited for a main-

tenance job. Thus, new node participation is required to allow new elements

to join or repaired elements to rejoin the VANET network.

• The mutual authentication between any two communicating terminals needs

to be supported by the access control scheme for pairwise key agreement.

• An ideal access control protocol has to provide very secure connectivity so

that the participating nodes can establish a secret pairwise key among them.

• An ideal user access control scheme should be designed to support minimum

exchanges of messages or packets to complete login and access control for

genuine users to work with the constrained nature of resources. In addition,

it should support higher computational efficiency with a minimum storage

requirement for each VANET node.
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• An access control scheme needs to operate without AS to complete authenti-

cation and key establishment steps. Further, the dynamic node addition phase

may not be allowed to avoid extra computation and communication overheads.

In addition to that, this allows any two neighboring vehicles to establish and

authenticate secret V2V communication locally without any involvement of

the AS. So, access control should support the scalability to handle a large-

scale VANET network.

1.14 User Access Control in VANET

In fine-grained user access control, the user is allowed to access desired information

with a unique privilege only. This technique uses KP-ABE and the bilinear pairing

cryptographic method using elliptic curve groups. Access rights for users can be

provided by an efficient ”fine-grained access control” for the utilization of various

services. By doing so, users can be imposed with a set of access privileges. A set of

attributes of the user forms the access policy, and the access policy is imposed by

the policy enforcer. The following security and functionality requirements should

be ensured for a user access control scheme.

1.14.1 Security Requirements

A user access control scheme should prevent spoofing attacks and resistance against

privileged insider attacks, forgery, replay attacks, modification, stolen-verifier at-

tacks, multiple login-id attacks and replay attacks, smartcard breach attacks, and

DOS attacks. Further, this should be resilient against terminal capture attacks.

1.14.2 Functionality Requirements

The following basic functionality requirements should be supported by the user

access control phase:

• It should provide a high level of scalability when a large network of terminals

participates in VANET.

• This should support the dynamic password phase, allowing the user to change

his or her password dynamically at their wish without any involvement of the
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AS.

• User access control should be designed to support minimum exchanges of

messages or packets to complete login and access control of genuine users

to work with the constrained nature of resources. In addition, it should sup-

port higher computational efficiency with a minimum storage requirement for

each VANET node.

1.15 Motivation of the Work

Limited resources, unmanned operations, and radio communication mediums have

made the VANET network unrealizable to implement the security protocols designed

for traditional uses. VANET and intelligent transport systems (ITS) together form

a highly sophisticated, complex system of systems (SOS) that provides data ac-

cess infrastructure to mobility objects, from basic stand-alone static elements to

highly sophisticated dynamic elements to provide data access as per the real-time

need for modern traffic management and optimization. To ensure users’ core se-

curity concerns over crucial data in transit, it essentially demands a foolproof user

authentication scheme for accessing desired services from VANET clouds. Criti-

cal life-threatening occurrences of important and urgent high-priority events have

to traverse unprotected, insecure public and private networks. This openly shared

information faces various serious security and privacy challenges listed in Section

1.12.1. Recently, various schemes have been designed to address numerous security

concerns, but very few schemes have concentrated on addressing all major attacks

with efficiency and in compliance with the functional and general security require-

ments of VANET. Fundamentally, VANET solves security challenges in a centralized

approach where a centrally trusted unit experiences single-point failure issues, and

most of the traditional VANET approaches may not support high scalability in such

dynamic, hostile scenarios. To prevent those listed attacks, proper security protocols

with user authentication, key distribution, user access control, and access control

are extremely necessitated in VANET.

To provide the security requirements in VANET, researchers have come out

with a lightweight and conditional privacy-preserving authenticated key agreement

scheme for fog-based VANETs with symmetric cryptography methods for design-

ing the main steps. This design can greatly reduce the computational and com-



26 Introduction

munication overhead of the authenticated key agreement process. However, this

protocol concentrates only on authentication without fine-grained access control

feature. Some lightweight, efficient, and concise secure authentication protocols are

proposed to ensure the privacy and security of IIoT end devices with proper PFS

features. However, this lightweight key agreement protocol does not support fine-

grained access control functionality. Most of the authentication mechanisms are

rigid because the VANET services are available to a particular circle, mainly to the

vehicle owner, and the free flow of information among authorized users happens

in an unrestricted way. With rapid technological growth, researchers have brought

out numerous schemes and protocols for VANET to increase efficiency and effec-

tiveness. However, most of the work was done for peer-to-peer delivery to prevent

dynamic attacks in centralized form. Recently, blockchain-based VANET approach

has become an interesting field of research, and researchers have also found great

potential to add more functional values to ITS and VANET. Decentralization can

minimize points of weakness in large VANET systems where there may be too

much dependency on specific actors. This weakness can cause systemic failures, in-

cluding the inability to provide expected services due to the possible exhaustion of

resources. Decentralization can optimize the distribution of resources to provide im-

proved performance and consistency, including a reduced likelihood of catastrophic

failures. Parallelization incorporates a major step forward in blockchain technology

for VANET systems, leveraging the power of multi-core processors. It also drasti-

cally reduces transactional complexity and increases the networks energy efficiency.

This approach is a fundamental transformation of blockchain networks to make a

large VANET more scalable and efficient by executing multiple transactions and

processes simultaneously. This feature also improves scalability and enhances net-

work performance. Therefore, parallelism and decentralization are the main working

principles for blockchain technology. Most of the research work for blockchain-based

VANET has been concentrated on blockchain design. Therefore, there is a need to

exploit the possible extent to utilize the benefits of parallel computing and the au-

thentication process of VANET. Further, most of the proposed protocols are either

vulnerable to various known attacks or incur high computational and communica-

tional overheads. Therefore, most of the related papers are not fulfilling all the

features presented in Sections 1.4 and 1.10 functional requirements and security re-

quirements in Section 1.12.1, so there is a need to further study VANET, which
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should fulfill all the requirements. Hence, we strongly feel that a large scope is still

left for designing the ideal user authentication protocols and access control with

proper user access control protocols that can meet all the security requirements,

characteristic and realize all the functionality requirements mentioned in Sections

1.10, 1.12, and 1.14. These mentioned scopes for further improvement in VANET

protocols motivate us to explore further in these dynamic research areas.

1.16 Objective of the Work

The VANET has become a very challenging and emerging field of research due to

the larger scope still left for designing the ideal user authentication protocols and

access control protocols with proper user access control features that can meet all

the security requirements and realize all the functionality requirements. Various

lightweight, efficient, and concise secure authentication protocols are proposed to

ensure privacy and security. These schemes include single-pass key-based, dynamic

password-based authentication, multi-factor authentication, and secure biometric-

based authentication for user authentication in VANET networks. The ECC concept

is used to optimize the computation cost, and CP-ABE is used to impose access con-

trol over the data in a fine-grained manner based on user attributes along with hash

functions. KP-ABE cannot be a better choice for a VANET and IoT environment

with many terminals because KP-ABE schemes try to empower the key generation

authority, which decides the access authorizations at the time of creating decryp-

tion keys. Whereas, in CP-ABE, it gives more weight to the data generators as they

decide the access authorizations at the time of encrypting data. Numerous schemes

are explored in the user access control schemes, which make use of identity-based

signatures, group IDs, and user access with fine-grained features. In this thesis, we

focus on exploring novel security in the areas of design and analysis of access control

schemes, scalable user authentication, lightweight blockchain-based authentication,

and suitable key agreements with fine-grained access control for VANET.

1.17 Summary of Contributions

We have summarized the contributions of the thesis in the next few subsections.
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1.17.1 Anonymous Key Agreement Scheme for Secure Ve-

hicular Ad-hoc Networks

First, we propose a lightweight biometrics-based dynamic anonymous key agreement

scheme (AKAS) with a fine-grained authentication feature specifically for vehicle-to-

vehicle (V2V) communication in VANET, where we try to address both challenges.

In the proposed scheme, registered and authorized users can access services or in-

formation as per access privilege only. We have performed formal security analysis

using the ROR model. Moreover, we have simulated our scheme using AVISPA

tools, SUMO, and OMNET++. Analysis and simulation results show that our

scheme is secured against various well-known attacks. Further, we have compared

the security and efficiency of our scheme with the existing schemes available in the

literature and found that our proposed protocol is more secure, lighter, 5G-friendly,

scalable, and even faster than the other related schemes.

1.17.2 Biometric-based Authentication Protocol for VANET

Secondly, we propose a dynamic, lightweight biometric-based authentication pro-

tocol for vehicle-to-vehicle (V2V) communication networks where the user, after

successful registration, can directly login from any local mobile terminal and ac-

cess his or her services or information directly from the authentication server. We

have done the security analysis of our scheme and proved that it provides location

privacy, mutual authentication for averting spoofing attack, user anonymity and

resistance against replay attack, modification and forgery attacks. We also compare

the efficiency of our scheme with other related schemes and show that our authen-

tication scheme is more secure and performs faster than other schemes available in

the literature. In addition, our proposed scheme provides scalability as there are

no limitations on the number of user terminals; only the genuine user needs to be

registered once to avail of the services. No multiple registrations or session-based

registrations are required.
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1.17.3 Rabin Cryptosystem-based Authentication Mecha-

nism

In our third study, we propose an improved and enhanced Rabin cryptosystem-

based authentication mechanism to address all known major attacks with robust-

ness, efficiency, scalability, and dynamicism in mind. Moreover, the basic Rabin

cryptosystem is a factoring-based efficient method, but its decryption process leads

to failure as it generates 4 to 1 output. However, our proposed protocol is an en-

hanced method, and it may be noted that the enhanced method is unique and does

not lead to failure. We have rigorously carried out security analysis by AVISVA

and Proverif Tools. The analysis has shown that our scheme guarantees positional

privacy, user anonymity, and mutual authentication to prevent spoofing attacks,

password guessing attacks, insider privilege attacks, and temporal session attacks.

The comparison of the protocol with the available relevant schemes reveals that the

proposed protocol is more efficient in terms of efficacy. It supports a light-weight

authentication process for legitimate users. This proposed scheme supports scala-

bility as it does not depend on the volume of user access points, and valid users are

required to register only once to access the VANET services. Thus, session-based

and duplicate registration can be avoided by the proposed scheme.

1.17.4 Lightweight Blockchain-based Secure Authentication

and Fine-grained Access Control in VANET

At last, we propose lightweight blockchain-based secure authentication and fine-

grained access control (LBAFA) for VANET users. We have defined a framework

with edge computing and mobile edge computing to offload computation-intensive

tasks as well as optimize data processing before sending it to a blockchain-based

VANET network. We have done security analysis using the Proverif tool and for-

mally proved security strength using BAN logic. The security analysis shows that

the proposed scheme resists various known security threats. Moreover, the per-

formance analysis proves that our scheme is faster and more efficient compared to

other relevant protocols available. In addition, in the proposed scheme (LBAFA),

we have incorporated blockchain technology to introduce decentralization and par-

allel computing over the traditional centralized VANET. We have also used ECC to

optimize the computation cost and CP-ABE to impose access control over the data
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in a fine-grained manner based on user attributes.

1.18 Organization of the Thesis

We have organized it as follows:

In Chapter 1, we give the fundamentals, architecture, and various aspects of

VANET. We then present the motivations, and objectives of our research work

on key agreement, user authentication, fine-grained access control, and user access

control in vehicular ad-hoc networks. Further, we also discuss various functional

and security requirements of VANET protocols. We also give a summary of the

contributions of our research work.

In Chapter 2, we provide the mathematical preliminaries used to present our

research works. We briefly discuss various properties of a one-way hash function.

We also discuss the fundamentals and basics of the Rabin cryptosystem algorithm.

We discuss the elliptic curve and its properties, the rules for point addition and

scalar point multiplication over an elliptic curve, the elliptic curve digital signature

algorithm, and the elliptic curve discrete logarithm problem. We also discuss various

automated security verification tools used to validate our proposed protocols. We

finally discuss various mathematical tools and models used to validate authentication

protocols and their efficiency.

In Chapter 3, we discuss the research works already carried out by many re-

searchers in the VANET security field. We then present an overview and compar-

ative studies in the areas of design and analysis of access control schemes, scalable

user authentication, lightweight blockchain-based authentication, and suitable key

agreements with fine-grained access control for VANET.

Chapter 4 presents an anonymous key agreement scheme for secure vehicular

ad-hoc networks. In this chapter, we show that our scheme is secured against

various well-known attacks. Further, we have compared the security and efficiency

of our scheme with the existing schemes available in the literature and found that

our proposed protocol is more secure, lighter, 5G-friendly, scalable, and even faster

than the other related schemes.

Chapter 5 presents a dynamic, lightweight biometric-based authentication pro-

tocol for VANET. We show the security analysis of our scheme and prove that it

provides user anonymity, location privacy, mutual authentication to prevent spoof-
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ing attacks, and resistance against forgery, modification, and replay attacks. We

also show that no multiple registrations or session-based registrations are required.

In Chapter 6, we propose an efficient Rabin cryptosystem-based authentication

mechanism for VANET. We have proposed an enhancement over the basic Rabin

that leads to failure as it generates 4 to 1 output. However, our enhanced method is

unique and does not lead to failure. Our analysis shows that our scheme guarantees

positional privacy, user anonymity, and mutual authentication to prevent spoofing

attacks, password guessing attacks, insider privilege attacks, and temporal session

attacks.

Chapter 7 presents a lightweight blockchain-based secure authentication and

fine-grained access control (LBAFA) for VANET users. We incorporate blockchain

technology to introduce decentralization and parallel computing over traditional

centralized VANET. We also use ECC to optimize the computation cost and CP-

ABE to impose access control over the data in a fine-grained manner based on user

attributes.

Finally, in Chapter 8, we provide the summary of the work done, highlight the

contributions, and suggest future directions for possible research work.





Chapter 2

Mathematical Background

We first discuss the basic properties of the one-way hash function and its useful

properties. We then discuss the importance of elliptic curve cryptography (ECC)

for various protocols in VANET. We also present important rules of ECC to define

addition of two points, scalar point multiplication over an elliptic curve, and digital

signature algorithm based on ECC. Then the discrete logarithm problem of the ECC

is discussed. In the third section, we have discussed various automated security ver-

ification tools used to validate our proposed protocols. These tools are automated

validation of internet security protocols (AVISPA) tools, objective modular network

testbed in C++ (OMNET++), and simulation of urban mobility (SUMO). The

major tools and mathematical models are explained briefly in the following subsec-

tions. Finally, we present the various data structures of blockchain and setups used

to explain the blockchain-based scheme for VANET.

2.1 One-way Hash Function

A cryptographic hash function can be defined as an algorithm that takes a vari-

able bit length as input data and generates a fixed-length string of bits called a

cryptographic hash value as output. The hash function accepts a large set of data

and generates apparently random output that is distributed evenly. The hash func-

tion inherently supports data integrity. A single-bit change in hash function input

can change a significant number of bits in the generated hash function output. It

is also computationally impracticable to find an input data object that outputs a

pre-specified hash value. This is ensured by its one-way property. It is also math-
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ematically infeasible to determine two input data objects that produce the same

hash value, and this is called the collision-free property. This property of the hash

function is often utilized to determine the data integrity.

Mathematically a one-way hash function can be defined as h : {0, 1}∗ → {0, 1}l

receives an input x of variable length, where x ∈ {0, 1}∗, and generates output

h(x) ∈ {0, 1}m as fixed-length string (say, m-bits), and this output is termed the

hash value or the message digest. The hash function has the following features [144]

that can produce a fingerprint of a message, a file, or any other data object.

• h may be applied to all sizes of data blocks.

• For a given input data x, the hash value h(x) can be easily operated for

implementation in software as well as hardwires.

• By definition, the produced output message digest h(x) has a fixed, defined

length.

• Its one-way property ensures that it is computationally very hard and infea-

sible to determine an input x even if y = h(x) and the hash function h(·) are

given.

• Another special property h(·) is called strong-collision-resistant. This ensures

that determining a pair of inputs (x, y), such that x 6= y and h(x) = h(y)

mathematically infeasible.

• However, its weak-collision-resistant property states that it is mathematically

infeasible to find another value for a given input x, such that y 6= x and

h(y) = h(x).

The hash function has numerous applications, and this can be applied practically

to digital signatures, information security, cryptology, various forms of authentica-

tion, and message authentication codes (MACs). Therefore, this has become a

fundamental building block for modern cryptographic protocols. In many applica-

tions, hash functions play a vital role in digital signatures, wide filed of cryptology,

information security, message authentication codes (MACs) and other various forms

of authentication. So, hash functions become the basis and strength of many crypto-

graphic protocols. A single-bit change in hash function input can change significant
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number of bits in the generated hash function output. Therefore, small perturba-

tions in its given input affect the output exaggeratedly, and this makes the hash

function very special in cryptology. The SHA-1 is a one-way secure hash algo-

rithm [7]. But Quark [17] defines a family of cryptographic hash functions designed

for extremely resource-constrained scenarios, like for radio-frequency identification

(RFID) tags. So, Quark can be used for a very lightweight system instead of SHA-1.

2.2 ECC Cryptosystem

Here, we briefly present the useful properties of an elliptic curve and an elliptic

curve cryptography (ECC) cryptosystem as follows:

2.2.1 Fundamental of Elliptic Curve Over a Finite Field

Let us assume two constants a and b ∈ Zp and p > 3 is a prime, where Zp =

{0, 1, . . . , p − 1} , satisfying 4a3 + 27b2 6= 0 (mod p). Then y2 = x3 + ax + b is a

non-singular elliptic curve over a finite field GF (p) with a set Ep(a, b) of solutions

(x, y) ∈ Zp × Zp to the congruence

y2 = x3 + ax+ b (mod p),

along with a special point O termed a zero point or a point at infinity.

It is noted that 4a3 + 27b2 6= 0 (mod p) may be considered a sufficient and nec-

essary condition to confirm that the equation x3 +ax+ b = 0 results in non-singular

solutions [117]. Otherwise, if 4a3 +27b2 = 0 ( mod p), then that elliptic curve is con-

sidered as a singular elliptic curve. Let us assume A = (xA, yA) and B = (xB, yB)

are two points in Ep(a, b). Then A + B = O implies that xB = xA and yB = −yA.

We get A + O = O + A = A, for all A ∈ Ep(a, b). In addition to that Hasse

also asserts that Ep(a, b), number of points represented by #E, follows the given

inequality [144]:

p+ 1− 2
√
p ≤ #E ≤ p+ 1 + 2

√
p.

So, we can say that an elliptic curve Ep(a, b) over Zp has approximately p points on

it. Besides that, Ep(a, b) forms a cyclic abelian or commutative group only under

addition modulo p operations.
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Point Addition on Elliptic Curve Over Finite Field

Let assume G be the base point on Ep(a, b) of order n, that is, nG = G+G+ . . .+

G(n times) = O. If A = (xA, yA) and B = (xB, yB) are two points on elliptic curve

y2 = x3 +ax+b ( mod p), C = (xC , yC) = A+B is calculated as follows ([88], [144]):

xC = (λ2 − xA − xB)(mod p),

yC = (λ(xA − xC)− yA)(mod p),

whereλ =

{
yB−yA
xB−xA

(mod p), ifA 6= B
3xA

2+a
2yA

(mod p), ifA = B.

Scalar Multiplication on Elliptic Curve Over Finite Field

In elliptic curve cryptography, scalar multiplication can be defined as repeated addi-

tions. i.e., if A ∈ Ep(a, b), then 5A is calculated as 5A = A+A+A+A+A ( mod p).

Example 2.2: Let us consider two points A = (11, 3) and B = (9, 7) are in the

elliptic curve E23(1, 1) [30]. All the points of E23(1, 1) are presented in Table 2.1 as

well as in Figure 2.1.

Table 2.1: Points over the elliptic curve E23(1, 1).

(0, 1) (6, 4) (12, 19) (0, 22) (6, 19) (13, 7) (1, 7) (7, 11) (13, 16)

(1, 16) (7, 12) (17, 3) (3, 10) (9, 7) (17, 20) (3, 13) (9, 16) (18, 3)

(4, 0) (11, 3) (18, 20) (5, 4) (11, 20) (19, 5) (5, 19) (12, 4) (19, 18)

If we consider two points A = (11, 3) and B = (9, 7) in E23(1, 1). For this case,

A 6= B. In order to calculate C = A+B = (xC , yC), we first calculate λ as

λ =
7− 3

9− 11
(mod 23) = 21.

So, xC and yC are calculated as

xC = (212 − 11− 9)(mod 23) = 7,

yC = (21(11− 7)− 3)(mod 23) = 12.
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Figure 2.1: Example of elliptic curve in case of y2 = x3 + x+ 1 (mod 23) [30].

Therefore, A+B = (7, 12).

For calculating 2A, first, we need to derive λ as follows:

λ =
3(112) + 1

2× 3
(mod 23) = 7.

Hence, C = A+ A = (xC , yC) is calculated as

xR = (72 − 11− 11)(mod 23) = 4,

yR = (7(11− 4)− 3)(mod 23) = 0,

and thus, 2A = (4, 0).

2.2.2 ECC Encryption/Decryption

Before initiating the encryption and decryption processes, the plaintext message m

is encoded as an elliptic curve (EC) point Pm ∈ Ep(a, b) in this cryptosystem. This

point Pm is then encrypted to produce a ciphertext and subsequently decrypted.
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Key Generation

In this phase, every user B generates a key with the available information, like a

base point G ∈ Ep(a, b) of order n, such that nG = O and the EC Ep(a, b) over the

finite field GF (p). User B picks up a private key nB arbitrarily in the given interval

[1, n− 1] and calculates its public key PB = nBG.

Encryption

In this step, the plaintext message, say Pm is encrypted. The user A first selects a

random integer k in the given interval [1, n − 1] and calculates the ciphertext Cm.

This ciphertext consists of points C1 and C2, where Cm = (C1, C2), with C1 = kG,

and C2 = Pm + kPB, where PB is B’s public key. Finally, A shares the encrypted

message Cm with user B through a public channel.

Decryption

In this step, ciphertext message Cm is decrypted. The user B first calculates point

C1 = kG with its private key nB and obtains nB(kG) = kPB. B then retrieves

the plaintext message Pm by calculating C2 − nBC1 = (Pm + kPB) − nB(kG) =

Pm + kPB − kPB = Pm. It may be noted that the plaintext message Pm is obtained

by adding kPB and this is done by the user A. The value of k is only known to A,

therefore, even though PB is a publicly available, but none including attackers can

remove the mask kPB without having the information of the user B’s private key nB.

Example 2.3: Let us assume two users A and B work with the elliptic curve

cryptosystem. By definition, the elliptic curve cryptosystem is applied on the elliptic

curve y2 = x3 + ax + b (mod p) with the parameters E11(1, 1), where p = 11, a = 1

and b = 6. It may be noted that 4a3 + 27b2 6= 0 (mod 11) and so, this elliptic curve

is non-singular. We assume the base point G be G = (2, 7). We have B’s secret key

nB is nB = 7. Then, B’s public key is calculated as PB = nBG = 7.(2, 7) = (7, 2).

Let the user A wants to share a plaintext message Pm = (10, 9) secure way to the

user B. To perform this purpose, let A selects a random value k = 3. A then
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calculates the ciphertext Cm = (C1, C2) as

C1 = kG

= 3.(2, 7)

= (8, 3),

C2 = Pm + kPB

= (10, 9) + 3.(7, 2)

= (10, 9) + (3, 5)

= (10, 2),

and sends Cm to B through a public channel. After receiving Cm, user B decrypts

it to retrieve the original plaintext message Pm as

Pm = C2 − nBC1

= (10, 2)− 7.(8, 3)

= (10, 2)− (3, 5)

= (10, 2) + (3,−5) (mod 11), since ifP = (xP , yP ),−P = (xP ,−yP )

= (10, 2) + (3, 6) (mod 11)

= (10, 9).

2.2.3 ECC Signature

The working principles of the elliptic curve digital signature algorithm (ECDSA)

[85], [100] and the digital signature algorithm (DSA) [145] are quite similar. The

ECDSA has the following phases: key generation, generation of signatures and

verification of signatures. These phases are briefly presented below.

Key Generation

Key generation makes use of the available information like, a base point G ∈ Ep(a, b)
of order n, such that nG = O and the EC Ep(a, b) over the finite field GF (p). For

ECDSA these domain parameters are suitably chosen. Each entity A should do the

following:

Step 1. Pick up a random or pseudorandom integer k in the interval [1, n− 1].
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Step 2. Calculate Q = kG.

Step 3. A’s public key is Q; A’s private key is k.

Signature Generation

To sign a message, let m, be an entity A with ECC domain parameters D =

(p, n,Q,G, Ep(a, b), h(·)), where h(·) is a secure hash function and respective key

pair (k,Q) should do the following steps:

Step 1. Choose a random or pseudorandom integer l, with 1 ≤ l ≤ n− 1.

Step 2. Calculate lG = (x1, y1) and r = x1 mod n. If r = 0 then go to step 1.

Step 3. Calculate e = h(m) and s = l−1(e+kr) mod n. Then go to step 1 if s = 0.

Step 4. The signature of A is calculated as (r, s) for the message m.

Signature Verification

To verify A’s signature (r, s) on m, the verifier B gets an authentic copy of A’s

domain parameters D and respective public key Q. After that B needs to do the

following steps:

Step 1. Verify that r and s are integers in the defined interval [1, n− 1].

Step 2. Evaluate e = h(m).

Step 3. Calculate w = s−1 mod n, u1 = ew mod n, u2 = rw mod n and X =

u1G + u2Q. If X = O, then the signature is discarded. Otherwise, calculate

v = x1 mod n, where X = (x1, y1).

Step 4. The signature is then accepted if and only if v = r.

2.2.4 Security of ECC Cryptosystem

The security strength of ECC cryptosystem mainly depends on the hardness of solv-

ing the elliptic curve discrete logarithm problem (ECDLP). The discrete logarithm

problem (DLP) is discussed before defining ECDLP for better understanding.
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Discrete Logarithm Problem [35]

If an element g in a finite group S of order is n, i.e., n = #Sg (Sg is assumed as

the subgroup of S generated by g) and another element y in Sg. The problem is

to determine the smallest non-negative integer number x such that gx = y. This

mathematical problem is known as the discrete logarithm problem (DLP). It is

comparatively easier to compute discrete exponentiation gx (mod n) given g, x and

n, however, it is computationally very hard to determine x given y, g and n, when

n is very large.

Elliptic Curve Discrete Logarithm Problem [35]

Let Ep(a, b) is defined as an elliptic curve modulo a prime p. For two points P ∈
Ep(a, b) and Q = kP ∈ Ep(a, b) and some positive integer k, where Q = kP denotes

the point P on EC Ep(a, b) is added to itself k times repeatedly. Then the elliptic

curve discrete logarithm problem (ECDLP) has to compute k the given P and Q. It

is computationally easier to calculate Q given k and P , however it is computationally

very hard to find out k given Q and P , if the prime p is very large.

2.3 Security Verification Tools

In this section, we discuss various automated security verification tools used to

validate our proposed protocols. We have simulated our scheme using automated

validation of internet security protocols (AVISPA) tools, SUMO, and OMNET++

tools. The major tools and mathematical models are discussed briefly in the follow-

ing subsections.

2.3.1 An Overview of AVISPA Tool

AVISPA tool is fundamentally a push-button tool, and it stands for the automated

validation of internet security protocols and applications. It also provides a platform

to represent and specify protocols, including their security properties, in a modular

and expressive way using defined formal language. It can integrate different back-

ends that implement advanced analysis automatically [61]. The overall skeleton of

the AVISPA validation tool is shown in Figure 2.2 [3]. We have incorporated the

widely used AVISPA tool to study formal security verification for intrusion detection
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and attack mitigation accuracy [26], [47]. AVISPA uses high-level protocol-specific

language (HLPSL) [119] to implement abstraction-based procedures and four back-

ends. The executability of the protocols is verified by static analysis, and intruder

roles are compiled to generate an intermediate format (IF).

Figure 2.2: Architecture of the AVISPA tool [3]

The IF is the initial point to start the four automatic protocol analysis tech-

niques. The IF is directly used by the AVISPA tool as it is a lower-level language

than HLPSL.

The on-the-fly model-checker (OFMC) is the first back-end module with several

symbolic techniques to study various state spaces on a demand basis [53]. The

constraint-logic-based attack searcher (CL-AtSe) is the second back-end, and it

translates security protocol specification as a transition relation from IF format into

a set of constraints that can be effectively used to find if there are any attacks on

protocols. The third back-end module is the SAT-based model-checker (SATMC),



2.3 Security Verification Tools 43

and it builds a propositional formula that can be provided to a SAT solver. Lastly,

the fourth back-end module is TA4SP (tree automata based on automatic approxi-

mations for the analysis of security protocols), and it can approximate the intruder

knowledge in the form of regular tree languages. The code should be written in

HLPS language and this has different roles to be implemented [119]. These basic

roles represent each participant to simulate the scenarios. Each role is independent

and allocated with basic resources for communication channels, including some ini-

tial parameters. The intruder scenario is modeled using the Dolev-Yao model [120].

The role system also includes roles, the number of principals, and session numbers

in its definition.

In AVISPA, the four back-end modules generate the output format (OF). After

successful execution of the analysis, the output produces precise results under a

specific stated condition.

• The first section presents the summary to indicate if the tested protocol is

considered as safe, unsafe, or the analysis is inconclusive.

• The DETAILST is explained in the second section and it states the assumed

conditions for which the tested protocol is projected as safe, or what conditions

have been used to find attacks, or finally, why the analysis is an inconclusive.

• Other sections represent PROTOCOL, GOAL and BACKEND to print the

name of the protocol, the defined goal of the analysis, and the back-end module

used, respectively.

• Finally, the traces of attack (if any) are also printed in the standard Alice-Bob

format.

The various keywords in HLPSL are briefly explained.

• agent: The value of type agent denotes principal names. The intruder is

always considered to have the special identifier i.

• public key: These values denote agents’ public keys in a public-key cryptosys-

tem. For example, a public (respectively private) key pk and its inverse private

(respectively public) key are obtained by inv pk.

• symmetric key: This variable represents keys for a symmetric-key cryptosys-

tem.
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• text: In HLPSL, text is often used as nonces. These values can be used to

form messages. If Na is of type text (fresh), then Na′ will be a fresh value

that cannot be guessed by the intruder.

• nat: The nat type denotes the natural numbers in a non-message contexts.

• const: This type denotes constants.

• hash func: This base type hash func denotes the cryptographic hash functions.

The base type function can also represent functions in the space of messages.

It is also assumed that the intruders cannot invert hash functions (in essence,

that they are one-way).

• bool: This type of variable is used to represent the Boolean values that are

useful for modeling.

2.3.2 Overview of SUMO

The simulation of urban mobility (SUMO) is a mobility simulator to simulate the

dynamic behavior of VANET protocols. In the traffic research field, there are four

types of traffic flow, and these are modeled to distinguish as per the level of simula-

tion details. These models are macroscopic models, microscopic models, mesoscopic

model and sub-microscopic models. Different simulation granularities are shown

in Figure 2.3. In macroscopic models, traffic flow is considered the basic entity.

In microscopic models, the simulation is done for the mobility of all vehicles on

the considered street. In this mode, the vehicle’s physical abilities and the driver’s

controlling behavior are captured to study the traffic scenario [29]

The microscopic model SUMO was developed by Stefan et al. [89], [90] and

this model is further extended by some advanced assumptions. Mesoscopic simula-

tions are done between microscopic and macroscopic flow simulations. In this case,

queue approaches are considered for vehicle movement. Whereas, in sub-microscopic

models, further details about vehicles like engine RPM, speed, and drivers driving

patterns are considered to study the mobility simulation. However, sub-microscopic

models involve longer computation times compared to other models.
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Macroscopic Microscopic Sub-microscopic 

Mesoscopic 

Figure 2.3: Simulation granularities in SUMO tool [8]

2.3.3 Features of SUMO

It can support import formats like OpenStreetMap, VISUM, VISSIM and NavTeq.

The background for the development was to support the traffic research commu-

nity with an open source, microscopic road traffic simulation tool so that various

algorithms and protocols can be implemented and evaluated in a realistic traffic

environment. SUMO is also widely used by the V2X community for realistic vehicle

traces and for applications in an on-line loop with a network simulator. A graphi-

cal simulation environment of SUMO is shown in Figure 2.4. The SUMO has the

following features [12]:

• Simulation with collision-free vehicle

• Various categories of vehicle types

• Multi-lane streets along with lane-changing facilities

• Junction-based traffic condition with right-of-way rules
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Figure 2.4: A graphical simulation environment of SUMO [118]

• Hierarchal structure of junction types

• An openGL graphical user interface (GUI)

• Management of networks with several 10.000 edges (streets or roads)

• Faster execution speed (approximately 100000 vehicle updates/sec over a 1GHz

machine)

• Run time interoperability with other applications using TraCI

• Missing values are estimated via heuristics.

• Dynamically performs user assignment

2.3.4 Network Simulator (OMNET++)

The OMNeT++ is an integrated development environment (IDE) based on the

Eclipse platform. Network simulation environment by OMNeT++ is shown in Fig-

ure 2.5. It was developed by Andras and his teams since 2001 [151]. The major

use of OMNeT++ are for simulation of computer networks and resource layout. It

provides modular and component based architecture. OMNet++ can add function-

alities for creating and configuring models using NED and INI files. It performs

batch executions, and analyzes simulation results with the help of Eclipse IDE that

provides C++ editing platform, SVN/GIT integration, and other advanced optional

features like UML modeling and bugtracker integration through various open-source

The OMNet++ is also compatible with traffic environ simulator SUMO.
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Figure 2.5: Network simulation environment by OMNeT++ [1]

2.4 Blockchin Data Structure

In this section, we explain the various data structures and setups used to present

the scheme.

2.4.1 Mekle Tree (MT)

To find the availability of transactions in the blockchain, a merkle data structure is

used. This data structure is represented by a merkle tree, and it maintains the hash

value of transactions. The leaf nodes hold the hash value of the unit data, while

the non-leaf node is used to store its left and right nodes’ hash values. The merkle

data structure can handle the deletion of transactions efficiently without affecting

the security and integrity of the blocks [166]. An ideal binary merkle tree has three

main properties: it has 2n nodes, where n is the height of the merkle tree; each

node can have 0 or 2 child nodes; and all leaf nodes maintain the same level [71]. A

simple merkle tree is presented in Figure 2.6.
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Figure 2.6: A simple merkle tree.

2.4.2 Access Structure and Access Tree

The access policy and attributes can be defined in the similar line of [68]. If we

assume the universal attribute set of the system as A = {a1, a2, a3, ...., a|A|}. The

user is assigned with a set attributes λ, where λ 6= NULL and λ ⊂ A. Therefore,

we can define access structure A ⊆ 2{a1,a2,a3,....,a|A|}. A holds the monotone property

[20], if ∀B,C ∈ A&B ⊆, so we have C ∈ A.

An access structure can be represented as access tree. In this chapter, we have

represented access tree as τ for attribute set ω and access structure A. We also

define access tree τ which corresponds to access policy ψ. Let dx denote the degree

of the qx and thx threshold value nodes. So, we have dx = thx − 1. Each leaf node

represents a unique attribute corresponding to its access policy, and non-leaf nodes

represent OR or AND gate or < t−out−of −n > threshold structures. If τ(λ) = 1

i.e. if λ attribute set is accepted by the access tree, then the polynomial is computed

recursively.

2.5 Summary

In this chapter, the basic principles of cryptography are reviewed and analyzed.

Here, we have concentrated on those mathematical models and cryptographic tech-

niques that are useful for designing VANET protocols. We also discuss the signifi-

cance of one-way hash function and the importance of elliptic curve cryptography.

In the third section, we have discussed various automated security verification tools

and their working principles used to validate our proposed protocols. The major



2.5 Summary 49

tools and mathematical models are explained briefly. Finally, we present the vari-

ous data structures of blockchain and setups used to explain the blockchain-based

scheme for VANET.





Chapter 3

Review of Related Works

In this chapter, we discuss the research work already carried out by many researchers

in the VANET security field. We then present an overview and comparative studies

in the areas of design and analysis of access control schemes, scalable user authen-

tication, lightweight blockchain-based authentication, and suitable key agreements

with fine-grained access control for the VANET.

3.1 Background of Security Protocols in VANETs

The major security concerns in the VANET lie in the proper design and analysis

of access control schemes, scalability in user authentication, lightweight blockchain-

based authentication, and suitable key agreements with fine-grained access control

for the VANET.

3.1.1 Some well-studied authentication protocols in VANETs

A tangible volume of research has been carried out to address the multifold chal-

lenges of VANETs, and most of the work stressed upon the problem from privacy

protection to general authentication mechanisms [128]. An anonymous certificate

foundation is built by Raya and Haux [157] to conceal the original credentials of

the users. In their scheme, a vehicle has to store a set of different public or pri-

vate key pairs to mask traceability using unique key pairs. This scheme shows its

difficulty for key distribution and key management in a large network. Lu et al.

[137] present a short live anonymous certificate scheme to inhibit communication
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traceability, but this scheme suffers from performance issues with VANETs due to

frequent interaction between RSU and vehicles.

The fixed-size anonymous certificate-based mechanism proposed by Zhang et

al.[23] also fails to achieve its desired goals because of its total dependency on RSU,

and failure of RSU leads to a complete breakdown of the mechanism. Studer et al.

[9] based authentication mechanism has become ineffective as public keys are to be

certified to verify the authenticity of the credentials of users.

To address a number of different kinds of aforesaid challenges posed by VANETs,

a special effort was kept by Chaung & Lee [110] and Saru Kumari et al., respectively,

in TEAM and enhanced TEAM. ETEAM is an extension of TEAM, where TEAM

sends a user credential (user and PW) pair to the server (AS) as plain text, but

ETEAM sends a user ID and hashed password concatenated with a random element.

TEAM is an authentication mechanism for vehicle-to-vehicle (V2V) communication

in which three categories of vehicles, namely LE, TV, and MTV, are considered.

Depending on the level of authentication, a normal vehicle can have two statuses of

recognition, i.e., trustful and mistrustful state. A normal vehicle is kept under the

mistrustful category until it passes the laid-down authentication procedure. Once

the vehicle has satisfied the authentication procedure in VANETs, it is elevated to

the state of trustfulness. A special set of vehicles belonging to a certain defined

organization is always considered as trustful and they play a role of LE and mobile

AS.

A normal vehicle plays the role of a temporary LE [120] after a successful au-

thentication procedure and maintains its trustful state till the validity of the session

key expires. TEAM and ETEAM provide a special feature in VANET to update

and increase the life of the key. TEAM and ETEAM both used for general authen-

tication between vehicles and AS using the ID, password, and vehicle details of the

user. User credentials have to be transferable or shareable among users when there

may be a situation where users other than the real user have to use the VNAET

services. An authentication scheme based on the transferable or shareable user’s

credential can indulge in thorough sharing of information or services, which may

lead to an extremely complicated situation [93], [111]. For example, an adversary

can trace or misuse a target vehicle, driver, or passenger to cause an undefined ex-

tent of loss if a transferable user’s credential goes into the wrong hands. On the

other hand, VANET services become very localized to specific users if a credential
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is imposed with features like a non-transferable or non-shareable user’s credential.

However, it is desirable that VNET services be extended to a variety of classes of

users, depending on the users’ needs and interests. To make VANET services reach-

able to all classes of users, a biometric smart card-based authentication mechanism

can be a better idea.

3.1.2 Certificate-based Protocols in VANETs

Research communities have allocated a considerable amount of interest and activ-

ities to resolve the security concerns of vehicular ad-hoc networks. These research

activities tried to solve everything from privacy shielding to general authentication

aspects [128]. Munwar et al. [107] proposed a C2aaS protocol for cloud security

where it processes data dynamically based on the security level of the data. The

proposed model exhibits good security for confidential data and proficiently reduces

cloud system overload. In the anonymous certificate approach, a dynamic platform

needs to maintain several public-private key pairs to conceal the traceability that

gets exposed by the use of a single key pair. However, this certification approach

reveals inefficiency and difficulty in maintaining the provisioning of keys with the

proper key distribution for a larger networking infrastructure. Anonymous certifi-

cation idea with fixed size key technique developed by Zhang et al. [23] could not

achieve its desired objectives as it totally depends on fixed roadside unit (RSU),

and the inability of seamless performance of it causes direct collapse of the prin-

ciple. The authentication approach by Studer et al. has shown its ineffectiveness

because the credential of the user should be certified and verified for genuineness.

Chaum et al. [31] have first introduced the concept of group signature-based au-

thentication protocol. This scheme permits the delegation of signing to all its group

members, and the signing candidate can be identified by the group in charge at the

time of any dispute. However, the careful analysis shows that the ideal anonymity

is compromised in the scheme because of a trade-off due to the close relationship

between the length of the group and the level of anonymity. Jie et al. have pre-

sented 5G-enabled elliptic curve cryptosystem-based RSMA [169], and it supports

batch authentication inherently. Although this supports high performance, it does

not support fine-grained features.
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3.1.3 Lightweight Authentication Protocols in VANETs

Qing et al. proposed a lightweight SAKE* [124] protocol to address various issues

of IIoT and the critical security concern of authentication and key exchange (AKE).

This is a very lightweight key agreement protocol with soundness, FPS, and other

major functional security requirements. However, this protocol concentrates only

on authentication without a fine-grained access control feature. Similarly, Yunru et

al. proposed a lightweight, efficient, and concise SAPFS [161] protocol to ensure

the privacy and security of IIoT end devices with proper PFS features. However,

this lightweight key agreement protocol does not support fine-grained access control

functionality. Most of the authentication mechanisms are rigid because the VANET

services are available to a particular circle, mainly the vehicle owner, and the free

flow of information among authorized users happens in an unrestricted way. Table

3.1 presents strengths and weaknesses with respect to the security features and

requirements of various lightweight security protocols. This table indicates that

recently lightweight available schemes are not able to resolve or address all the

security and functional requirements. So, there is a need to design new protocols,

which we have addressed during our research work.

Table 3.1: Availability of functionality features

Protocol φ1 φ2 φ3 φ4 φ5 φ6 φ7 φ8 φ9 φ10 φ11 φ12 φ13 φ14 φ15 φ16 φ17

Chaung et al. [110] X X X X X X X X X X X X X X X X X

Zhang et al. [23] X X X X X X X X X X X X X X X X X

ETEAM et al. [130] X X X X X X X X X X X X X X X X X

Qing et al. [124] X X X X - - X X X X X X X X X X X

Yunru et al. [161] X X X X - - X X X X X X X X X X X

Li et al. [156] X X X X X X X X X X X X X X X X X

Das et al. [129] X X X X X X X X X X X X X X X X X

φ1 : provides mutual authentication; φ2 : flawless password change phase; φ3 : resists server

spoofing attack; φ4 : resists man-in-the-middle attack/replay attack; φ5 : resists privileged-

insider attack; φ6 : resists lost smart card attack; φ7 : strong user anonymity; φ8 : resists

session-specific temporary information attack; φ9 : resists DoS attack; φ10 : perfect forward

secrecy; φ11 : resists key-compromised impersonation (K-CI) attack; φ12 : circumventions

dependence on open access control; φ13 : execute without identity-verification table; φ14 :

low computation cost; φ15 : low communication cost; φ16 : resistance to unintended sharing

attack; φ17 : prevents credential cloning attack.
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3.2 Existing Access Control Schemes in VANETs

Some important existing related access control schemes are proposed in VANET

and sensor networks. In this section, we briefly discuss these protocols.

Zhou et al. [11] presented an access control scheme. This is based on an ellip-

tic curve cryptographic (ECC) algorithm for sensor and VANET networks. Their

scheme performs with better efficiency than the RSA-based schemes. Their scheme

has the following phases for deployment:

In the pre-deployment step, first the certificate authority (CA) decides a set of

required parameters and node parameters to be preloaded into each node. In the de-

ployment phase, all the nodes bootstrap and establish communication among them.

Zhou et al.’s scheme can also support the addition of new nodes to the VANET net-

work dynamically. This scheme can support peer-to-peer key establishment using

preloaded certificates at the bootstrapping time. However, their proposed scheme

faces drawbacks as it needs to exchange extra messages and incurs high communi-

cation costs for node authentication and key establishment.

Huang [111] presented an efficient access control protocol incorporating elliptic

curve cryptography and hash chains. This scheme performs better for lightweight

nodes with limited resources. This scheme is easily implementable in a dynamic

access control environment because it requires updating old secrets and broadcasting

information only once after a new node is added to the network. In this scheme, the

initialization, key establishment, and authentication phases are directly carried out

by the authentication server. Moreover, this scheme may not support scalability for

a large-scale network.

Kim and Lee [54] found out that Huang’s scheme [111] cannot withstand the

replay attack and masquerading attack. Huang’s scheme does not support hash

chain renewability efficiently. In order to address the weaknesses in Huang’s scheme,

Kim and Lee [112] proposed an enhanced access control protocol for VANETs. Their

scheme has the following four major phases:

The initialization phase, the key establishment step, the authentication step,

and the new node addition phase. Their scheme was designed to support the hash

renewability phase to address weaknesses in Huang’s scheme and avoid exhaustion

of the hash chain for new nodes. However, the renewability of the hash chain needs

to communicate messages to the base station, and in turn, it adds high commu-
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nicational overheads. Similar to Huang’s scheme, Kim-Lee’s scheme may not be

scalable to support a large-scale VANET network. Further, Shen et al. [139] show

that their scheme can be vulnerable to a fatal weakness against active attacks and

man-in-the-middle attacks.

Huang [79] has come out with a simple dynamic access control protocol to prevent

malicious nodes from joining VANET as well as sensor networks. This scheme [79] is

based on the existing Schnorr signature [136] and is used during the authentication

phase. This scheme also supports perfect forward secrecy by using the expiration

time for each deployed node. Therefore, once the timer is expired, the active nodes

can access any data from the network. However, this scheme cannot prevent an

adversary from node-capturing attacks and the deployment of fake node attacks.

Further, this proposed scheme needs high storage overheads and computational

costs.

3.2.1 Existing User Access Control Protocols in VANETs

In this section, we present briefly the available related user access control schemes

in VANET networks.

Watro et al. [152] designed the TinyPK scheme based on the RSA algorithm,

and it is a useful lightweight terminal. Wong et al. [153] presented a dynamic

and light-weight scheme using hash and xor operations, though it is claimed to be

cost and security-effective. Yang et al. designed an improved dynamic password-

based concept [148] to overcome the possible limitation of susceptibility to reply,

forgery, and stolen-verifier attacks of the scheme [152] and [70]. Das et al. proposed

smartcard-based authentication scheme [51] which is an improvement over [152] and

[70]. However, Khan et al.[86] noted that the scheme [51] has left a room for insider-

privileged attack, and he has improved over Das et al. scheme [51] by introducing

pre-shared keys with encrypted passwords.

Shih et al. proposed a 2FAS scheme [27] based on hash features to fill the gap

of [148] that is unable to support mutual authentication. Yeh et al. [162] have

brought out an ECC-based authentication scheme to address the security concern

of password phase in [27]. However, Han et al. [73] show that scheme [162] has

difficulties for forward secrecy, key agreement, and user mutual authentication. Xue

et al. proposed a smartcard-based authentication scheme to provide key agreement

and mutual authentication. Li et al. [98] proposed mutual authentication based
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on temporal credential feature to address weaknesses of [98], [150] and [159]. Both

the schemes [51] and [159] based on the same model [15] and proposed for hier-

archal WSNs in real-time environments may not be suitable for VANETs. He et

al. [75] proposed a scheme to eliminate the impersonation attack and modification

attack of [159]. However, Choi et al. [28] explain that [75] could not address user

impersonation attacks and tracing attacks as expected. Choi et al. analyzed that

Shi et al. [140] ECC-based scheme is not suitable for unknown key-share attacks

as well as smartcard stolen attacks and present the scheme based on biometric and

fuzzy extraction features to solve the limitations of and is very useful for WSNs

and VANET. To resolve all security concerns discussed above, Tai et al. proposed

a scheme [149] claimed to be flawless. But we have found that most of the schemes

are not suitable for mutual authentication and key establishment in the VANET

environment due to their inherent security limitations.

3.2.2 Key Agreement Protocols in VANETs

Recently, many researchers proposed different protocols to address various challenges

in VANET and solve the general authentication process in centralized form [128].

Roya et al. [127] proposed a PKI-based scheme for message integrity and authenti-

cation check, but this scheme faces cost overhead for managing certificates [76]. To

resolve issues in the PKI-based scheme, Zhang et al. proposed a public encryption

scheme with an ID feature, but this scheme could not prevent modification attacks

[94]. Hao et al. [74] presented a CMAP scheme with distributed key management

and short group signature features for VANET. The CMAP is able to verify the

trustworthiness and validity of messages. However, it cannot prevent packet loss

and security attacks. For increasing location-specific services, Lu et al. [104] pre-

sented a privacy-preserving scheme for highly dynamic networks. This scheme can

prevent and detect multiple registration problems with backward secrecy function-

ality. However, this protocol is not able to manage its members efficiently. Feng et

al. [65] proposed the BPAS protocol for allowing conditional tracking and revoking

malicious users. However, this protocol cannot provide proper mutual authentica-

tion because of its centralized processing. Das et al. [52] proposed a key agreement

and device access control protocol based on ECC for the IOT environment. This

protocol efficiently establishes session keys and supports the secure exchanging of

information. However, it suffers from certificate management overhead.
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3.2.3 Blockchain-based protocols in VANET

Recently, several studies have been incorporated to address security and privacy

issues in VANET. However, the majority of the work could not use the full po-

tential of blockchain to the maximum extent possible. Lu et al. [105] proposed

the BPPA protocol for trusted authority (TA) to make it transparent and more

verifiable by storing all transactions & certificates in blockchain. However, this

protocol adds more computational overhead to process multiple certificates. Lie

et al. [96] proposed a key management scheme using the decentralized feature of

blockchain. Arora et al. [16] presented an authentication and data sharing scheme

using blockchain technology. However, the protocol supports vehicle registration

by centralized authority, and it cannot prevent single-point failure issues effectively.

Leiding et al. [97] presented a smart contract-based protocol to provide fair and

autonomous services in a centralized manner. Singh et al. [143] presented the IV-

TP protocol using blockchain technology and an intelligent vehicle communication

system, but this protocol cannot provide proper data security in VANET. Dorri et

al. [56] proposed a vehicle networking system using blockchain to provide auto-

motive security and general participation from manufacturers and service providers

over blockchain. However, this scheme cannot prevent delay and failure in cases

where central and cluster nodes get damaged. Zang et al. [164] proposed the BAVC

protocol to address major issues faced by various blockchain-based VANET proto-

cols. However, it does not ensure proper forward and backward secrecy functional

requirements. Lin et al. [101] proposed the BCPPA protocol to minimize frequent

interaction and private key revocation in a secured way. However, this scheme is

unable to achieve the expected efficiency for signing and verifying users. We propose

blockchain-based authentication in VANET with access control to ensure parallel

computing and compliance with various known security challenges efficiently. Figure

7.1 depicts the architecture and various building blocks of the proposed scheme.

3.3 Summary

In this chapter, we have discussed an overview of recently proposed related works

in the areas of VANET security. We analyze user authentication, blockchain-based

access control, and lightweight protocols in VANET. However, it may be noted that

most of the schemes recently proposed in the VANET field have been designed to
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address numerous security concerns, but very few schemes have concentrated on ad-

dressing all major attacks with efficiency and in compliance with the functional and

general security requirements of VANET. Moreover, these are either vulnerable to

various known attacks or incur high computational and communicational overheads.





Chapter 4

Anonymous Key Agreement

Protocol

A modern city needs to include VANET and smart vehicles to be called a smart city.

The internet-of-things (IoT) devices have become more sophisticated and dominant

than ever, and the application potential is growing rapidly [83]. As the widespread

use of software systems increases and becomes an integral part of our daily lives,

the complexity of these systems increases the risks of widespread security concern

[131]. A VANET is a wireless network formed by bringing smart vehicles and road-

side fixed infrastructure for exchanging various information among multiple users

to improve traffic congestion and make a responsible, reliable, and comfortable road

journey. Each vehicle within 100 to 300m [163] can get the benefits of VANET if

users are equipped with a biometric smart card with fine-grained access control. In

fine-grained access, the user is allowed to access desired information with a unique

privilege only. This access technique uses KP-ABE and the bilinear pairing crypto-

graphic method using elliptic curve groups. Access rights of users can be provided

by an efficient “fine-grained access control” for the utilization of various services.

By doing so, users can be imposed with a set of access privileges. A set of attributes

of the user forms the access policy, and the access policy is imposed by the policy

enforcer.

In VANET, exposure of route profiles to unauthorized users and adversaries can

cause traffic jams, robbery, kidnapping, and theft of personal information.

The VANET intensively uses cellular network technology as an important com-

ponent. With an exponential increase in demand from users, the future generation
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will now occupy the place of 5G. 5G plays an important role in fulfilling the various

mobility requirements of VANET and ITS. 5G enables VANET to connect devices in

the milion/sqkm range with improved performance, incredible transmission speed

(terabit), and reduced cost to serve a vast, transformative, and diverse automo-

bile sector. The 5G-enabled VANET architecture is shown in Figure 4.2. 5G is

a complete ad-hoc network that provides incredible speed in the range of terabit

with no limitations to ITS. This 5G also provides virtual zero-distance connectivity

among VANET users with maximized data throughput and input-output opera-

tions per second (IPOS) [85] in the ITS scenario. This cellular network (5G) has

successfully addressed the major challenges that are not efficiently resolved in 4G

[69] but it is still experiencing various security challenges for user authentication.

To address these challenges and restrict information flow among legitimate users,

in this Chapter, we propose an authentication and key agreement protocol incor-

porating fine-grained and biometrics features. Here, we consider mobile terminals

(vehicles that dynamically change their locations), fixed road-side support units

(RSUs for vehicles-to-vehicles communication), authentication server (AS) [88] and

the VANET cloud as part of our network architecture. The AS allows access to

information objects from the VANET cloud for the genuine user after a success-

ful authentication process. The authentication server fetches the expected response,

and then the response message gets encrypted by the valid authorizing key belonging

to the query generator. The recipient user decrypts it if he or she has the autho-

rization to access the information only. Figure 4.1 depicts the proposed architecture

and various building blocks of the proposed scheme.

4.1 Anonymous Key Agreement Protocol

Most of the authentication mechanisms in VANET available in the literature limit

the access of VANET services to a particular circle, mainly the vehicle owner. More-

over, thorough information sharing and the free flow of information among autho-

rized users may result in the possession of critical information by other users who

may fall prey to various kinds of threats. For making VANET support accessible to

large sections of modern civilization, the proposed protocol will be very useful. This

protocol grants permission to the real card owner to access the information object

only after successful authentication. The authentication server fetches the expected
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Figure 4.1: Framework/ Architecture of our proposed scheme (5G)

response, and then the response message gets encrypted by the valid authorizing

key belonging to the query generator [114]. After receiving the sent response, the

user can decrypt it if he or she has the authorization to access the information only.

4.1.1 Notations

In this chapter, the given notations in Table 4.1 will be used to describe our proposed

protocol. One-way HA-1 [7] function for generating the hash key and AES [2], [34]

have been used for encrypting and decrypting information based on symmetric key

encryption and decryption processes to present our scheme.

In this proposed scheme, the user is able to access the VANET service cloud

through the user terminal. A user terminal with a biometrics smart card reader

gadget may be installed on vehicles, at offices or homes, or on any other mobile

devices, depending on the user’s choices. The user can go to any terminal to access

an information object that is entitled to him or her, depending on the user’s smart

card. We have considered that an authentication server AS has the inbuilt functional
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Table 4.1: Notations used to describe proposed scheme

Symbols Descriptions

AS Application server

Ui ith user

	 Operation to discard a string from string concatenation of

two or more values (A||B)	B = A

h(·) Secured one-way hash function

⊕ Exclusive XOR operation

A||B String concatenation operator

EK(M) Encrypt M using key K

DK(M) Decrypt M using key K

x AS’s master secret key

Pidi Pseudoidentity of user Ui

ri Random number of 128 bits generated at the user side

during registration phase

xa Random number of 128 bits generated at the AS side

during registration phase

rLE Random number of 128 bits generated at the AS side during

general authentication phase (GAP)

B′i Biometrics features of 1024 bits

TAr Timestamp at the time of user registration phase at the AS side

Tl Timestamp at the time of login at the user side

TLE Timestamp at the reception of login message at the AS side

Pki1 Keys generated by AS during registration phase for Ui

Pki2 Key generated at AS by random number generator (RNG) used

for mutual authentication at general authentication phase (GAP)

PAS Key generated at the AS side during GAP

AccP Access policy for fine-grained access control

capability to perform the role of legal executor (LE) who is responsible for taking

any legal steps for the smooth running of the system, along with other trusted

authorities (TA) or LE. AS also handles the user revocation procedure with the

help of TA or LE. This Chapter also describes how the proposed protocol works to

receive information objects from the VANET cloud using a biometric smart card of

the user. It consists of four following major phases. A flow chart is shown in Figure

4.3.
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4.1.2 Registration Phase

In this phase, the authentication server AS prepares a smart card for each legal

user Pidi and hands over his or her card after the successful registration phase. It

is assumed that all the transactions between Pidi and AS are transmitted through

defined secured channels only. The below-mentioned operations are performed by

both Pidi and AS parties to be successfully registered with AS:

• Step 1: First user Pidi selects his or her identity idi, password pwi, personal

biometrics features B′i and a 128 bit random number ri.

• Step 2: For calculating biometrics key, the proposed protocol uses a fuzzy

extractor [55], which is a nearly uniformly distributed random probabilistic

generation function G(·). This fuzzy extractor addresses both error tolerance

and non-uniformity. In a reliable way, this generates R randomly by extract-

ing out of the given biometrics B′i and it has a size of r bits. R can be termed

as biometrics key of Pidi and denoted as R∈{0,1}r. A secure sketch func-

tion Gs(·) [6] along with a fuzzy extractor are defined to reproduce biometric

keys. Fuzzy extractor also generates P as output from the given biometrics

B′i(near to original biometrics). It may be noted that R is maintained to be

uniformly random for stated P . The nearness between B′i and original bio-

metrics is calculated as hamming distance hbm(B′i, BioOrii) ≤ hm, where hm

is a threshold value acceptable as error tolerance. The Gs(·) function is used

to reproduce the biometrics key for Pidi by incorporating two inputs B′i and
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Figure 4.3: Flowchart of the proposed scheme.

P i.e. Fi = Gs(B
′
i, P ) whereas per stated definition Fi = R;

• Step 3: In this step, the user’s computed values, i.e., idi, h(Fi||idi), h(Fi||pwi)
are sent to the AS via secured channels.

• Step 4: After reception of {idi, h(Fi||idi), h(Fi||pwi)}, AS first checks the

revocation flag status of the user, and based on false status, it subsequently

generates a 128-bit random number xa, assigns pseudoidentity Pidi to the user

Ui and computes Sk = h(h(Fi||idi)||h(Fi||pwi)) and fi1 = h(Fi||idi)⊕ xa

• Step 5: Then calculates

fi2 = h[Pidi||h(Fi||idi)||h(Fi||pwi)||xa],
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• Step 6: AS acquires the current time stamp TAr and generates two keys

Pki1 and Pki2 , for the user Pidi, each of length 160 bits, and computes KiL =

(Pki1||TAr)⊕ (fi1||h(Fi||pwi)),
KiA = (Pki2||TAr)⊕KiL ⊕ (fi1||h(Fi||pwi)),

• Step 7: Pi = AccP ⊕ h(fi2||h(Fi||pwi)), where access policy belongs to anti-

terrorist-squadron (ATS) before login can defined as ((Traffic Controller OR

Traffic Inspector) AND (Rank Supervisor)) AND (Service Experience > 5Yrs)

AND [t-out-of-n]{Driving, CCTV, Camera, GunShoot}. However, after suc-

cessful login Kshdi is added as an extra component with the access policy.

• Step 8: Authentication server AS then saves encrypted credential ESk
{Pidi,

fi1, fi2, KiL , KiA , Pi, P, TAr} on the smart card belongs to user Pidi and hands

over to the user that registered with. AS stores {Pidi, (Pidi||Pki1)⊕h(x), (Pidi||
Pki2)⊕ h(x)} the values specific to the user Pidi in its database. The summa-

rized registration phase is shown in Table 4.2.

4.1.3 Login Phase

For accessing VANET support through AS, Pidi has to complete this process at its

own terminal. Pidi needs to execute the below given operations for successful login.

• Step 1: Pidi places smart card and provides self-identity idi, password pwi

along with biometrics information B′i. Using secure sketch function Gs(·), Fi
is retrieved as Fi = Gs(B

′
i, P ). With the help of the smart card SC and own

credential user first computes Sk = h(h(Fi||idi)||h(Fi||pwi)) and then decrypts

the information stored in the smart card. Retrieves xa as follows.

xa = fi1 ⊕ h(Fi||idi).
Then smart card SC computes f ′i2 = h(h(Fi||idi)||h(Fi||pwi)||xa), and checks

if stored fi2
?
= f ′i2 matches or not. The first mismatch leads to prompt rejection

of this process. Else, it is validated and ensured that the provided credential

with biometrics input are right.

• Step 2: After success in first step, Pidi picks up a number ri randomly and

prepares the given below two information

mi1 = (fi1||h(Fi||pwi))⊕ ri



68 Anonymous Key Agreement Protocol

Table 4.2: Registration phase of user with authentication server

User Ui Authentication server AS

Input idi, pwi, B
′
i and ri

User Computes

Fi = Gs(B
′
i, P )

idi, h(Fi||idi), h(Fi||pwi)
User Sends

〈idi, h(Fi||idi), h(Fi||pwi) 〉 to AS

〈idi, h(Fi||idi), h(Fi||pwi)〉−−−−−−−−−−−−−−−−−−−−→
(secure channel)

AS performs the following computation

Sk = h(h(Fi||idi)||h(Fi||pwi))
fi1 = h(Fi||idi)⊕ xa
fi2 = h(h(Fi||idi)||h(Fi||pwi)||xa)
KiL = (Pki1||TAr)⊕ (fi1||h(Fi||pwi))
KiA = (Pki2||TAr)⊕KiL ⊕ (fi1||h(Fi||pwi))
Pi = AccP ⊕ h(fi1||h(Fi||pwi))
AS saves the information on smart card encrypted

by Sk, ESk
{fi1, fi2, KiL , KiA , Pi, P, TAr}

AS stores for future computation

{Pidi, (Pidi||Pki1)⊕ h(x) and

(Pidi||Pki2)⊕ h(x)} values specific to user Ui

AS issues smart card to the user containing

ESk
{fi1, fi2, KiL , KiA , Pi, P, TAr}←−−−−−−−−−−−−−−−−−−−−−−−−

(secure channel)

User receives smart card

with secret credential

mi2 = (fi1||TAr ||Tl||ri)

• Step 3: In this step, user first retrieves Pki1 to encrypt the message M1 as

follows

vpi1 = Pki1||TAr = KiL ⊕ (fi1||h(Fi||pwi))
Pki1 = vpi1 	 TAr

and then finally sends authentication request message encrypted under Pki1 to

the AS: M1 = (EPki1
{Pidi, fi1,mi1 ,mi2 , KiL , KiA , Tl}, Pidi) over normal (pub-

lic) channels.

4.1.4 General Authentication Phase

Authentication server starts this phase by retrieving the M1 = (EPki1
{Pidi, fi1,mi1 ,

mi2 , KiL , KiA , Tl}, Pidi) and then authenticates the user. Through successful au-
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thentication, a secret session key is settled between them for further secured com-

munication. The AS uses the received pseudo-identity Pidi of Ui to retrieve Pki1 , Pki2

and TAr specific to user Pidi.

• Step 1: After reception of message M1 from Pidi, AS calculates dt = TLE−Tl
and Checks if dtmin <= dt <= dtmax. If it is found that the timestamp is

within the valid limit then AS generates a reply.

• Step 2: Then ri is retrieved by the authentication server

as v = (Pki1||TAr)⊕KiL and ri = mi1 ⊕ v.

• Step 3: Then calculates (fi1||TAr ||Tl||ri) and compares equality with mi2 .

Thus the equality validates truthfulness of user Pidi. Otherwise, authentica-

tion process gets terminated by the AS.

• Step 4: In this step, AS generates a 160 bits key PAS and embeds into mi6 to

mark a successful GAP phase and reuse the shared-secret key for a particular

session to avoid repetitive general authentication phase and calculates the

followings,

mi3 = v ⊕ rLE
m′i5 = (Pki1||TAr ||ri||rLE||TLE||KiA), mi5 = h(m′i5)

mi6 = m′i5||(PAS ⊕ fi1)||TAr .

• Step 5: AS at this step, forwards authentication answer message encrypted

under Pki2 to Pidi: M2 = EPki2
{mi3 ,mi5 ,mi6 , TLE} via a public channel.

• Step 6: First, Pidi retrieves Pki2 to decrypt the received M2 as follows vpi2 =

KiA ⊕KiL = (Pki2||TAr)

Pki2 = vpi2 	 TAr . Then user Ui retrieves the random number rLE as rLE =

mi3 ⊕ (fi1||h(Fi||pwi)).

• Step 7: Then user Pidi calculates based on his smart card information,

m′′i5 = (Pki1||TAr ||ri||rLE||TLE||KiA) and h(m′′i5) verifies its equality with mi5 .

The equality authenticates that the received message is generated by the AS

and in turn, the AS gets authenticated by Pidi.
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• Step 8: Then Pidi extracts PAS from fi1 and m′′i5 as:

vpi3 = mi6 	m′′i5 	 TAr = (PAS ⊕ fi1)
PAS = vpi3 ⊕ fi1 .

• Step 9: Pidi then computes one common shared secret key Kshdi = h((PAS ⊕
fi1)||TAr ||KiL||KiA||Tl) and saves as one of the vital components of authoriza-

tion attributes set for a defined session to mark a sign of successful general

authentication process.

• Step 10: AS also computes shared common secret key Kshdi from own side.

The same common session key is agreed by user Pidi for all future service

request/ information object access from the VANET cloud via the server AS

and AS uses it for decrypting the service request from user Pidi.

4.1.5 Information Object Access Phase

Once the user Pidi successfully completes the general authentication phase, the

information object phase is initiated by the respective user at its own side.

• Step I. User Pidi sends information object Inf idi access request as EAC (Pki1
)?

{Pidi, EncKshdi
(Inf idi)} encrypted under EP ′

k1
and the information object

Inf idi encrypted by session key Kshdi using AES encryption technique.

Where, (Pki1)
? = (Pki1 ||Kshdi)

• Step II. AS fetches Kshdi using Pidi information and decrypts desired object

Inf idi id applying the fetched shared secret key Kshdi .

• Step III. The AS retrieves Inf idi from VANET cloud as InfDetails idi

and encrypted with a set of authorization attributes where Kshdi is treated as

a special component of the authorization attributes set.

Encryption at the AS side:

Let U is a universal set of attributes of AS and A = |U | for each attribute,

i ∈ {1, 2, 3, ......., A} randomly secure way user details and authorization object

details are mapped e.g. details of user Ui engine number and chassis number

and shared secret key Kshdi securely mapped as t1, t2, t3 respectively. y is

chosen randomly from Z. So, the following public parameters available at AS
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for general authentication and encrypting information object: PK = (T1 =

gt1 , T2 = gt2 , .....TA = gtA , Y = e(g, g)y) And the secret key is distributed as

an access policy saved on the user’s respective smart card.

Let IA and Iuseri be a set of attributes of AS used to encrypt InfDetails idi

and the user trying to access InfDetails idi from VANET cloud respectively.

Key generation policy chooses a polynomial of degree t, Px at random such

that Px(0) = y. For an attribute aUi
, UKa = gPx(i)/ta

• Step IV. Decryption by the user Pidi: AS responses for the information

object to the user as E(Pki2
)?{IA, InfDetails idiY r, {T rj }, j ∈ IA}, where r ∈ Z

is chosen randomly by the AS and (Pki2)
? = (Pki2||Kshdi). The decryption

process is initiated by the user. User checks |IA∩IUi
| > t , where t is the degree

of random polynomial denoted by Px. t is decided by key the distribution

centre . If the condition returns true, then Px(0) is obtained by Lagrange’s

interpolation. So the user can get Y r, and finally InfDetails idi is retrieved.

Minimum requirements for attributes and parameters are defined as the access

policy of user and are saved on the user’s smart card. The access policy of the

user is depicted as an access tree in Figure 4.4.

A summarized login, authentication, key establishment and object access

phases is briely presented in Table 4.3.

4.1.6 An Example of Information Object Access Phase

Tracking information objects of any vehicle at any time by a user designated as

anti-terrorist squadron (ATS) may be defined as an access tree as shown in Figure

4.4 which is saved on the smart card as a general logic expression. The access policy

[66] of ATS is expressed as follows:

Kt AND ((TrafficController OR TrafficInspector) AND (RankSupervisor)) AND

(ServiceExperience > 5Yrs AND (〈t-out-of-n〉 {Driving, CCTV, Camera, Gun-

Shoot}) where Kt = Kshdi at session t. In Figure 4.4, TA(IA) = true i.e., the

user access policy accepts IA ; so, InfDetails idi can be retrieved by the user Pidi.
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Figure 4.4: Access tree TA for ATS user.

Password and Biometrics Update Phase

Here, the following operations should be executed through the secure channel if a

user desires to update his password along with biometric components:

• Step 1: The user needs to insert his or her SC and provide his or her identity

idi, password pwi and biometrics B′i. The secured sketch function Gs(·) is

used to retrieve Fi. With the provided information SC and own credentials,

the user first computes Sk = h(h(Fi||idi)||h(Fi||pwi)) and then decrypts the

information saved on SC. Retrieves xa as follows.

xa = fi1 ⊕ h(Fi||idi).
Then smart card SC computes f ′i2 = h(h(Fi||idi)||h(Fi||pwi)||xa), and checks

if stored fi2
?
= f ′i2 matches or not. A mismatch causes prompt rejection of

the password and biometrics update phase. A match ensures the genuineness

of the user and smart card holder. Then AS indicates acceptance of the user

request to update the credential with the given password and biometrics via

secured channels if the revocation flag is false.
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Table 4.3: Summarized login, authentication, key establishment and object access

phases

User Ui Authentication Server AS

Insert smart card and input idi, pwi , B′
i

Retrieves Fi and xa as follows:

Fi = Gs(B′
i, P )

xa = fi1 ⊕ h(Fi||idi)
To decrypt smart card information, calculates Sk = h(h(Fi||idi)||h(Fi||pwi))

At user terminal smart card SC computes

f ′i2 = h(h(Fi||idi)||h(Fi||pwi)||xa)

Checks match holds or not

(i) fi2
?
= f ′i2

An inequality leads to prompt rejection at login phase

On successful match Pidi chooses random no ri

and calculates the followings:

(i) mi1 = (fi1||h(Fi||pwi))⊕ ri
(ii) mi2 = (fi1||TAr ||Tl||ri)
(iii) vpi1 = Pki1

||TAr = KiL ⊕ (fi1||h(Fi||pwi))

(iv) Pki1
= vpi1 	 TAr

(v) Ui sends an authentication request to the AS

〈M1 = (EPki1
{Pidi, fi1,mi1 ,mi2 ,KiL ,KiA , Tl}, Pidi) 〉

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
(Public channel)

Receive message {M1}

(i) AS calculates dt = TLE − Tl
Checks if dtmin <= dt <= dtmax

On validity, AS prepares M2

(ii) v = (Pk1
||TAr )⊕KiL

and retrieves ri as ri = mi1 ⊕ v
(iii) m′

i2
= (fi1||TAr ||Tl||ri)

Checks for match mi2 and m′
i2

and on matched AS further calculates

(iv) mi3 = v ⊕ rLE

(v) m′
i5

= (Pki1
||TAr ||ri||rLE ||TLE ||KiA ), mi5 = h(m′

i5
)

(vi) mi6 = mi5 ||(PAS ⊕ fi1 )||TAr

Receives message {M2}
〈M2 = EPki2

{mi3 ,mi5 ,mi6 , TLE}〉
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−

(Public channel)

(i)Pidi retrives Pki2
to decrypt the received M2

as: vpi2 = KiA ⊕KiL = (Pki2
||TAr )

Pki2
= vpi2 	 TAr

(ii) Retrieves rLE as rLE = mi3 ⊕ (fi1||h(Fi||pwi))

(iii) From smart card information, the user calculates,

m′′
i5

= (Pki1
||TAr ||ri||rLE ||TLE ||KiA )

and h(m′′
i5

) and verifies equality with mi5

(iv)Retrieves PAS using fi1 and m′′
i5

as: vpi3 = mi6 	m′′
i5
	 TAr = (PAS ⊕ fi1 )

PAS = vpi3 ⊕ fi1
(v) Computes shared secret key

Kshdi = h((PAS ⊕ fi1 )||TAr ||KiL ||KiA ||Tl) AS computes shared secret key Kshdi independently at own side

Information object access by user

After successful general authentication

Pidi sends information object Inf idi access request as

〈EAC (Pki1
)?{Pidi, EncKshdi

(Inf idi)}〉
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

(Public channel)
Receive message access request

(i) AS fetches Kshdi using Pidi information

(ii) Decrypts information object Inf idi

(iii) Retrieves Inf idi from VANET cloud as InfDetails idi

(iv) Encrypts with a set authorization attributes

where Kshdi special component of authorization attributes set

Server sends user object details as

Checks |IA ∩ IUi
| > t,

〈E(Pki2
)?{IA, InfDetails idiY r, {T r

j }, j ∈ IA}〉
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

(Public channel)

where t is degree of random polynomial denoted by Px

On validity of check,(i) Px(0) is obtained

by Lagrange’s interpolation

(ii) User gets Y r

(iii) Using Y r, InfDetails idi retrieved
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• Step 2: The authentication server repeats steps three to eight mentioned

in the user’s registration process to update the necessary components in the

database. Parallelly, required components calculated by smartcard are re-

placed on the user’s SC at terminal side.

4.1.7 Password Update Phase

The following operations should be executed at the user’s terminal in a secure en-

vironment if the user desires to update the password component.

• Step 1: The user needs to insert his or her SC and provide his or her identity

idi, password pwi and biometrics B′i. The secured sketch function Gs(.) is

used to retrieve Fi. With the provided information SC and own credentials,

the user first computes Sk = h(h(Fi||idi)||h(Fi||pwi)) and then decrypts the

information saved on SC. Retrieves xa as follows.

xa = fi1 ⊕ h(Fi||idi).
Then smart card SC computes f ′i2 = h(h(Fi||idi)||h(Fi||pwi)||xa), and checks

if stored fi2
?
= f ′i2 matches or not. A mismatch causes prompt rejection of the

password update phase. A match ensures the genuineness of user and smart

card holder. Then AS check revocation flag and finally indicates acceptance

of the user request to update the old password with a new password.

• Step 2: The authentication server repeats steps three to eight mentioned

in the user’s registration process to update the necessary components in the

database. Parallelly, required components calculated by smart card are re-

placed on the user’s SC at terminal side.

4.1.8 User Revocation Phase

There may be misbehaving and malicious users who report wrong and invalid infor-

mation. They also do not follow the norms and regulations of VANET laid down by

trusted authorities (TA) or law executors (LE). Therefore, in this undesirable sce-

nario, the user needs to be revoked to preserve and protect the interests of VANET.

The proposed scheme provides provision for user revocation in a privacy-preserving

way. Based on the TA or the LE’s input, the AS initiates the revocation process

for user Ui. AS retrieves the desired information of user Ui from the database and
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marks the revocation flag true against the user. AS also updates the revocation list

accordingly.

4.1.9 New User Joining Phase

The same phases are applied to a new user Ui−new like Ui for joining and participating

in VANET. The authentication server AS needs to register and issue a fresh smart

card by executing the registration process. After a successful registration process,

the new user has to complete the key establishment phase through a successful

log-in and the general authentication phase mentioned in sections 4.1.3 and 4.1.4

respectively. Subsequently, the new user Ui−new can fully participate in accessing

VANET services.

4.2 Security Analysis of Proposed Scheme

The primary goal of the credential scheme is to maintain the user’s privacy reliably

by supporting its users to mask identifying personal attributes in transactions over

a network. The sharing of information with unregistered personnel to get access to

the services in any way is known as credential lending, sharing, or transfer [121].

This proposed protocol is compliant with the non-transferability of credential fea-

tures. The considered set of attributes (A) are A1 (Circumvention depends on),

A2 (Circumvention by), A3 (Universality depends on), A4 (Credential cloning), A5

(Unintended sharing), and A6 (VANET system value). Functional relations among

attributes, non-transferability, and transferability are shown in Table 4.4.

4.2.1 Formal Security Proof by ROR Model

The formal security analysis of the proposed protocol, say V for VANET, is carried

out by the widely accepted ROR model [106], [112], [72]. The ROR provides a

provision to simulate real attack by an adversary A through which the adversary

capabilities in a real attack are captured [19], [141]. Table 4.1 and Table 4.6 contain

the description of the various symbols for queries and notations that are used for

the semantic security proof. The adversary A acts to be an active participant either

Pidi or Authentication Server AS at tth instance with V . We have considered all

probable queries for proving formal security concerns.



76 Anonymous Key Agreement Protocol

Table 4.4: Comparison of credentials attributes w.r.t. transferability and non-

transferability

A Non-Transferability Transferability

A1 Full secrecy Accessing control open

A2 No associates Closed associates

A3 Secrecy for all environments Secrecy for environments

A4 Harder Easier

A5 Impossible Highly possible to happen

A6 Value improved Less value addition

Definition 4.1. The advantage function of an adversary A in breaking the semantic

security of the proposed protocol (VANET) scheme V by guessing the correct bit b′

is given by AdvV ANETV = |2Pr[b = b′]− 1|.

Definition 4.2. A biometrics-based authentication protocol with a password is se-

mantically secure if the advantage function AdvV ANETV is negligibly greater than

max{qs( 1
2|D| ,

1
2lb
, εbm)}, where qs, |D|, lband εbm carry the same meaning as per table

4.6.

Theorem 4.1. If we assume that the adversary A runs with the complexity of a

polynomial algorithm tA. The adversary executes H, S and E with maximum time

complexity qH , qs and qe respectively to be capable to crack the defined semantic

security of the proposed protocol V . As per the definition we have,

AdvV ANETV ≤ q2
H + 28qH

2lH
+

(qs + qe)
2 + 10qs

2lr

+2 max{qs(
1

2|D|
,

1

2lb
, εbm)}

where qs, qH , lH , lr, |D|, lb and εbm carry the same meaning as per Table 4.6.

Proof. The proof can be derived by a set of five independent games and these are

defined as Gmi, (i = 0, 1, 2, 3, 4). We follow similar steps like [134], [129] to prove the

theorem. In the Gmi
, the adversary A tries to guess the correct random numbers ri

through the Test query. The event of occurrence is defined as Si and the associated

probability of the occurrence is written as Pr[Si].
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Table 4.5: Various ROR queries with their description

Query Description for Interpreting Query Action

Send(V, p) (S)
It allows A to share a plea message p to V t.

In response, V t answers to A as per protocol.

Execute(Pidi, S) (E)

This makes A capable to listen

message p transmitted among Pidi and

AS in a real operation of the scheme.

Corrupt(Pidi, a) (C)

According to correctness of a, it

helps to obtain user’s credential

saved in SC to mention adversary A.

Reveal(V t) (R)
It enables to disclose shared key Kshdi

generated between Pidi and AS.

Test(V t) (T)

By this query A sends a proposal to V t for

the present common session key Kshdi and V t

answers probabilistically as a result of

unbiased flipped coin b.

Game G0: The first game Gm0 is assessed and evaluated under ideal conditions

as per ROR model and definition 1. So we have,

AdvV ANETV = |2Pr[S0]− 1|. (4.1)

Game G1: In this game, the ROR queries i.e. Send and Execute are simulated

for the proposed protocol. Table 4.7 describes the simulation of Send and Execute

queries. In this game, the list LH , LA, and LT are also considered. Under the

execution of real protocol and ideal conditions, simulation of the games G1 and G0

are indistinguishable from each other, so, we have,

Pr[S1] = Pr[S0]. (4.2)

Game G2: Here, we have considered the total collision probability due to super-

imposition of the hash function and random key over the transmitted traffic between

Pidi and AS. As per birthday paradox theory, the at most collision probability of

H given by query has
q2H

2lH+1 . Then we have,

|Pr[S2]− Pr[S1]| ≤ (qs + qe)
2

2lr+1
+

q2
H

2lH+1
. (4.3)
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Table 4.6: Symbols of ROR model description

Symbols Description and Meaning of Symbols

qH Total number of hash H oracle execution

qs Total number of Send query executed

qe Total number of Execute oracle query executed

lH Length of the hashed output string

lr Length of the string of random number

lb Length of string of user biometric key

εbm Measure probability of false positive in biometrics [32]

|D| Size of password dictionary

LH Storage for output of hash H oracle query

LA Storage for random oracle output

LT Storage for message transcripts between Pidi and AS

Table 4.7: Execution and simulation of various oracle queries

Simulation of Hash H for the following query operations:

The availability of information about (q,H) in LH list related

to H(q), is returned as hash function H.

If not available, then a string H ∈ {0, 1}lH is selected and added (q,H) with LH .

In case availability is made by A, (q,H) then it is added with LA list.

Simulation of Reveal(V t) query is captured as following:

In case, V t is implied to be in accept, then present common session key Kshdi

is generated by V t and the same is returned to partner.

Test(V t) simulation is noted as following:

By Reveal(P t) execution, present

session key Kshdi is obtained along with the flipping result b of unbiased coin.

Kshdi is returned if flipping results b = 1. In other case, returns a randomly

formed string out of {0, 1}∗.
Corrupt(Pidi,a) simulation is noted as following:

Incase, the value a resulted as 1, the query answers password (PWi) of Pidi.

For a = 2, this returns biometrics key (Fi)

corresponding to the biometrics B′i of Pidi.

Incase, the value a resulted as 3, then secured information SC is returned

stored in user smart card.

Execute(Pidi, S) query simulation is performed as a successive manner

by simulating Send query and performs all the operations required for

general authentication.
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Game G3: With the assumption that H queries are accounted previous (G2)

calculation, so, it is necessary to evaluate collision probability for other left over

queries. Here, we have considered the total collision probability due to superimpo-

sition of the hash function and random key already recorded with the transmitted

at SC generation, SC revocation, at login time, password and biometrics change

phases are considered. So, we have,

Case 1: For registration-cum-smart card generation, we have the total calculated

probability is at most (5qH
2lH

+ qs
2lr

).

Case 2: During login and GAP phases, we have total probability is at most (6qH
2lH

+ 2qs
2lr

).

Case 3: Similarly, for biometrics and password change phases contribute the total

probability is at most (3qH
2lH

+ 2qs
2lr

).

Considering all the four cases, we have,

|Pr[S3]− Pr[S2]| ≤ 14qH
2lH

+
5qs
2lr

. (4.4)

Game G4: In game G4, the adversary A tries to reveal or disclose user’s private

credential. As details given [134], [129], guessing of password and biometrics has

a maximum probability upto qs
2|D| and max{qs( 1

2|D| ,
1

2lb
, εbm)} respectively. Since,

games G3 and G4 are identical when there is an absence of guessing attack, so we

have,

|Pr[S4]− Pr[S3]| ≤ max{qs(
1

2|D|
,

1

2lb
, εbm)} (4.5)

After executing all games, A is left with Pr[S4] probability in guessing the correct

bit b. So, we have clearly,

Pr[S4] = 1/2 (4.6)

Applying the triangular inequality law, we have the following:

|Pr[S0]− 1

2
| = |Pr[S1]− Pr[S4]|

≤ |Pr[S1]− Pr[S2]|+ |Pr[S2]− Pr[S4]|

≤ |Pr[S1]− Pr[S2]|+ |Pr[S2]− Pr[S3]|

+|Pr[S3]− Pr[S4]| (4.7)
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From Equations (4.1)-(4.7), we obtain,

1

2
AdvV ANETV = |Pr[S0]− 1

2
|

≤ (qs + qe)
2

2lr+1
+

q2
H

2lH+1
+

5qs
2lr

+
14qH
2lH

+ max{qs(
1

2|D|
,

1

2lb
, εbm)} (4.8)

We can obtain the following if each side of Equation (4.8) is multiplied by 2 and

rearranged the expression,

AdvV ANETV ≤ q2
H + 28qH

2lH
+

(qs + qe)
2 + 10qs

2lr

+2 max{qs(
1

2|D|
,

1

2lb
, εbm)} (4.9)

Hence, the theorem is proved.

Table 4.8: Computation cost comparison

Phase At TEAM [110] E2TEAM [130] Ours

Smart card AS - - 7h(.) + 7⊕
Registration User - 3h(.) + 7⊕ -

OBUi/UT - 1h(.) + 1⊕ -

AS 3h(.) + 2⊕ 3h(.) + 3⊕ -

Login OBUi/UT 1h(.) + 1⊕ 2h(.) + 1⊕ 4h(.)+ 4⊕
GAS OBUi/UT 8h(.) + 5⊕ 3h(.) + 4⊕ 2h(.)+9⊕

LEi 8h(.) + 7⊕ 7h(.) + 6⊕ -

Key Update OBUi/UT 6h(.) + 5⊕ 4h(.) + 4⊕ -

LEi 5h(.) + 6⊕ 4h(.) + 4⊕ -

SC update OBUi/UT 2h(.) + 3⊕ 4h(.) + 3 9h(.) + 6⊕

4.2.2 Informal Security Proof

Most of the known security concerns are addressed by the ROR and AVISPA simu-

lation tools. However, for a lightweight scheme, perfect forward secrecy (PPF) and

key-compromised impersonation (K-CI) attacks are very crucial, and the proposed

protocol should effectively withstand them. So in this section, we assess how our

scheme is able to resist PPF and KCI threats.
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Perfect Forward Secrecy (PPF)

PPF ensures that the leakage of current session keys at session k of one or several

parties cannot affect the secrecy or acquire the session keys established by genuine

parties at session k− 1. A scheme can be resilient against PPF if it is sound and at

least one component of the key or key itself is hashed by one-way secure has function

[161]. In the proposed scheme, the common shared secret key Kshdi is calculated as

Kshdi = h((PAS ⊕ fi1)||TAr ||KiL||KiA||Tl) independently at its own side by AS and

Pidi. The components PAS and Tl get updated at each login, followed by general

authentication. So, using the same theorem for soundness presented in [161], the

proposed scheme is considered as sound.

Therefore, the soundness ensures that the shared secret is updated at least once

for each session (Step 4 of the general authentication phase and Step 3 of the login

phase), and the incorporation of a collision-resistant one-way hash function guar-

antees that the previous PAS cannot be recomputed even if the current Kshdi is

compromised. Moreover, from the Kshdi itself, deriving of PAS as well as Tl is not

possible. Therefore, the proposed scheme is compliant with PPF.

K-CI Attack

Let an adversary Ai be capable of impersonating Pidi and intercepting the messages

M1 = (EPki1
{Pidi, fi1,mi1 ,mi2 , KiL , KiA , Tl}, Pidi) andM2 = EPki2

{mi3 ,mi5 ,mi6 , TLE}
during conversation between Pidi and AS. From the available information, Ai can-

not compute or gain any information regarding encryption keys Pki1 and Pki2 to

decrypt messages M1 and M2 respectively. Further, if we assume adversary Ai gets

access to the keys Pki1 and Pki2 through some means, then Ai has to retrieve PAS

by executing Step 8 of the general authentication phase. However, the biometric

component fi1 = h(Fi||idi)⊕xa of Pidi cannot be supplied by the adversary through

any means. Therefore, it is impossible for Ai to derive PAS and subsequently can-

not calculate the shared secret key Kshdi independently at the adversary’s side to

establish a legal session with the server. Thus, the proposed scheme resists K-CI

attacks effectively.
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Figure 4.5: SUMO traffic deadlock simulation

4.3 Simulation of VANET Environment

4.3.1 Simulation Test-Bed

Simulation of the environment is an important aspect to investigate the feasibility of

launching a protocol and to measure the effect of macro objects on the functionality

of the scheme. To build the simulation test-bed, we use Veins, an open-source frame-

work that is imported on OMNET++ (discrete event simulator) [24] and linked with

traffic simulator SUMO [5], [108] via “Traffic Control Interface (TraCI)”. Various

modules, like the application layer, DSRC, and physical layer of OMNET++, have

been incorporated to simulate realistic network behavior. Simulation of urban mo-

bility (SUMO) is a mobility simulator to simulate the dynamic behavior of VANET

protocols. The implementation of protocols has different impacts in real-time. We

have used SUMO to simulate various vehicle types in a large network with multiple

lane and lane changing features to study road deadlock and prediction of deadlock

occurrences considering multiple micro-level affecting factors. We have also studied

the impact of various similar schemes using SUMO and a snapshot is shown in Fig-

ure 4.5. Simulation environment details are given in Table 4.9

According to [122], the majority of legitimate terminals perform the desired ex-

pected operations only. The vehicles in the city center have low mobility, while

rural areas observe high mobility [64].
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Table 4.9: Simulation environment details

Environment/Parameter Tool Version/Value

Traffic simulator SUMO 0.32.0

Network simulator OMNET++ 5.5

V2X simulator Veins 4.7.1

Simulation area 10km x 5 km

Simulation time 1000 secs

Number of vehicles 500

Number of static terminals 500

Number of malicious terminals (%) 10, 25, 50

Network protocol IEEE 1609.4

MAC protocol IEEE *02.11p

Propagation model Simple Path Loss

Packet size 1024 bits

Attack model
Man-In-Middle

and Denial-of-Service

Action by attacker

Non-availability

of Content and Content

alter with delay

4.3.2 Formal Security Validation by AVISPA Tool

We have used the widely accepted AVISPA tool for formal security verification for

intrusion detection and attack mitigation accuracy. We have simulated our proto-

col using HLPSL [4] language and our simulation results prove that the proposed

scheme is secure against man-in-the-middle (MIM) attacks and replay attacks, in-

cluding intrusion detections. We also implement the mandatory roles in AVISPA

for user (Ui), AS, session and environment, including goals and subsequently corre-

sponding HLPSL code presented in Figure 4.7 and Figure 4.8. We have considered

six authentication goals and six secrecy goals to keep the smartcard’s secret. The

Figure 4.6 shows the brief simulation result by AVISPA tool from which we can

conclude the proposed protocol is safe.
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Table 4.10: Execution time of cryptographic operation

Operator name with description Runtime in seconds

Th(·): Hash function 256 11.4e-04

Tmul: Scalar multiplication 4.41e-04

Tpcom: Packet-1024 comparison 11.4e-03

Tadd: Addition 4.0e-08

Tran: Random number 2.8e-7

Tpair: Pairing 8.202e-03

Tmtp: Map-to-map 1.1025e-04

Table 4.11: Comparison of time complexity for signature verification w.r.t single

and group with ECCP, DCS, LPA, NECPA, TEMCE and, AKAS schemes

Scheme name Single user verification Group user verification

ECCP[126] 3Tpair + Tmtp + Tmul 3nTpair + 11nTmul

DCS[10] 5Tpair + 3Tmul 5nTpair + 3nTmul

LPA[160] 4Tpair + Tmtp + Tmul —-

NECPPA[132] 3Tpair + Tmtp + Tmul 3Tpair + nTmtp + nTmul

TEMCE[64] 2Tpcom 2nTpcom

AKAS 4Tadd + 4Th(·) 4Tadd + 4Th(·)

4.3.3 Attacker Model

An adversary is a terminal with the ability to launch an attack to access an unautho-

rized entry into the system for their self-interest [63]. To evaluate the performance

of the proposed protocol in a realistic environment, we have considered denial-of-

service (DOS) attack and man-in-middle (MIM) attack scenario. DOS and MIM

have a very high level of potential to cause havoc in VANET in terms of their safety

and performance. Both the attacks can lead to arise traffic deadlock conditions in

the time of emergency.

4.3.4 Performance Metrics

We have defined the following metrics to evaluate the efficacy and efficiency of the

proposed scheme in terms of security and object access time over the VANET cloud.
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Figure 4.6: Result of AVISVA simulation

We have considered the following matrices that are used to evaluate the performance

of our scheme.

1) Functional Event Availability (FEA): This metric is defined to measure

the availability of a functional event in the VANET. An attacker model can inject

or flood the network with garbage events, which can affect the performance of the

network. High-availability detection of the true event is expected from the network,

i.e., a higher FEA is desirable. The inverted FEA index can be represented as fol-

lows. FEA =
∑

(Eto−Eg)
Eto

, where Eto is the total number of events pushed into the

network. Et and Eg represent true and garbage events respectively.

2) End-to-end Signature Delay (E2SD): This metric is defined to measure

the total time to verify the true signature of the genuine terminal. So, we have,

E2SD = Tas − Tt, where Tt is the initiation time at terminal and Tas is the time of

returning verified event to the terminal by the authentication server.
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Figure 4.7: Role specification in HLPSL code-page1
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Figure 4.8: Role specification in HLPSL code-page2
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3) Deadlock Factor to Traffic Jam (DFT2J): This QoS is used to measure

how fast the schemes lead to traffic jams. We have defined traffic jam in the SUMO

simulation, and it is assumed that a traffic jam has occurred if there 24% of vehicles

are waiting at a cross-road for 60 minutes. DFT2J should be minimal to achieve

higher performance from the scheme. DFT2J can be defined as,

DFT2J = (Eg∗xn)
(Eg+Et)∗x ,

where xn is the number of attempts allowed in a scheme for x number of functional

events.

4) Channel Utilization: This metric is defined to measure the impact on chan-

nel utilization CHut when the user density or the density of nodes increased linearly

over an ad-hoc network to communicate the AS. The channel utilization may be

defined as the ratio of time the channel is utilized over the total duration. So, we

have, CHut = (2∗Tt)
(E2SD+2∗Tt) , where E2SD = Tas − Tt and Tt is the initiation time at

terminal and Tas is the time of returning verified event to the terminal by authen-

tication server.
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Table 4.12: Comparison of security features

Security Protocol with Attribute TEAM [110] E2TEAM[130] Ours

Circumventions dependence on open accessing controls Y Y N

Circumvention by close associates Y Y N

Insider attack resisted N Y Y

Credential cloning attack N N Y

Unintended sharing attack N N Y

Resisted to disclosure attack N Y Y

Resisted to replay attack N Y Y

Resisted to modification attack NA NA Y

Resisted perfect forward secrecy Y Y Y

Resisted key-compromised impersonation (K-CI) attack N Y Y

4.4 Result and Discussion of Simulations

In this section, we present simulation profiles of various matrices and compare our

scheme with ECCP [126], DCS [10], LPA [160], NECPPA [132] and TEMCE [64].

The running times of operators with respect to the X2 Ultra Quad-core processor

are given in Table 4.10.

Table 4.11 shows the signature verification complexity for the individual user and

group users. In Figure 4.9, we have demonstrated the functional availability index

profile of NECPPA, TECME, and AKAS schemes. We have observed that the FEA

index increases proportionately with the increase in total events.

In Figure 4.10, we have presented a deadlock tendency profile for NECPPA, TECME

and AKAS. The deadlock profile has brought out that NECPPA and TECME have

around 50% and 40% fast convergence towards traffic deadlock conditions compared

to the AKAS protocol. A simple image of a traffic deadlock condition is shown in

Figure 4.5.

In Figure 4.11 and Figure 4.12, we have presented the E2DS delay profile with

respect to individual signature verification and group verification respectively. It is

noted that for both individual and group verification, AKAS spends less time on

signature verification. It is essential to consume less time for signature verification

because this helps to prevent various attacks by giving less time to the adversary,

and it also increases throughput to achieve scalability for a large network.
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4.5 Performance Comparison and Cost Compar-

ison

Here, we have compared the functionalities and performances of the proposed pro-

tocol with recent publications on authentication protocols for VANET [110] and

[130]. From the results presented in Tables 4.8 and Table 4.12, we can say that the

proposed protocol solves the security and functionalities limitations of the available

protocols. Our proposed protocol is secured, lighter-weight, and supports additional

functionalities w.r.t. those discussed protocols.

4.5.1 Comparison of Functionalities

In this section, we have compared various aspects of securities and functionalities,

and details of the results are shown in Table 4.12. From this comparison, it is

clear that the proposed protocol promises higher security with other requirements

for VANET, compared to other relevant protocols. This protocol handles with only

22 one-way hash operations presented in Table 4.8 supporting better performance.

From the channel utilization profile Figure 4.13, we can show that our protocol

keeps the communication channel less busy. Therefore, it supports high levels of

scalability.

4.6 Summary

In this chapter, we have presented a fine-grained access control mechanism for ve-

hicular ad-hoc networks using biometrics. We have demonstrated that our protocol

is lighter-weight as it has less computational complexity compared to many relevant

and related protocols. A noted aspect of our protocol is that it is free from cre-

dential transferability problems, and a user continues to avail services with a single

registration process as user credentials are permanently saved on the user’s smart

device. We have shown that this protocol has remarkable efficiency and is more ap-

propriate for practical applications where there is a special requirement to support

a dynamic platform with a battery-operated source as it is independent of a fixed

onboard unit (OBU).



Chapter 5

Biometric-Based Authentication

A smart city should have at least two major components of many modern features to

be provided with to attain the feather of a real smart city crown. One is a VANET,

and the other is a smart vehicle. Government and manufacturers have brought sea

changes to the automobile industry by bringing smart vehicles to the smart road

[34]. Implementing a sophisticated VANET can bring countless benefits to its users.

It would be an easy situation if users were issued smartcards based on their needs

and interests. A user can access the VANET services based on his smart card, which

belongs to him only. Moreover, a VANET has to deploy tight security measures like

any other communication channel. Divulging critical information with the wrong

motivation may lead to traffic jams; vehicles get tracked by adversaries. Misuse

of privacy, like the current position or route profile of a vehicle, may be used for

robbery, theft, and kidnapping.

The VANET is openly exposed to various security concerns, and user authenti-

cation is one of the major concerns. In this chapter, we have proposed a biomet-

ric smart card-based dynamic authentication scheme to restrict information access

among various users. A typical VANET model is shown in Figure 5.1. In our

scheme, we have considered three core building blocks like road side fixed infras-

tructure (RSU), vehicle and authentication server (AS) [84]. The user terminal is

housed in every vehicle, which changes its position dynamically, and the RBU is a

stationary unit stationed at roadside. RSU helps to access outside information and

establishes connections among vehicles as a gateway.
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5.0.1 Our Contributions

In this chapter, we propose a smart card-based dynamic lightweight authentication

mechanism with a biometric feature for accessing VANET services. Our scheme has

the following salient features:

• It provides smart card-based, lightweight authentication for genuine users.

• In our scheme, there is no need for any fixed on-board unit (OBU). In this

scheme, any mobile portable device with a smart card reader can be used as

a user terminal for login purposes. So, it is a dynamic authentication scheme.

• Our proposed scheme provides scalability as there are no limitations on the

number of user terminals; only the genuine user needs to be registered once for

accessing the services. No multiple registrations or session-based registrations

are required.

• Only users with a valid smart card fulfilled by the biometric component can

access the specific service of VANET.

• In our scheme, credentials are stored on a smart card, which is also loss-proof.

5.1 The Proposed Biometric Smart Card-based

Authentication

To make VANET services reachable to a larger part of society, we studied this

authentication scheme. This scheme helps genuine card holders for accessing in-

formation entitled to authorized users only. Once the validity of the smart card

and the owner of the smart card are confirmed through the local terminal, an au-

tomatic general authentication process is initiated. After successful authentication,

AS processes the information object. Then AS retrieves the desired information

and encrypts the information object with the authorization key of the user. The

received information will be decrypted by the user if and only if he or she is an

authorized person for accessing that information. In this scheme, we focus mainly

on the authentication process only. However, we have discussed the access control

process in Chapters 4 and 7.
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Figure 5.1: A VANET model [138]
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5.1.1 Notations

We have used SHA-1 as one-way hash function, and for symmetric key encryption

and decryption, we have used AES-based encryption and decryption techniques

for our proposed scheme. To explain the scheme, we use various mathematical

notations, and these notations are tabulated in Table 5.1.

Table 5.1: Notations used in the proposed scheme.

Symbol Description

AS Application server

Uj Unique identifier of user j

h(·) One-way secure hash function

A||B Concatenates string A and B

EK(M) Symmetric key encryption under key K

DK(M) Symmetric key decryption under key K

In our scheme, users can access the VANET cloud through the user terminal. Our

scheme consists of three major phases, and we have considered the authentication

server AS as a legal entity LE legal executor for smooth running of the system.

5.1.2 Biometric-based Registration Phase

Through the registration phase, every legal user Ui obtains his or her smart card

from the authentication server AS. In this phase, communications between user Ui

and authentication server AS take place over a secure channel. The following steps

should be executed for registration purposes by both Ui and AS:

• Step 1: User Ui chooses his/her identity idi, password pwi, personal biomet-

rics features Bi and a 128 bit random number ri.

• Step 2: For the biometrics component of the user credential, our proposed

scheme makes use of a fuzzy extractor with a nearly uniform randomness

probabilistic generator function G(·). It reliably extracts a uniformly random

string R of length r bits from its biometric input Bi. R is the biometric key of
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user Ui and defined as R∈{0,1}r. To assist in recovering a secure sketch func-

tion Gs(·) and fuzzy extractor output P from biometrics Bi
′

(close to Bi) are

defined. However, R remains uniformly random even given P . The closeness

between Bi
′

and Bi is defined as hamming distance hbm(B
′
i, Bi)≤hm,where hm

is the error tolerance threshold value. The Gs(·) function takes Bi
′

and P as

two inputs and reproduces the biometric key for user Ui i.e. (Fi) =Gs(B
′
i, P )

where by the virtue of definition (Fi) = R;

• Step 3: Then the user computes h(Fi), h(idi), h(pwi) and sends those com-

puted hashed values to the AS via a secure channel.

• Step 4: Receiving those hash values theAS then computes fi1 = (h(Fi)||h(idi))⊕
xa and

• Step 5: Then calculates fi2 = h(h(Fi)||h(idi)⊕ xa),

• Step 6: Compute ciaf = h(pwi)⊕ fi2 ⊕ xa,

• Step 7: Compute KiL = (Pk1||TAr)⊕ (fi1||h(pwi)) ,

• Step 8: Compute KiA = (Pk2||TAr)⊕KiL ⊕ (fi1||h(pwi)) ,

• Step 9: Compute Pi = Acc Policy ⊕ h(fi1||h(pwi))

• Step 10: Authentication server (AS) then saves {fi2, ciaf , KiL , KiA , Pi, TAr}
on the smart card of user Ui and gives the smart card to the registered user.

5.1.3 Login Phase

In order to access the services from the server AS, user Ui must login to the system,

and the following steps need to be executed.

• Step 1: The user inserts his or her smart card SC and inputs his identity

idi, password pwi and personal biometrics information B
′
i. Using a secure

sketch function Gs(·), Fi is retrieved. Using this information, smart card SC

generates f ′i2 = h(h(Fi)||h(idi)⊕ xa) and c′iaf = h(pwi)⊕ fi2 ⊕ xa,

• Step 2: Using the generated f ′i2 and c′iaf , Ui checks if stored fi2
?
= f ′i2 and ciaf

?
= c′iaf holds or not. A mismatch results in immediate termination of the login
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phase. Otherwise, it is ensured that the user has entered the correct identity,

password, and biometric information.

• Step 3: Then User Ui chooses a random number ri and calculates the follow-

ing parameter

mi1 = (fi1||h(pwi))⊕ ri
mi2 = (fi1||Trf ||Tga||ri)

• Step 4: The user then finally sends an authentication request to the AS:

M1 = {mi1 ,mi2 , KiL , KiA , Tga} via a public channel.

5.1.4 Authentication Phase

In this phase, AS first receives the message M1 = {mi1 ,mi2 , KiL , KiA , Tga} and then

mutually authenticates the user. After successful mutual authentication, the user

and server establish a common secret session key, which is used for future secure

communications between them.

• Step 1: After receiving the message M1 from user Ui, AS calculates dt =

TLEC − Tga and Checks if dtmin <= dt <= dtmax. On the validity of the time

stamp, AS prepares the response message.

• Step 2: AS then retrieves ri

as v = (Pk1 ||TAr)⊕KiL and ri = mi1 ⊕ v

• Step 3: Then calculates (fi1||h(pwi))||TAr ||T0||ri) and verifies equality with

mi2 . This equality confirms the truthfulness of user Ui. Otherwise, the au-

thentication request is rejected by the AS.

• Step 4: AS then further calculates the followings

mi3 = v ⊕ rLE
mi4 = ri||rLE||(Pk1||TAr)

mi5 = v||ri||rLE||TLE||KiA

mi6 = mi5||(PAS ⊕ fi1)||TAr

• Step 5: AS then finally sends an authentication response message to the user

Ui: M2 = mi3 ,mi4 ,mi5 ,mi6 , TLE via a public channel.
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• Step 6: User Ui then retrieves random number rLE and verifies mi4 . This

equality confirms the truthfulness of the AS.

• Step 7: In this step mi5 and ((Pk1 ||TAr)||ri||rLE||TLE||KiA) equality is verified

by Ui and in turn authenticates the received message from the AS and the

user also mutually authenticates the server AS.

• Step 8: Then the user retrieves PAS using fi1 and mi5 .

• Step 9: User Ui computes K1 = h(PAS ⊕ fi1)||TAr ||KiL||KiA||Tga), a shared

sectet key, and subsequently sends the service request message by encrypting

the information object Inf idi using the session secret key K1 and the AES

symmetric key encryption algorithm.

• Step 10: AS checks the validity of PAS and also computes the shared secret

key K1 from its own side. This common secret session key is used for all future

communications between the user Ui and the server AS.

Table 5.2: Comparison of transferable syndrome attributes

Attributes Non-Transferability Transferability

Circumvention depends on Completely secret and secured Unattended access control

Circumvention by Non Close family members, friends and drivers

Universality depends on Biometric and secret Secret in controlled environment

Credential cloning Hard Easy

Unintended sharing Unlikely High possibility to occur

VANET system value Highly raised Less impact expected

Table 5.3: Comparison of functionality features among different schemes

Security Schemes and Attributes TEAM [110] Enhanced Extended TEAM [130] Ours

Circumvention depends on Unattended access control Unattended access control Secret and secured

Circumvention by Family members, friends and drivers Family members, friends and drivers Non

Resistance to insider attack 6 4 4

Credential cloning attack 6 6 4

Unintended sharing attack 6 6 4

Resistance to disclosure attack 6 4 4

Resistance to replay attack 6 4 4

Resistance to modification attack NA NA 4
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Table 5.4: Comparison of computation cost

Authentication steps At (Unit name) TEAM [110] Enhanced Extended TEAM [130] Ours

Smart card provision(one time) At security centre(AS) - - 4h(.) + 8⊕
Registration Useri - 3h(.) + 7⊕ -

OBUi/User’s Terminal - 1h(.) + 1⊕ -

AS 3h(.) + 2⊕ 3h(.) + 3⊕ -

Login OBUi/User’s Terminal 1h(.) + 1⊕ 2h(.) + 1⊕ 4h(.)+ 4⊕
General Authentication OBUi/User’s Terminal 8h(.) + 5⊕ 3h(.) + 4⊕ 1⊕

LEi 8h(.) + 7⊕ 7h(.) + 6⊕ 1h(.) + 3⊕
Key Update OBUi/User’s Terminal 6h(.) + 5⊕ 4h(.) + 4⊕ -

LEi 5h(.) + 6⊕ 4h(.) + 4⊕ -

Smart card revocation OBUi/User’s Terminal - - 4h(.) + 8⊕
Password/Biometrics Change OBUi/User’s Terminal 2h(.) + 3⊕ 4h(.) + 3 4h(.) + 8⊕

5.1.5 Password and Biometrics Change Phase

As updating passwords and biometrics involves sensitive parameters over the smart

card, So, if a user wishes to change their password and biometric component, the

following steps should be executed through a secure channel:

• Step 1: The user inserts his or her smart card SC and inputs his identity

idi, password pwi and personal biometrics information B′i. Using a secure

sketch function, Gs(·), Fi is retrieved. Using this information, smart card SC

generates f ′i2 = h(h(Fi)||h(idi)⊕ xa) and c′iaf = h(pwi)⊕ fi2 ⊕ xa,

• Step 2: Using the generated f ′i2 and c′iaf , AS checks if stored fi2
?
= f ′i2 and

ciaf
?
= c′iaf holds or not. On matching, AS gives a green signal to the user to

provide their new password and biometrics via a secure channel. Otherwise, it

results in the immediate termination of the password and biometrics update

phase.

• Step 3: AS performs steps: 3 to step: 10 of user registration phase with a

new password and biometrics.

5.1.6 Smart Card Revocation Phase

The user has to approach AS to reissue smart card and he or she has to perform

the following steps successfully:

• Step 1: The user provides his or her credentials, i.e., identity idi, password

pwi and personal biometrics information B′i. Using a secure sketch function
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Gs(·), Fi is retrieved. Then the user calculates h(F ′i ), h(id′i) and h(pw′i) and

send the same to AS via a secure channel.

• Step 2: Using the provided credential AS calculates c′iaf and checks if stored

ciaf
?
= c′iaf holds or not. A mismatch results in the immediate termination of

the request for the reissue of the smart card. Otherwise, it is ensured that the

user is a legitimate smart card holder.

• Step 3: Upon successful user validity check, AS gives two options to user

either to reissue smart card with the old credential saved in the AS database

or reissue the smart card with a new password and biometrics. AS performs

step: 4 if the user opts to have reissued smart card with an updated credential.

• Step 4: AS performs steps: 3 to step: 10 of user registration phase with a

new password and biometrics.

5.2 Cryptanalysis of Our Proposed Scheme

The sharing of information in any form over any medium is referred to as credential

lending, sharing, or transfer [146]. Cryptanalysis of TEAM and enhanced extended

TEAM shows that user registration is highly interconnected with vehicle details.

User credentials in these schemes have to be transferable in nature if a vehicle is

considered as a shared object. So, these schemes suffer from the credential transfer-

ability syndrome problem. Our proposed scheme adheres to the non-transferability

credential feature. Here, we also informally show that this scheme can prevent

various known attacks effectively.

5.2.1 Insider Attack

At the time of registration, user Ui submits his credential to security center {Fi, idi, pwi}
which is converted into {h(Fi), h(idi), h(pwi)} by security terminal. So the insider

has access to the hashed value of the finger print, password, and id. Thus, insiders

cannot misuse the user’s credentials, and BSAS effectively prevents insider attacks

effectively.
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5.2.2 Resistance to Impersonation Attack

Let an adversary Ai has captured message: {mi1 ,mi2 , KiL , KiA , Tga} and message

{mi3 ,mi4 ,mi5 ,mi6 , TLE} during conversation between Ui and AS. From the avail-

able information, the adversary cannot retrieve the general authentication key PAS

from mi6 as he will not able to provide fi1 . Thus, this scheme resists impersonation

attacks.

5.2.3 Resistance to Disclosure Attack

Since an adversary cannot gain access to the general authentication key as discussed

in Section 5.2. Thus, the adversary cannot initiate any process of authentication.

So, VANET services, key updates, session updates, or credential parameters can not

be disclosed. Similarly, in the proposed scheme, unintentional sharing of credentials

is unlikely to happen through relatives, friends, or drivers. Thus, our scheme is

resistant to information disclosure from any likely sources of leakage.

5.2.4 Resistance to Card-theft Attack

An adversary can get user credentials {fi2, ciaf , KiL , KiA , Pi, TAr} if smart card is lost

or theft. From the card, the adversary cannot gain any access as id and password

are already in hashed form. In a hypothetical situation, id and password get com-

municated verbally, but the biometric component cannot be misused as biometric

component is non-transferable. Thus, our proposed authentication scheme resists

card theft attacks.

5.2.5 Biometric-based Authentication

At each transaction of messages, both parties calculate dt before real processing to

assess the time stamp genuinity based on the definition of the too old or too fresh

timestamp concept. As the adversary is unable to grab the current time stamp, the

replay attack situation is completely avoided in the proposed scheme.

5.2.6 Resistance to Modification Attack

Let an adversary Ai has captured message M1:{mi1 ,mi2 , KiL , KiA , Tga} and mes-

sage: M2:{mi3 ,mi4 ,mi5 ,mi6 , TLE} during conversation between user Ui and AS.
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The component mi2 of M1 and the component mi5 of M2 determine the genuinity

of user and AS respectively. If any portion of the message is modified during the

transition, both parties have equations to verify and discard at their ends. Thus,

our proposed scheme resists modification attacks.

5.2.7 Password Guessing Attack

Due to the one-way property of the hash function h(·) backward calculation facility

is not available, which makes it infeasible to derive any mandatory information like

id, password and biometrics to gain to access the user-sensitive domain. Thus, the

proposed scheme is protected from password-guessing attack.

5.2.8 Denial of Service Attack

Any mismatch in user credentials at general authentication, user is barred from the

general authentication stage. Hence, it is impossible for an adversary to set up a

valid session. Hence, this scheme is resistant from denial of service attack.

5.2.9 User Anonymity Attack

If an adversary possesses a smart card illegally through the wrong means, he cannot

distinguish the user in the various steps of authentication. Thus, the anonymity of

the user is enforced in this scheme.

5.3 Performance Comparison

In this section, we compare the functionality and performance of the proposed

scheme with some very recently published authentication schemes for VANET [110]

and Enhanced Extended TEAM [130]. It is noticed from the table that our proposed

scheme overcomes the security and functionality weaknesses of the existing schemes.

Our scheme is more secure, lightweight, and provides many extra functional features

compared to those schemes.
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5.3.1 Comparison of Functionality Features

Here, a detailed comparison of different security and functionality features among

different schemes is tabulated in Table 5.3. Our proposed scheme is much more se-

cure and having all required features for VANET, compared to other related schemes

in the light of Table 5.3.

5.3.2 Computation Cost Comparison

Table 5.4 shows the computation cost and complexity involved at various steps of

authentication in VANET. In our proposed authentication protocol, the registration

phase is only one-time process. So compared to other related schemes, performance-

wise, our scheme is better as it takes only 9 one-way hash functions, h(·) as shown

in Table 5.4.

5.4 Summary

In this chapter, we have proposed a biometric smart card-based dynamic, lightweight

access control scheme that is less complex and easier to manage compared to other

related schemes. We have also analyzed transferability syndrome issues and pre-

sented them in Table 5.2. The special feature of our proposed biometric-based

scheme is that it does not suffer from the credential transferability syndrome prob-

lem. In our scheme, users do not need to go through the user registration process

each and every time, which makes transactions lighter compared to other schemes.

Our scheme does not require the involvement of any on-board unit OBU during

the login, and authentication phases. So, this proposed protocol is more suitable

for practical applications and can perform efficiently especially for power-constraint

and mobile user terminal devices, as compared to other relevant existing protocols.



Chapter 6

Rabin Cryptosystem in

Authentication

In the present era, vehicular ad-hoc networks (VANETs) play an important role in

modern traffic management activities. A VANET is an inherently complex cyber-

physical system of systems (SOS) that can include basic stand-alone static elements

to very sophisticated dynamic elements to provide data access as per real-time need.

An SOS-oriented VANET architecture is shown in Figure 6.1. To ensure users’ core

security concerns over crucial data in transit, it essentially demands a foolproof user

authentication scheme for accessing desired services from VANET clouds. Recently,

various schemes have been designed to address numerous security concerns, but very

few schemes have concentrated on addressing all major attacks with efficiency. A

VANET can bring a favorable situation if its users are entrusted and ensured their

interests in terms of security measures. A user gets the facility of VANET services

under the scanner of an efficient authentication scheme only. Divulging critical in-

formation with improper intention can cause traffic jams, and subsequently, vehicles

are easily exposed to adversaries [110]. Leakage of positional and route information

gets exploited by robbers, thieves, and kidnappers. Therefore, the VANET is di-

rectly experiencing enormous security challenges. Beside this, user authentication

has become one of the major concerns.

There is significant work already being carried out in the direction of authenti-

cation and privacy preservation using Rabin Cryptosystem security solutions. How-

ever, the basic Rabin Cryptosystem is a factoring-based efficient method, but its

decryption process leads to failure as it generates 4 to 1 output. In this chapter,
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we propose an enhanced method, and it may be noted that the enhanced method is

unique and does not lead to failure. The fundamentals of the algorithm are presented

in Section 6.1.3. Rabin cryptosystem has three major steps for authentication, like

key generation, encryption, and decryption. To generate keys, two prime numbers

are chosen as private, and the product of prime numbers has been taken for public

keys. A public key is used for encryption. To decrypt a private key, a Blim-Blum-

Shub pseudo-random bit generator is used. Three major components, like vehicles

with smart features, a roadside unit (RSU), and an authentication server (AS) are

considered to explain the proposed scheme [84], [112]. All the vehicles have dynamic

state vectors along with a user access terminal. A roadside unit (RSU) is a fixed

infrastructure to perform gate-way jobs and provide links among all vehicles in a

defined VANET domain.

6.1 The Proposed Authentication Scheme

In this section, we present our concept of the proposed improved and enhanced Rabin

cryptosystem-based authentication mechanism. This scheme has five prominent

steps that are discussed below:

6.1.1 Notations

The notations presented in Table 6.1 are used to describe our proposed protocol.

One-way HA-1 [7] function for generating the hash key and AES [2], [34] have been

used for encrypting and decrypting information based on symmetric key encryption

and decryption processes to present our scheme.

6.1.2 Our Major Contributions

In this chapter, we have proposed an improved and enhanced Rabin cryptosystem-

based authentication mechanism to authenticate users for VANET services. The

proposed scheme has the following important aspects:

• We propose an improved and enhanced Rabin cryptosystem-based authenti-

cation mechanism that can address most of the known major attacks with

robustness, efficiency, scalability, and dynamicism in picture.
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Figure 6.1: An SOS-oriented VANET architecture.

• It supports a light-weight authentication process for legitimate users.

• This proposed scheme supports scalability as it does not depend on the volume

of user access points, and valid users are required to register only once to access

the VANET services. Thus, session-based and duplicate registration can be

avoided.

• We have carried out formal verification using the Random Oracale Model.

• We have also rigorously carried out security analysis by AVISVA.

6.1.3 Enhanced Rabin Cryptosystem

In this section, the proposed methods are elaborated in details. It may be noted

that we exclude the details of the Jacobi symbol and the concept of extra redundant

information from plain text. The algorithms can be explained as the following.

Procedure: M ∈ (0, 22n−2) with N = p2q

Here, we also have considered the choice of an alternative modulus N = p2q similar

to that defined by Takagi [69]. But the limit for searching space M for plaintext is

defined within M ∈ (0, 22n−2).
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Algorithm 1 : Procedure for generating key

Input: The input security parameter dimension n

Output: Public-key: N and Private-key: (p, q)

I: Select two distinguished prime numbers p and q so that 2n < p, q < 2n+1, agreed

upon (p, q) ≡ 3(mod 4)

II: Calculate N , such that N = pq.

III: Return output: public-key N and private-key (p, q).

Algorithm 2 : Procedure for encrypting the plaintext

Input: The public-key N and the message M

Output: The encrypted message C

I: Randomly select an integer M ∈ (0, 22n−2)

II: calculate C ≡M2(modN)

III: Return output: encrypted message C

Algorithm 3 : Procedure for decrypting the ciphertext

Input: Private-key (p; q) and encrypted message C

Output: The original message M

i: calculate mp ≡ C
q+1
4 (mod p)

ii: calculate mq ≡ C
p+1
4 (mod p)

iii: calculate two integers r and s such that (rp+ sq = 1)

iv: calculate M1 ≡ rpmq + sqmp(mod pq)

v: calculate M2 ≡ rpmq − sqmp(mod pq)

vi: calculate M3 ≡ −M2(mod pq)

vii: calculate M4 ≡ −M1(mod pq)

viii: calculate i = 1 to 4 calculate Wi = C −M2
i for Mi < 22n−1, otherwise discard.

ix: Calculate the original message M = Mi when it Wi ∈ Z
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6.1.4 Rabin Cryptosystem Based Registration Phase

In this phase, the authentication server AS prepares a smart card for each legal

user Pidi and hands over his or her card after the successful registration phase. It

is assumed that all the transactions between Pidi and AS are transmitted through

defined secured channels only at the physical station. The below-mentioned opera-

tions are performed by both Pidi and AS parties to be successfully registered with

AS:

• Step 1: First, user Pidi selects own ID idi, password pwi, and biometric

features Fi along with a 128-bit number ri chosen randomly.

• Step 2: Paralally, AS selects security parameters pi and qi as per Algorithm

I for registering Pidi and also checks 1 ≤ ri ≤ Ni − 1.

• Step 3: In this step, the user’s computed values, i.e., idi, h(Fi||idi), h(Fi||pwi)
are sent to the AS via secured channels.

• Step 4: In this step, the authentication server checks the availability and

existence of the requested user idi for further processing.

• Step 5: Based on the availability of AS, it performs the computation pre-

sented in Algorithm I.

• Step 6: After reception of {idi, h(Fi||idi), h(Fi||pwi)}, AS generates a 128-bit

random number xa, assigns pseudoidentity Pidi to the user Ui and computes

Sk = h(h(Fi||idi)||h(Fi||pwi)) mod Ni and fi1 = h(Fi||idi)⊕ xa

• Step 7: Then calculates

fi2 = h[Pidi||h(Fi||idi)||h(Fi||pwi)||xa],

• Step 8: AS acquires the current time stamp TAr and generates two keys

Pki1 and Pki2 , for the user Pidi, each of length 160-bits and computes KiL =

(Pki1 ||TAr)⊕ (fi1||h(Fi||pwi)) mod Ni,

KiA = (Pki2||TAr)⊕KiL ⊕ (fi1||h(Fi||pwi)) mod Ni,

• Step 9: Authentication server (AS) then saves encrypted credential ESk
{Pidi,

fi1, fi2, KiL , KiA , Pi, P, TAr)} on the smart card belongs to user Pidi and hands

over to the user that registered with. AS stores {Pidi, (Pidi||Pki1)⊕h(x), (Pidi||
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Pki2) ⊕ h(x)} the values specific to the user Pidi in its database. It may be

noted that Sk = Ni and generated by Algorithm I and encrypted as per

Algorithm II. The summarized registration phase is shown in Table 6.2.

Table 6.1: Notations used to describe proposed scheme

Symbols Descriptions

AS Application server

Ui ith user

	 Operation to discard a string from string concatenation

of two or more values (A||B)	B = A

h(·) Secured One-way hash function

⊕ Exclusive XOR operation

A||B String concatenation operator

EK(M) Encrypt M using key K

DK(M) Decryp M using key K

x AS’s master secret key

Pidi Pseudoidentity of user Ui

ri Random number of 128 bits generated at the user side

during registration phase

xa Random number of 128 bits generated at the AS side

during registration phase

rLE Random number of 128 bits generated at the AS side

during general authentication phase (GAP)

B′i Biometrics features of 1024 bits

TAr Timestamp at the time of user registration phase at the

AS side

Tl Timestamp at the time of login at the user side

TLE Timestamp at the reception of login message at the AS side

Pki1 Keys generated by AS during registration phase for Ui

Pki2 Key generated at AS by random number generator (RNG)

used for mutual authentication at general authentication

phase (GAP)

PAS Key generated at the AS side during GAP
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Table 6.2: Registration phase of user with authentication server

User Ui Authentication Server AS

Input idi, pwi, Fi and ri AS picks up pi and qi and calculates Ni

Ni←−−−−−−−−−−−
(secure channel)

User chooses randomly riwhere1≤ ri ≤ Ni − 1

idi, h(Fi||idi), h(Fi||pwi)
User Sends

〈idi, h(Fi||idi), h(Fi||pwi) 〉 to AS

〈idi, h(Fi||idi), h(Fi||pwi)〉−−−−−−−−−−−−−−−−−−−−→
(secure channel)

AS performs the following computation

Sk = h(h(Fi||idi)||h(Fi||pwi)) mod Ni

fi1 = h(Fi||idi)⊕ xa
fi2 = h(h(Fi||idi)||h(Fi||pwi)||xa)
KiL = (Pki1||TAr)⊕ (fi1||h(Fi||pwi)) mod Ni

KiA = (Pki2||TAr)⊕KiL ⊕ (fi1||h(Fi||pwi)) mod Ni

AS saves the information on smart card encrypted

by Sk, ESk
{fi1, fi2, KiL , KiA , TAr)}

AS stores for future computation

{Pidi, (Pidi||Pki1)⊕ h(x) and

(Pidi||Pki2)⊕ h(x)} values specific to user Ui

AS issues smart card to the user containing

ESk
{fi1, fi2, KiL , KiA , TAr}←−−−−−−−−−−−−−−−−−−−−

(secure channel)

User receives smart card

with secret credential

6.1.5 Login Phase

To access VANET support through AS, Pidi has to complete this process at its own

terminal. Pidi executes the following operations to login successfully.

• Step 1: Pidi inserts a smart card and uses self-identity idi, password pwi

along with biometrics information Fi. With the help of the smart card SC

and own credential, the user first computes Sk = h(h(Fi||idi)||h(Fi||pwi)) and

then decrypts the information stored in the smart card. It retrieves xa as

follows.

xa = fi1 ⊕ h(Fi||idi).
Then smart card SC computes f ′i2 = h(h(Fi||idi)||h(Fi||pwi)||xa), and checks

if stored fi2
?
= f ′i2 matches or not. A first mismatch leads to prompt rejection

of this process. Otherwise, it is validated and ensured that the provided

credentials with biometric input are correct.

• Step 2: After success in the first step, Pidi picks up a number ri randomly

and prepares the given below two pieces of information



112 Rabin Cryptosystem in Authentication

mi1 = (fi1||h(Fi||pwi))⊕ ri mod Ni

mi2 = (fi1||TAr ||Tl||ri) mod Ni

• Step 3: In this step, the user first retrieves Pki1 to encrypt the message M1

as follows

vpi1 = Pki1||TAr = KiL ⊕ (fi1||h(Fi||pwi))
Pki1 = vpi1 	 TAr

and then finally sends an authentication request message encrypted under Pki1

to the AS: M1 = (EPki1
{Pidi, fi1,mi1 ,mi2 , KiL , KiA , Tl}, Pidi) over normal

(public) channels.

6.1.6 General Authentication Phase

The authentication server starts this phase by retrieving theM1 = (EPki1
{Pidi, fi1,mi1 ,

mi2 , KiL , KiA , Tl}, Pidi) and then authenticates the user. Through successful authen-

tication, a secret session key is settled between them for further secured communi-

cation. AS uses the received pseudoidentity Pidi of Ui to retrieve Pki1 , Pki2 and TAr

specific to user Pidi.

• Step 1: After reception of message M1 from Pidi, AS calculates dt = TLE−Tl
and checks if dtmin <= dt <= dtmax. If it is found that the timestamp is within

a valid limit, then AS generates a reply.

• Step 2: Then ri is retrieved by the authentication server

as v = (Pki1||TAr)⊕KiL and ri = mi1 ⊕ v.

• Step 3: Then calculates (fi1||TAr ||Tl||ri) mod Ni and compares equality with

mi2 . This equality validates the truthfulness of user Pidi. Otherwise, the

authentication process gets terminated by the AS.

• Step 4: In this step, AS generates a 160-bits key PAS and embeds it into mi6

to mark a successful GAP phase at the AS end and reuses the shared-secret

key for a particular session to avoid repetitive general authentication phase,

and calculates the followings,

mi3 = v ⊕ rLE mod Ni
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m′i5 = (Pki1||TAr ||ri||rLE||TLE||KiA) mod Ni, mi5 = h(m′i5)

mi6 = m′i5||(PAS ⊕ fi1)||TAr mod Ni .

• Step 5: AS at this step, it forwards an authentication response message

encrypted under Pki2 to Pidi: M2 = EPki2
{mi3 ,mi5 ,mi6 , TLE} via a public

channel.

• Step 6: First, Pidi retrieves Pki2 to decrypt the received M2 as follows vpi2 =

KiA ⊕KiL = (Pki2||TAr)

Pki2 = vpi2 	 TAr . Then user Ui retrieves random number rLE as rLE =

mi3 ⊕ (fi1||h(Fi||pwi)).

• Step 7: Then user Pidi calculates based on his smart card information, m′′i5 =

(Pki1||TAr ||ri||rLE||TLE||KiA) mod Ni and h(m′′i5) verifies its equality with mi5 .

The equality authenticates that the received message is generated by the AS

and in turn, the AS gets authenticated by Pidi.

• Step 8: Then Pidi extracts PAS from fi1 and m′′i5 as:

vpi3 = mi6 	m′′i5 	 TAr = (PAS ⊕ fi1)
PAS = vpi3 ⊕ fi1 .

• Step 9: Pidi then computes one common shared secret key Kshdi = h((PAS ⊕
fi1)||TAr ||KiL||KiA||Tl) and saves as one of the vital components for a defined

session to mark a sign of a successful general authentication process.

• Step 10: AS also computes the shared common secret key Kshdi from its own

side. The same common session key is agreed upon by user Pidi for all future

service requests and information object access from the VANET cloud via the

server AS and AS uses it for decrypting the service request from user Pidi .

The summarized steps from login to the general authentication phase are briefly

presented in Table 6.2.

6.2 Threat and Security Analysis

The primary goal of a credential scheme is to maintain users’ privacy reliably by

supporting its users to mask identifying personal attributes in transactions over a
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Figure 6.2: Overal processes in Rabin cryptosytem-based authentication scheme

network. The sharing of information with unregistered personnel to get access to

the services in any way is known as credential lending, sharing, or transfer [34].

This proposed protocol is compliant with the non-transferability of credential fea-

tures. The considered set of attributes (A) are A1 (Circumvention depends on), A2

(Circumvention by ), A3 (Universality depends on), A4 (Credential cloning), A5

(Unintended sharing ) and A6 (VANET system value). Functional relations among

attributes, non-transferability, and transferability are shown in Table 6.3.

6.2.1 Formal Security Proof by ROR Model

The formal security analysis of the proposed protocol, say V for VANET is carried

out by the widely accepted ROR model [106], [112], [72]. The ROR provides a
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Table 6.3: Comparison sharable credentials

A Non-sharable Sharable

A1 Full secrecy Accessing control open

A2 No associates Closed associates

A3 Secrecy for all environments Secrecy for environments

A4 Harder Easier

A5 Impossible Highly possible to happen

A6 Value improved Less value addition

provision to simulate real attack by an adversary A through which the adversary

capabilities in a real attack are captured [19], [141]. Table 6.4 and 6.5 contain

descriptions of the various symbols for queries and notations that are used in the

semantic security proof. The adversary A acts to be an active participant either

Pidi or authentication server AS at tth instance with V . We have considered all

probable queries for proving formal security concerns.

Table 6.4: Various ROR queries with their description

Query Description for Interpreting Query

Send(V, p) (S)
It allows A to share plea message p to V t.

In response V t answers to A as per protocol.

Execute(Pidi, S) (E)

This makes A capable to listen

message p transmitted among Pidi and

AS in a real operation of the scheme.

Corrupt(Pidi, a) (C)

According to correctness of a, it

helps to obtain user’s credential

saved in SC to mentioned adversary A.

Reveal(V t) (R)
It enables to disclose shared key Kshdi

generated between Pidi and AS.

Test(V t) (T)

By this query A sends a proposal to V t for

the present common session key Kshdi and V t

answers probabilistically as result of

unbiased flipped coin b.

Definition 6.1. The advantage function of an adversary A in breaking the semantic
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Table 6.5: Symbols of ROR model description

Symbols Description and Meaning of Symbols

qH Total number of hash H oracle execution

qs Total number of Send query executed

qe Total number of Execute oracle query executed

lH Length of the hashed output string

lr Length of random number

lb Length biometric key

εbm Measure of false positive in biometric input [33]

|D| Size of password dictionary

LH Storage for output of hash H oracle query

LA Storage for random oracle output

LT Storage for message transcripts between Pidi and AS

security of the proposed protocol (VANET) scheme V with assumption of the exact

bit b′ can be written as AdvV ANETV = |2Prb[b = b′]− 1|.

Definition 6.2. A biometrics-based scheme to authenticate a user using a pass-

word can be semantic-secured if the advantage AdvV ANETV is slightly larger than

{qs( 1
2|D| ,

1
2lb
, εbm)}, where qs, |D|, lband εbm carry the same meaning as per Table

6.5.

Theorem 6.1. If we assume that the adversary A runs with the complexity of a

polynomial algorithm tA. The adversary executes H, S and E with maximum time

complexity qH , qs and qe respectively to be capable to crack the defined semantically

secured of our protocol V . As per definition, we have,

AdvV ANETV ≤ q2
H + 28qH

2lH
+

(qs + qe)
2 + 10qs

2lr

+2 max{qs(
1

2|D|
,

1

2lb
, εbm)}

where qs, qH , lH , lr, |D|, lb and εbm carry the same meaning as per Table 6.5.

Proof: The proof can be derived from a set of five independent games, and these

are defined as Gmi, (i = 0, 1, 2, 3, 4). We follow the similar steps as [134], [129] to

prove the theorem. In the Gmi
, the attacker A cracks to assume the exact random
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numbers ri by the Test-query. The event of occurrence is defined as Si and the

associated probability of occurrence is written as Prb[Si].

Game G0: The first game Gm0 is assessed and evaluated under ideal conditions

as per the ROR model and definition 1. Therefore, we can write,

AdvV ANETV = |2Prb[S0]− 1|. (6.1)

Table 6.6: Execution and simulation of various oracle queries

Simulation of Hash H for following queries operation:

The availability of information about (q,H) in LH list

related to H(q), is returned as hash function H.

If not available, then a string H ∈ {0, 1}lH is

selected and added (q,H) with LH . In case availability is made

by A, (q,H) then it is added with LA list.

Simulation of Reveal(V t) query is captured

as following:

Incase, V t is implied to be in accept, then present

common session key Kshdi is generated by V t

and the same is returned to partner.

Test(V t) simulation is noted as following:

By Reveal(P t) execution, present session key

Kshdi is obtained along with the flipping result b of

unbiased coin. Kshdi is returned if flipping results b = 1.

In other case, returns a randomly formed string out of {0, 1}∗.
Corrupt(Pidi,a) simulation is noted as following:

Incase, the value a resulted as 1, the query answers password

(PWi) of Pidi. For a = 2, this returns biometrics

key (Fi) corresponding to the biometrics B′i of Pidi.

Incase, the value a resulted as 3, then secured information SC

is returned stored in user smart card.

Execute(Pidi, S) query simulation is performed as

successive manner by simulating Send query and performs all the

operation required for general authentication.

Game G1: In this game, the ROR queries i.e. Send and Execute are simulated

for the proposed protocol. Table 6.6 describes the simulation of Send and Execute
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queries. In this game, the lists LH , LA, and LT are also considered. Under the

execution of real protocol and ideal conditions, simulation of the games G1 and G0

are indistinguishable from each other, so, we have,

Prb[S1] = Prb[S0]. (6.2)

Game G2: Here, we have considered the total collision probability due to the

superposition of hash function and random key over the transmitted traffic between

Pidi and AS. As per birthday paradox theory, the at most collision probability of

H given by query has
q2H

2lH+1 . Then we have,

|Prb[S2]− Prb[S1]| ≤ (qs + qe)
2

2lr+1
+

q2
H

2lH+1
. (6.3)

Game G3: With the assumption that H queries are accounted for in the pre-

vious (G2) calculation. So, it is necessary to evaluate the collision probability for

other left-over queries. Here, we have considered the total collision probability due

to the superposition of the hash function and random key already recorded with the

transmitted at SC generation, SC revocation, at login time, password and biomet-

rics change phases are considered. So, we have,

Case 1: For registration-cum-smartcard generation, we have the maximum com-

puted probability (5qH
2lH

+ qs
2lr

).

Case 2: During the login and GAP phases, we have total probability is at most

(6qH
2lH

+ 2qs
2lr

).

Case 3: Similarly, for biometrics and password change phases, the total probability

is at most (3qH
2lH

+ 2qs
2lr

).

Considering all the four cases, we have,

|Prb[S3]− Prb[S2]| ≤ 14qH
2lH

+
5qs
2lr

. (6.4)

Game G4: In game G4, the adversary A tries to reveal or disclose the user’s private

credential. As details given [134], [129], guessing of password and biometrics has

maximum probability upto qs
2|D| and max{qs( 1

2|D| ,
1

2lb
, εbm)} respectively. Since games

G3 and G4 are identical when there is an absence of a guessing attack, so we have,

|Prb[S4]− Prb[S3]| ≤ max{qs(
1

2|D|
,

1

2lb
, εbm)} (6.5)



6.3 Informal Security Scrutiny of Our Proposed Scheme 119

After executing all games, A is left with Prb[S4] probability in guessing the

correct bit b. So, we have clearly,

Prb[S4] = 1/2 (6.6)

Applying the triangular inequality law, we have the following:

|Prb[S0]− 1

2
| = |Prb[S1]− Prb[S4]|

≤ |Prb[S1]− Prb[S2]|+ |Prb[S2]− Prb[S4]|

≤ |Prb[S1]− Prb[S2]|+ |Prb[S2]− Prb[S3]|

+|Prb[S3]− Prb[S4]| (6.7)

From Equations (6.1)-(6.7), we obtain,

1

2
AdvV ANETV = |Prb[S0]− 1

2
|

≤ (qs + qe)
2

2lr+1
+

q2
H

2lH+1
+

5qs
2lr

+
14qH
2lH

+ max{qs(
1

2|D|
,

1

2lb
, εbm)} (6.8)

We can obtain the following if each side of Equation (6.8) is multiplied by 2 and

rearranged the expression,

AdvV ANETV ≤ q2
H + 28qH

2lH
+

(qs + qe)
2 + 10qs

2lr

+2 max{qs(
1

2|D|
,

1

2lb
, εbm)} (6.9)

Hence, the theorem is proved.

6.3 Informal Security Scrutiny of Our Proposed

Scheme

The primary goal of a credential scheme is to preserve a user’s privacy by allowing

its user to mask identifying personal attributes in transactions over a network. If a

user is registered for a particular service from a service providing body (VANET)

then the user has to share credentials with unregistered personnel to get access to
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Table 6.7: Computation cost comparison

Phase At TEAM [110] E2TEAM [130] Ours

Smart card AS - - 7h(·) + 7⊕
Registration User - 3h(·) + 7⊕ -

OBUi/UT - 1h(·) + 1⊕ -

AS 3h(·) + 2⊕ 3h(·) + 3⊕ -

Login OBUi/UT 1h(·) + 1⊕ 2h(·) + 1⊕ 4h(·) + 4⊕
GAS OBUi/UT 8h(·) + 5⊕ 3h(·) + 4⊕ 2h(·) + 9⊕

LEi 8h(·) + 7⊕ 7h(·) + 6⊕ -

Key Update OBUi/UT 6h(·) + 5⊕ 4h(·) + 4⊕ -

LEi 5h(·) + 6⊕ 4h(·) + 4⊕ -

SC update OBUi/UT 2h(·) + 3⊕ 4h(·) + 3 9h(·) + 6⊕

Table 6.8: Execution time of cryptographic operation

Operator Name with Description Runtime in Seconds

Th(·): Hash function 256 11.4e-04

Tmul: Scalar multiplication 4.41e-04

Tpcom: Packet-1024 comparison 11.4e-03

Tadd: Addition 4.0e-08

Tran: Random number 2.8e-7

Tpair: Pairing 8.202e-03

Tmtm: Map-to-map 1.1025e-04

the service. This divulging of user information over any medium causes credential

lending, sharing, or transfer [34]. After cryptanalysis, it shows that the user registra-

tion and vehicle details are highly dependent on each other in ETEAM and TEAM.

In this scenario, a credential lending problem will occur if a vehicle is treated as a

common object among users. So, the mentioned schemes are conditioned to suffer

from the credential transferability syndrome problem. The proposed scheme has a

non-transferability credential-compliant feature. The following sub-section normally

reveals that the proposed scheme can tolerate numerous other documented attacks.

6.3.1 Insider Attack

During the registration process, the user Ui gives his credential to the approved

security corner (Fi, idi, pwi) which is re-written into (h(Fi), h(idi), h(pwi)) by the
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Table 6.9: Comparison of time complexity of for signature verification w.r.t single

and group with ECCP, DCS, LPA, NECPA , TEMCE, and Rab CBA schemes

Scheme name Single User Verification Group User Verification

ECCP[126] 3Tpair + Tmtp + Tmul 3nTpair + 11nTmul

DCS[10] 5Tpair + 3Tmul 5nTpair + 3nTmul

LPA[160] 4Tpair + Tmtp + Tmul —-

NECPPA[132] 3Tpair + Tmtp + Tmul 3Tpair + nTmtp + nTmul

TEMCE[64] 2Tpcom 2nTpcom

Rab CBA 4Tadd + 4Th. 4Tadd + 4Th.

security terminal. The security terminal submits a hashed credential to AS via a

secure channel. So, insiders have the visibility of hashed information of id, password

and fingerprint only. Thus, the internal operators do not get direct access to the

user’s credentials, and subsequently, AS can stop insider attacks efficiently and

effectively.

6.3.2 Avoidance of Impersonation Attacks

If we assume that an adversary Ai has got the information :{mi1 ,mi2 , KiL , KiA , Tga}
and {mi3 ,mi4 ,mi5 ,mi6 , TLE} during communication between Ui and authentication

server. From the retrieved information, unwanted entity can not calculate key PAS

from mi6 as he is unable to generate or provide fi1 . Therefore, the proposed scheme

avoids impersonation attacks.

6.3.3 Avoidance of Disclosure Attack

As the unwanted user does not have general authentication key information as men-

tioned in step 6.2. Therefore, an adversary will be unable to start the authentication

phase, and subsequently, VANET services, key updating, session updating, or se-

cured values will not be revealed. Our scheme also protects relatives, friends, or

drivers from disclosing secured information. So, the proposed scheme prevents all

possible leak-gate.
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6.3.4 Avoidance of Card Lost/Theft Attack

If we assume that an adversary has got user credential {fi2, ciaf , KiL , KiA , Pi, TAr)}
in case a smart card is gone out of the hand. From the lost card, the adversary

is unable to retrieve id and password because all information is already stored

as hashed from. In another situation, if user credential (id and password) are

shared verbally, then adversary cannot misuse biometrics as it is non-transferable.

Therefore, this scheme avoids card lost or theft attacks.

6.3.5 Resistance to Replay Attack

Freshness of message is measured based on dt for all conversations between legitimate

sender and receiver for assessing the genuineness of the timestamp, considering too

fresh and too old timestamp definition. As each message has a current timestamp

as an important component of the message exchanged between AS and user during

authentication, the adversary cannot calculate the current timestamp for verifying

its authenticity. Therefore, the replay attack condition can be completely avoided

in our scheme.

6.3.6 Avoidance of Modification Attack

If an adversary Ai is able to capture the messages M1:{mi1 ,mi2 , KiL , KiA , Tga} and

M2:{mi3 ,mi4 ,mi5 ,mi6 , TLE} when user Ui and AS communicate each other. The

part mi2 of M1 and the part mi5 of M2 judge the user’s and AS’s validity, respec-

tively. Both parties can check and reject if any part of the message gets modified

during conversation based on the available equations at both ends. Therefore, this

scheme prevents modification attacks.

6.3.7 Password Guessing Attack

In a hypothetical situation, let us assume that the sensitive information of user Ui

has reached an adversary. User credentials, i.e., password and biometrics cannot be

calculated in a backward way to obtain the user’s sensitive information because the

one-way hash function h(·) is not feasible to perform the desired operations. Thus,

our scheme is password guessing attack proof.
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6.3.8 Denial-of-Service Attack (DoS)

In the proposed scheme, general authentication is initiated automatically once the

user finishes login successfully. So, if any user provides the wrong credential, it will

be retrieved and rejected to perform the general authentication phase. Therefore,

an adversary cannot build a valid session. So, our scheme prevents denial-of-service

(DOS) attacks effectively.

6.3.9 Users Anonymity Attack

The credentials like id, password and biometrics of user Ui are never available in the

form of plain text, as credentials are always masked by different operations like xor,

concat, and hash at various stages of the scheme. The user cannot be distinguished

at various stages of authentication if an unwanted user gets the smart card in wrong

manner. Therefore, user anonymity is ensured in the proposed scheme.

6.3.10 Attacker Model

An adversary is a terminal with the ability to launch an attack to access an unautho-

rized entry from the system for their self-interest [63]. To evaluate the performance

of the proposed protocol in a realistic environment, we have considered the denial-

of-service (DOS) attack and the man-in-the-middle (MIM) attack scenarios. DOS

and MIM have a very high level of potential to cause havoc in VANET in terms of its

safety and performance. Both attacks can lead to cause traffic deadlock condition

during an emergency.

Table 6.10: Comparison of security features

Security Protocol with Attribute TEAM [110] E2TEAM[130] Ours

Circumventions dependence on open accessing controls Y Y N

Circumvention by close associates Y Y N

Insider attack resisted N Y Y

Credential cloning attack N N Y

Unintended sharing attack N N Y

Resisted to disclosure attack N Y Y

Resisted to replay attack N Y Y

Resisted to modification attack NA NA Y
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6.4 Result and Discussion of Simulations

In this section, we present the simulation profiles of various matrices and compare

our scheme with ECCP [126], DCS [10], LPA [160], NECPPA [132] and TEMCE

[64]. The running times of operators with respect to the X2 Ultra Quad-core proces-

sor are given in Table 6.8. Table 6.9 shows the signature verification complexity for

individual users and group users. In figure 6.3, we have demonstrated the functional

availability index profile of NECPPA, TECME and Rab CBA schemes. We have

observed that the FEA index increases proportionately with the increase in total

events.

In figure 6.4, we have presented a deadlock tendency profile for NECPPA, TECME

and Rab CBA. The deadlock profile has brought out that NECPPA and TECME

have around 50% and 40% fast convergence towards traffic deadlock conditions com-

pared to Rab CBA protocol. In Figures 6.5 and Figure 6.6, we have presented the

E2DS delay profile with respect to individual signature verification and group verifi-

cation, respectively. It is noted that for both individual as well as group verification,

Rab CBA spends less time for signature verification.

6.5 Performance Comparison and Cost Compar-

ison

Here, we have compared the functionalities and performances of the proposed proto-

col with recent publications on authentication protocols for VANET[110] and [130].

From the results presented in tables Table 6.7 and Table 6.10, we can say that the

proposed protocol solves the security and functionalities limitations of the published

protocols. Our proposed protocol is secure, lighter-weight, and supports additional

functionalities w.r.t. those discussed protocols.

6.5.1 Comparison of Functionalities

In this section, we have compared various aspects of securities and functionalities,

and details of the results are shown in Table 6.10. From this comparison, it is clear

that the proposed protocol promises higher security with other requirements for

VANET compared to other relevant protocols. This protocol handles with only 22
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one-way hash operations presented in Table 6.7 supporting better performance.

6.6 Summary

In this chapter, we have presented an enhanced Rabin cryptosystem method, and

it may be noted that the enhanced method is unique and does not lead to decryp-

tion failure. Additionally, the biometrics feature is also used for vehicular ad-hoc

networks. We have demonstrated that our protocol is lighter-weight as it has less

computational complexity compared to many relevant and related protocols. A

noted aspect of our protocol is that it is free from credential transferability prob-

lems, and a user continues to avail services with a single registration process as user

credentials are permanently saved on the user’s smart device. We have shown that

this protocol has remarkable efficiency and is more appropriate for practical appli-

cations where there is a special requirement to support a dynamic platform with

limited-power sources, as it is independent of a fixed onboard unit (OBU).





Chapter 7

Blockchain and Fine-grained

Access Control

Autonomous smart vehicles have become an integral feature of modern cities. The

vehicular ad-hoc network (VANET) is the main pillar of intelligent transport systems

(ITS) for safe and comfortable journeys over the road. Government bodies and

manufacturing sectors are playing vital roles in implementing ITS features [146]. A

system of systems (SOS) of VANET and ITS has a collection of heterogeneously

complex cyber and functionally independent systems interconnected over a vast

geographical area [165]. Performances and functionalities are aggregated to achieve

higher-level, unified goals. The main goal of VANET is to ensure proper security and

authentication in real-time for better utilization of various VANET resources and

to prevent unauthorized access by attackers. An SOS of VANET and ITS system

model for the proposed scheme is depicted in Figure 7.2.

With rapid technological growth, researchers have brought out numerous schemes

and protocols for VANET to increase efficiency and effectiveness. However, most of

the work was done for peer-to-peer delivery to prevent dynamic attacks in central-

ized form [114]. Recently, blockchain-based VANET has become an interesting field

of research, and researchers have also found great potential to add more functional

values to ITS and VANET [133]. Parallelism and decentralization are the main

working principles in blockchain technology.

Most of the research work for blockchain-based VANET has been concentrated

on blockchain design. Therefore, there is a need to exploit the possible extent to
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utilize the benefits of parallel computing and the authentication process of VANET.

In this chapter, we propose lightweight blockchain-based secure authentication

and fine-grained access control for VANET using the promising features of blockchain

technology. VANET authentication and a proper algorithm are used to measure

the trustworthiness of messages and nodes after successful authentication by the

respective RSU. So, a suitable blockchain should be designed to realize the real

decentralization of VANET features.

7.0.1 Overview of Blockchain

Recently, several studies have been incorporated to address security and privacy

issues in VANET. However, the majority of the work could not use the full po-

tential of blockchain to the maximum extent possible. Lu et al. [105] proposed

the BPPA protocol for trusted authority (TA) to make it transparent and more

verifiable by storing all transactions & certificates in blockchain. However, this

protocol adds more computational overhead to process multiple certificates. Lie

et al. [96] proposed a key management scheme using the decentralized feature of

blockchain. Arora et al. [16] presented an authentication and data sharing scheme

using blockchain technology. However, the protocol supports vehicle registration by

a centralized authority, and it cannot effectively prevent single-point failure issues.

Leiding et al. [97] presented a smart contract-based protocol to provide fair and

autonomous services in a centralized manner. Singh et al. [143] presented the IV-

TP protocol using blockchain technology and an intelligent vehicle communication

system, but this protocol cannot provide proper data security in VANET. Dorri et

al. [56] proposed a vehicle networking system using blockchain to provide auto-

motive security and general participation from manufacturers and service providers

over blockchain. However, this scheme cannot prevent delay and failure in cases

where central and cluster nodes get damaged. Zang et al. [164] proposed the BAVC

protocol to address major issues faced by various blockchain-based VANET proto-

cols. However, it does not ensure proper forward and backward secrecy functional

requirements. Lin et al. [101] proposed the BCPPA protocol to minimize frequent

interaction and private key revocation in a secured way. However, this scheme is

unable to achieve the expected efficiency for signing and verifying users. We propose

blockchain-based authentication in VANET with access control to ensure parallel

computing and compliance with various known security challenges efficiently. Figure
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7.1 depicts the architecture and various building blocks of the proposed scheme.

Table 7.1: Comparison of functionality features

Protocol φ1 φ2 φ3 φ4 φ5 φ6 φ7 φ8 φ9 φ10

Hao et al. [74] X X X X X X X X X X

Lu et al. [104] X X X X X X X X X X

Lie et al. [96] X X X X X X X X X X

Dorri et al. [56] X X X X X X X X X X

Feng et al. [65] X X X X X X X X X X

Zang et al. [164] X X X X X X X X X X

Lu et al. [105] X X X X X X X X X X

Keyur et al. [105] X X X X X X X X X X

Proposed X X X X X X X X X X

φ1 : provides mutual authentication; φ2 : flawless password change phase; φ3 : resists

server spoofing attack; φ4 : resists man-in-the-middle attack/replay attack; φ5 : resists

privileged-insider attack; φ6 : strong user anonymity; φ7 : resists session-specific temporary

information attack; φ8 : resists DoS attack; φ9 : resists key-compromised impersonation

(K-CI) attack; φ10 : perfect forward-backward secrecy;

7.0.2 Our Contributions

Here, we propose lightweight blockchain-based secure authentication and fine-grained

access control (LBAFA) for VANET users. The major contributions of the proposed

scheme are as follows:

• We have proposed lightweight blockchain-based secure authentication and fine-

grained access control (LBAFA) for VANET users that is able to address major

security threats more efficiently with high scalability.

• We have defined a framework with edge computing and mobile edge comput-

ing to offload computation-intensive tasks as well as optimize data processing

before sending it to a blockchain-based VANET network.

• In LBAFA, we have incorporated blockchain technology to introduce decen-

tralization and parallel computing over the traditional centralized VANET.
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• We have used ECC to optimize the computation cost and CP-ABE to impose

access control over the data in a fine-grained manner based on user attributes.

• We have done rigorous security analysis using BAN logic and Proverif tools.
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Figure 7.1: Proposed VANET architecture with blockchain.

7.1 Proposed Architecture and SOS Overview

The main components of the proposed blockchain-enabled VANET are shown in

Figure 7.1. The architecture mainly consists of seven elements: edge computing

(EC), mobile edge computing (MEC), inter-planetary file system (IPFS), vehicle,

mobile law executor (MLE), roadside unit (RSU), and trusted authority (TA). The

features and functionality are explained below in detail.

7.1.1 System Model and Components

In the proposed scheme, seven entities are involved, and the entities have various

roles and functionalities. In Figure 7.1 different communication setups among net-
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Figure 7.2: VANET and ITS system model.

work entities are depicted.

Edge Computing

The edge computing component provides an important function to achieve par-

allelism in a decentralized way and offloading of complex work and computation.

Because of limited resources, RSUs may experience network performance and com-

putation delays if all transactions in the consensus work of the blockchain are exe-

cuted by the RSUs. Therefore, this proposed scheme achieved parallel computation

and fast processing by offloading the intensive, time-consuming computation work

to edge computing.

Mobile Edge Computing

A high volume of transactional data is produced in the VANET environment. The

network performance will be affected, and a high delay will also be added if all the

blockchain consensus processing is executed by RSUs. Therefore, our scheme offers

the functionality to offload intensive computational jobs to dynamic MEC, and the

final result is shared with RSU. Thus, this also prevents the effects of RSU failure

issues.
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IPFS

IPFS is a distributed global data storage solution for large-scale persistent data

storage. It is a peer-to-peer (P2P) decentralized file system to communicate static

and mobile edge computing features of a blockchain-based VANET system. This

file system can combine block exchange incentives (BCE), distributed hash tables

(DHT), and self-certified namespaces. It inherently can avoid single-point failure

issues [158].

Vehicle

Vehicles are considered data producers and consumers. Due to resource limitations,

vehicles share transactional data with IPFS through RSU.

Mobile Law Executor

Mobile law executors are trustworthy vehicles (TV). The MLEs are generally con-

sidered to be trustworthy by default. An MLE can be defined as authorized pub-

lic transportation or police vehicles that are equipped with MEC and mobile TA-

enabled features. The MLE helps TA to authenticate vehicles other than LE that

can participate in the blockchain network after successful authentication.

RSU

RSU is a roadside static unit deployed along the roadside, and it is equipped with

a high-end processing system and networking setup. RSUs are considered nodes of

the blockchain and are used as proxy nodes for vehicles to share data in IPFS. Most

of the high computation extensive processing is executed by edge computing and

MEC for the respective RSU.

Law Executor and Trusted Authority

The major responsibility of trusted authorities (TA) cum LE is to perform reg-

istration of RSUs and vehicles within a defined area. It also carries out vari-

ous computation-intensive data processing tasks with the help of edge computing.

Whereas, the mobile law executor is responsible for authorizing vehicles and RSUs

for a small area of coverage.
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7.1.2 Elliptic Curve Cryptography

We have used numerous mathematical notations in this chapter to explain the pro-

posed protocol, and details are described in Table 7.2. The collision-resistant SHA-1

[7] is used as one-way hash function.

Let us assume p is prime order, where p > 3 and Fp is a finite field. Then the

non-singular elliptic curve E can be defined by equation

y2 = (x3 + ax+ b) mod p, where a, b ∈ Fp
satisfying (4a3 + 27b2) mod p 6= 0 with the following properties.

(i) It forms a cyclic abelian group G with Ep(a, b) and mod p additive operations.

(ii) If G is generator and P ⊂ G having order n

Let Z is a set of natural number of order n

Z = 1, 2, 3, ...., n− 1

H(·) is defined as a collision-resistant one-way hash function.

H : 0, 1→ Z

7.2 The Proposed Blockchain Based Authentica-

tion Scheme

In this section, we present our concept of proposed ECC-based authentication and

CP-ABE fine-grained access control for participating in blockchain. This scheme

includes five major steps that are presented below:

7.2.1 Vehicle Registration Phase

The interested new and legal vehicle gets registered by the trusted authority (TA) in

a secure way. The following steps are carried out by the TA as well as the legitimate

party for participating in blockchain transactions and successful registration.

• i: Vehicle selects Skvi , identity Idvi , biometric features Fi and a 128 bit random

number xa and sends to TA as H(Skvi), H(Idvi), H(Fi), H(xa).

• ii: Trusted authority computes the public key Pkvi = Skvi · P and pseudo-

identity & credential PIdvi = Idvi · P , PFi = Fi · P . TA further calculates
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Table 7.2: Mathematical notations and other symbols used to explain the protocol.

Symbol Description

H(·) Collision-resistant

one way hash function

Fp Finite field of order

Z Set of natural number

E Elliptic curve

G Cyclic abelian group

TA Trusted authority

Skvi Secret key of vehicle i

Pkvi Public key of vehicle i

Idvi Identity vehicle i

PIdvi Pseudo-identity of vehicle i

SkRSUi
Secret key of RSUi

IdRSUi
Identity of RSU i

PkRSUi
Public key of RSUi

PIdRSUi
Pseudo-identity of RSUi

Trsi Timestamp of RSUi

Rposi Positional information of RSUi

Rposi Reputation index of vehicle i

Pkvx Public key for broadcast message

SkRSUi
Secret key for broadcast message

SCEi Event shared by vehicle i

the following

Sk = h(h(Fi||Idvi)||h(Fi||pwi)) mod p

fi1 = h(Fi||Idvi)⊕ xa
fi2 = h(h(Fi||Idvi)||h(Fi||pwi)||xa)
KiL = (Pki1||TAr)⊕ (fi1||h(Fi||pwi)) mod p

KiA = (Pki2||TAr)⊕KiL ⊕ (fi1||h(Fi||pwi)) mod p

TA shares to other RSUs and stores the following information for future com-

putation {PIdvi , (PIdvi ||Pki1)⊕h(xa)} and {(PIdvi||Pki2)⊕h(xa)} values spe-

cific to the vehicle PIdvi

• iii: After successful registration, TA decides the list of access attributes Apvi
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and stores details of the vehicle’s parameter record, including reputation sta-

tus as V Ri =< PIdvi , ESk
{fi1, fi2, KiL , KiA , TAr , Apvi)}, Rpti > and the same

record is stored in the memory chip of the vehicle.

• iv: The trusted authority updates the blockchain to activate the newly added

vehicle for participating in the blockchain transactions, and subsequently, reg-

istration parameters are shared with the vehicle for future requirements.

7.2.2 RSU Registration Phase

In the proposed scheme, RSU is considered as a real blockchain node that is less

attack-prone and works as a proxy node for the vehicles within its range. However,

for successful registration, the following computations are carried out by TA.

• i: Vehicle selects SkRSUi
and identity IdRSUi

and sends to TA as H(SkRSUi
),

H(IdRSUi
).

• ii: TA computes the public key PkRSUi
= SkRSUi

· P and the pseudo-identity

PIdRSUi
= IdRSUi

· P

• iii: After successful registration, TA stores details of RSU including its po-

sitional information, as SRURi =< PIdRSUi
, PkRSUi

, T rsi, Rposi > and up-

dates the blockchain with the newly added RSUi as new blockchain node.

7.2.3 RSU Authentication Phase

RSUi initiates the authentication process by sending message MRSU−TA. MRSU−TA

and this is prepared as follows:

• Step i: The RSUi acquires authentication code Auti and its current times-

tamp Trsuij & culculates AutiH = H(Auti)||PIdRSUi
||Trsi) and sends it TAi

as MRSU−TA =< AutiH , P IdRSUi
, T rsuij, Auti >

• RSU authentication: TAi retrieves RSUi information using PIdRSUi
. First,

the TAi acquires the current timestamp TTA and performs the following:

TAi calculates with retrieved information Aut′iH = H(Auti)||PIdRSUi
||Truij)

dt = TTA − Trsuij
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and check if Aut′iH
?
= AutiH & dtmin <= dt <= dtmax hold. If it passes

the check, TAi accepts the authentication code Auti and allows PIdRSUi
to

participate in transactions.

7.2.4 Vehicle Authentication Phase

• Step i: We assume that RSUs are legal entities and can authenticate with

the help of TA with minimum communication. Initially, the following are cal-

culated to initiate authentication by RSU on behalf of TA:

(i) mi1 = (fi1||h(Fi||pwi)⊕ ri
(ii) mi2 = (fi1||TAr ||Tl||ri)
(iii) vpi1 = Pki1 ||TAr = KiL ⊕ (fi1||h(Fi||pwi))
(iv) Pki1 = vpi1 	 TAr

PIdvi requests authentication from the RSU by sending

M1 = (EPki1
{PIdvi , fi1,mi1 ,mi2 , KiL , KiA , Tl}, P Idvi)

• Step ii: RSU Receives message {M1} and calculates the following

(i) AS calculates dt = TLE − Tl
Checks if dtmin <= dt <= dtmax

On timestamp validity, RSU calculates further to form M2

(ii) v = (Pk1||TAr)⊕KiL

and retrieves ri as ri = mi1 ⊕ v
(iii) m′i2 = (fi1||TAr ||Tl||ri)
check if mi2

?
= m′i2

and on matched RSU further calculates

(iv) mi3 = v ⊕ rLE mod p

(v) m′i5 = (Pki1 ||TAr ||ri||rLE||TLE||KiA) mod p

mi5 = h(m′i5)

(vi) mi6 = mi5||(PAS ⊕ fi1)||TAr mod p

and preapres response message to vehicle

M2 = EPki2
{mi3 ,mi5 ,mi6 , TLE}

• Step iii: The vehicle receives the message {M2} and calculates

(i) PIdvi retrieves Pki2 to decrypt the received M2
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as: vpi2 = KiA ⊕KiL = (Pki2 ||TAr)

Pki2 = vpi2 	 TAr

(ii) Retrieves rLE as rLE = mi3 ⊕ (fi1||h(Fi||pwi))
(iii) From smart card information, the user calculates,

m′′i5 = (Pki1||TAr ||ri||rLE||TLE||KiA) mod p and h(m′′i5) and verifies equality

with mi5

(iv) Retrieves PAS using fi1 and m′′i5
as: vpi3 = mi6 	m′′i5 	 TAr = (PAS ⊕ fi1)
PAS = vpi3 ⊕ fi1
(v) Computes the shared secret key for a defined session

Kshdi = h((PAS ⊕ fi1)||TAr ||KiL||KiA||Tl)

• Step iv: Finally, RSU computes the shared secret key Kshdi independently

and passes it to TA for communication over blockchain participation

7.2.5 Participation in Blockchain Using CP-ABE

• Initial Setup Phase: We assume that RSUs are legal entities and can au-

thenticate with the help of TA in coordination with edge computing (EC) and

blockchain with minimum communication. For any event, it has two levels of

encryption: one by vehicle (DG) and another by RSU. Similarly, the original

event is decrypted by RSU and the vehicle (DR). RSU computes the follow-

ing with the help of EC. It selects s, α & β randomly and computes public

parameters. Pα = α ·G Pβ = β ·G Ps = s ·G Ti = ti ·G for all ai ∈ A, Where

{A} is global attribute set. Finally, RSU prepares the system master pub-

lic key parameters Pkp = (A,Ps, Ti, H,G) and master secret key parameters

SMkp = (α, s, {ti ∈ Zp : i ∈ Ap})

• Encryption Step by Data Generator (DG): The following computation is

done to encrypt message m. Let us assume each DG maintains two attributes

Atri, Atrj ∈ Ar of RSU and Tir, Tjr ∈ Zp. DG uses its shared secret key Kshdi

generated after successful authentication by TA.

Csh = Kshdi ·G
Cn = qn(0).G,− > (kx, ky)

Ci = (Tir + Tjr)/TiTj ·G
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Di = (Tir + Tjr)/TiTj

C1 = Csh + Cn +Di · Ps
Cm = Ekx(m)&Cs = H(m, ky)

Cipher text CTDG = (C1, Ci, Cm, Cs)

• Decryption Step RSU: To decrypt the public key and master key, RSUs are

considered. RSU calculates the shared secret key K ′shdi and further calculates.

Cn = C1 − (s.Ci − C ′sh)
= Csh + qn(0).G+Di · s ·G− (s.(Tir + Tjr)/TiTj ·G+ C ′sh)

= qn(0).G

Therefore, qn(0) · G− > (kx, ky) and RSU gets (kx, ky) and subsequently re-

trieve m.

• Encryption Step by RSU: First, the original message m is retrieved by

RSU. Then the following computation is done by RSU to re-encrypt with

coordination with TA and EC and made it available as a transaction in the

blockchain. RSU randomly selects a polynomial qx for each node x in the users

access tree τ corresponding to access policy ψ. Let dx denote the degree of the

qx and thx threshold value of the node. So, we have dx = thx−1. The root node

value is set qr(0) = a by RSU. a is chosen randomly, where a ∈ Zp . RSU also

selects others dR points randomly to build the polynomial qR uniquely with

completeness. For other nodes x (leaf nodes and non-leaf nodes), RSU sets

qx(0) = qparent(x)(index(x)) and chooses other dx points randomly to define

properly and uniquely the polynomial qx for the access tree τ . Let ω be a set

of leaf nodes of the access tree τ . RSU carries out encryption under the access

policy ψ. The following is calculated.

Y = a.Ps− > (ax, ay), where Y 6= O

Cm = Eax(m)&Csint = H(m, ay)

C2 = qx(0) · Ti, i ∈ ω
Cipher text CTRSU = (τ, Cm, Csint, C2)

• Key Generation Step: In this step, the RSU receives the list of attributes

λ from DR whose identity is PIdvi considering its own master key SMkp

and generates decryption keys. First, it checks the validity of λ and further

calculates Di for each attribute i ∈ λ as

Di = H(PIdvi).s.(ti)
−1 : i ∈ λ.
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• Decryption Step by Data Receiver: This step is executed by DR, by

considering CTRSU = (τ, Cm, Csint, C2) and Di. To decrypt the public key,

master key, and set of user attributes, {λ} are considered. If τ(λ) = 1 i.e. if

λ attribute set is accepted by access tree then polynomial is calculated by the

language interpolation formula, and finally a is retrieved. The polynomial is

computed recursively as

f(x) =
∑
v∈chx

Dj

dx∏
i=m,j 6=m

(xm − x)

(xm − xj)

f(0) =
∑
v∈chx

Dj

dx∏
i=m,j 6=m

(xm − 0)

(xm − xj)

f(0) = a

Where, Dj langrage coefficient, j,m = index(v), m 6= j for all v ∈ chx

Therefore, the evaluation of root node of the access tree is qr(0) = a y.G− >

(ax, ay). The original message can be retrieved from cm using ax and message

integrity is ensured by retrieving ay.

• Proof of Correctness: The function decryptnodeKey(TRSU , Di, x) is used

recursively by this algorithm, and it takes CTRSU and Di. For leaf node x and

i = attr(x), the function decryptnodeKey() is evaluated as

decryptnodeKey(TRSU , Di, x) =


Di.C2

H(PIdvi )
for ∀i ∈ λ

Null Otherwise

=
H(PIdvi) · s · (ti)−1 · qx(0) · Ti

H(PIdvi)

= s · (ti)−1 · qx(0) · ti ·G

= qx(0) · s ·G

For non-leaf node x, the decryptnodeKey() is computed recursively for its all

child node using the language interpolation formula as follows:

decryptnodeKey(TRSU , Dm, x) =
∑
v∈chn

Dj(0) · decryptnodeKey(TRSU , Dm, v)
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Where, Dj langrage coefficient, j,m = index(v), m 6= j for all v ∈ chx.

decryptnodeKey(TRSU , Dm, x) =
∑
v∈chn

Dm(0) · qv(0) · s ·G

=
∑
v∈chn

Dm(0) · qparent(v)(index(v)) · s ·G

=
∑
v∈chn

Dm(0) · qx(m) · s ·G

= qx(0) · s ·G

Therefore, the function decryptnodeKey(TRSU , Di, x) results the same

as (qx(0) · s · G) irrespective of leaf node or non-leaf node. Similarly, the

computation can be done for the root as decryptnodeKey(TRSU , Di, root) =

qroot(0) · s · G or Y = a.Ps , finally Y− > (ax, ay) & m = Decax(Cm), C ′sint =

H(m, ay). The eqality of Csint and C ′sint proves the integrity of the decrypted

message. Therefore, the three main security requirements like confidentiality,

integrity and authenticity are ensured by the proposed scheme.

Table 7.3: Notations and their meaning in BAN logic

Notations Meanings and Description

Q
K↔ R The key K is shared only between Q and S

and userd for communication

Q
S

 R The secret S is known only to Q and R

and principals trusted by them

Q| ≡ S Q Believes that the statement S is true

Q� S Q sees the statement S

#(S) S is considered to be fresh

Q‖ ∼ S Once, S was said by Q

Q⇒ S Q has control over S

〈S〉T Formula S and T get combined together

Ki Session key between user Pidi and AS

7.2.6 Formal security analysis by BAN Logic

Logical flaws in a protocol can be unearthed by BAN logic during the mutual authen-

tication of two communicating parties over a network. The derivation of BAN logic
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Table 7.4: Notations used to describe proposed scheme

Symbols Descriptions

AS Authentication server

Ui ith user

	 Operation to discard a string from string concatenation

of two or more values (A||B)	B = A

h(·) Secured one-way hash function

⊕ Exclusive XOR operation

A||B String concatenation operator

EK(M) Encrypt M using key K

DK(M) Decryp M using key K

x AS’s master secret key

Pidi Pseudoidentity of user Ui

ri Random number of 128 bits generated at the user side

during registration phase

xa Random number of 128 bits generated at the AS side

during registration phase

rLE Random number of 128 bits generated at the AS side

during general authentication phase (GAP)

B′i Biometrics features of 1024 bits

TAr Timestamp at the time of user registration phase at the

AS side

Tl Timestamp at the time of login at the user side

TLE Timestamp at the reception of login message at the AS side

Pki1 Keys generated by AS during registration phase for Ui

Pki2 Key generated at AS by random number generator (RNG)

used for mutual authentication at general authentication

phase (GAP)

PAS Key generated at the AS side during GAP

shows that our proposed scheme satisfies the authentication goals. The notations of

BAN logic and the contextual meaning are briefly written in Table 7.3.

The logical postulates of BAN logic are expressed in terms of a set of rules as

briefly presented below [109], [147].

• Rule1(RL1): Rule for meaning of message.
Q|≡R

K

Q,Q�〈S〉K
Q|≡R|∼S .

• Rule2(RL2): Rule for nonce verification. Q|≡#(S),Q|≡R|∼S
Q|≡R|≡S .

• Rule3(RL3): Rule for freshness conjunctenation. Q|≡#(S)
Q|≡#(S,T )

.

• Rule4(RL4): Rule for jurisdiction control. Q|≡R⇒S,Q|≡R|≡S
Q|≡S

• Rule5(RL5): Rule for simplification (Additional Rule). Q|≡#(S,T )
Q|≡S , Q�S,T )

Q�S
,

Q|≡R|∼(S,T )
Q≡R|∼S
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As per the proposed protocols, the following goals must be satisfied to verify its

authentication proof.

Goal 1: AS| ≡ {Pidi
Kshdi←→ AS}

Goal 2: Pidi| ≡ {Pidi
Kshdi←→ AS}

Goal 3: Pidi| ≡ AS| ≡ {Access Policy}
In this protocol scheme, the following generic messages are exchanged between user

Pidi and authentication server AS.

M1: Pidi → AS:(EPki1
{Pidi, fi1,mi1 ,mi2 , KiL , KiA , Tl}, Pidi)

M2: AS → Pidi:EPki2
{mi3 ,mi5 ,mi6 , TLE}

The messages M1 and M2 are idealized and reproduced as below.

M1(Idealized): {Pidi, fi1,mi1 ,mi2 , KiL , KiA , Tl}, {Pidi
EPki1←→ AS},

M2(Idealized): {mi3 ,mi5 ,mi6 , TLE}, {AS
EPki2←→ Pidi},

Where,

mi1 = (fi1||h(pwi))⊕ ri (7.1)

mi2 = (fi1||TAr ||Tl||ri) (7.2)

mi3 = v ⊕ rLE = (Pki1||TAr)⊕KiL ⊕ rLE (7.3)

mi5 = v = (Pki1||TAr)⊕KiL||ri||rLE||TLE||KiA (7.4)

mi6 = mi5||(PAS ⊕ fi1)||TAr (7.5)

Kshdi = h(PAS ⊕ fi1)||TAr ||KiL||KiA||Tl) (7.6)

The following assumptions can be made as per the proposed protocol scheme.

1. Pidi| ≡ #Tl

2. AS| ≡ #TLE

3. AS| ≡ Pidi ⇒ (idi, Fi, pwi)

4. Pidi| ≡ AS ⇒ (TAr , KiL , KiA)

5. Pidi| ≡ Fi

6. Pidi| ≡ idi
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7. Pidi| ≡ pwi

8. Pidi| ≡ Pidi
KiL

,KiA
,PAS


 AS

9. AS| ≡ Pidi
KiL

,KiA
,PAS


 AS

10. Pidi| ≡ AS ⇒ (KiL , KiA , Tl))

11. Pidi| ≡ Pidi
mi1

,mi2


 AS

12. AS| ≡ Pidi
mi1

,mi2


 AS

13. Pidi| ≡ KiL

14. Pidi| ≡ KiA

15. Pidi| ≡ TLE

16. Pidi| ≡ PAS

17. Pidi| ≡ TAr

18. Pidi| ≡ AS ⇒ Access Policy

19. Pidi| ≡ Ui
Access Policy

 AS

20. Pidi � {Access Policy}Biometric

21. Pidi| ≡ #(Access Policy)

We show the derivation of goals using fundamental postulates of BAN logic, as-

sumptions based on proposed protocols, and idealized forms of messages exchanged

among parties

Derivation of Goal 1

• D1: AS � {Tl,mi1 ,mi2 , {Pidi
EPki1←→ AS},

{Pidi
EPki2←→ AS}}

• D2: Using RL5, AS � {{Pidi
EPki1←→ AS}, {Ui

EPki2←→ AS}}
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• D3: AS| ≡ #(Tl)

• D4: From assumption (9) and (RL1) AS| ≡ Pidi| ∼ (KiL , KiA , PAS)

• D5: Using (RL2), D3 and D4 AS| ≡ Ui| ≡ (KiL , KiA , PAS)

• D6: From assumption (9) and (17) Pidi| ≡ AS ⇒ TAr

Pidi| ≡ AS| ≡ TAr As per (RL4) Pidi| ≡ TAr

• D7: From D1 and (RL5) AS �mi1 and AS �mi2

• D8: From D1 and applying (RL5) AS � Tl and AS � fii

• D9: AS| ≡ Pidi ∼ (fii , Tl)

• D10: From D3 and D9 we get AS| ≡ Pidi| ≡ (fii , Tl)

• D11: Combination of D5, D6 and D10 result in AS| ≡ Ui
Kshdi←→ AS Goal 1

as Kshdi = h((PAS ⊕ fi1)||TAr ||KiL||KiA||Tl)

Derivation of Goal 2

• D12: Pidi ∼ {mi3 ,mi5 ,mi6 , TLE}rLE

• D13: From D12, using (RL5) Pidi| ∼ mi5

• D14: From equation (6) Ui � {PAS, fi1 , TAr}

• D15: Using assumption (8) and D14 Pidi| ∼ AS{PAS, fi1 , TAr}

• D16: From assumption (2) and D15 we get, Pidi| ≡ AS ≡ {PAS, fi1 , TAr}

• D17: From Assumption (8) Pidi| ≡ {Pidi
KiL←→ AS, Pidi

KiA←→ AS}

• D18: Using D1, D3 and D17 Pidi| ≡ AS| ≡ {KiL , KiA}

• D19: Combination of D10, D16 and D18 using (RL5) Pidi| ≡ Pidi
Kshdi←→ AS

Goal 2

Derivation of Goal 3

• D20: From assumption (18) and (19) Pidi| ≡ AS| ∼ (Access Policy)

• D21: (RL2) and assumption (21) produce together Pidi| ≡ AS| ≡ (Access Policy)

Goal 3
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7.2.7 Formal Secrity Verification by ProVerif Tool

We have used ProVerif [22] to carry out formal security verification for the proposed

scheme. This is used mainly for authentication phase and proving session key secrecy

and its background design uses applied pi calculus [91]. The details the tools and its

implementation are available in [92]. ProVerif is an automatic tool for cryptographic

protocol that can collaborate with verifier tool in the formal model (i.e. Dolev-Yao

threat model). This protocol verifier works based on a representation of the protocol

using Horn clauses. This can examine hash functions, public-key cryptography

(encryption or signatures), many classes of cryptographic primitives, and Diffie-

Hellman key agreements using rewrite rules or as equations. It can also examine

parallel unbounded number of sessions of the protocol and an unbounded message

spaces. In case, the tool cannot execute a property, it can reconstruct an attack,

that is, an execution trace of the protocol is reconstructed that can falsify the

desired property. ProVerif has the capability to prove the following cryptographic

properties:

• Secrecy (the secret is unreachable to the adversary)

• Authentication and, more generally, correspondence properties

• Strong secrecy (the adversary unable to see the difference at changes of secret)

• Equivalences between processes that differ only by terms

In Figure 7.3, we present the proverif code for declaring environment variables

as well as the proverif code for primitive functions, destruct primitives, equations,

queries, and events are provided in the same figure. We provide the code for the

user and PIdvi and trusted authority in Figure 7.4. The execution of code ProVerif

1.93 is provided in Table 7.5. The analysis of the result shows that the proposed

protocol is free from various security attacks and vehicle theft attacks, with the

following outcomes.

• RESULT inj-event(User Approval Trmtd By As(ID)) ==>

inj-event(User Login Terminated(ID)) is true.

• RESULT inj-event(User Approved(ID 1180)) ==>

inj-event(User Login Start(ID 1180)) is true.
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(* -------------communication channels------------*) 

free public ch: channel. (* ---public channel--- *) 

free secured ch: channel [private]. (*secured 

channel*) 

free secured ch1: channel [private]. (* secured 

channel *) 

(* -------- shared keys---------- *) 

free Ku shared:bitstring [private]. (* common 

shared key for user calculated its own side *) 

free Ks shared:bitstring [private]. (* common 

shared key for server calculated its own side *) 

(* ----------Servers secret parameters ----------- *) 

free Acess Policy:bitstring [private]. 

free Auth key:bitstring [private]. (*Server 

Authentication Key for authenticating particular 

user*) 

free Pk1:bitstring [private]. 

free Pk2:bitstring [private]. 

free r LE:bitstring [private]. 

free P as:bitstring [private]. (*AccessPloicy from 

authentication server*) 

(*--------- constants----------- *) 

const ID:bitstring [private]. 

const PW:bitstring [private]. 

const BiometricFi:bitstring [private]. 

const Xa:bitstring [private]. 

(*------------Vehicle's parameter -----------*) 

free Fi2:bitstring. 

free Ci af:bitstring. 

free Ki L:bitstring. 

free Ki A:bitstring. 

free Pi:bitstring.(*Encoded Access ploicy of 

user*) 

free T Ar: bitstring.(*Timestamp at the time of 
smart card preparation* 

(* ---------- functions and equations------------------) 

fun hash(bitstring):bitstring. (* hash function *) 

fun Fuzzy Extractor(bitstring):bitstring. (* Fuzzy 

extractor function *) 

fun xor(bitstring,bitstring):bitstring. (* XOR 

operation *) 

fun concat(bitstring,bitstring):bitstring. (* string 

concatenation *) 

fun 

vehdatagen(bitstring,bitstring,bitstring,bitstring,bit

string,bitstring) 

:bitstring. (* string concatenation *) 

equation forall x:bitstring,y:bitstring; 

xor(xor(x,y),y) = x. 

(* ---------------Security goals verication----------- *) 

query attacker(Ku shared). 

query attacker(Pas). 

query attacker(rLE). 

query attacker(Pk1). 

query attacker(Pk2). 

query attacker(Acess Policy). 

query ID: bitstring; inj-event(User 

Approved(ID))==>inj- 

event(User Login Start(ID)). 

query Id:bitstring; inj- 

event(User Approval Trmtd By As(ID)) ==>inj- 

event(User Login Terminated(ID)). 

(*--------------------- event ------------------*) 

event User Login Start(bitstring). (* User starts 

login event *) 

event User Login Terminated(bitstring). (* User 

fails to login at user terminal *) 

event User Approved(bitstring). (* User's 

approval through authentication process *) 

event User Approval Trmtd By As(bitstring). (* 

User's approval through authentication process *) 

Figure 7.3: Proverif code for environment, function, destruct primitive, equations,

queries and events.

• RESULT not attacker(Acess Policy[]) is true.

• RESULT not attacker(Pk2[]) is true.

• RESULT not attacker(Pk1[]) is true.

• RESULT not attacker(r LE[]) is true.

• RESULT not attacker(P as[]) is true.

• RESULT not attacker(Ku shared[]) is true.
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let User= 

(* User Smart Card Request Starts*) 

let hasedBio=hash(BiometricFi) in 

let hasedID=hash(ID) in 

let hasedPW=hash(PW) in 

out(secured ch,(hasedBio,hasedID,hasedPW)); 

(* User Smart Card Request Ends*) 

in(secured ch1,(Fi2:bitstring,Ci af:bitstring)); 

new ri:bitstring;(*nonce chosen by user*) 

new Tga:bitstring;(*Timestamp at user side->server 

side for general authentication*) 

let 1=xor(concat(hash(BiometricFi),hash(ID)),Xa) 

in 

let mi1=xor(concat(1,hash(PW)),ri) in 

let mi2=concat(1,concat(T Ar,concat(Tga,ri))) in 

let 

2=hash(xor(concat(hash(BiometricFi),hash(ID)),Xa

)) 

in 

let Ci af drvd=xor(xor(hash(BiometricFi),Fi2),Xa) 

in 

if (2=Fi2) 

(Ci af drvd=Ci af) then 

event User Login Start(ID); 

out(public ch,(mi1,mi2,Ki L,Ki A,Tga)); 

in(public ch,(mi3:bitstring,mi4:bitstring, 

mi5:bitstring, mi6:bitstring, T le:bitstring)); 

!( 

let v1=concat(concat(concat(Pk1,T Ar),concat(ri,r 

LE)), 

concat(T le,Ki A)) in 

if v1=mi5 then 

let H1=hash(xor(P as,1)) in 

let v2=concat(concat(T Ar,Ki L),concat(Ki A,Tga)) 

in 

let Ku shared=concat(H1,v2) 

else 

(*event User Approval Trmtd By As(ID)*) 

event User Login Terminated(ID) ). 

let AuthenServer= 

(* User Smart Card Preparation Starts*) 

in(secured 

ch,(hasedBio:bitstring,hasedID:bitstring,hasedPW:bitstring)); 

let Fi1=xor(concat(hash(BiometricFi),hash(ID)),Xa) 

in 

let Fi2=hash(xor(concat(hash(BiometricFi),hash(ID)),Xa)) 

in 

let Ci af=xor(xor(hash(BiometricFi),Fi2),Xa) in 

let Ki L=xor(concat(Pk1,T Ar),concat(Fi1,hasedPW)) 

in 

let Ki A=xor(xor(concat(Pk2,T Ar),Ki L),concat(Fi1,hasedPW))  

in 

let P i= xor(Acess Policy,hash(concat(Fi1,hash(PW))))  in 

let SMCRD=smartcardgen(Fi2,Ci af,Ki L,Ki A,P i,T Ar) in 

out(secured ch1,(Fi2,Ci af)); 

(* User Vehicle Data Preparation Ends*) 

in(public ch,(mi1:bitstring,mi2:bitstring,Ki L:bitstring,Ki 

A:bitstring, Tga:bitstring)); 

new dt min, dt max,T_le:bitstring; 

let dt=xor(T le,Tga) in 

if (dt min  dtkdt  dt max) then 

let v=xor(concat(Pk1,T Ar),Ki L) in 

let r i=xor(mi1,v) in let 

1=xor(concat(hash(BiometricFi),hash(ID)),Xa) in 

let mi2 calted=concat(concat(concat(1,hash(PW)),concat(T 

Ar,Tga)), r i) in 

if mi2 calted=mi2 then 

let mi3=xor(v,r LE) in 

let mi4= concat(concat(r i,r LE),concat(Pk1,T Ar))  in 

let mi5= concat(v,concat(concat(r i,r LE),concat(T le,Ki A)))  in 

let mi6= concat(concat(mi5,xor(P as,1)),Ki A) in 

out(public ch,(mi3,mi4,mi5,mi6,T le)); 

let H1=hash(xor(P as,1)) in 

let v2=concat(concat(T Ar,Ki L),concat(Ki A,Tga))  in 

let Ku shared=concat(H1,v2)   in 

event User Approved(ID)  else 

event User Approval Trmtd By As(ID) 

(*event User Login Terminated(ID)*). 

Figure 7.4: Proverif code for user and PIdvi and trusted authority.

From the above analysis, we may state that the proposed protocol scheme satisfies

the various secrecy goals and properties.

7.3 Result and Discussion of Simulations

7.3.1 Computation cost comparison and performance anal-

ysis

Here, we have analyzed the computation complexity of various recently proposed

protocols in the blockchain-based VANET domain. Initially, we have executed the
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RESULT inj-event(User 

Approval Trmtd By As(ID)) 

==>inj-event(User Login 

Terminated(ID)) is true. 

File "/root/Desktop/Paper/fine 

grain/update.pv", 

line 50, character 7 - line 50, 

character 9: 

Warning: identier ID rebound. 

{ Query inj-event(User 

Approved(ID 1180)) 

==>inj-event(User Login 

Start(ID 1180)) 

Completing... 

Starting query inj-event(User 

Approved(ID 1180)) 

==>inj-event(User Login 

Start(ID 1180)) 

RESULT inj-event(User 

Approved(ID 1180)) 

==>inj-event(User Login 

Start(ID 1180)) is true. 

{ Query not attacker(Acess 

Policy[]) 

Completing... 

Starting query not 

attacker(Acess Policy[]) 

RESULT not attacker(Acess 

Policy[]) is true. 

{ Query not attacker(Pk2[]) 

Completing… 

Starting query not attacker(Pk2[]) 

RESULT not attacker(Pk2[]) is 

true. 

{ Query not attacker(Pk1[]) 

Completing... 

Starting query not attacker(Pk1[]) 

RESULT not attacker(Pk1[]) is 

true. 

{ Query not attacker(r LE[]) 

Completing... 

Starting query not attacker(r LE[]) 

RESULT not attacker(r LE[]) is 

true. 

{ Query not attacker(P as[]) 

Completing... 

Starting query not attacker(P as[]) 

RESULT not attacker(P as[]) is 

true. 

{ Query not attacker(Ku shared[]) 

Completing... 

Starting query not attacker(Ku 

shared[]) 

RESULT not attacker(Ku 

shared[]) is true. 

Figure 7.5: ProVerif simulation results for the given queries.

various major time-consuming cryptographic operations on the ”11th Gen Intel(R)

Core(TM) i7-1165G7 @ 2.80GHz” system with 16.0 GB RAM and the runtimes are

recorded in Table 7.5. We have also compared the performances of various recent

approaches with the proposed scheme. Table 7.6 presents the cost comparison ma-

trix of ECPP, DAIA, ZHOU, EAAP and BAVC against LBAFA scheme. Figure

7.7 shows the verification delays against a group of vehicles. From the compari-

son matrix and Figure 7.7, it shows that the proposed scheme is more secure and

less affected by the increase in vehicle numbers compared to other related schemes

and achieves parallelism and scalability effectively. The availability of various event

parameters is presented in Figure 7.6.

7.4 Summary

In this chapter, we have proposed a lightweight blockchain-based authentication

scheme (LBAFA) with fine-grained access control for secured message delivery on
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Table 7.5: Run time of cryptographic operations

Operator name with description Run Time (in second)

Th(·): Hash function 256 1.14e-05

Tecc−mul: ECC point multiplication 0.3841e-03

Tecc−add: ECC point addition 1.80e-06

Tblp−mul: Bilinear point multiplication 1.311e-03

Tblp−add: Bilinear point addition 6.90e-06

Tpcom: String comparison 1.255e-05

Tblp: Bilinear pairing 3.5e-03

Tran: Random number 2.8e-7

Tcon: String concatenation 1.202e-06

Table 7.6: Comparison of time complexity for signature verification w.r.t single and

group for ECPP, DAIA, ZHOU, EAAP, BAVC and LBAFA scheme

Scheme name Single user verification Group user verification

ECPP[125] 3Tblp + 11Tblp−mul 3Tblp + (10 + n)Tblp−mul

DAIA[103] 2Th(.) + Tecc−add + 4Tecc−mul n(2Th(.) + Tecc−add + 4Tecc−mul)

ZHOU[167] 4Th(.) + 2Tecc−add + 7Tecc−mul n(4Th(.) + 2Tecc−add + 7Tecc−mul)

EAAP[18] 2Th(.) + 3Tblp + Tblp−mul n(2Th(.) + 3Tblp + Tblp−mul)

BAVC[164] 2Th(.) + 2Tecc−add + 3Tecc−mul n(2Th(.) + 2Tecc−add + 3Tecc−mul)

LBAFA Th(.) + Tecc−add + Tecc−mul + 2Tpcom n(Th(.) + Tecc−add + Tecc−mul + 2Tpcom)

VANET. We have incorporated CP-ABE to suit the blockchain environment. The

proposed scheme can offer decentralization and parallel computing using a suitable

blockchain-enabled VANET framework using EC and MEC features. The notable

feature of LBAFA is that it achieves scalability effectively. The incorporation of

ECC helps to mask the real identity of the vehicle in a blockchain-based VANET

scenario. The validation of the genuine vehicle by RSU at the entry of the blockchain

prevents malicious users from participating and flooding the network with malicious

intent. The result shows that our scheme is less complex and more efficient with

the help of edge computing and mobile edge computing and can be more useful,

especially for blockchain-based VANET for a safe and smooth journey as compared

to other existing protocols.



Chapter 8

Conclusion and Future Works

In this chapter, the major contributions of the thesis have been summarized. It also

briefly provides the roadmap and direction for future research that can be carried

out to extend further the research framework proposed by us.

In this thesis, we have figured out the relevant security challenges in vehicu-

lar ad-hoc network (VANET). The VANET has become the most challenging and

emerging field of research due to its larger scope still left for designing the ideal

user authentication protocols, access control with proper user access control proto-

cols, which can meet all the security requirements and realize all the functionality

requirements. We have focused on and investigated possible solutions for those

challenges. Several lightweight, efficient and concise secure authentication protocols

proposed to ensure privacy and security. These schemes include single pass key

based and dynamic password based authentication, multi-factor authentication and

secure biometric-based authentication for user authentication in VANET networks.

ECC concept is used to optimize the computation cost and CP-ABE to impose

access control over the data in fine-grained manner based on user attributes along

with hash functions. Further, we have explored to study the relevant user access

control schemes, which make use of identity-based signature, group-id and user ac-

cess with fine-grained feature. In this thesis, we focus on exploring novel security in

the area of design and analysis of access control schemes, scalable user authentica-

tion, lightweight blockchain-based authentication and suitable key agreement with

fine-grained access control for VANET.

A new node installation in VANET is necessary due to its dynamic topology,

where some nodes may join after weeks or months of active participation, or some
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node may be first-timer participants. Therefore, to stop adversary nodes from par-

ticipating in the existing VANET, access control should be incorporated to manage

node deployment. In this scenario, the law executor can authenticate its neighbour-

ing nodes to certify that these nodes are eligible to access the existing VANET;

and only after successful authentication the new nodes can establish secured session

with its neighbouring nodes to safeguard the communications among them. We

have studied biometric-based and Rabin cryptosystem-based authentication with

efficient and effective access control schemes.

Designing access privileges and access structures using access tree is necessary

to authorize legitimate users for the rightful information and allied resources for

various services. This could be provided with the support of efficient user access

control protocols. An ideal user access control mechanism generally consists of

user authentication (to perform identity verification), user authorization (to provide

access), and user accountability (controlling and monitoring VANET activities) to

control and monitor user access and avoid different kinds of attacks. We also brought

out a new user access control protocol using blockchain technology suitable for

vehicular ad-hoc networks.

We have performed formal security analysis using the real-oracle random (ROR)

model and BAN logic. The formal security under the ROR model reveals that our

proposed schemes are safe and secure.

We also have simulated our scheme using widely-accepted AVISPA (automated

validation of internet security protocols and applications) tools, simulation of urban

mobility (SUMO), and OMNET++. AVISPA tool can ensure that a protocol is

secure against possible passive and active attacks like replay and man-in-the-middle

(MIM) attacks. Using the AVISPA model verifiers, we prove that our proposed

schemes are secure against possible passive and active attacks.

In addition, analysis and simulation results show that our scheme is secured

against various well-known attacks. Further, we have compared the security and

efficiency of our schemes with the existing schemes available in the literature and

found that our proposed protocols are more secure, lighter, 5G-friendly, scalable,

and even faster than the other related schemes.
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8.1 Contributions

We have summarized the contributions of the thesis in the next few subsections.

8.1.1 Anonymous Key Agreement Scheme for Secure Ve-

hicular Ad-hoc Networks

In the first contribution (Chapter 4), we propose a lightweight anonymous key

agreement scheme (AKAS) for secure vehicular ad-hoc networks with fine-grained

authentication feature. Here, we focus to address the challenges related to the

restriction of unauthenticated user access and proper key agreement with fine-

grained access control specifically for vehicle-to-vehicle (V2V) communication in

VANET. In the proposed scheme, registered and authorized users can access ser-

vices/information as per access privilege only. We have performed formal security

analysis using the ROR model. Moreover, we have simulated our scheme using

AVISPA tools, SUMO, and OMNET++. Analysis and simulation results show that

our scheme is secured against various well-known attacks. Further, we have com-

pared the security and efficiency of our scheme with the existing schemes available

in the literature and found that our proposed protocol is more secure, lighter, 5G-

friendly, scalable, and even faster than the other related schemes.

8.1.2 Biometric-based Authentication Protocol for VANET

In the second contribution (Chapter 5), we propose a dynamic, lightweight biometric-

based authentication protocol for vehicle-to-vehicle (V2V) communication networks

where user, after successful registration, can directly login from any local mobile

terminal and access his or her services or information directly from the authentica-

tion servers. We have done the security analysis of our scheme and proved that it

provides user anonymity, location privacy, mutual authentication to prevent spoof-

ing attacks, and resistance against forgery, modification, and replay attacks. We

also compare the efficiency of our scheme with other related schemes and show that

our authentication scheme is more secure and performs faster than other schemes

available in the literature. In addition, our proposed scheme provides scalability,

as there are no limitations on the number of user terminals. In this scheme, the

genuine user needs to be registered only once for accessing the services. No multiple
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registrations or session-based registrations are required.

8.1.3 Rabin Cryptosystem-based Authentication Mechanism

for VANET

In our third contribution (Chapter 6), we propose an improved and enhanced Rabin

cryptosystem-based authentication mechanism to address all known major attacks

with robustness, efficiency, scalability, and dynamism in mind. There are significant

works already carried out in the direction of authentication and privacy preservation

using Rabin cryptosystem security solutions. However, the basic Rabin cryptosys-

tem is a factoring-based efficient method, and its decryption process leads to failure

as it generates 4 to 1 output. It may be noted that our proposed enhanced method is

unique and does not lead to failure. We have rigorously carried out security analysis

by AVISVA and Proverif Tools. The analysis has shown that our scheme guarantees

positional privacy, user anonymity, and mutual authentication to prevent spoofing

attacks, password guessing attacks, insider privilege attacks, and temporal session

attacks. The comparison of the protocol with the available relevant schemes reveals

that the proposed protocol is more efficient in terms of efficacy. It supports a light-

weight authentication process for legitimate users. This proposed scheme supports

scalability as it does not depend on the volume of user access points, and a valid user

requires registering one time for accessing the VANET services. Thus, session-based

and duplicate registration can be avoided by the proposed scheme.

8.1.4 Lightweight Blockchain-based Secure Authentication

and Fine-grained Access Control in VANET

In our fourth contribution (Chapter 7), we have focused on the design of a lightweight

blockchain-based secure authentication mechanism. Recently, several studies have

been incorporated to address security and privacy issues in VANET. However, the

majority of the work could not use the full potential of blockchain to the maximum

extent possible. Lu et al. [105] proposed the BPPA protocol for trusted authority

(TA) to make it transparent and more verifiable by storing all transactions & cer-

tificates in blockchain. However, this protocol adds more computational overhead

to process multiple certificates. We propose lightweight blockchain-based secure

authentication and fine-grained access control (LBAFA) for VANET users. In the
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proposed blockchain-based authentication scheme, we ensure access control, paral-

lel computing, and compliance with various known security challenges efficiently.

We have defined a framework with edge computing and mobile edge computing to

offload computation-intensive tasks as well as optimize data processing before send-

ing it to the blockchain-based VANET network. We have done security analysis

using the Proverif tool and formally proved security strength using BAN logic. The

security analysis shows that the proposed scheme resists various known security

threats. Moreover, the performance analysis proves that our scheme is faster and

more efficient compared to the other relevant protocols available. In addition, in the

proposed scheme (LBAFA), we have incorporated blockchain technology to intro-

duce decentralization and parallel computing over traditional centralized VANET.

We have also used ECC to optimize the computation cost and CP-ABE to impose

access control over the data in a fine-grained manner based on user attributes.

8.2 Future Research Directions

In this section, we give our suggestions and directions for possible future research.

For future research, we have suggestions to carry forward the proposed user au-

thentication and access control framework by including retina/iris detection-based

user authentication. Most of the VANET research related to authentication makes

use of thumb impressions. But due to the ongoing COVID scenario, we need to

focus on untouchable biometric features to work with. A single node, say a vehicle,

can be used by several users, i.e., a node can be shareable, where as biometric is

non-shareable. Therefore, dynamic nodes always have a primary concern related

to resource constraints and user management in VANET before accessing real-time

data from the VANET domain. These systems may be vulnerable to various attacks

if a proper biometric feature is not considered in the robust design, as user authen-

tication in VANET becomes inherently more secure and reliable than the usual

password-based user authentication protocols. Using fingerprints, faces, irises, hand

geometry, and palm prints can have the following major advantages over traditional

password-based mechanisms. However, key extracted from biometric features that

can be captured from a distance following social distancing norms could be better

ideas.

• Biometric features keys can not be theft or forgotten.
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• Biometric-based key is very difficult to clone.

• Biometric features are extremely hard to forge or redistribute.

• Biometric key can not be predicted easily.

Although considerable progress and research have been carried out in blockchain

technology-based authentication, the trust and reputation management fields still

face several challenges that can be addressed in future research. The following future

scopes are discussed below.

• Trust Bootstrapping: Most of the recently proposed trust management solu-

tions can assume an arbitrary initial trust values may be 0 or 0.5 [80] when

a new node is installed. Alishev et al. [13] propose the Analytical Hierarchy

Process (AHP) to compute the initial trust value. However, more research

is needed to calculate the accurate initial trust value for newly installed or

encountered nodes. One possible solution could be a hybrid mechanism con-

sidering socialistic factors, history, and cooperation behavior among nodes

that can leverage bootstrapping the trust value for newly available neighbors.

• Lifetime of Trust Value/Decay: The lifetime of trust values for encountered

nodes can be maintained, and it poses another important challenge in VANET.

Owing to the dynamic characteristics of VANET, there is a need to study and

develop a life cycle for trust value and decay.

• Incentives and Audit: An efficient incentive mechanism needs to be developed

to stimulate nodes in VANET to participate in the combined trust evaluation

process.

• Reputation Propagation: There should be an online reputation propagation

model for users to behave strategically to keep a good reputation for the future.

Therefore, there is still scope left for designing a better reputation propagation

model.

In the future, we would like to focus on exploring blockchain technology-based

solutions for unmanned aerial vehicle (UAV)-assisted communication for future bat-

tle field scenarios where the above-mentioned features may help for novel design.

Vehicle networks in smart cities are very hard to implement and develop due to the
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complexity of the different technologies that may intertwine to provide results and

various real-life scalability issues they have to work and deliver [14]. The internet of

vehicles (IoV) is considered as decentralized technology that can expand from the

pre-existing VANETs [62] for aiming at vast area level of coverage.

So, mainly, our future interests are to concentrate on testing various schemes on

how to implement these smart systems in future battlefield scenarios and how to

operate them efficiently. After certain years, with this knowledge and research re-

sults at hand, a large-scale implementation in large areas might be possible with the

correct standards and regulations in place. The reputation features-based systems

in the IoV network can usually be used to incentivize the data dissemination process

[113]. In this design, a lot of machine learning (ML) and artificial intelligence (AI)

are used. We are interested in building our research interest to explore the impact

of ML and AI systems to study node behavior in the network to incentivize and

disseminate these reputation-based systems in VANET as well as IoV.
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