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Abstract 

In recent years, the internet of things (IoT) has beena focus of research. Elliptic curves can be 

used in Light weight IoT authentication protocol. Elliptic curves are used for several kinds of 

cryptosystems, even it involved in key exchange protocols and digital signature algorithms 

[11], since it independently presented by Miller [20] and Koblitz [15] in the 1980s.it requires 

a shorter key length compared to other public-key cryptosystems such as RSA.A shorter key 

reduces the required computations, power consumption, and storage.The major time-

consuming operation in Elliptic Curve Cryptography (ECC) is the point multiplication, 𝑘𝑃. 

Therefore, a lot of research has been carried out to improve the efficiency of ECC 

implementations. Composite Elliptic Curve (EC) operations and recoding methods are two 

factors that affect the efficiency of EC scalar multiplication.Deciding which composite EC 

operation to be used in an ECC system helps to improve the computational efficiency. 

In this thesis, we focus in optimizing such ECC operation at the point and scalararithmetic 

levels, specifically targeting standard ECC curves over prime fields. Therefore, 

comprehensive information related to EC multiplication methods will be provided in order to 

facilitate literature review for researchers who would like to conduct a research in this area of 

science. In this a research, a survey of EC single scalar multiplication methods is introduced. 

At the scalar arithmetic level, we develop new sub linear (in terms of Hamming weight) 

multibase scalar multiplications based on Non Adjacent Form(NAF) like conversion 

algorithms that are shown to be faster than any previous scalar multiplication method. We 

verified the result in python code and also proposed scalar multiplier is embedded in ECDSA. 

After that we can conclude that signature generation and verification is faster than existing 

method. 

We also focus on a fast point doubling and point addition operations on an elliptic curve over 

prime field .This occur when we use a special coordinates system to represent any point on 

elliptic curve over prime field. Using this mixed co-ordinate system the computation cost for 

point doubling operation and point addition operation are reduced. 

Elliptic curve cryptography (ECC) is extensively applied in various multifactor authentication 

Protocols. In this work, a recent ECC based authentication protocol isanalyzed using threats 

model and static analysis to detect the vulnerabilities, and to enhance its security against 

existing threats. If protocols are vulnerable,damages could include critical data loss and 

elevatedprivacy concerns.The protocols considered in thiswork differ in their usage of 

security factors encryption and timestamps.The threat model considers different types of 

attacks includingman in the middle, weak authentication and denial of service. 

Countermeasures to reduce or prevent such attacks are suggested. 
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Chapter 1 

Introduction 

1.1 Motivation 

Since a lot of sensitive data such as credit card numbers and social security numbers are 

transmitted over the Internet during transactions. Securing electronic transaction becomes a very 

important issue. An efficient way to protect and secure the information is by using cryptography 

which can be used to provide and assure confidentiality and integrity of the transactions 

(Mackenzie, et al. 1996).  

The history of cryptography is long and interesting. It had a very considerable turning point 

when two researchers from Stanford, Whitfield Diffie and Martin Hellman, published the paper 

“New Directions in Cryptography” in 1976. They preface the new idea of public key 

cryptography in the paper. 

Public-key cryptography and symmetric-key cryptography are two main categories of 

cryptography. The Well-known public-key cryptography algorithms are RSA (Rivest, et al. 

1978), El-Gamal and Elliptic Curve Cryptography. 

Elliptic curve cryptography (ECC) was independently introduced by Koblitz and Miller in 1985. 

Since then, this public-key cryptosystem has attracted increasing attention due to its shorter key 

size requirement in comparison with other established systems such as RSA and Discrete 

Logarithm (DL)based cryptosystems. For instance, it is widely accepted that 160-bit ECC offers 

equivalent security as 1024-bit RSA. This significant difference makes ECC especially attractive 

for applications on constrained environments as shorter key sizes are translated to less power and 

storage requirements, and reduced computing times. 

Scalar Multiplication is Denoted by dP, where d is the secret key (scalar) and P a point on the 

elliptic curve, the scalar multiplication is the central operation of elliptic curve cryptosystems. 

The computation of this operation involves three mathematical levels: field arithmetic, point 

arithmetic and scalar arithmetic. Significant effort to optimize ECC operations through each of 

those levels has been carried out through the last few years. In this work, we concentrate efforts 

at the point and scalar arithmetic levels, specifically for the case of standard curves [NIST] over 

prime fields. 

ECC point arithmetic involves the efficient execution of doubling and addition operations. At 

this level, several authors have been working on making those basic point operations as efficient 

as possible. Although the idea of combining basic operations to build more sophisticated point 
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operations was around years ago, it mainly focused onaffine coordinate‟s formulae, which are 

particularly inefficient because they contain expensive field inversions. 

An elliptic curve can be represented using several coordinates system. For each such system, the 

speed of point doubling and point addition operations is different. This means a good choice 

ofcoordinates system is an important factor for speeding up the elliptic curve scalar 

multiplication. 

In the scalar arithmetic level, efforts have mainly focused on developing efficient numeric 

expansions for integers (scalar d in our case) that reduce to the minimum the number of point 

operations required for the computation of the scalar multiplication. The well-known NAF is 

traditional and efficient examples for the latter.Progress in the point arithmetic level with the 

introduction of the mixed co-ordinates mentioned previously has benefited this area with the 

appearance of the fastest scalar multiplication known in the literature. 

Besides this work we additionally analyzed Security analysis of a ECC based Protocol for RFID. 

We analyzed different types of attack and also mount an attack in the   protocol. Then we 

provide a Counter measure of the attacks. 
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1.2 Significance of this work  

Our work focuses on the optimization of the ECC scalar multiplication at point and scalar 

arithmetic levels for the case of standard curves over prime fields the proposed  scalar 

multiplications, which can be applied to ECC over prime field. 

 

The contributions of thesis are as follows: 

1. Accelerating the traditional scalar multiplication by exploring the  NAF algorithm with 

mixed co-ordinates. we achieved efficient computational time compared to traditional 

one. 

2. Selection of appropriate co-ordinates system and appropriate ECC Curves accordance 

with system requirements. 

3. Improve Computational cost in ECC addition and doubling operation while using 

inversion free best co-ordinates that are suited for operation. 

4. Embeddingof proposed scalar multiplier in Elliptic curve Digital Signature Algorithm 

(ECDSA) makes generation of public key, signature generation and signature verification  

efficient than previous one. 

 

5. The other goal of this work is to perform static analysis on the underlying vulnerabilities 

and security threats that exist in ECC based protocol that are implemented in RFIDs. And 

also design possible countermeasures to defeat the identified vulnerabilities in this 

protocol. 
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1.3 Thesis Outline  

The organization of the work is as follows. 

Chapter 2 provides the basic of elliptic curves and literature reviews also it provide the   reader to 

introduction of each arithmetic level that constitutes the scalar multiplication. 

In chapter 3 we analyze the security threat in ECC based protocol. And also Basics of RFID have 

been discussed in this chapter which is necessary to analyze RFID based protocol. 

In chapter 4 we describe our methodology by flow chart. And we proposed efficient doubling 

and addition operation for further improvement of computational cost in scalar multiplication. 

The proposed Scalar multiplication is embedded in ECDSA and it is shown that the signature 

generation is more efficient than traditional one. We analyzed moosavi et.al protocol and 

describe the attacks carried out on protocol and suggesting the countermeasure of the attacks.  

Chapter 5 presents the implementation and results. In this chapter, we compared our result with 

existing one. Plots of memory vs time for different ECC based arithmetic operations are also 

presented in this chapter. 

In chapter 6, conclusions and suggestions for future work are presented. 
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Chapter 2 

2.1 Preliminaries: 

First we are introducing some concept of group and Field before ECC Introduction. 

Groups: 

A group G, sometimes denoted by {G , .} is a set of elements with a binary operation, denoted 

by ·, that associates to each ordered pair (a ,b) of elements in G an elements(a.b) in G such that 

following Axioms are obeyed. 

Closure:Ifaandbϵ G, then a · b is also ϵG. 

Associative:a · (b · c) = (a · b) · c for all a, b, cϵ G. 

Identity element:There is an element e in G such that a · e = e · a = a for all a ϵ G. 

Inverse element: For each a in G there is an element a' in G such that a.a‟ = a‟.a = e  

If a group has a finite number of elements, it is referred to as a finite group, and the order of the 

group is equal to the number of elements in the group. Otherwise, the group is an infinite group. 

Field:Afield F, sometimes denoted by {F, +, x}, is a set of elements with two binary operations, 

called addition and multiplication, such that for all a, b, c ϵF the following axioms are obeyed:F 

is an integral domain; that is, F satisfies Closure, Associative, Identity element, Inverse 

element,Closure under multiplication,Associativity of multiplication, Distributive 

laws,Commutativity of multiplication, Multiplicative identity, No zero divisorsandMultiplicative 

Inverse.If a, b ϵFand ab= 0, then either a = 0 or b = 0.For each a ϵ F, except 0, there is an element 

a
-1

ϵ F such that a
-1

.a = a.a
-1

 =1 

 

Finite Fields: 

We will explain the concept of finite fields through the definition of the finite field Fpthat is used 

through this work.As an extension of the definition of groups, the prime field Fpis finite since it 

contains afinite number of elements given by p, which also represents the order of the field. In a 

more general sense, given a field Fqof order q, it is said to be a finite field if and only if its order 

is a prime power q =p
m
. 
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2.2Cryptography and its Components  

Cryptography 

It enables people to store or transmit sensitive information via insecure network.Cryptography 

uses mathematics to designing of secret codes. On the other hand, cryptanalysis is the science of 

breaking of secret codes. Employing encryption and decryption, two persons, Alice and Bob, can 

communicate via an insecure channel in a secure way. The third person who is eavesdropper 

(Eve, abbreviated as E) should not be able to read the clear text or change it.  

The goal of cryptography is to exchange messages using cryptography which are not understood 

by other people. Figure 2.1 provides a basic model of a two-party communication using 

encryption. In this model, an entity is a person or a device that sends, receives or manipulates 

data.Senderis an entity that legitimately transmits the information. On the other hand, a receiveris 

an entity that is the recipient of information.An adversary plays the role either as the sender or 

the receiver. The other synonymous names for adversary are attacker, enemy, eavesdropper, 

opponent and intruder [15]. 

 

 

 

 

 

                  Unsecured channel 

Alice                                                                                       Bob 

 Figure 2.1:  Two Party Communications 

 

Cryptography Components 

In order to secure messages, there are mathematical techniques that provide security services 

such as confidentiality, integrity, authentication and non-repudiation. 

Confidentiality:Theterm confidentiality means kept the data privately in communication.It 

can be achieved by encryption .It protects the transmitting data between two entities. It similarly 

secures the traffic flow analysis. 

Plain text Source Encryption Decryption Destination 

Adversary 
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Integrity:Data is not changed in un-authorised manner.It is typically provided by digital 

signature and encryption as well. 

Authentication:Receiver determines its source to confirm the sender‟s identity by using 

something that you have or you know. Normally, it is done by using the sender public key. It is 

the same integrity provided by digital signature.  

Non-Repudiation:It ensures the sender and receiver from denying the sending or receiving of 

a message and the authenticity of their signature. Typically, it is provided by digital signature 

[14]. 

2.3 Symmetric Key and Asymmetric Key 

Symmetric Key   

In Symmetric key same key is used for encryption as well as decryption. In Symmetric Key 

cryptography each party must trust each other and not tell the secret-key to anyone else. The 

efficient encryption of large amount of data is the advantage of the symmetric-key, however, the 

problem appears when key management is over the large number of user needs,[1, 2].Figure 2.2 

shows the block diagram of symmetric key encryption and decryption. 

 

 

 

                                                                                                                      Secure channel 

 

                                                                                                          Unsecured Channel 

 

Alice                                                    Bob 

Figure 2.2   Block Diagram of Symmetric Key Encryption and Decryption 

Symmetric Key Advantages  

1. Symmetric-key ciphers can be considered in order to have high rates of dataThroughput. 

Some hardware implementations get hundreds of megabytes per second for encryption 

rate. Software implementations get megabytes per second in the range 
 

2. Symmetric-key ciphers contain keys that are relatively short. 

Plain text Source Encryption          

Key Source 

Decryption Destination 

Adversary 
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Disadvantages of Symmetric Key 

1. The key must remain secret at both ends in communication. 

2. Key management is one of the big problems in large networks. 

3. Symmetric-key encryption typically requires a large key for the public verification 

Function in Digital signature mechanisms [16]. 

Asymmetric Key (Public Key) 

Diffie and Hellman first publicly introduced the concepts of public-key cryptography in 

1976.Public key cryptography contains two keys, which are public and private keys. Asymmetric 

algorithms rely on one key for encryption and a different but related key for decryption.  A 

Situation is assumed where Alice wants to send a message to Bob. Alice uses Bob‟s Public key 

to encrypt a message and her private key to sign the message. Bob (receiver) uses his Private 

Key to decrypt the message and he uses Alice‟s Public Key to verify the Signature. The standard 

bodies have set the key size of the encryption key, in order to provide the desired security.A 

scenario of a publickey encryption scheme is depicted in Figure 2.3. 

 

 

 

 

                            PUb                                 E(PUb , M)                       PRb 

 

Fig 2.3   Asymmetric Key Based Encryption 

 

Asymmetric Key Advantages 

1. In public key cryptography only private key must be kept secret. 

2. The number of keys needed in public-key may be significantly smaller than the 

symmetric-key in a large network. 

 

3. Relatively, efficient digital signature mechanisms can be obtained by many public-key 

schemes. 

 

 

 

M 
E D 

 

M 
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Asymmetric key Disadvantages 

1. Data throughput rates of most popular public-key encryption methods are several orders 

slower than the best-known symmetric-key schemes. 

2. Key sizes are much bigger than those used in symmetric-key encryption.  

 

2.4 Hash Function and Its Uses 

A hash value h is generated by a function H of the form  

h      

Where M is a variable length message and H(M) is a fixed length values. 

The hash value is appended to the message at the source at a time when the message is assumed 

or known to be correct. The receiver authenticates that message by recomputing the hash value. 

The purpose of a hash function is to produce a "fingerprint" of a file, message, or other block of 

data. The main idea of hashing is to provide confidence and security of the authentic data 

transmission to user.A hash function H must have the following properties 

1. H can be applied to a block of data of any size. 

2. H produces a fixed-length output. 

3. For any given value h, it is computationally infeasible to find x such that H(x) = h. it is 

calledone-way property. 

4. It is computationally infeasible to find any pair (x, y) such that H(x) = H(y). 

 

2.5 Introduction of Elliptic Curves 

Elliptic curve cryptography (ECC) was proposed in 1985 by Neal Koblitz and Victor 

Miller. Elliptic curve cryptographic schemes can provide the same functionality as RSA schemes 

which are public-key mechanisms. The security is based on the difficultly of a different problem, 

which is called the Elliptic Curve Discrete Logarithm Problem (ECDLP). 

It is offered by other traditional public key cryptography schemes used nowadays, with smaller 

key sizes and memory requirements.  For example, it is generally accepted that a 1024-bit RSA 

key provides the same level of security as a 160-bit elliptic curve key. The advantages can be 

achieved from smaller key sizes including storage, speed and efficient use of power and 

bandwidth. The use of shorter keys means lower space requirements for key storage and quicker 

arithmetic operations. These advantages are essential when public-key cryptography is applied in 
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resource constrained devices, such as in mobile devices or RFID. These advantages of ECC are 

employed in this thesis to design cryptosystems for RFID. 

 

Comparison of Key Sizes With Respect to the Computational Effort for 

Cryptanalysis 

Symmetric Scheme (key 

size in bits) 

ECC-Based Scheme (size 

of n in bits) 

RSA/DSA (Modulus size 

in bits) 

56 112 512 

80 160 1024 

112 224 2048 

128 256 3072 

192 384 7680 

256 512 15360 

 

Table 2.1: Comparison between ECC and RSA key size[4] 

 

Types of Elliptic Curves: 

There are two types of Elliptic curves .first one is Elliptic curves over prime field while other is 

elliptic field over binary field. 

The elliptic Field over Binary field F2m: 

The equation to retrieve all the possible points on the curve over the binary fieldF2m is   

                      . The elements of the finite field are integers of length at most 

‘m’ bits, which they can be considered as a binary polynomial of degree m – 1. On the other 

hand, in binary polynomial the coefficients can only be 0 or 1. Thus, all the operations such as 

addition, substation, multiplication and division include polynomials of degree m – 1 or lesser. 

The m is the finitely large number of points on the EC to make the cryptosystem secure [5]. 
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The elliptic curves over Prime field Fp: 

The equation to retrieve all the possible points on the curve over the prime field is         

                                     . The elements of the finite field are integers 

between 0 and p – 1 thus all the operations such as addition, subtraction, multiplication, division 

include integers between 0 and p – 1. The primenumber‘p’ is the finitely large number of points 

on the EC in order to make the cryptosystem secure [5]. 

2.6 Mathematics of Elliptic Curves over Prime Field Fp 

The mathematical hierarchy of the ECC scalar multiplication consists of threelevels:scalar 

arithmetic, point arithmetic and field arithmetic. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2.4    Elliptic curve Mathematical Hierarchy 

 

 

SCALAR MULTIPLICATION (dP) 

 

 

 

 

 

 

 

 

     LEVEL 1 

POINT AIRTHMETICpoint addition P+Q ,  point doubling 2P ,others) 

 

 

 

 

 

 

LEVEL 2 

FINITE FIELD ARITHMETIC 

     (Addition, Subtraction, Squaring, 

                    Multiplication, Inversion, in Fp) 

 

LEVEL 3 
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Finite Field Arithmetic  

Basic curve operations in ECC over prime fields are performed using field operations. Thelatter 

consists of traditional arithmetic operations performed modulo the prime p: 

 Addition:  given a , b   Fp ,            where r is remainder of  a+b dividing by p 

, and        . 

 Subtraction:given a , b    FP ,             where r is remainder of    

              ,and        .This operation is commonly replaced by an addition 

performed by a and (-b) ,given that –ve of any element is easily obtained. 

 Multiplication:given a , b     FP,             where r is remainder of a.b dividing by 

p , and        . 

 Squaring:given a     FP,            where r is remainder of a
2
 dividing by p,and  

     . 

 Inversion: given a, is non-zero elements in FP,            is a unique integer in Fp 

for which            . 

Example: Given the elements ofF11: { 0 , 1, 2 , ….... ,10} examples of field operations over such 

finite field are: 

                     

                      

                    

                    

                                         . 

Level 2 Point Arithmetic: 

Scalar multiplication directly depends on operations over points on the elliptic curve E. In 

general, traditional methods to compute the scalar multiplication rely on the execution of a given 

sequence of point doubling (2P) and point addition (P+Q) operations, where P and Q are points 

on the elliptic curve E. 

Formulae to compute the previous elementary point operations are derived according to what is 

best known as group law. 

Group Law: 

To best understand the way point formulae are derived, elementary point operations are typically 

described geometrically. The following description is based on the naturalrepresentation of 

points using x and y coordinates, which is called in the context of ECCaffine coordinates 

representation. 
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To addition of two point P and Q in elliptic curve over FPdraw a straight line between them and 

find the third point of intersection R. It is easily seen that there is a unique point R that is the 

point of intersection (unless the line is tangent to the curve at either P or Q, in which case we 

take R = P or R = Q, respectively). We need to define addition on these three points as follows: P 

+ Q = R. That is, we define P + Q to be the mirror image (with respect to the x axis) of the third 

point of intersection. 

 

 

                                                 Fig2.5: ECC Point Addition  

 

2.6.1 Algebra for point Addition and Doubling is given below: 

In affine co-ordinate let P =(X1, Y1), Q = (X2, Y2) are two points on elliptic curves and the 

resultant of addition of the two point is a third point R = (X3, Y3). 

If P ≠ Q then point addition formula is  

            

And                
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Where   
     

     
 

The cost of the previous formula is 1I + 2M + 1S. 

If P = Q then addition of P+Q = R = 2P .it is doubling of a point. 

          

               

Where              ⁄  

The cost of the previous formula is 1I + 2M + 2S. 

 

Figure 2.6: ECC Point Doubling 

 

The negative of a point P is the point with the same x co-ordinates but –ve of Y co-ordinates. For 

example if P =(X, Y) the –P = (X, -Y) and these two point can joined by vertical point so that 

P+(-P) =O (point at infinity). 
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Inversion free (Projective co-ordinates) 

The representation of points on the elliptic curve E with two coordinates (x,y), namely affine 

coordinates, introduces field inversions into the computation of point doubling and point 

addition. Inversions over prime fields are the most expensive field operation and are avoidedas 

much as possible. It has been observed that, especially in the case of efficient forms for the prime 

p as recommended by [NIST], 1I > 30M [6, 7]. 

Projective coordinates (X,Y, Z) solve the previous problem by adding the third coordinate Z to 

replace inversions with a few other field operations. The foundation of these inversion free 

coordinate systems can be explained by the concept of equivalence class, which is defined in the 

following. 

Given a field K, there is an equivalent relation ≡among non-zero triplets over K, such that [7,8]: 

                                                                      

Thus the equivalence class of projective point denoted by (X: Y: Z)is: 

                                           ………………………(2.1) 

It is important to remark that any (X, Y, Z) in the equivalence class (2.1) can be used as a 

representative of a given projective point. In this case, there is only oneelement that can be 

represented byZ = 0, which is the point at infinity O. The latter can be obtained as follows: 

     ⁄   
  ⁄     

In this thesis, we work with modified Jacobian coordinate, a special case of projective coordinate 

that has yielded very efficient point doubling andmixed Jacobian co-ordinatefor addition 

formulae for ECC over prime fields. 

Jacobian coordinates representation is obtained by fixing c = 2 and d = 3 in (2.1). Thus, the 

equivalence class for Jacobian coordinates is as follows: 

                                    

For converting Jacobian to affine co-ordinate we replace x = X/Z
2
, y = X/Z

3
 

In the specific case of addition, representing one of the points in Jacobian and the other in affine 

coordinates has yielded the most efficient addition formula, which is known as mixed addition in 

affine-Jacobian coordinates. 

In order to use mixed coordinates we may need to change coordinates. Table 2.2[23] shows the 

number of field operation required to convert from one set of coordinates to another. In this 

table, M denotes field multiplication or squaring cost; and I denote field inversion cost for 
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hardware implementation.  However, in the remaining table in this section, M and S denotes the 

cost of field multiplication and field squaringrespectively. 

                To 

From 

 

Affine 

 

Projective 

 

Jacobain 

 

Chudnovsky 

 

Affine 

 

-- 

 

-- 

 

-- 

 

-- 

 

Projective 

 

2M+I 

 

-- 

 

2M+I 

 

2M+I 

 

Jacobian 

 

4M+I 

 

4M+I 

 

-- 

 

2M 

 

Chudnovsky 

 

4M+I 

 

4M+I 

 

-- 

 

-- 

 

                                                   Table 2.2 Point Conversion Complexity 

It is important to note that in the case of doubling it has been suggested to fix the parameter a =-3 

for efficiency purposes. In fact, most curves recommended by NIST for public-key use a = -3, 

which has been shown to not impose significant restrictions to the cryptosystem [9]. 

From Table 2.3 [23] shows a comparisonin terms of computationalefficiency fordoubling 

operation for a arbitrary „a‟ and for the value of a = -3, where a is the elliptic curve parameter. 
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Table 2.3 Comparison of Computational Cost for Doubling, A= Affine, P= Standard projective, 
J= Jacobian, C= Chudnovsky 

 

GeneralPoint addition in Jacobian co-ordinates 

 

Let P1 = (X1, Y1, Z1) and P2 = (X 2,Y2, Z2 ) be points in a non singular elliptic curve in 

projective coordinates on E(Fp) with P1 ≠P2 . The formula for the point addition operation P1 

+P2 = (X3,Y3,Z3) is provided in [10]andfor the sake of completeness, expressions are presented 

as follows. 

                  

                             

            

With                                 

For addition no of operations require 12M+4S. If Z1 =Z2 =1 then computational cost is reduces 

to 3M+3S. 

Point Doubling in Jacobian co-ordinates 

Let P = (X,Y, Z ) be a point in a non singular elliptic curve in Jacobian coordinates on E(Fp) . 

Then the formula for the point doubling operation 2P = (X3,Y3, Z3) is as follows: 

           

                

         

Computational cost of EC doubling operation 

Doubling (arbitrary a) Doubling with a =-3 

2A ->  A 2M+2S+I 2A -> A 2M+2S+I 

2J ->  J 7M+5S 2J -> J 7M+3S 

2P -> P 4M+6S 2P -> P 4M+4S 

2C -> C 5M+6S 2C -> C 5M+4S 
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If we consider the case a = -3 .then computational cost is reduced to 5M+3S. 

      
       

      
 

Generally the computational cost of Point doubling in Jacobian co-ordinates is 5M+4S. 

Level 1 

2.6.2 Scalar Multiplication 

This mathematical level deals with the efficient computation of dP using point operations 

introduced in the previous section.In the remainder of this thesis, we succinctly describe the most 

popular ones based on their efficiency in terms of speed and/or advantageous memory 

requirements. 

The usual scalar multiplication is calculated by double and adds method. For example if 49P is 

calculated as  

49P =   2(2(2(2(P+2P))))+P 

Binary Method to Perform Scalar Multiplication 

This is the traditional scalar multiplication based on the binary expansion of the scalar dusing 

{0,1}. Given a binary representation of d, the scalar multiplication can be computedby scanning 

the bits of d from left to right, 

Algorithm 2.1:Leftto Right Binary Method for scalar multiplication 

Input : d = (dl-1 ,….,d2,d1,d0)2  d   E(FP) 

Output          

Step 1         

Step 2   for i=l-1 to downward 0  

                2.1          

                2.2   If       then 

                2.3           

Step 3   return (   

 

In Algorithm 2.1, the average number of doublings and additions are l ≈n – 1 and l/2 ≈n/2 

respectively, as d tends to infinity. Thus the cost of the binary method is approximately as 

follows (n-1)D +(n/2)A 
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Example:Assumed = 12632 and P isa point on the elliptic curve E. Given the binary                    

expansion of d: 

 12632 = 2
13

+2
12

+2
8
+2

6
 +2

4
+2

3
 =(11000101011000)2 

The scalar multiplication denoted by [12632]P using above algorithm would be 

as follows: 

 [12632]P = 2
3 
(2(2

2 
(2

2
(2

4
(2P+P)+P)+P)+P)+P) 

 

2.7 ECC curves parameter 

2.7.1 Domain Parameter of ECC over Fp 

Elliptic curve over Fp has list of domain parameters which includes „p‟, „a‟,‟ b‟,‟ G‟, „n‟ and „h‟ 

parameters. 

„a‟ and „b‟:   define the curve                          . 

„p‟: prime number defined for finite field Fp. 

„G‟:  Generator point (XG,YG) on the EC that selected for cryptography operations.   

„n‟: The Elliptic curve order.   

„h‟: if #E(Fp) is the number of points on an elliptic curve then „h‟ is cofactor where   
      

 
 

 

2.7.2 Domain Parameter of ECC over Binary Field 

Elliptic curve over F2
m 

 has a list of domain parameters which includes „m‟, f(x), „a‟, „b‟, „G‟, „n‟ 

and „h‟ parameters.  

„m‟:  an integer to finite field F2
m 

F(x):  the irreducible polynomial of degree m that it used for elliptic curve operations 

„a‟ and „b‟: define the curves                 

„G‟:  the generator point (xG, yG) on the EC that selected for cryptography operations.
 

„n‟:  the order of the elliptic curve. 

„h‟:  if #E(F2
m

) is the number of points on an elliptic curve then „h‟ is cofactor where   
        

 
 

2.8 ECDH – Elliptic curve Diffie Hellman 

ECDH, a variant of DH, is a key agreement algorithm. For generating a shared secret between A 

and B using ECDH, both have to agree up on Elliptic Curve domain parameters. An overview of 

ECC cryptographic algorithms for key agreement is explained here. 
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Key Agreement Algorithm 

For establishing shared secret between two device A and B 

Step 1: Let   and    be the private keys of device A and B respectively, Private keys are 

random number less than n, where n is an EC domain parameter. 

Step 2:Let          and           be the public key of device A and B respectively, 

G is a domain parameter. 

Step 3: A and B exchanged their public keys 

Step 4: A computes                     

Step 5 : B computes                     

Step 6:  Since K=L, shared secret is chosen as    

 

ECDH - Mathematical Explanation 

To prove the agreed shared secret K and L at both devices A and B are the same From Step2, 

Step4 and Step5. 

                                                      

Hence K = L, therefore XK = XL.  Since it is practically impossible to find the private key    or 

   from the public key   or   , so it is impossible to obtain the shared secret for a third party. 

 

2.9 NIST Recommended ECC curves for Cryptography 

The principal parameters for elliptic curve cryptography are the elliptic curve E and a designated 

point G on E called the base point. The base point has order n, which is a large prime. The 

number of points on the curve is h*nfor some integer h (the cofactor), which is not divisible by n. 

For efficiency reasons, it is desirable to have the cofactor be as small as possible.All of the NIST 

recommended curves given in fig 2.7having cofactors 1, 2, or 4. As a result, the private and 

public keys for a curve are approximately the same length. 
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Choice of Underlying Fields 

For each key length two types of fields are provided. 

 A prime field is the field GF(p), which contains a prime number p of elements. The 

elements of this field are the integers modulo p, and the field arithmetic is implemented 

in terms of the arithmetic of integers modulo p.  

 A binary field is the field GF(2
m

), which contains 2
m 

elements for some m (called the 

degree of the field). The elements of this field are the bit strings of length m, and the field 

arithmetic is implemented in terms of operations on the bits.  

The security strengths for five ranges of the bit length of n is provided in table 2.1. For the field 

GF(p), the security strength is dependent on the length of the binary expansion of p. For the field 

GF(2
m

), the security strength is dependent on the value of m. The table given below provides the 

bit lengths of the various underlying fields of the curves. Column 1 lists the ranges for the bit 

length of n.Column 2 identifies the value of p used for the curves over prime fields, where len(p) 

is the length of the binary expansion of the integer p. Column 3 provides the value of m for the 

curves over binary fields. 

Bit length of n Prime Field Binary Field 

161-223 Len(p)= 192 m = 163 

224-255 Len(p) = 224 m = 233 

256-383 Len(p) = 256 m = 283 

384-511 Len(p) = 384 m = 409 

  512 Len(p) = 521 m = 571 

 

Table 2.4 Bit Lengths of the Underlying Fields of the Recommended Curves 

 

Choices of Curves 

Two kinds of curves are given:  

 Pseudo-random curves are those whose coefficients are generated from the output of a 

seeded cryptographic hash function. If the domain parameter seed value is given along 



22 
 

with the coefficients, it can be easily verified that the coefficients were generated by that 

method.  

 Special curves are those whose coefficients and underlying field have been selected to 

optimize the efficiency of the elliptic curve operations. 

 

Choice of Base Points  

Any point of order n can serve as the base point. Each curve is supplied with a sample base point 

G =(Gx, Gy). Users may want to generate their own base points to ensure cryptographic 

separation of networks. 

The parameter of NIST recommended curves is given below in table 2.5  

                

                                                              

                                                               

     

                                                     

       

                

                                                                              

                                                                          

      

                                                                

       

A  
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h = -1 

 

 
 

                          

=                                                                       

                                                             

                                                                

         6905279627659399113263569398956308152294913554433653942643 

       

                                                                       

                                  

       

 

 

            

                                                              
                                                           

                                                                 
 

                                                                     
                                                                        

                                                
 

        
                                                                       

                                                                                 
 

       

 

                      Table2.5:   NIST Recommended Elliptic Curves parameters 
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2.10 Elliptic Curves Discrete Logarithmic problem 

Let E be the elliptic curve over the finite field Fp. We can represent the main operation inECC, 

namely scalar multiplication, as follows: 

        

Where P and Q are points in E(Fp) of order q, and d is the secret scalar. We define the Elliptic 

Curve Discrete Logarithm Problem (ECDLP) as the problem of determining scalar d, given P 

and Q.  

It is believed that the usual discrete logarithm problem over the multiplicative group of a finite 

field (DLP) and ECDLP are not equivalent problems, and that ECDLP is significantly more 

difficult than DLP. The main reason is that there is no known sub exponential-time algorithm to 

solve ECDLP in general. 

Security of systems based on ECC relies on the hardness of this problem. Ingeneral, ECDLP has 

proven to be harder than other recognized problems such as the integer Factorization problem 

and the discrete logarithm problem, which are the foundation of RSA (Rivest-Shamir-Adleman) 

and DH (Diffie-Hellman) cryptosystems respectively. 

It is also possible to attack ECC using special-purpose hardware. Van Oorschot and Wiener [11] 

proposed an attack against a 120 bit EC system using special-purpose hardware. In their 1996 

study, they estimated that if n   10
36 2

120
, then a machine with r = 330,000 processors that 

could be built for about US $10 million would compute a single discrete logarithm in about 32 

days. However, such hardware attacks are still infeasible for n > 160 

2.11 ECC Attacks 

There are two types of attacks, special-purpose and general-purpose, for solving ECDLP. 

Specialpurpose attack algorithms are tailored to perform better for the elliptic curves with a 

special form. In contrast, the running times of general-purpose attacks depend only on the size of 

elliptic curve parameters. In the next two sections we briefly overview some of the known 

general-purpose and special-purpose attack. 

General-Purpose Attacks: 

a. Exhaustive Search:  

In exhaustive search, one attempts to solve the problem by trying all possible keys in the key 

space. This can be done by computing all successive multiplies of P, 2P, 3P, 4P,... . This 

method takes up to n steps, where n is the order of the point P. 
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b.  Baby-Step Giant-Step Algorithm:This is a time-memory trade-off version of the 

exhaustive search method. It requiresstorage for about √  points, and its running time is 

roughly √  steps in the worst case. 

 

c. Pollard’s Rho Algorithm 

This algorithm is a randomized version of the baby-step giant-step algorithm. It has roughly 

the same running time (√
  

 
 teps) as the baby-step giant-step algorithm, but issuperior in that 

it requires a negligible amount of storage. Van Oorschot and Wiener [11] showed how 

Pollard's Rho algorithm can be parallelized so that when    the algorithm is run in parallel on 

r processors, the expected running time of the   algorithm is roughly  √
  

  
 steps. At present, 

the parallelized version of Pollard's Rho algorithm is the fastest general-purpose method for 

solving the ECDLP. 

d. Multiple Logarithms 

Silverman and Stapleton [12] observed that if a single instance of the ECDLP (for a given 

elliptic curve and base point P ) is solved, then the next instance for the same curve and the 

same base point can be solved more easily. More precisely, if solving the first instance takes 

expected time t, solving the second and third instances takes (√   )t and (√   √ )t  

respectively. 

Special Purpose Attack: 

 Mov Attack : 

Menezes, Okamoto and Vanstone (MOV) [13], showed how, under mild assumptions, 

the ECDLP in an elliptic curve defined over a finite field Fq can be reduced to the DLP 

in some extension field  for some b>1. This reduction is only useful when b is a small 

number (less than log
2
 (q)). Balasubramanian and Koblitz [13] showed that for most 

elliptic curves, b is not a small number. However, for a very special class of elliptic 

curves (known as supersingular curves), it is known that b 6 . For these curves the 

MOV reduction gives a subexponential-time algorithm for solving ECDLP. For this 

reason supersingular curves are excluded from use in elliptic curve cryptosystems. 

 

 Prime Field Anomalous Attack : 

Semaev [23], Smart [24], and Satoh and Araki [25] independently showed that it is easy 

to solve EDLP for a special class of elliptic curves called anomalous elliptic curves. An 

anomalous elliptic curve over F q is an elliptic curve which has exactly q points. 
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 Pollard's Rho Attack for Koblitz Curves: 

Gallant, Lambert and Vanstone [17], and Wiener and Zuccherato [18] independently 

showed a way to speed up Pollard's Rho algorithm by a factor of√ for solving ECDLP 

for elliptic curves over Fq
bd

. For example for a Koblitz curve over F2
m

Pollard‟s Rho 

algorithm can be speed up by a factor of √  . In fact this factor is not a concern in 

practice since it is relatively small. 

 

2.12   Countermeasures 
Table 2.5 provides the known attack together with theircountermeasures. An elliptic 

curve that satisfies all the countermeasure requirements in this table is considered 

intractable against all known attacks. 

 

Attack Countermeasures 

Pohlig–Hellman[12] Select n to be Prime 

Pollard Rho[12] Select n to be large no (at least > 2
160

) 

Multiple Logarithmic[12] Select n to be large no (at least > 2
160

) 

MOV[13] Check n does not divide q
k
 – 1 for 1≤ k ≤ 20 

Prime field 

anomalous[23, 24] 

Check that n ≠ q 

Weil Descent[25] Do not use elliptic curves over composite binary fields or 

over FP
m

 where P is odd and M is either 5 or 7.
 

 

Table 2.6 Summary of ECDLP attacks and their countermeasures 

 

Summary:In this chapter we introduce Elliptic Curve Cryptography (ECC) and different 

types of co-ordinate system. Also we have defined basic mathematical operation of ECC (like 

addition, doubling, and scalar multiplication), co-ordinate conversion complexity, Elliptic 

curve discrete logarithmic problem (ECDLP), ECC attacks and counter measures of each 

attack. 

 

 

 

 

 

 



27 
 

 

Chapter 3 

Analysis of attacks in aECC Based Protocol 

3.1 Introduction:  

The first step in the analysis of ECC based protocols which we consider in this thesis is to design 

a threat model. Threat modeling is a method for evaluating the security of a software application. 

It looks at a system from a possible attacker‟s mind-set. As shown in Fig. 3.1, to construct a 

threat model, it is necessary to specify the assumptions under which the protocols will be 

analyzed and various threats that pose security risks to the protocol. 

 

 

 

 

 

 

 

 

 

Fig 3.1   Threat Model 

The next step is to choose authentication protocols to perform static cryptanalysis as shown in 

Fig. 3.2. This work focused solely on protocols that use ECC. Some of the other criteria used for 

selecting protocols include: 

 

1. Protocol Recency 

 

2.  Variation in usage of authentication factors (e.g. smart cards, RFIDs, memory 

drives, etc.) 

 

3. Variation in techniques to implement security (e.g. timestamps, nonce, encryption, 

hashes, etc.) 

 

Different Kinds of                 

Threats 

 

Assumptions 

 

Threat Model 
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Fig 3.2   Threat Model Analysis Steps 

 

 

Threat vulnerability analysis was performed on the protocols identified to find whether they are 

indeed vulnerable to the threats. The last step is to suggest solutions to prevent the identified 

attack in order to make the protocols more secure. 
 

3.2 Application of the Threat Model to Analyze Protocols:  

A threat model helps to assess the probability, potential harm, and priority of attacks on a given 

ECC based protocol, and thus helps to minimize threats in the protocols. It is often useful to 

define many different threat models for a system (of protocols), with each model representing a 

different set of analysis, where each set contains different types of vulnerabilities. Threat 

identification is intended to identify potential threats in system components that might lead to a 

breach in the overall security of a system. The absence of security against a threat could denote a 

vulnerability whose risk could be reduced with the application of a countermeasure. Threats in 

protocols are identified by performing vulnerability analysis and finding flaws in protocol 

design. Analysis results are used to suggest improvements to the protocol to prevent possible 

attacks and make it more secure. 
 

3.3 General Algorithms and Conditions for Various Attacks: 
In this section, general algorithms and conditions for the attacks that were successfully 

performed on the protocol considered for this work are described. 

 

3.3.1 Clogging Attack  
 
The technique for almost all password authentication protocols is that the client (often a smart 

card reader, memory stick, or RFID) provides its authorization to the server, which in turn 



29 
 

computes particular arithmetic operations in order to validate the credentials. These protocols 

often function in multiple phases. 

As shown in Fig. 3.3, the prime concept of the clogging attack is blockage of the message that 

contains login credentials between the client and the server [17]. This message is not encrypted 

in a few protocols and encrypted in others.  It may or may not contain time stamp. 

 

 
 

Fig 3.3:  Clogging Attack 

 

The attacker replays the intercepted message multiple timesto enforce the server to carry out 

computationally intensive ECC operations,[18] hence enforcing the server to lose its time and 

resources. Authorized users are blocked services in this way. Algorithm for this type of attack is 

as follows. 

 

The Algorithm3.1 to perform Clogging Attack: 

Intercept login message from client to server 

IfTimestamp is present then 

Change timestamp to suit requirements 

Else 

Keep message as is 

End if 

While The server is not completely clogged! do 

Replay the message to the server 

end while 
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The clogging elements are evaluated in this work which relies on the computational and resource 

intensiveness of the operations in elliptic curve cryptography (ECC). The widely used ECC 

operations by most of the authentication schemes are: 

 

1. Bilinear Pairing 

2. Scalar Multiplication in Group G 

3. Map to Point Conversion 

 

Let Tp, Ts, and Tmapbe the time taken to perform a single bilinear pairing, scalar multiplication, 

and map-to-point conversation respectively. It has been shown in[19] 

1. TP > TS>Tmap 

2.  TP   3Ts 

3.  TP   4Tmap 

 
Further, let Tmodexbe the time taken by one modulo exponentiation operation. It has been 

proven [20] that Tp≈ 2×Tmodex for the same level of security. The operation modular 

exponentiation has been shown to be very computationally intensive [17].In fact, Tmodexhas 

been shown to be approximately a hundred times that of normal addition, multiplication, and 

bitwise XOR operations. We can, hence, conclude that all the ECC based operations bilinear 

pairing, scalar multiplication, and map-to-point conversation are computationally intensive. 

 
 

Fig 

3.4 Comparison of ECC and modex operation 
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Hence, a protocol that uses ECC operation has a vulnerability to the clogging attack, a type of 

DoS in which the attacker abuse the computational intensiveness nature of ECC operations. 

 

3.3.2 Data Base Attack: 
According to many experts, databases are still not secured properly in most organizations [21]. 

Database attacks go unnoticed as it takes less than a few seconds to hack in and out of a 

database. Therefore, it is not a wonder that a lot of database attacks go undiscovered by large 

organizations until late after the information has been compromised. Attackers use clean 

methods to cause a breach in databases, such as exploiting weak authentication, using default 

passwords and exploiting familiar vulnerabilities [21]. 

 

This analysis focuses on database connections which are weak and hence open to vulnerabilities. 

The front end client-server authentication stores passwords in the server‟s back-end databases. If 

any password is compromised, then the database schema becomes vulnerable to attack which 

makes the protocol insecure (as explained in Algorithm 3.2). Passwords and their hashed forms 

are usually stored in relational databases. The most familiar approach to get unauthorized access 

to a database is to make a copy of the database by a technique called SQL injection. SQL 

injection attacks appears where the fields accessible for user input allow SQL statements through 

to query the Data base instantly. Web applications generally are the weakest link outside of the 

client‟s architecture [21]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig: 3.5    Data Base Attack 
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Internal attacks should also never be underestimated. There have been many cases of insider 

attacks which came as a result of a malicious user acquiring more system access than the user 

should have had [21].Databases are usually attainable from inside organizations and passwords 

can easily be found in the source code or configuration files. This gives an opportunity to 

employees to access data and save it to a local disk or even transfer it to an external output 

device. 

 
Algorithm 3.2: General Algorithm for Data Base Attack 

 

Intercept data access layer from application to back-end 

IfEncryption is present then 

   Break the encryption to gain access to the database 

else 

  Access the database 

end if 

whileThe data are not corrupted and stolendo 

  Inject malicious statements 

end while 
 
 

3.3.3 Man in Middle Attack 

 
 
 
 
 
                                                o 
 
 
 
 
 
 
 
 
 
 
 

Fig 3.6: Man in middle Attack 

 
As shown in Fig.3.6, a man-in-the-middle attack can be used towards some of the 

cryptographic protocols. A man-in-the-middle attack needs an attacker to gain the 

Man in the Middle Attack 

 

Original connection 

 

                                                 Man in the middle 

                                                        Connection 
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capability to control and inject messages onto a communication medium. One example is 

eavesdropping, wherein the attacker attempts to make separate communications with the victims 

and relays messages between them to make them believe they are talking with each other over a 

private network, where as in reality the complete conversation is governed by the attacker. 

Attacker has the ability to intercept all the messages passing between the two victims and inject 

new ones. A few ECC based protocols claim to be secure against man-in-the-middle attacks. 

However, ECC protocols are still vulnerable to man-in-the-middle attacks. 

 
Algorithm 3.3: A general algorithm for man in middle attack 

 

 Intercept communication between two parties 

IfTTP is present then 

 Acquires access and potentially alters the communication between two victimswho 

are bound to believe they are directly communicating with each other 

else 

 Acts as an invader who relays and modifies the message between two victims 

end if 

whileThe communication is not ended do 

 Relay 

end while 

 

3.4 Basics of RFID 

 
Radio-frequency identification (RFID) is an automatic identification technology that transmits 

data through the use of wireless communication using radio waves. The first use of RFID system 

was in the World War II for the friend or foe? Identification system.  

 

An RFID system basically consists of three components: 

           1.     An antenna  

           2.     A transceiver (with decoder) 

           3.     A transponder (or RFID-tag) 

The antenna is usually integrated in the transceiver and decoder making it a reader. Radio 

signals are emitted by the antenna activating the tag and reading or writing data on it. The 

antenna produces an electromagnetic field which can either be permanent when large numbers of 

tags are expected continuously, like on freeway toll booths, or it can be activated and deactivated 

whenever needed. 

 

A transponder, or RFID-tag, is the “data-carrying device” of an RFID-system and normally 

consists of a coupling element and an electronic microchip.It usually does not have an own 

battery so it is passive as long as it is not in the interrogation zone of a RFID reader. The power 

needed to send and receive data as well as to change data is sent by the reader through the 

coupling unit [27].The tags have to be classified into read/write and read-only tags. The data on 

read/write tags can be altered or rewritten. Read-only tags, in contrast, are programmed with a 

unique set of data, which is usually 32 to 128 bits that cannot be modified. 
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Furthermore, RFID-tags are either active or passive. Tags powered by an internal battery are 

called active and usually read/write whereas passive tags are not equipped with an internal 

energy source but are powered by the reader. The main differences between those two kinds of 

tags are the following: Passive tags are much lighter, cheaper and have an unlimited operational 

lifetime but they have shorter read ranges and require a higher-powered reader. 

 

Another distinction is the frequency range of the radio waves. “Radio frequency, or RF, refers to 

that portion of the electromagnetic spectrum in which electromagnetic waves can be generated 

by alternating current fed to an antenna.RFID runs at different bands and frequencies within the 

bands. This is caused by the different applications required. The table 3.1 [28] below shows the 

various frequencies, which are used for the different applications of RFID. Furthermore, the 

advantages and disadvantages of the frequencies are listed as well as applications. 
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Band + Frequency Read range Advantages Application 

Low Frequency (LF)  

   30-300 KHz 

Up to 20 inches  

  (~0.5m) 

+ Good penetration in 

moist environments  

+ No Anticollision  

- Slow data rate 

 Animal 

Tagging (134.2 

KHz), 

 Access control  

 Vehicle key 

locks,.. 

High Frequency (HF) 

    3-    30 MHz 

Up to 3 feet  

  (1m) 

+ Good penetration in 

moist  environments 

 - Poor performance in 

metal environment 

 Item level 

tagging, 

libraries  

 Smart cards,.. 

 Airline 

baggage 

Ultra High Frequency 

(UHF) 

     300-3000 MHz 

Passive: Up to 16 feet. 

Active: More than 30 

feet (6m) 

+ Fast data rates  

+ Good performance 

in metal environment 

 Supply chain 

use at WM and 

Metro  

 Baggage 

handling  

 Toll collection, 

.. 

Super High Frequency 

(SHF)   

      3-30 GHz 

  2+ meters + Fast data rates  

+ Good performance  

in metal environment  

- Poor performance in  

moist environment 

 - High cost 

 Item tracking  

 Toll collection 

                                                      

                                                       Table 3.1 RFID-Frequencies 
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Chapter 4 

4.1 Our Model 

Model Description:  

The main aim of our model is to design light weight efficient scalar multiplier which can be 

embedded into an ECC based light weight protocol. We have used NAF algorithm to convert an 

integer K in to NAF sign form. After that this signed K is used in a scalar multiplication 

algorithm which is computationally as well as memory efficient than traditional method. We 

know that the inversion cost is high. To further reduce computational cost we must eliminate 

inversion operation and we have selectedinversion free co-ordinate system. There are different 

types of co-ordinate systems; in some co-ordinates system addition cost is too high while 

doubling cost is low and the reverse is true for some coordinates also. It is impossible to achieve 

minimum computational cost for doubling as well as addition operations using a single co-

ordinate system. For efficient addition operation we considered mixed co-ordinates Jacobian and 

affine co-ordinates and result is in Jacobian co-ordinate. Similarly for doubling operation we 

used modified Jacobian co-ordinate. We know that ECC based scalar multiplication is performed 

by doubling and addition operation,  so we  used this efficient doubling and addition operation 

for scalar multiplication and verified using python programming language that proposed scalar 

multiplier is computational efficient. We can further improve the computational time of scalar 

multiplication but for that we need extra memory. In Light weight IoT authentication protocol 

based on ECC if we embedded the proposed scalar multiplication then the overall computational 

cost of the protocol will be minimized. Suggested scalar multiplication is embedded into an 

ECDSA and verified that the signature generation and verification time is less compared to the 

existing scheme.  
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Start  

Use mixed co-ordinate for 

ECC Addition while 

modified Jacobain Co-

ordinate for ECC 

Doubling 

4.2 Flow Chart of Our Model 

 

                                                                            

 

 

 

                                                                                                                                   

                                                                   yes                                                                    No a bit  Memory 
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Fig 4.1 Flow chart of proposed work 

 

 

 

 

Embedded this efficient 

scalar multiplication in  

ECDSA 

It is memory 

Efficient while its 

Computational 

cost is high. 
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efficient while a bit extra 
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Perform the NAF Representation 

of a +ve integer and using efficient 

Doubling and Addition operation 

perform efficient scalar multiplication  

Use basic ECC 

Co-ordinates                 

Is Memory 

Restricted ? 

Start 

Use Mixed Co-ordinates 

For ECC addition While 

Modified Jacobain Co-

ordinated  for ECC 
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4.3 Elliptic Curves Digital Signature Algorithm 

The figure 4.2 shows that in the given algorithm hash function is used. As shown in the figure, 

the digital signature algorithm takes a message digest instead of the message as the input .This is 

because the message digest is small compared to the message itself. Furthermore, a message 

digest can be made public since it does not reveal the contents of the message from which it is 

derived. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig4.2 Block Diagram of Signature Generation and Verification Process 
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The Elliptic Curve Digital Signature Algorithm (ECDSA) is a variant of the Digital Signature 

Algorithm [22] (DSA) which operates on elliptic curve groups. In order to sign a message, entity 

A needs to make public the system parameters such as: 

 Prime Field p 

 Elliptic curve E a, b 

 Base Point P 

 Order n of the Base Point. 

Let the integer d, d   [1, n - l], be A's private key and the point         its public key. In 

order to sign message M, A does the following. 

1. Generate a random no k   [1 , n-1] 

2. Compute         

3. Compute             where x is the x -coordinate of R. If r = 0 then go to step 1 

4.  Compute          , where H is a cryptographic hash function such as SHA-1 

5. Compute                   . If s = 0 then go to step 1 

6. The signature on             

                                                                                                                                       PUG PRa 

                                             PUG   PRa                                                                                                                                

 

 

                         k 

 

   Fig 4.3  ECDSA Block Diagram 

 

The entity B can verify A's signature            as follows:  

1. Verify that r and s are integers in the interval [1, n - 1]  

2. Compute           where H is the same hash function used for generating the signature  

3. Compute              ,                                  

4. Compute                 , and verify that X ≠0 

5. Let            , where x is the x-coordinate of X  

6. Accept the signature if and only            

 

M 
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M 

S 
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The requirement       holds because if the signature        on a message M is indeed 

generated by A then. 

                                                 

                    

And thus 

                                       

The NAF algorithm 

Many algorithms have been proposed to compute kP, where  (  ). These algorithms mainly 

depend on the recoding method of exponent k. The most popular method for performing EC 

point multiplication of the form   is the Double-and-Add(Binary) method which uses the digit 

set  W= {0,1} to represent exponent k. The efficiency of this method can be further improved 

using signed binary representations.The signed method use the digit set DW ={0,1} .Also Further 

improvement can be achieved if some pre computational are allowed such as window recording 

and multiplication technique  where the digit set Dw includes the more value  

DW = {0,   ,   ,  , …} 

The Non-Adjacent Form (NAF) is a signed binary representation of an integer with B = (1,-1). In 

this representation, at most one of any two consecutive digits is nonzero. Moreover, each 

positive integer has a unique NAF representation with expected weight   ⁄ . Thus adding a 

negative digit to binary representation reduces the average density from   ⁄ to    . 

 

Computing NAF of a any positive integer K 

Input:A +ve integer K 

Output :        

1. i = 0 

2. while k 1 do 

2.1 if k is odd then                          

2.2             

2.3          

2.4         

3. Return                        
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4.4 Accelerating ECC Operation. 

In this section, we investigate a new strategy for elliptic curve exponentiation. Up to now, since 

only one kind of coordinate system is used, it has been necessary that it should offer both an 

addition and a doubling with reasonable speed (not the fastest but not too slow). 

TheChudnovskyJacobian coordinate system is a good example: it reduces the computation time 

of an addition by slightly increasing the doubling time, but this is still worthwhile since Jacobian 

coordinates have a rather faster doubling but slower addition times than projective coordinates. 

On the contrary, here we further improve on the Jacobian coordinate system in order to offer 

even faster doublings, and there will be no loss in elliptic curve exponentiation since we are 

going to use a new strategy of mixed coordinate systems. 

Here we modify the Jacobian coordinates in order to obtain the fastest possible doublings. For 

this, we represent internally the Jacobian coordinates as a quadruple (X, Y, Z, aZ4). We call this 

the modified Jacobian coordinate system, and denote it by J
m

. 

ECC Doubling using Modified Jacobian Co-ordinates: 

Let                   then                             

       

                

            

             

Where          ,       ,             ,            

The computation time is                

ECC Addition Using Mixed Co-ordinates: 

It is evidently possible to mix different coordinates, i.e. to add two points where one is given in 

some coordinate system, and the other point is in some other coordinate system.Since we have 

five different kinds of coordinate systems (represented by the symbols A, P, J,J
c
, and J

m
), this 

gives a large number of possibilities. The List of possibilities are given in a table 4.1. 
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                  Computational cost of ECC addition in different co-ordinates 

ADDITION OPERATION COMPUTATIONAL TIME 

                

              

              

                

               

                 

               

 

                         Table 4.1   Computational Cost of ECC addition in different Co-ordinates 

Note:  The Symbols Representation is given following  

     Modified Jacobian co-ordinate 

     Jacobian co-ordinate 

    Projective co-ordinate 

     Affine co-ordinate 

     Multiplication operation 

     Squaring operation 

     Inverse operation 

         = Computation time for addition operation in c1 co-ordinate and result in also in c1. 

                  = Computation time for addition operation in c1 and c2 co-ordinate while 

results in c1 co-ordinate. 

 If we want to compare computation times,The ratio S/M is almost independent of the field of 

definition and of the implementation, and can be reasonably taken equal to 0.8 
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On the other hand, the ratio I/M deeply depend on the field of definition and on the 

implementation.It can be estimated to be between 9M and 30M in the case of p larger than 100 

bits. 

4.5 Final Algorithm of ECC Scalar Multiplication: 

 

Input:                

Output:        

Step1 Convert K to NAF Form From above given algorithm            

Step2   Find length of K 

Step3         

Step 4   while              do 

4.1        
4.2                         
4.3                         

Step 5    Return   

 

4.6 Moosavi et al.’s Protocol for RFID Implant Systems 

The first protocol considered is that of Moosavi et al., 2014. This is a mutual authentication 

scheme for an RFID implant system. (Moosavi et al, 2014) assert that their protocol is immune to 

various attacks including denial of service (DoS). But, their protocol is inherently vulnerable to 

clogging attacks (a form of DoS). Most of the precursor protocols to that of (Moosavi et al., 

2014) are vulnerable to clogging attacks. In this section, the mathematical groundwork that 

makes the protocols vulnerable to clogging attack is identified, and a desirable countermeasure is 

suggested. 

Review of the Protocol: 

Moosavi et al.‟s protocol works in three phases, Reader Authentication and Verification, 

Tag Identification and Tag verification. The notation of the protocol is given below. 

 

   Elliptic curve generator point of field q and order n 

 

   A primitive element or the base point of G 
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       Tag secret points S1, S2  E(Fq), which will change over time.These secret point is varied 

with time and the tag is successfully identified. 

      The tag identity number or ID 

S3:Each reader keeps a secret point S3   Zn. Which will change over time .this secret point will 

be varied each time after the reader is successfully authenticated. 

         thereader‟s public key. 

           Random number that   Zn. 

   It is a light weight hash function. 

       It is a generated signature by tags during its identification phase. 

 

This protocol allows the two interacting parties, an RFID implant tag and a reader, 

toRespectively validate and assure both identities. The assumption is that the communication 

between the reader and tag is weak [18]. 

Analysis of Moosavi et al.’s Protocol 

This protocol is for an RFID implant systemthat has applications inmicrochip implant. 

The identities are the tag that is implanted, and the reader that verifies (and authenticates) the tag. 

Communication between the tag and the reader is through an insecure network. Additionally, the 

reader is connected to a database through a secured channel, so the reader and database is 

considered to be a single entity for analysis purpose [18]. The protocol uses ECC techniques 

twice, once during tag Identification (step I4 of Algorithm4.1) and once during tag verification 

(step V6 of Algorithm4.1) 

 

Algorithm 4.1: Moosavi et al.’s Protocol for RFID Implant Systems 

 

Reader Authentication and Verification 

Reader R 

1. Step A1   Select a random number       and computes          P as its public  

key 

2. Step A2 Initialize        

3. Step A3              
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4. Step A4 Incrementi1 by    

 

Tag 

 

1. Step A5Verify if            is initialized to 0) 

2. Step A6If the above is true, then set         

3. Step A7Compute                               is a non-algebraic operation over 

the abscissa of         and the coordinate of R1 

4.    Step A8          

 

Reader R 

1. Step A9Compute                       

2. Step A10          

 

Tag T 

1. Step A11Verify       –                      

2. Step A12  ReaderRgets verified if the above is true 

Tag Idendification 

Reader R 

1. Step I1Select        , a random integer 

2. Step I2           

Tag T 

1. Step I3 Validate if        If success, then compute                   

2. Step I4 Select a random integer k and calculate curve point              

3. Step I5Calculate             

4. Step I6Validate if d = 0. If success, recalculate d using a different k 

5. Step I7Calculate value of ID as                               

6. Step I8 Calculate                                   

7. Step I9 Validate if c = 0. If yes, recalculate c using a different k 

8. Step I10                  
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Tag Verification 

Reader R 

1. Step V1Select a random integer        

2. Step V2 Compute public key          

3. Step V3 Verify if         

4. Step V4 If true, compute               

5. Step V5 Compute                                               

6. Step V6 Compute curve point                   

7. Step V7 Verify if              If true, authenticate tag T  

4.6.1 Clogging Attack on Moosavi et al.’s Protocol  

Consider the adversary A has the same power as assumed by Moosavi et al. Adversary Aneeds to 

be able to read and modify the contents of messages over a not so secure medium during the Tag 

Identification and Tag Verification phases of the protocol. The line of attack in this work is a 

denial of service where the aim of Adversary is to damage the whole RFID system.There are two 

steps (a map-to-point conversion in Step V6, and a scalarmultiplication in Step V2) where ECC 

schemes are applied that Adversary can try [18]. However, it might bemore profitable to render 

the Reader R useless; the line of attack selected here will try breaking the Reader R in a way that 

it will block services to authentic tags. 

 

1. Adversary A intercepts an authentic message of                 from step I10. 

2. As the message is not encrypted, Adversary can always modify the       such that 

        holds(though Adversary might not need to). 

3. Adversary simply relays                   

 

The reader perform step V1 to V7 that are mention in protocol.Adversary would make the reader 

R re-run steps V1 through V7 to calculate the ECC operations many times. Adversary has the 

potential to modify the incoming login requests from an authorized tag to R.As the ECC 

operations are computationally intensive [20], the victimized Reader R spends considerable 

computing resources performing unwanted ECC computations (amap-to-point conversion in Step 

V6, and a scalar multiplication in Step V2) along with the other steps V1, V3 through V5, and 

V7 rather than any real work. Thus adversary clogs R with unwanted work and hence denies an 

authorized tag (user) any service.Adversary needs only an ID of a single authentic tag to 

implement the clogging attack [18]. 
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4.7 Proposed Counter Measure from the Attack 
 

There are two ways to provide the solution of clogging attack that are present in the protocol. 

Initially in authentication phase reader may validate to see that the network address of the tag is 

authentic.It has to learn the network addresses of all the registered authentic tags.Adversary 

could still deceit the network address of a authentic tagand replay the tag verification 

message.To prevent this deceit, a cookie exchange stepmay be inserted at the beginning of the 

tag verification phase of Moosavi et al.‟s protocol [18], or we can also eliminate this attack by 

encoding the tag credential information in step I10 by tag private key while other side it can be 

decoded by reader public key. 

 

 

 

The First step cookie exchange step is also known as Oakley key exchange protocol. 

1. The Tag T selects a pseudo-random number n1 and sends it along with the message 

             
 

2. The Reader R upon receiving the message, acknowledges the message and sends 

           its own cookie n2 to T . 

 

3. The nextmessage fromT must contain n2, else T rejects themessage and the Tag 

verification request. 
 

Security analysis of the Fix  

 
Had Adversary spoofedTag IP address, Adversary would not get n2 back from R. Therefore 

Adversary succeedsonly in having R send back an acknowledgement, but not in launching the 

computationally intensive ECC based operations.Therefore the clogging attack is neglectedby 

these extra steps. It must be noted, though, that this process does notavoid the clogging attack but 

only resists it to some extent.This fix will completelywork only if n1, and n2 are encrypted 

respectively by T’s and R‟s private keys for a secure communication [18]. 

 

The 2
nd

 solution to fix the clogging attack that  present in moosavi.et.al protocol is to encrypt the 

credential information of step I10 with tag private key so that the message can‟t be alter for 

further steps . And also other side reader can decrypt the entire message by using tag public key. 

 

 



48 
 

Chapter 5   

Implementation and Result 

5.1 ECC Addition Execution Time 

NIST Recommended 

Curves over prime field 

In affine co-ordinates(sec) In Chudnovsky Co-

ordinates(sec) 

NIST192p 0.22149 0.21526 

NIST224P 0.32975 0.31790 

NIST256P 0.43848 0.40897 

NIST 384P 0.89617 0.82588 

NIST 521P 1.69872 1.50032 

 

Table 5.1 Execution time of ECC addition 

Memory vs time graph of ECC addition in Affine coordinate 

 

                                                                                                            X = 0.201925 , Y =11.907 

Fig 5.1ECC Addition: memory vs time graph in basic co-ordinates for NIST192P 



49 
 

Memory vs Time graph of ECC addition based on Choudknov Jacobian co-ordinate 

 

                                                                                    X = 0.200283 Sec. and  Y = 12.0643 MB 

Fig 5.2 ECC addition:  Memory vs time graph in suggested co-ordinates for NIST192P 

Figure 5.1 and Fig. 5.2 are the memory vs time graphs of ECC addition operation for NIST 

recommended curve over prime field    . The figure 5.1 is the plot of addition using affine 

co-ordinates while Fig 5.2 is using Chudnovsky Jacobian co-ordinate system. In Figures 5.1 

and 5.2, x- axis indicates time in sec while y-axis indicates memory in MB. From both 

figures, it is observed that addition using Chudnovsky Jacobian co-ordinate consumes less 

execution time but extra memory compared to affine co-ordinate. Table 5.1 provides the 

comparison of ECC addition operation with existing one. Python 2.7.12 based 

implementation results show that ECC addition operation is faster than existing one.  
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5.2 ECC Doubling Execution Time 

NIST Recommended 

Curves Over prime field 

In affine co-ordinates(sec) In  modified Jacobian Co-

ordinates(sec) 

NIST192p 0.30284 0.27356 

NIST224P 0.32464 0.30415 

NIST256P 0.40086 0.38916 

NIST 384P 1.0534 0.92578 

NIST 521P 1.8522 1.7414 

 

Table 5.2 Execution time of ECC doubling operation 

Table 5.2 is comparison of Execution time analysis of ECC doubling operation in affine co-

ordinate and modified Jacobian co-ordinate. We achieve the efficient computation time. 

Time vs Memory graph for doubling in affine co-ordinates 

 

                                                                                          X = 0.201925 sec, Y =12.0185 MB 

Fig 5.3: Time vs Memory graph for doubling in basic co-ordinates for NIST192P 
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Time vs Memory graph for doubling in modified Jacobian co-ordinates 

 

                                                                                            X = 0.199917 Sec,Y = 12.0481 MB 

Fig 5.4: Time vs memory graph for doubling in suggested co-ordinates for NIST192P 

Figure 5.1 and Fig. 5.2 are the memory vs time graphs of ECC doubling operation for NIST 

recommended curve over prime field    . The figure 5.4 is the plot of doubling using affine 

co-ordinates while Fig 5.2 is using modified Jacobian co-ordinate system. From both figures, 

it is observed that doubling using modified Jacobian co-ordinate consumes less execution 

time but extra memory compared to affine co-ordinate. 

5.3 ECC Scalar Multiplication Execution Time 

NIST Recommended 

Curves Over prime 

field 

Suggested 

Algorithm in Affine 

co-ordinates 

Suggested Algorithm 

based on Inversion 

free co-ordinate 

In traditional 

method 

NIST192p 0.31277 0.22249 0.34189 

NIST224P 0.35912 0.32968 0.36094 

NIST256P 0.45277 0.41975 0.47167 

NIST 384 0.98254 0.90236 1.0195 

NIST 521 1.7956 1.7034 1.8596 

                                    Table5.3: Execution Time of ECC scalar Multiplication  
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Memory vs Time Graph for Scalar Multiplication in Affine Co-ordinates 

 

Fig 5.5 Time vs Memory graph of scalar multiplicationin Affine co-ordinate for NIST192p 

 Memory vs Time graph for scalar multiplication in Inversion free co-ordinate 

 

            Fig 5.6  Time vs Memory graph of scalar multiplicationfor NIST192p 
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From fig 5.5 and fig 5.6 of Memory vs time graph in different co-ordinates, we observed that 

inversion free co-ordinate system is computationally efficient while consumes extra memory. 

Similarly in affine co-ordinate we observed that it is computationally inefficient while consumes 

less memory.   

5.4 Elliptic Curve Digital Signature Generation Time 

NIST Recommended Curves                    

Over prime field 

With the  use of traditional 

scalar multiplication 

With the use of  proposed 

scalar  multiplication 

NIST192p 0.16135 0.12022 

NIST224P 0.22096 0.14940 

NIST256P 0.47038 0.23168 

NIST 384P 0.70824 0.42579 

NIST 521P 1.5029 0.88714 

     

                  Table 5.4  Execution Time of ECC based Signature generation Scheme 

5.5  ECDSA Execution Time 

NIST Recommended 

Curves                    Over 

prime field 

With the  use of Traditional 

scalar multiplication 

With the use of  Suggested  

scalar  multiplication 

NIST192p 0.18102 0.14102 

NIST224P 0.25142 0.18181 

NIST256P 0.34245 0.26588 

NIST 384P 0.75025 0.60950 

NIST 521P 1.5212 1.1901 

                             

                                    Table 5.5 Execution Time of ECDSA scheme 
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5.6 Summary: One of the challenging issue in implementing light weight scalar 

multiplication for embedded in light weight IoT protocols. In our thesis we implemented a light 

weight ECC scalar multiplication and verified the result in Python 2.7.12.The selection of best 

suited co-ordinates system was also a challenging work, because we know that in basic co-

ordinates an inversion operation is mandatory for doubling and addition operation which is 

costly. We have implemented the scalar multiplication in both co-ordinates. And we got a time 

vs. memory graph of proposed scalar multiplication in fig 5.5 and 5.6. We have selected a NIST 

recommended curves over prime field for all results. We have used different co-ordinates for 

addition and doubling operation. Because in a fix co-ordinate one operation is faster while 

another is slower. In section 5.4 we have seen signature generation execution time and in 

section5.5 ECDSAexecution time with embedded proposed scalar multiplicationand compared 

with existing one.  

There are multiple figure of Time vs Memory in this chapter 5. In case of ECC addition 

operation the figure verified that in the suggested operation takes some extra memory 

requirement. Similarly In the case of doubling operation. So finally according to system 

requirements we can choose proper operation.   

All results have been checked by Python programming language with HP pavilion laptop, 

processor AMD8, and 6GBRAMareits specification. 
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Chapter 6 

Conclusion and suggestion for future work 

6.1 Conclusion 

In our model we have used both types of co-ordinates to improve the ECC-based arithmetic 

operation. Our main aim was to improve scalar multiplication with limited available memory. 

We have improved the ECC scalar multiplication computational time in two cases. In first case 

with limited memory, we have improved the computational time and in second case we have 

further improved the computational time at the cost of extra memory. We have embedded this 

scalar multiplication in ECDSA. We observed that in ECDSA multiple time scalar 

multiplications are used. So a significant improvement in signature generation and verification is 

noticed. We also analyzed an ECC based protocol where scalar multiplications are used in many 

times. If proposed scalar multiplication is embedded in an ECC based protocol then we can 

achieve significant improvement.  

 

In this thesis clogging attack is demonstrated and it is used to analyse Moosavi et al. protocol and 

also two different counter measures are suggested. ECC based scheme provides a high level of 

security. Hence ECC based authentication and key exchange protocols are popularly used to 

provide security in smart card or RFID. 

 

In chapter 5, timing results of scalar multiplication and ECDSA for all NIST recommended 

curves are presented. All ECC arithmetic operations have been tested using Python 2.7.12. 

Timing results are compared with the traditional ECC arithmetic operations and approximately 

8-12% improvement has been achieved.   

6.2 Future Scope: 

There are several areas of future work and some of them are as follows. 

 1.  The software or hardware implementation of suggested scalar multiplication on 

       microprocessor or DSP 

 

2.  An efficient signature generation scheme can be used in any ECC based protocol for  

    authentication. 

 

3.   An extensive study on different NIST-recommended curves is necessary for implementing a  

      Security protocol for a resource constrained device such as RFID. 
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Research on ECC based authentication protocol is ongoing. A research on ECC based RFID 

authentication protocol has been done by static analysis. Obviously next step will be to check 

dynamic vulnerabilities of this protocol.  
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