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Abstract

The digital age has ushered in a heightened awareness of privacy concerns, yet systematic methods to
address privacy threats in software-based systems are still lacking. To bridge this gap, we introduce a
comprehensive framework tailored for modeling privacy threats with precision. Drawing inspiration
from established models like STRIDE, our framework using Lindunn methodology employs an
information flow-oriented approach to guide analysts in identifying and mapping privacy threats to
system elements. We provide a detailed catalog of privacy-specific threat tree patterns to enhance
threat analysis, facilitating a nuanced understanding of potential risks. Additionally, our framework
simplifies the selection of privacy-enhancing technologies (PETS) by offering guidance on mapping
these technologies to identified threats, streamlining the process of privacy requirements elicitation
and fulfillment within software systems. Through these contributions, our framework aims to bolster
privacy protection efforts and promote trust in digital environments.



Chapter 1

Introduction

1.1 Background

The digital age has brought about significant opportunities in healthcare, personalized medicine,
and genomic research. Genomic data, which is the blueprint of an individual’s genetic makeup,
holds immense promise for understanding diseases, predicting predispositions, and tailoring treat-
ments. However, the security and privacy of genomic data are crucial due to its unique, immutable,
and highly revealing nature. The proliferation of genomic databases and bioinformatics tools has
underscored the need for robust security measures to prevent unauthorized access, data breaches,
and identity theft.

This thesis aims to establish a comprehensive framework for genomic data privacy using the
Lindunn methodology. The Lindunn methodology, known for its robustness in data privacy analysis,
offers a promising avenue for addressing the privacy concerns inherent in genomic data. The research
aims to craft a structured framework encompassing privacy-preserving techniques, risk assessment
protocols, and regulatory compliance measures tailored specifically to the genomic data landscape.

By harmonizing the principles of the Lindunn methodology with the unique challenges of ge-
nomic privacy, this thesis seeks to provide a systematic approach for safeguarding sensitive ge-
netic information while facilitating legitimate research endeavors. Through a multidisciplinary lens
spanning genomics, data privacy, and regulatory compliance, this thesis aims to contribute to the
advancement of genomic privacy practices, fostering trust, transparency, and ethical stewardship
in the handling of genomic data.

1.2 Research Statement

The aim of this thesis is: To explore the suitability of existing techniques for modeling threats in
gnomic data processing systems. The concept of the Lindunn approach and the stages that make
up the framework are provided in this thesis. We have organised the bioinformatic tools dataflow
diagram and mapped privacy risks to DFD. Additionally, we have defined the Lindunn methodol-
ogy’s threat categories. Using the Lindunn threat tree pattern, we have created a threat tree for
bioinformatic tools after specifying all these parameters.We have examined the tools’ privacy needs
using the threat tree pattern, and we have examined several solutions based on those requirements.



The same’s outcomes are presented in this thesis. The results have also been thoroughly interpreted,
outlining how the Lindunn technique will contribute to the improvement of genetic data security.

1.3 Contribution of the Thesis

This thesis contributes significantly to the fields of security, privacy, and threat modeling method-
ology, with a specific focus on the Lindunn methodology. Through a comprehensive analysis, it
identifies and categorizes security and privacy threats within genomic data processing systems,
shedding light on the unique challenges inherent in safeguarding genetic information. By exploring
established threat modeling methodologies and applying them to genomic data, the research un-
derscores the importance of a structured approach to threat analysis. Central to the thesis is the
Lindunn methodology, which emerges as a powerful framework for privacy analysis. By defining its
steps and integrating it with genomic privacy concerns, the research demonstrates its effectiveness
in identifying and mitigating privacy threats. Moreover, the thesis provides practical applications
and recommendations for enhancing security and privacy in genomic data processing systems, offer-
ing actionable insights for stakeholders in the field. In summary, this research significantly advances
our understanding and practices in security, privacy, and threat modeling methodologies, particu-
larly in the intricate realm of genomic data processing, ensuring the confidentiality and integrity of
genetic information in an increasingly data-driven world.

1.4 Outline of the Thesis

The structure of this thesis begins with an abstract, followed by an Introduction in Chapter 1,
which includes the research statement and contribution of the thesis. Chapter 2 briefly covers
related materials to the thesis. Chapter 3 presents security and privacy threats to genomic data,
while Chapter 4 covers the state of the art in genomic data security. In Chapter 5, the proposed
work of this thesis, which is modelling privacy threats to genomic data using Lindunn methodology.
Lastly, Chapter 7 presents the conclusion of the work completed in this thesis.



Chapter 2

Genomic Data Life Cycle

Genomic information, which may be processed from microbial, fungus, plant, and animal species,
including humans, exists in different forms throughout its lifecycle, which may include the following
phases: sample collection, sample preparation, data generation, and data analysis [27]. Fig 2.1
illustrates this lifecycle,

Sample Collection

Sample Preparation

Data Generation

Data Analysis

Figure 2.1: Genomic Data Lifecycle

2.1 Data Generation

Generating genomic data involves various techniques and technologies used to analyze and sequence
an organism’s entire genome or specific regions of its DNA. Here are some key methods and steps
involved in genomic data generation:

« DNA Extraction: The process begins with extracting DNA from the biological sample (e.g.,
blood, tissue, saliva). Various methods like phenol-chloroform extraction, spin column-based
extraction, or magnetic bead-based extraction are used.

¢ Library Preparation: After DNA extraction, the next step is library preparation. This in-
volves fragmenting the DNA into smaller pieces and attaching specific adapters that facilitate
sequencing. Library preparation methods can vary depending on the sequencing platform
used.



Sequencing Technologies:

o Next-Generation Sequencing (NGS): NGS technologies like Illumina[18] sequencing use mas-
sively parallel sequencing to simultaneously sequence millions of DNA fragments. It involves
steps such as amplification, sequencing by synthesis, and imaging.

o Third-Generation Sequencing: Technologies like PacBio [18] and Oxford Nanopore offer long-
read sequencing, providing more contiguous sequences and helping to resolve complex genomic
regions.

Data Acquisition and Analysis:

e Primary Data Generation: During sequencing, raw data (sequence reads) are generated and
stored in FASTQ or other formats.

o Bioinformatics Analysis: Bioinformatics tools and algorithms are used to process, align, and
assemble the sequence reads into a coherent genome. This includes base calling, quality
control, read mapping, variant calling, and genome assembly.

Genome Assembly and Annotation:

e Genome Assembly: This process involves aligning and merging overlapping DNA sequences
to reconstruct the complete genome.

¢ Genome Annotation: Identifying functional elements within the genome, such as genes, pro-
moters, regulatory elements, and non-coding regions.

Quality Control and Validation: Checking the accuracy and quality of the assembled
genome is crucial. Validation can be performed using various methods, including PCR, Sanger
sequencing, or comparison with known reference genomes.

2.2 Data Storage

Genomic data, due to its size and complexity, requires specialized storage systems capable of han-
dling large volumes of information. Here are some aspects and considerations regarding data storage
for genomic data:

o High-Performance Computing (HPC): Genomic data often requires substantial computational
resources for processing and analysis. HPC clusters or cloud-based platforms provide the
necessary infrastructure for efficient data handling.

o Distributed Storage: Genomic data is typically stored across distributed systems to handle the
massive amounts of data generated by sequencing technologies. Distributed file systems like
Hadoop Distributed File System (HDFS) or object storage systems like Amazon S3, Google
Cloud Storage, or Azure Blob Storage are commonly used.

2.2.1 Data Formats

Genomic data is often stored in specialized file formats like FASTQ (raw sequencing data), BAM
(aligned sequencing data), and VCF (variant call format). These formats are optimized for storing
and analyzing DNA sequencing data efficiently.



2.3 Data Transmission

Transferring genomic data involves moving large volumes of genetic information from one location
to another, often between research institutions, sequencing facilities, or data repositories. Given
the substantial size of genomic datasets, efficient and secure data transfer methods are essential.
Here are some considerations and methods for genomic data transfer:

High-Speed Networks: Utilizing high-speed networks, such as dedicated research networks
or high-bandwidth internet connections, facilitates faster data transfer rates. These networks
are specifically designed for large data transfers and offer higher throughput.

Data Compression: Compressing genomic data before transfer reduces file sizes and speeds
up transfer times. There are specialized compression algorithms and tools tailored for genomic
data, such as CRAM (Compressed Random Accessible Memory) for sequence alignment/map
format (SAM/BAM) files.

Aspera, Globus, and FTP:

— Aspera and Globus are high-speed data transfer solutions designed for moving large
datasets efficiently over long distances. These platforms optimize data transfer and
provide security features.

— File Transfer Protocol (FTP) is commonly used for data transfer, although its speed may
be limited for large genomic datasets compared to more specialized solutions.

Shipping Physical Storage Media: For exceptionally large datasets or situations with
limited network bandwidth, physically shipping hard drives or storage media (like tapes)
containing the genomic data can be more practical. This method, though slower in transit
time, can be faster than transferring data over the network.

Cloud-Based Data Transfer: Cloud services provided by platforms like AWS (Amazon
Web Services), Google Cloud, or Azure offer tools and services for transferring large vol-
umes of data into their respective cloud environments. This can include direct data uploads,
import/export services, or using specific cloud-based storage solutions.

Encryption and Security: Encrypting data during transfer ensures its security and pre-
vents unauthorized access or interception. Secure file transfer protocols (e.g., Secure File
Transfer Protocol - SFTP, Secure Shell - SSH) and encryption methods (e.g., SSL/TLS) are
commonly used to protect data during transit.

Quality of Service (QoS): Prioritizing network traffic for data transfer can ensure that
genomic data transfers receive sufficient bandwidth and priority, optimizing transfer times
and reducing potential delays due to network congestion.

Monitoring and Error Handling: Continuous monitoring of data transfer processes helps
detect and address any errors or interruptions promptly. Implementing error-checking mech-
anisms and resuming transfers from the point of interruption can prevent data loss or cor-
ruption. Efficient and secure data transfer methods are crucial for ensuring the timely and
reliable movement of large genomic datasets, supporting collaborative research efforts and
enabling the utilization of genetic information for various scientific and medical purposes.



2.4 Data Processing

Analyzing genome data involves several steps and methods to extract meaningful information from
the raw genetic information obtained through sequencing technologies. Here’s a general overview
of the key steps in genome data analysis:

o Data Preprocessing: Raw sequencing data often contains errors and artifacts that need to
be corrected. Preprocessing steps may include quality control, adapter trimming, and filtering
to remove low-quality reads and artifacts.

¢ Genome Alignment: Sequencing reads are aligned to a reference genome or assembled de
novo to determine their genomic locations. This step helps identify variations, such as single
nucleotide polymorphisms (SNPs) and structural variants.

e Variant Calling: Variants, including SNPs, insertions, deletions, and structural variations,
are identified by comparing aligned sequencing reads to the reference genome. Variant calling
algorithms detect differences between individual genomes and the reference.

¢ Variant Annotation: Annotating variants involves determining their functional effects and
potential associations with phenotypic traits or diseases. This step may include predicting the
impact of variants on protein structure and function, as well as assessing their evolutionary
conservation and allele frequencies in population databases.

¢ Population Genetics Analysis: Population-level analyses examine genetic variation within
and between populations to understand evolutionary processes, demographic history, and pat-
terns of genetic diversity. Common analyses include estimating allele frequencies, measuring
genetic relatedness, and detecting signatures of natural selection.

o Genome-Wide Association Studies (GWAS): GWAS identify genetic variants associated
with specific traits or diseases by comparing genotype data from cases and controls. Statistical
tests are used to assess the significance of genotype-phenotype associations while accounting
for population structure and multiple testing corrections.

¢ Functional Genomics: - Functional genomic analyses aim to understand how genetic vari-
ants influence gene expression, protein function, and regulatory networks. Techniques such as
RNA sequencing (RNA-seq), chromatin immunoprecipitation sequencing (ChIP-seq), and as-
says for transposase-accessible chromatin using sequencing (ATAC-seq) provide insights into
gene regulation and cellular processes.

¢ Pathway and Network Analysis: Pathway and network analysis integrate genomic data
with biological knowledge to identify pathways, gene networks, and molecular mechanisms
underlying complex traits and diseases. These analyses help prioritize candidate genes and
pathways for further experimental validation.

e« Data Visualization and Interpretation: Effective visualization tools and methods are
essential for interpreting genomic data and communicating results. Visualization techniques
include genome browsers, heatmaps, scatter plots, and network diagrams, which help re-
searchers explore and interpret complex datasets.



Integration with other omics data: - Integrating genomic data with other omics data
such as transcriptomics, proteomics, and metabolomics can provide a more comprehensive
understanding of biological systems and disease mechanisms.

Overall, genome data analysis is a multidisciplinary field that combines computational biology,
statistics, and bioinformatics to extract biological insights from genomic information.

2.5 Data Analysis

Genomic data analysis is a complex process that transforms raw sequencing data into meaningful
biological insights. This process involves several stages, each with specific methodologies, tools, and
considerations for ensuring data quality, accuracy, and security. Here’s a detailed breakdown of the
genomic data analysis phase:

Initial Quality Control (QC)

Quality Assessment: Tools like FastQC are used to evaluate the quality of raw sequencing
data. Parameters such as read length, base quality scores, and GC content are analyzed to
detect any potential issues with the sequencing data.

Quality Filtering and Trimming: Low-quality reads and bases are removed or trimmed using
tools like Trimmomatic or Cutadapt. This step helps to reduce errors in downstream analysis.

Sequence Alignment

Reference Genome Alignment: Cleaned reads are aligned to a reference genome using aligners
like Burrows-Wheeler Aligner (BWA), Bowtie2, or HISAT2. This process involves mapping
the short reads to their corresponding positions in the reference genome.

Output Formats: Aligned reads are stored in SAM (Sequence Alignment/Map) or BAM
(Binary Alignment/Map) formats, which contain detailed information about the alignment,
including read positions, quality scores, and alignment flags.

Post-Alignment Processing

Sorting and Indexing: Aligned reads are sorted based on their genomic coordinates using tools
like SAMtools. Indexing these sorted files allows for efficient access and visualization.

Marking Duplicates: Tools like Picard are used to identify and mark PCR duplicates, which
are reads that originate from the same DNA fragment. This helps to avoid biases in variant
calling.

Realignment and Recalibration: Realignment around indels (insertions/deletions) and base
quality score recalibration are performed to correct alignment errors and improve variant
calling accuracy. Tools like GATK (Genome Analysis Toolkit) are commonly used for these
steps.

Variant Calling

Variant Identification: Variant calling algorithms, such as those in GATK, FreeBayes, or
VarScan, are used to identify genetic variants like single nucleotide polymorphisms (SNPs)
and indels from the aligned data.



Variant Filtration: Variants are filtered based on quality metrics to remove false positives.
This step involves applying filters based on depth of coverage, quality scores, and other criteria
to retain high-confidence variants.

Annotation

Functional Annotation: Variants are annotated with functional information using tools like
ANNOVAR or SnpEff. This step adds biological context to the variants, indicating their
potential impact on gene function, regulatory elements, and protein structure.

Clinical Annotation: For clinical applications, variants are annotated with known associations
to diseases or phenotypes using databases like ClinVar, OMIM (Online Mendelian Inheritance
in Man), and HGMD (Human Gene Mutation Database).

Data Integration and Multi-Omics Analysis

Multi-Omics Integration: Genomic data can be integrated with other omics data (e.g., tran-
scriptomics, proteomics, metabolomics) to provide a comprehensive view of the biological
system. This integration helps in understanding the complex interactions between different
molecular layers.

Pathway and Network Analysis: Tools like Ingenuity Pathway Analysis (IPA) or Cytoscape
are used to analyze the biological pathways and networks affected by the identified variants,
providing insights into the molecular mechanisms underlying observed phenotypes.

Statistical and Computational Analysis

Association Studies: Genome-wide association studies (GWAS) are conducted to identify
genetic variants associated with traits or diseases. Statistical methods like linear regression,
logistic regression, and mixed models are employed to test for associations.

Machine Learning and Al: Machine learning algorithms are increasingly used to predict phe-
notypes, classify diseases, and identify potential biomarkers from genomic data. Techniques
such as random forests, support vector machines, and neural networks can be applied to
genomic datasets.

Visualization and Interpretation

Data Visualization: Tools like Integrative Genomics Viewer (IGV) and UCSC Genome Browser
are used to visualize genomic data, including read alignments, variant locations, and annota-
tions. Visualization aids in interpreting complex data and identifying interesting patterns.

Biological Interpretation: The results are interpreted in the context of existing biological
knowledge. This step often involves collaboration with domain experts, including geneticists,
biologists, and clinicians, to understand the implications of the findings.

Privacy-Preserving Computation

Homomorphic Encryption: This method allows computations on encrypted data without
decrypting it, ensuring data privacy throughout the analysis process.



o Differential Privacy: Techniques are applied to ensure that the output of any analysis does
not reveal sensitive information about individual participants, protecting their privacy while
allowing for useful data insights.

Ethical and Legal Considerations

o Informed Consent: Ensuring that participants have given informed consent for the use of their
genomic data in research.

¢ Data Security and Compliance: Adhering to legal and regulatory requirements for data pro-
tection, such as GDPR, HIPAA, and other relevant frameworks. Ensuring that data access is
restricted to authorized personnel and that data is encrypted both at rest and in transit.

Genomic data analysis involves a multi-step process that starts with quality control of raw
data and progresses through alignment, variant calling, annotation, and integration with other
data types. Advanced computational methods, including machine learning, are used to extract
meaningful insights from the data. Throughout this process, maintaining data security and privacy,
adhering to ethical standards, and complying with legal requirements are paramount. This ensures
that the sensitive nature of genomic data is protected while enabling significant scientific discoveries
and clinical advancements.

2.6 Data Sharing

Genomic data sharing refers to the practice of making genetic and genomic information available to
researchers, clinicians, and other stakeholders for various purposes, such as scientific research, med-
ical diagnostics, and treatment development. This data includes information about an individual’s
DNA sequence, genetic variations, and other molecular information.

There are several reasons why sharing genomic data is important:

¢ Advancing Research: Access to diverse genomic data sets facilitates research into the ge-
netic basis of diseases, potential treatments, drug development, and understanding population
genetics.

¢ Precision Medicine: Precision Medicine: Sharing genomic data enables the development
of personalized or precision medicine by allowing clinicians to tailor treatments based on an
individual’s genetic makeup.

¢ Data Integration: Combining genomic data from different sources can lead to more com-
prehensive analyses, which may uncover new associations and patterns in genetic diseases or
traits.

¢ Improving Diagnostics: Shared genomic data can enhance diagnostic capabilities, aiding
in the identification of genetic markers for diseases or conditions.

However, genomic data sharing raises various ethical, legal, and privacy concerns:

¢ Privacy and Confidentiality: Genomic data contains sensitive and identifiable informa-
tion. Ensuring privacy protection while sharing this data is crucial to prevent misuse or
unauthorized access.



e Consent and Ownership: Clear consent mechanisms must be in place to ensure that
individuals contributing their genetic information are aware of how their data will be used.
Questions regarding data ownership and control also need addressing.

¢ Data Security: Genomic data needs robust security measures to prevent breaches or unau-
thorized access that could lead to misuse or exploitation.[5]

Efforts have been made to establish guidelines, regulations, and platforms for responsible ge-
nomic data sharing. Initiatives like the Global Alliance for Genomics and Health (GA4GH)
have developed frameworks and standards for sharing genomic and clinical data while address-
ing ethical and privacy concerns. Institutions and research consortia often have their own data
sharing policies and platforms, ensuring compliance with legal and ethical standards.

Overall, while genomic data sharing holds immense potential for scientific and medical ad-
vancements, it’s crucial to balance the benefits with ethical considerations to protect individ-
uals’ privacy and ensure responsible data use.

2.7 Genomic Data and Precision Medicine

Genomic data and precision medicine are closely intertwined concepts that are revolutionizing
healthcare and medical treatment. Precision medicine, also known as personalized medicine, is
an approach to medical care that takes into account individual variability in genes, environment,
and lifestyle for each patient. Genomic data plays a crucial role in enabling precision medicine by
providing insights into an individual’s genetic makeup.

Here are some key points regarding genomic data and precision medicine:

Genomic Data:

e Genomic data refers to the information encoded in an individual’s DNA, including the se-
quence of their genes and variations in the genetic code. The Human Genome Project, com-
pleted in 2003, was a landmark effort to map and sequence all the genes in the human genome.

¢ Advances in DNA sequencing technologies, such as next-generation sequencing, have made it
more affordable and accessible to generate genomic data for individuals.

Role of Genomic Data in Precision Medicine:

e Genomic data can identify genetic mutations or variations that may influence an individual’s
susceptibility to diseases, their response to treatments, and their risk of adverse drug reactions.

e This information can help healthcare providers tailor medical treatments and interventions
to the specific genetic profile of each patient, increasing the effectiveness of healthcare and
reducing potential side effects.

Applications of Genomic Data in Precision Medicine:

e Cancer Treatment: Genomic data can guide the selection of targeted therapies based on
the genetic mutations present in a patient’s tumor, leading to more effective cancer treatment.

¢ Pharmacogenomics: Genomic data can inform medication choices by identifying how an
individual metabolizes drugs, helping to avoid adverse drug reactions and optimize drug
dosages.
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¢ Rare Diseases: Genomic sequencing can aid in diagnosing rare genetic disorders and provide
insights into potential treatments.

e Prevention: Genomic data can identify individuals at higher risk for certain diseases, en-
abling early intervention and preventive measures.

Ethical and Privacy Considerations:

o The collection and sharing of genomic data raise important ethical and privacy concerns.
Patients must have control over who accesses their genetic information and how it is used.

¢ Policies and regulations, such as the Health Insurance Portability and Accountability Act
(HIPAA) in the United States, have been established to protect the privacy of patients’
genetic data.

Data Sharing and Research:

e Sharing genomic data on a large scale can facilitate research into the genetics of various
diseases, leading to a better understanding of their underlying causes and potential therapies.

o Initiatives like the Global Alliance for Genomics and Health (GA4GH) aim to establish data-
sharing standards and guidelines to ensure responsible and secure sharing of genomic data

Future Outlook: The field of genomics and precision medicine continues to evolve rapidly,
with ongoing research and technological advancements. As more data becomes available, precision
medicine is expected to become increasingly effective in tailoring healthcare to individual patients.

In summary, genomic data plays a pivotal role in precision medicine by providing insights into
an individual’s genetic makeup, enabling more personalized and effective medical care. As our
understanding of genomics advances, the potential for precision medicine to transform healthcare
and improve patient outcomes continues to grow.

2.8 Genomic Data Stakeholders

Stakeholders in genomic data involve various individuals, organizations, and groups who have an
interest or are impacted by the collection, storage, analysis, and application of genomic information.
Here are some key stakeholders in genomic data:

¢ Researchers and Scientists: These individuals are involved in conducting studies, exper-
iments, and analysis of genomic data. They aim to discover new information, patterns, and
correlations within genetic sequences.

¢ Healthcare Providers: Clinicians, doctors, and genetic counselors use genomic data to
diagnose diseases, predict susceptibilities, and provide personalized treatment plans based on
an individual’s genetic makeup.

o Patients and Families: Individuals whose genetic information is being collected and ana-
lyzed. They often seek insights into their health risks, hereditary conditions, and potential
treatments.
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o Biotechnology and Pharmaceutical Companies: These entities use genomic data for
drug development, target identification, and personalized medicine. They may conduct re-
search, clinical trials, and develop therapies based on genomic insights.

o Ethical, Legal, and Social Implications (ELSI) Experts: ELSI scholars and profession-
als address the ethical, legal, and social impacts of genomic research, ensuring that privacy,
consent, and fairness are maintained while leveraging genomic data.

¢ Regulatory Bodies and Governments: Regulatory agencies set guidelines and regulations
governing the collection, storage, and use of genomic data to ensure ethical standards, privacy
protection, and data security.

¢ Data Repositories and Biobanks: These organizations store genomic data collected from
various sources, providing access to researchers and ensuring data integrity and security.

¢ Insurance Companies: Insurers might be interested in genomic data to understand risks
associated with certain diseases and conditions. However, ethical considerations regarding
the use of this data in insurance practices exist.

¢« Educational Institutions: Universities and academic institutions train future researchers
and professionals in genomics, providing education and conducting research in the field.

¢ Community and Patient Advocacy Groups: These groups advocate for patient rights,
educate the public about genomic research, and ensure that diverse communities are repre-
sented and benefit from genomic advancements.

Understanding the perspectives and interests of these stakeholders is crucial for responsible and
ethical use of genomic data while ensuring its benefits reach society at large. Balancing scientific
advancements with ethical considerations and individual rights remains a key challenge in the field
of genomics.

2.9 International Scenario

2.9.1 The Human Genome Project

The Human Genome Project (HGP)! is one of the greatest scientific feats in history. The project
was a voyage of biological discovery led by an international group of researchers looking to com-
prehensively study all of the DNA (known as a genome) of a select set of organisms. Launched in
October 1990 and completed in April 2003, the Human Genome Project’s signature accomplishment
— generating the first sequence of the human genome — provided fundamental information about
the human blueprint, which has since accelerated the study of human biology and improved the
practice of medicine.

2.9.2 National Center for Bio-technology Information

The National Center for Biotechnology Information? (NCBI) is part of the United States National
Library of Medicine (NLM), a branch of the National Institutes of Health (NIH). It is approved

Thttps://www.genome.gov/human-genome-project
2https://www.ncbi.nlm.nih.gov/
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and funded by the government of the United States. The NCBI is located in Bethesda, Maryland,
and was founded in 1988 through legislation sponsored by US Congressman Claude Pepper.

The NCBI houses a series of databases relevant to biotechnology and biomedicine and is an
important resource for bioinformatics tools and services. Major databases include GenBank for
DNA sequences and PubMed, a bibliographic database for biomedical literature. Other databases
include the NCBI Epigenomics database. All these databases are available online through the
Entrez search engine. NCBI was directed by David Lipman, one of the original authors of the
BLAST sequence alignment program and a widely respected figure in bioinformatics.

2.9.3 ISO Standards

ISO/IEC 23092-1:2020(en) Information technology — Genomic information representation — Part
1: Transport and storage of genomic information. This document specifies data formats for both
transport and storage of genomic information, including the conversion process.

2.10 Indian Scenario

Indian Biological Data Center® is the first national repository for life science data in India.
IBDC is mandated to archive all life science data generated from publicly funded research in India.
IBDC is being developed in a modular nature wherein different sections would typically deal with
particular types of life science data. Each IBDC section would have dedicated data submission and
access schema. Further, besides archiving life science data, IBDC shall also develop highly curated
data sets in order to facilitate knowledge discovery in various domains of life sciences. It would also
provide infrastructure and expertise for biological data analysis.

According to a recent report?, India lacks a privacy law and consent framework to ensure that
submitted data remains confidential through robust de-identification practices, and to make certain
that consent of the participants is obtained for the kind of research that can be conducted on such
biological information.

Direct-to-consumer genetic testing services®® in India are currently rising in number and be-
coming a hugely competitive market. However, passive consent guidelines and the lack of a privacy
regime arising from a well-thought-out consent paradigm raise questions about the protection of
genetic data in light of its collection and use.

The Digital Personal Data Protection Act?, 2023

The Digital Personal Data Protection Act, 2023 (DPDP Act) is an act of the Parliament of India
that aims to provide for the processing of digital personal data in a manner that recognises both the
right of individuals to protect their personal data and the need to process such personal data for
lawful purposes12. The Act regulates the governance of personal data collected by organisations,
and aims at protecting the individual’s privacy by empowering them with rights over the manner
in which their data is processed3. The Act includes a negative-list regime for cross-border data
transfers, among several other key changes.

5

3https://ibdc.rcb.res.in/

4https://ohrh.law.ox.ac.uk/the-need-to-revisit-indian-consent-paradigms-for-the-storage-and-use-of-digitalized-
biological-data/

Shttps://mapmygenome.in/

6https://www.dnaforensics.in/

"https:/ /www.meity.gov.in/writereaddata/files/Digital %20Personal %20Data%20Protection %20 Act %202023.pdf
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2.11 Importance of Genomic data

Genomic data holds immense importance in various fields, particularly in biology, medicine, agri-
culture, and evolutionary studies. Here are some reasons why genomic data is valuable:

¢ Understanding Genetic Basis: Genomic data helps in comprehending the genetic makeup
of organisms, including humans. It provides insights into DNA sequences, variations, muta-
tions, and structural changes, aiding in understanding the genetic basis of traits, diseases,
and evolutionary relationships.

o Personalized Medicine: Genomic data plays a pivotal role in personalized medicine by
enabling tailored treatments and therapies based on an individual’s genetic makeup. This
approach helps in predicting disease risks, selecting suitable medications, and optimizing
treatment plans.

¢ Disease Research and Diagnosis: Genomic data contributes significantly to disease re-
search, facilitating the identification of genetic markers associated with various diseases. It
aids in early detection, accurate diagnosis, and development of targeted therapies for condi-
tions like cancer, genetic disorders, and infectious diseases.

e Precision Agriculture: In agriculture, genomic data assists in crop improvement, livestock
breeding, and enhancing agricultural productivity. Understanding the genetic characteris-
tics of plants and animals helps in developing resilient crops, disease-resistant breeds, and
improving overall agricultural sustainability.

¢ Evolutionary Studies: Genomic data provides a wealth of information for understanding
evolutionary relationships between species. By comparing genetic sequences across different
organisms, researchers can reconstruct evolutionary histories and study how species have
evolved and diversified over time.

¢ Biotechnological Advancements: Genomic data serves as a foundation for various biotech-
nological advancements. It aids in the development of genetically modified organisms (GMOs),
gene editing techniques like CRISPR-Cas9, and synthetic biology applications.

¢ Drug Development: Genomic data contributes to drug discovery and development by
identifying potential drug targets, understanding drug responses based on genetic variations
among individuals, and aiding in the development of more effective and safer medications.

o Forensic Science: In forensic investigations, genomic data, particularly DNA profiling, plays
a crucial role in identifying individuals, solving crimes, and establishing familial relationships
in legal cases.

2.12 Usage of Genomic data
Genomic data has a wide range of applications across various fields. Here are thirteen common
uses:

Medical Research: Genomic data is used extensively in medical research to understand the
genetic basis of diseases, identify biomarkers, and develop targeted therapies.
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Personalized Medicine: Genomic data can help tailor medical treatments to individual pa-
tients based on their genetic makeup, allowing for more effective and personalized healthcare.

Pharmacogenomics: Genomic data is used to study how an individual’s genetic variations
influence their response to drugs, enabling the development of personalized drug therapies with
optimized efficacy and reduced side effects.

Cancer Genomics: Genomic data analysis is crucial in cancer research to identify genetic
mutations associated with different types of cancer, predict disease progression, and develop targeted
cancer therapies.

Population Genetics: Genomic data is used to study genetic variation within and between
populations, providing insights into human evolution, migration patterns, and genetic diversity.

Forensic Genetics: Genomic data is utilized in forensic investigations to identify individuals,
establish familial relationships, and solve crimes through techniques like DNA fingerprinting and
DNA profiling.

Agricultural Genomics: Genomic data is employed in agriculture to improve crop yields,
enhance disease resistance, and develop genetically modified organisms (GMOs) with desirable
traits.

Livestock Breeding: Genomic data is used in animal breeding programs to select for desired
traits such as milk production, meat quality, and disease resistance, leading to more productive and
healthier livestock.

Conservation Genetics: Genomic data aids in the conservation of endangered species by
assessing genetic diversity, identifying populations at risk, and designing effective conservation
strategies.

Microbial Genomics: Genomic data is employed to study microbial communities, identify
pathogens, track disease outbreaks, and develop strategies for disease control and prevention.

Bioinformatics: Genomic data analysis requires sophisticated computational tools and al-
gorithms, leading to the development of the field of bioinformatics, which focuses on processing,
analyzing, and interpreting large-scale genomic datasets.

Genomic Medicine: Genomic data is integrated into clinical practice to diagnose genetic dis-
orders, predict disease risk, and guide treatment decisions, ushering in the era of genomic medicine.

Ethical, Legal, and Social Implications (ELSI): Genomic data raises important ethical,
legal, and social issues regarding privacy, consent, discrimination, and equitable access to genetic
testing and healthcare services, necessitating ongoing dialogue and regulation.

These are just a few examples of how genomic data is utilized across diverse fields, with ongoing
advancements continually expanding its applications and impact.
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Chapter 3

Security and Privacy Threats to
Genomic Data

3.1 Security Threats in Genomic Data

Genomic data contains a wealth of sensitive information about an individual, including their sus-
ceptibility to certain diseases, ancestry, and other genetic traits. Consequently, there are several
threats associated with handling and storing genomic data:

Privacy Risks: Genomic data can be used to identify individuals, posing a significant threat
to privacy. Even if names are removed, it might be possible to re-identify individuals through their
genetic information by cross-referencing with other publicly available datasets.

Data Breaches: Genomic databases are valuable targets for hackers. Breaches can lead to the
exposure of sensitive genetic information, which could be exploited for identity theft, discrimination,
or other malicious purposes.

Genetic Discrimination: Misuse of genetic information can lead to discrimination in various
areas such as employment, insurance, and education. Employers or insurance companies might
discriminate based on an individual’s genetic predispositions to certain diseases or conditions

Informed Consent: Ensuring informed consent for the use of genetic data is crucial. Without
proper consent mechanisms in place, there’s a risk of unauthorized or unethical use of the data.

Accuracy and Interpretation: Misinterpretation of genetic data or errors in data analysis
could lead to incorrect medical decisions or diagnoses, potentially causing harm to individuals.

Ethical Concerns: There are ethical dilemmas surrounding the ownership and sharing of ge-
nomic data. Determining who has access to this information and for what purposes raises significant
ethical questions.

Long-Term Storage and Management:Genomic data needs to be stored securely for long
periods due to its potential lifetime relevance. Maintaining the security of this data over extended
periods requires robust storage and management protocols.

Genomic Surveillance and Profiling: As technology advances, concerns arise about the
potential for mass genomic surveillance or profiling, which could be exploited for purposes of social
control or discrimination.

Addressing these threats requires comprehensive data protection measures, including strong
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encryption, access controls, strict regulations governing data use, and ethical guidelines to ensure
responsible handling and sharing of genomic information. It’s crucial to balance the potential
benefits of genomic data with the protection of individual privacy and rights.

Security threats to human genomic data encompass various risks to the confidentiality, integrity,
and availability of this sensitive information. These threats include: Unauthorized Access: Hack-
ers or unauthorized individuals may attempt to gain access to genomic databases or storage systems,
either through exploiting vulnerabilities in software or systems or through social engineering tech-
niques. Unauthorized access could lead to the theft or manipulation of genomic data.

Data Breaches: Data breaches pose a significant threat to genomic data security. Breaches
may occur due to system vulnerabilities, insider threats, or cyberattacks, resulting in the unautho-
rized disclosure or theft of genomic information. This can lead to privacy violations, identity theft,
or misuse of the data for nefarious purposes.

Malware and Ransomware: Malicious software, such as malware or ransomware, can infect
systems hosting genomic data, causing data loss, corruption, or unauthorized access. Ransomware
attacks, in particular, can encrypt genomic data and demand payment for its release, disrupting
research activities or clinical operations.

Data Tampering: Attackers may attempt to tamper with genomic data to manipulate research
results, introduce errors or biases, or undermine the integrity of scientific studies. Data tampering
can lead to erroneous conclusions, misdiagnoses, or compromised patient care in clinical settings.

Denial-of-Service (DoS) Attacks: DoS attacks aim to disrupt the availability of genomic
data by overwhelming servers or network infrastructure with excessive traffic or requests. Such
attacks can impede research activities, delay patient diagnoses, or disrupt healthcare services relying
on genomic information.

Insider Threats: Insiders, including employees, contractors, or researchers with authorized
access to genomic data, may misuse or abuse their privileges for personal gain or malicious purposes.
Insider threats can involve unauthorized data access, theft, or unauthorized sharing of sensitive
information.

Interception of Data in Transit: Genomic data transmitted over networks, such as the
internet or internal networks, may be intercepted by attackers, potentially exposing sensitive infor-
mation to unauthorized parties. Encryption and secure communication protocols are essential to
mitigate this threat.

Third-Party Service Risks: Outsourcing genomic data storage or analysis to third-party
service providers introduces additional security risks. Organizations must carefully vet and monitor
third-party vendors to ensure they adhere to security best practices and compliance requirements.

Addressing security threats to human genomic data requires implementing robust security mea-
sures, such as encryption, access controls, intrusion detection systems, and regular security audits.
Additionally, organizations must prioritize employee training, data governance practices, and com-
pliance with relevant regulations, such as the Health Insurance Portability and Accountability Act
(HIPAA) and the General Data Protection Regulation (GDPR), to safeguard genomic data against
security breaches and unauthorized access.

3.2 Privacy Threats to Human Genomic Data

In this section, we examine an extensive range of privacy risks associated with human genomic data,
drawing from findings documented in previous research [25].
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3.2.1 Re-identification Threats

Re-identification stands out as a deeply researched privacy concern in the distribution and exam-
ination of human genomic data. In this form of attack, unauthorized parties scrutinize publicly
available human genomes, which are typically safeguarded to conceal the identity information of
their contributors (e.g., patients), aiming to unearth the identities of the individuals involved. The
success of such an attack can inflict severe harm on these contributors, including discrimination
and financial repercussions. This section delves into the vulnerabilities present in current privacy
protection methods that enable such re-identification attacks.

Pseudo-anonymized data, commonly employed for safeguarding health information, entails the
removal of explicit and quasi-identifying attributes like names and dates of birth. This practice
aligns with legal mandates such as de-identification regulations under the U.S. Health Insurance
Portability and Accountability Act (HIPAA) for conventional health records. However, genomic
data cannot be rendered fully anonymous solely by eliminating identifiable details. There exists a
persistent risk wherein adversaries may deduce the phenotype of a DNA-material donor, encom-
passing observable traits like eye, hair, or skin colors, from their genotypes or genetic makeup,
leading to their identification. Despite ongoing advancements, techniques to mitigate this risk are
not yet fully developed. The rapid progression in genomic research and technologies is steadily ad-
vancing towards addressing this challenge. Furthermore, re-identification can occur by scrutinizing
the contextual information accompanying publicized DNA sequences [9] [11]. For instance, genomic
variations on the Y chromosome have been linked to surnames for males, discernible through public
genealogy databases. Other instances include the identification of participants in initiatives like the
Personal Genome Project (PGP) via public demographic data and the retrieval of familial identities
from data disclosed by projects like the 1000 Genome Project utilizing publicly available information
such as death notices and other correlation attacks [21]. Notably, even cryptographically secure pro-
tocols have demonstrated vulnerabilities, leaking substantial information when applied to genomic
data[10].

Attacks on Machine Learning Models Most attacks on genomic data use the entire dataset for
the attack. Recently, the research paper [8] showed that even the machine learning models that
are trained on the genomic data can reveal information about the people whose data was used for
training the model as well as any arbitrary person given some background information. They study
Warfarin dosage example in detail and show that the attack has significant advantage compared
to a random guess. The authors further show that differential privacy is not useful for Warfarin
dosage machine learning model.

3.2.2 Phenotype Inference

Phenotype inference involves the intricate process of extrapolating observable traits or characteris-
tics of an organism from its genetic composition, often derived from DNA sequences. This process,
fundamental to genetic analysis, encompasses the prediction of various phenotypic outcomes, in-
cluding physical attributes, predispositions to diseases, and behavioral tendencies, based on the
individual’s genomic information. In essence, it delves into understanding how genetic variations
manifest in observable traits and health conditions.

One of the foremost privacy concerns surrounding human genomic data pertains to the inference
of sensitive phenotype information from DNA sequences. This threat revolves around the potential
disclosure of deeply personal information, such as susceptibility to diseases or unique physical traits,
which could lead to privacy breaches and discrimination against individuals. The following sections
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delve into the nuanced landscape of this privacy threat, elucidating prior research findings and
implications.

Aggregate Genomic Data: Beyond the well-documented risks of re-identification, the corre-
lation between an individual’s genomic data and publicly available information presents a distinct
challenge. For instance, even a modest set of genetic markers, such as single nucleotide polymor-
phisms (SNPs), can be leveraged to discern an individual’s participation in genomic studies [19].
This underscores the necessity of stringent protocols and agreements governing the dissemination
of sensitive DNA raw data to mitigate the risk of unintended re-identification.

In 2008, Homer et al. [13] demonstrated a significant privacy vulnerability in genomic data. They
showed that adversaries could determine a participant’s group affiliation (e.g., case or reference)
by comparing their DNA sample to frequencies of genetic variants in various study populations.
This prompted the removal of publicly available aggregate genomic data from NIH and Wellcome
Trust websites, with researchers now required to sign data use agreements. Subsequent research
enhanced attack methods, making identification possible with fewer genetic variations. Wang et
al. even showed the potential for recovering DNA sequences from aggregate statistical data. These
findings underscored the urgent need for stronger privacy protections in genomic data sharing and
analysis.

Quantification of Information Content: Sophisticated analyses have demonstrated the
remarkable accuracy with which an individual’s participation in genome-wide association studies
(GWAS) and their corresponding phenotypes can be inferred from aggregate genomic statistics.
Such findings raise profound concerns regarding participant privacy and the potential for unautho-
rized re-identification, necessitating heightened vigilance and safeguards in genomic data sharing
practices [28].

Correlation of Genomic Data:The phenomenon of linkage disequilibrium, wherein genetic
variants in close proximity exhibit non-random associations, introduces a novel dimension to privacy
threats [12]. This correlation enables the inference of concealed genetic information from partially
available genomic data, posing significant privacy risks, particularly in contexts where sensitive
variants are deliberately withheld.

Kin Privacy Breach: Beyond individual privacy concerns, the genetic data of individuals who
opt not to publicly disclose their information can still be inferred through the genetic relationships
among their relatives. Through sophisticated haplotype reconstruction techniques, familial genetic
data can be deduced from publicly available genomic datasets, accentuating the need for robust
privacy frameworks encompassing broader familial implications [14].

These nuanced privacy threats underscore the intricate interplay between genetic information,
privacy concerns, and data sharing practices. Addressing these challenges mandates a multifaceted
approach, combining rigorous privacy protocols, ethical considerations, and technological innova-
tions to safeguard the confidentiality and integrity of individuals’ genomic data while facilitating
advancements in genetic research and personalized medicine.

3.2.3 Other Threats

In addition to the aforementioned threats, there exist several other privacy concerns associated with
genomics:

Unveiling Anonymous Paternity:The transmission of the Y chromosome from father to
son facilitates the linkage of this chromosome with surnames in genealogy databases, allowing for
ancestral tracing. This information has been exploited in instances where individuals conceived
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through sperm donation successfully identified their biological fathers. For instance, a 15-year-old
boy traced his genetic lineage by submitting a cheek swab to a genealogy service and conducting
an online search. Similarly, adopted individuals have utilized genealogy databases, coupled with
substantial manual effort, to locate their biological fathers[24]. Consequently, DNA testing has
rendered the anonymity of sperm donors obsolete, potentially compromising their privacy [17].

Legal and Forensic Concerns: DNA collection for legal and forensic purposes, involving both
criminals and victims, raises significant privacy implications. While forensic techniques continue to
advance with evolving technology [15] [26], instances of DNA misuse, such as staging crime scenes,
have already been documented, posing challenges for law enforcement agencies. Notably, individu-
als like Madonna have expressed concerns regarding the misuse of their DNA, going to the extent of
hiring DNA sterilization teams to eliminate residual genetic material. Despite limited privacy risk
assessments in the legal and forensic context, the potential future scenario where law enforcement
agencies gain access to entire genome sequence databases warrants attention. This aspect is inter-
twined with the discussion on sperm donor paternity breaches, highlighting its relevance in legal
contexts as well.
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Chapter 4

State of the Art in Genomic Data
Security

4.1 Homomorphic Encryption

Cryptography was originally developed as a technique for secure communication between multiple
parties, where one party encrypts a message and sends it to another party, who then decrypts it.
Homomorphic encryption is a cryptographic technique that allows computations to be performed
on encrypted data without decrypting it. In other words, it enables operations to be conducted on
data while it remains in an encrypted state. This is particularly important for preserving privacy
and security in scenarios where sensitive information needs to be processed by third parties or in
the cloud. [29]

4.1.1 Types of Homomorphic Encryption
There are three main types of homomorphic encryption:

o Partially Homomorphic Encryption (PHE): A partially Homomorphic Encryption (PHE)
scheme can perform a single operation, such as addition or multiplication, over encrypted data
an arbitrary number of times.

¢ Somewhat Homomorphic Encryption (SHE): Somewhat Homomorphic Encryption (SHE)
allows for bounded computation of a set of operations. It supports both addition and multi-
plication operations on encrypted data, but not both simultaneously.

o Fully Homomorphic Encryption (FHE): FHE enables arbitrary addition and multiplica-
tion over encrypted data. It Permits both addition and multiplication operations on encrypted
data in any order, providing a more comprehensive and powerful solution.

4.1.2 The Role of Homomorphic Encryption in Securing Genomic Data

Homomorphic encryption is considered suitable for the security of genomic data due to its ability to
perform computations on encrypted data without decrypting it. Genomic data is highly sensitive
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and valuable, containing information about an individual’s genetic makeup, potential health risks,
and other personal details. Here are some reasons why homomorphic encryption is a good fit for
securing genomic data:

Privacy Preservation: Homomorphic encryption allows computations to be performed on en-
crypted genomic data without revealing the actual genetic information. This ensures that sensitive
data remains confidential and private, even when computations are being carried out.

Secure Data Sharing: Genomic research often involves collaboration among multiple par-
ties, such as researchers, institutions, and healthcare providers. Homomorphic encryption enables
secure data sharing and collaborative analysis without exposing the raw genomic information to
unauthorized individuals.

Computation on Encrypted Data: Traditional encryption methods require decryption be-
fore performing computations, which can pose a significant security risk. Homomorphic encryption,
on the other hand, enables computations directly on the encrypted data, ensuring that sensitive
genomic information remains protected throughout the entire analysis process.

Protection against Insider Threats: Homomorphic encryption helps safeguard genomic data
against insider threats, where individuals with authorized access may attempt to misuse or leak
sensitive information. Even with access to the encrypted data, performing meaningful computations
without the decryption key remains challenging.

Compliance with Regulations: Many countries and regions have strict regulations regarding
the handling and sharing of sensitive health-related data, including genomic information. Homo-
morphic encryption provides a mechanism for complying with these regulations by ensuring data
security and privacy.

Secure Cloud-Based Analysis: Genomic data is often stored and processed in cloud envi-
ronments. Homomorphic encryption allows secure cloud-based analysis by enabling computations
on the encrypted data, minimizing the risk of data exposure during processing.

4.2 Blockchain

Blockchain technology is a decentralized and distributed ledger system characterized by its secure
and transparent transaction recording across a network of computers. It operates on a peer-to-peer
basis, ensuring that each participant has an identical copy of the ledger, promoting decentralization
and eliminating the need for a central authority. The immutability of blocks, achieved through
cryptographic hashes, enhances security, while transparency is maintained as all participants can
access the same information. Smart contracts automate and enforce agreements, reducing the need
for intermediaries, and various consensus mechanisms ensure agreement among nodes. Applications
span from cryptocurrencies like Bitcoin and Ethereum to supply chain management, smart contracts
in legal and business processes, healthcare, genomics, and identity management.[3]

4.2.1 Types of Blockchain Technology

The three distinct types of blockchains are categorized based on node participation and network
behavior:

Public Blockchain (public and permissionless): In a public blockchain, such as the Bitcoin
blockchain, the network is open to anyone, and trust is not required to join. Any anonymous node
can participate in the network, and transactions are publicly broadcasted to all nodes. Consensus
mechanisms are open to any node in the network, allowing for decentralized validation of blocks.
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Private Blockchain (private and permissioned): In a private blockchain, exemplified by
platforms like MultiChain, nodes are pre-selected and vetted, ensuring trustworthiness upon joining
the network. Access control mechanisms provide a higher level of privacy for blockchain transac-
tions. This type of blockchain typically exhibits higher performance in terms of block confirmations
due to the controlled and known set of participants.

Consortium Blockchain (public and permissioned): Consortium blockchains, represented
by platforms like Hyperledger, strike a compromise between efficiency and trust. The ledger is man-
aged by a pre-selected group of nodes, and nodes need permission to join the network. Validation
of blocks and transactions occurs when a specific set of nodes reaches a consensus, following pre-
established rules of the consensus mechanism. This type combines aspects of both public and
private blockchains.

4.2.2 Blockchain in Genomics

Below are some of the points to understand why blockchain is useful in genomics:

Genomic Data Security: Genomics data is very sensitive and crucial, from a data security
perspective, blockchain provides excellent data security and integrity. Security methods such as
encryption are useful in combating data breaches, but they do not provide complete protection.
Many systems of big organizations with the highest level of security are penetrated by hackers.
However, blockchain technology helps organizations by providing better protection against data
breaches. Blockchain uses hashing techniques to store data securely, which helps the company in
securing data and also helps in data sharing.

Genomic Data Sharing: Using genomic data and the blockchain network, it is now possible to
send anonymous genetic information around the world. The decentralization nature of blockchain
allows easy and secure data exchange between organizations. Information can be stored in a special
ledger in a blockchain database that keeps the information secure.

Immutability of genomic data: Blockchain provides immutability of genomic data for organi-
zations, helping organizations protect information. Due to the decentralized structure of blockchain
technology, genomic data cannot be modified, so any changes will be reflected on all nodes, so no
one cheats here, and it can be said that genomic data sharing is very safe.

Efficiency: The organization uses blockchain technology for efficiency reasons, as blockchain
eliminates any third-party interference between genomic data sharing and errors, making the system
more efficient and faster. As a result, sharing data becomes easier, smoother, and faster.

Cost Reduction: Since blockchain does not require a third person, it reduces costs for organi-
zations and gives trust to other partners. Before blockchain technology, organizations spends lots of
money, as they have to hire a third person to maintain all the things which blockchain technology
does.

4.2.3 Use Case of Blockchain in Genomics

Blockchain technology offers several potential use cases within the field of genomics, primarily
focusing on enhancing data security, integrity, and accessibility. Here’s a use case scenario for
blockchain in genomics:

Secure and Immutable Storage of Genomic Data

Genomic data is highly sensitive and valuable, containing personal health information and ge-
netic makeup. However, the current storage and sharing mechanisms often lack sufficient security
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measures, leading to concerns about data breaches, unauthorized access, and data tampering.
Use Case: Implementing blockchain technology for secure and immutable storage of genomic
data can address these concerns effectively. Here’s how it can work:

¢ Data Encryption and Storage: Genomic data is encrypted and stored on the blockchain
network. Each participant (such as research institutions, hospitals, or individuals) holds a
private key, enabling access to their specific data while maintaining confidentiality.

¢ Immutable Data Records: Every genomic data transaction, including storage, access, and
sharing, is recorded as a block on the blockchain. Once added, these blocks cannot be altered
or deleted, ensuring data integrity and preventing unauthorized modifications.

e Access Control and Permission Management: Smart contracts are utilized to manage
access control and permissions. Individuals can grant or revoke access to their genomic data
selectively, specifying who can view, analyze, or utilize their data for research or medical
purposes.

e Traceability and Auditability: Blockchain’s transparent and decentralized nature enables
comprehensive traceability and auditability of genomic data transactions. Every action per-
formed on the data, including accesses, modifications, and sharing, can be tracked back to its
source, promoting accountability and trust.

e Data Interoperability and Collaboration: Blockchain facilitates secure data sharing
and interoperability among different stakeholders in the genomics ecosystem. Researchers,
clinicians, and pharmaceutical companies can collaborate more effectively while ensuring data
privacy and security.

Benefits

¢ Enhanced Data Security: Blockchain’s cryptographic techniques and decentralized archi-
tecture provide robust security against data breaches and unauthorized access.

e« Data Integrity: Immutable data records prevent tampering, ensuring the integrity and
reliability of genomic data.

o Patient Empowerment: Individuals gain greater control over their genomic data, deciding
how and with whom it’s shared, promoting privacy and autonomy.

¢ Streamlined Collaboration: Blockchain fosters seamless collaboration and data exchange
among researchers and institutions, accelerating genomic research and medical advancements.

By leveraging blockchain technology, the genomics industry can address critical challenges re-
lated to data security, integrity, and accessibility, paving the way for innovative research, personal-
ized medicine, and improved healthcare outcomes.

4.2.4 Blockchain Operations in Genomics

In the realm of genomics, blockchain operations entail a fusion of genetic data management and
decentralized ledger technology. These operations encompass securely recording genetic informa-
tion onto the blockchain, ensuring data integrity, and facilitating secure sharing and access among
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authorized parties. Initial steps involve collecting genetic data from various sources, such as se-
quencing platforms or healthcare providers, and encrypting it to preserve privacy. Subsequently, this
encrypted data is stored as transactions on the blockchain, leveraging its immutable and tamper-
resistant nature to safeguard against unauthorized alterations. Validation mechanisms, including
consensus algorithms and cryptographic techniques, authenticate the accuracy and legitimacy of
transactions. Smart contracts play a pivotal role in automating processes such as consent manage-
ment, ensuring data access rights are enforced transparently and autonomously. Through decen-
tralized networks, stakeholders can securely exchange genetic information, fostering collaboration
while maintaining data sovereignty and privacy. Overall, blockchain operations in genomics herald
a paradigm shift in data management, offering unprecedented security, transparency, and interop-
erability in the handling of sensitive genetic information.
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Chapter 5

Modeling Privacy Threats to
Genomic Data

Privacy, is the right to be free from interference or intrusion — the ability to be left alone without
being watched. Information privacy refers to the right to have control over how your personal
information and data are collected, stored, and used. Organizations often impose privacy policies
to protect sensitive information and safeguard user identities. Organizations dealing with sensitive
user information are required to be transparent about what forms of data they intend to collect,
the purpose of the data collection, and where and with whom it is to be shared.

Cyber security risks are associated with cybersecurity incidences that arise from the loss of con-
fidentiality, integrity or availability. Privacy attacks are actions or inactions that cause a perceived
privacy harm that do not solely involve cyber security violations. In other words there are events
which may cause substantial privacy risk, although they are not necessarily related to any cyber
security violation. Example: Washington Health Identification

Privacy risk is a function of privacy threats, privacy vulnerabilities, and privacy consequences.
Privacy vulnerabilities are weaknesses or loopholes in a system that causes privacy harms.

Solove’s taxonomy is an ontology of privacy harms. It describes four types of privacy harms:

1. Information Collection: Surveillance, Interrogation
2. Information Processing: Aggregation, Identification, Insecurity, Secondary Use, Exclusion

3. Information Dissemination: Breach of Confidentiality, Disclosure, Exposure, Increased Acces-
sibility, Blackmail, Appropriation, Distortion

4. Invasions: Intrusion, Decisional Interference

A system that is designed in concert with an effective privacy threat model could better protect
itself from privacy attacks.
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5.1 Threat Modeling Approaches

5.1.1 STRIDE

STRIDE [1] was developed by Loren Kohnfelder and Praerit Garg in 1999 to identify potential
vulnerabilities and threats to Microsoft products. This software centric (developer focused) threat
model uses the mnemonic STRIDE to categorize threats as follows:

Threat Category | Property Violated Threat Description

Spoofing Authentication Illegal access and then use of another
user’s authentication information, such
as username and password

Tampering Integrity The malicious modification of data
Repudiation Accountability (Audit) Associated with users who deny per-
forming an action without other parties
having any way to prove otherwise

Information Disclo- | Confidentiality Exposure of information to individuals

sure who are not authorized to access it

Denial of Service Availability Attacks that deny service to valid users

Elevation of Privi- | Authorization Privileged access gained by an unpriv-

leges ileged user, who then has sufficient ac-
cess to compromise or destroy the entire
system

Table 5.1: STRIDE Threat Model

In the STRIDE methodology, data flow diagrams of the application’s use cases are created by
decomposing them to identify system entities, events, and boundaries. Threat categories are then
used to apply a general set of known threats to the system and assess the system for mitigations
to these threats.

5.1.2 PASTA

Process for Attack Simulation and Threat Analysis (PASTA) is a risk-based methodology to threat
modeling that takes an attacker-centric approach in identifying threats to an application. This
methodology follows the seven-stage process shown in the diagram at left.

As PASTA follows an attacker-centric approach, it uses “attack trees” to depict potential attacks
on a system in a tree-form diagram. The tree root symbolizes the goal of the attack, and the leaves
show ways to achieve that goal. In order to leverage a threat modeling methodology that uses
attack trees, one must be familiar with an attacker mindset and capabilities.

PASTA is seven step methodology of threat modeling with the objective of identifying threat,
enumerating them and assigning a score so that organizations can deploy appropriate

5.1.3 DREAD

The DREAD threat modeling methodology was developed by Microsoft. The DREAD model
quantitatively assesses the severity of a cyber threat using a scaled rating system that assigns
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numerical value to risk categories. It has 5 categories:
e Damage: Understand the potential damage a particular threat is capable of causing.
¢ Reproducibility: Identify how easy it is to replicate an attack
o Exploitability: Analyze the system’s vulnerabilities to ascertain susceptibility to cyber attack.
o Affected Uers: Calculate how many users woould be affected by a cyber attack.

¢ Discoverability:Determine how easy it is to discover the vulnerable points in the system in-
frastructure.

The DREAD model enables analysts to rate, compare, and prioritize the severity of threats by
assigning a given issue a rating between 0 and 10 in each of the above categories. The final rating,
calculated as the average of these category ratings, indicates the overall severity of the risk.

5.1.4 MITRE ATT&CK Framework

The ATT&CK framework (Adversarial Tactics, Techniques, and Common Knowledge) was devel-
oped by MITRE Corporation, a private non-profit company in USA [2]. It is a globally accessible
database which includes attack tactics, techniques, and mitigation measures for three different do-
mains: enterprise, mobile, and industrial control systems (ICS). This knowledge base may act as a
foundation for the development of other threat models, methodologies and tools.

ATT&CK contains 14 categories of adversary tactics and techniques, 12 of which are shared
across all matrices. The 14 tactics are:

¢ Reconnaissance

¢ Resource Development
o Initial Access

o Execution

o Persistence

o Privilege Escalation

¢ Defense Evasion

¢ Credential Access

e Discovery

o Lateral Movement

o Collection

e Command and Control
o Exfiltration

e Impact
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There are two major components, tactics and techniques. Tactics are the objectives of an
attacker, and techniques are the method by which the attacker achieves the tactical goals. Tactics
and techniques are arranged as rows and columns of MITRE ATT&CK matrix. There are 14 tactics
and 218 major techniques listed in MITRE ATT&CK matrix. Primarily, there are three categories
of MITRE ATT&CK. ATT&CK for enterprise focuses on adversarial behavior in the enterprise
system also covering cloud environments, Windows OS, and Mac OS, ATT&CK for mobile focuses
on aggressive conduct, while the ATT&CK for enterprise matrix includes pre-ATT&CK, which
focuses on “pre-exploit” hostile behavior.

In the ATT&CK matrix, mitigations are security concepts and a collection of instruments that
stop a group of methods or sub- techniques from being effectively applied to a system or in an
organization. Analysis of these mitigations, for different techniques, offers deep understanding of
attack and help to identify the suitable security controls from NIST security and privacy controls.
With deep analysis of the use case, possible attacks are identified in MITRE ATT&CK matrix
for smart industrial system of smart firefighting. Mitigations of these attacks are analyzed to find
prevention strategies and how attacks are linked with mitigations.

5.1.5 LINDDUN

Deng et al. [7] introduced the LINDDUN privacy threat modeling approach for software based
systems. LINDDUN is an acronym and it stands for Linkability, Identifiability, Non-repudiation,
Detectability, Information Disclosure, Content Unawareness, Policy and Consent Non-compliance.
LINDDUN is a comprehensive approach that helps analysts to reason about privacy concerns in a
systematic and structured way. It introduces 7 main privacy threat types' captured in the acronym
LINDDUN.

LINDDUN Threat Types

LINDDUN has seven privacy threat types: Linking, Identifying, Non-repudiation, Detecting, Data
Disclosure, Unawareness and Non-compliance.

Linking: Combining, associating, or linking data or actions to learn more about an individual or
group, because the combined data provides more information and more insight. Linking can occur
with identifiers such as usernames, IP addresses, phone numbers, etc. By linking (or combining)
these types of data, a bigger picture of the individual is developed. Further, profiling and other
advanced methods can be used to link data together. Linking can be used on individuals and
groups.

Example Linking threats:

¢ A website combining actions from an anonymous user and based on those actions, the website
manipulates offerings, reductions, etc.

¢ Combining a location data set, with a company’s data set, to infer which users work at which
companies.

Identifying: Identifying an individual (using available data, or actions). Identification occurs
when it is not possible to identify a person, yet by data leakage, deduction, or inference, it becomes
possible. Identified data allows for direct linking of data to an identity. Identifiable data allows for
indirect linking of data to an identity.

Lhttps://linddun.org/threat-types/
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Example Identifying threats:

e A website forces users to register with name and address, this allows the website to link all
(previous and future) actions on the website to the name and address.

e An online forum links registered chats and posts (which have a user associated with them),
with anonymous chats and posts by combining cookie data.

Non-repudiation: The ability to link or attribute a claim (or action) to an individual. It
relates to the ability to attribute a claim or action to an individual. This prevents the ability of
an individual to deny a claim or action. Non-repudiation is similar to the Repudiation threat in
STRIDE. Although for security purposes, it is helpful to be able to link individuals to actions,
whereas, for privacy purposes, it is helpful to not be able to link individuals to actions. Evidence
used for repudiation includes logs, signatures, and metadata. This evidence links to individuals.

Example non-repudiation threats:

e Having read receipts on messages, allows for confirmation that an individual has read a
message.

e Health tracking data improves understanding of the personal health matters of an individual,
which can be used against the same individual in insurance claims, or against legal accusations.

Detecting: Determining the involvement of an individual based on observation. It relates to
inferring whether the mere existence of data proves something sensitive, rather than the contents of
the data. Observed communications indicate communication between systems or people. Observed
application side-effects indicate changes in a system from an application, such as memory usage, and
temporary files. Evoked system responses indicate data through certain responses from a system.

Example detecting threats:

¢ A deleted application from a computer or smartphone leaves behind data, indicating that the
application once existed, with perhaps even contents of the application still available.

e Attempts to check whether certain users, or certain Email addresses exist within an applica-
tion.

Data Disclosure: Extreme or excessive collection, storage, processing, and/or sharing of per-
sonal data.lt relates to excessively collecting, storing, or processing personal data. Data should
only be collected when it is absolutely required. There are four types of excessive data processing:
unnecessary data types, excessive data volume, unnecessary processing, and excessive exposure.

Example data disclosure threats:

e When a company collects data for its services within a web application, additional data is
collected but not used. This additional data could be used for future sales purposes.

¢ Analytics tools on websites and web applications collect excessive amounts of data points.

Unawareness: Limited or insufficient notification, involvement, or empowerment for individuals

regarding their (processing of) personal data. It relates to lack of transparency, lack of feedback and

interminability. Lack of transparency means that a person is unaware of personal data collection

and processing. Lack of feedback means that a person is not sufficiently informed of privacy impact.

Lack of interminability means that a person cannot access or manage their personal data.
Example unawareness threats:
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e Users of an application are not informed of how their data is used, what data is collected, etc.
e Users of an application do not have access to their personal data and are not able to change
it.

Non-compliance: Non-compliance to best practice security and data management.It relates to
not upholding best practice security and data management. This can include unlawful processing
of personal data, lack of data lifecycle management, or a lack of cybersecurity.

Example non-compliance threats:

e Lack of security hardening of key components that make up an application. Collecting or
using data clearly against GDPR, within the EU.

Deducing the involvement of an

NON-REPUDIATION individual through observation. DATA DISCLOSURE

Being able to attribute a claim Excessively collecting, storing,
to an individual. processing or sharing personal data.

\) UNAWARENESS &
Learning the identity I UNINTERVENABILITY
of an individual.
Insufficiently informing, involving
X ’ \ or empowering individuals in the

processing of personal data.

\ NON-COMPLIANCE
® Deviating from security and data
management best practices,
standards and legislation.

Figure 5.1: LINDDUN Privacy Threat Types. Source: https://linddun.org/

LINKING

Associating data items
or user actions to learn
more about an
individual or group.

LINDDUN is a privacy threat modeling framework that provides support to systematically elicit
and mitigate privacy threats in software architectures. It was inspired by STRIDE Microsoft’s threat
modeling approach for security. STRIDE was developed more than 20 years ago at Microsoft as
part of their security development lifecycle. LINDDUN is currently one of the most mature pri-
vacy threat modeling approaches. While also other (security) threat modeling approaches exist all
follow the same four high-level steps described as four questions (1) What are you building? (2)
What can go wrong? (3) What are you going to do about it? (4) Did you do an acceptable job?
LINDDUN provides both process and knowledge support, i.e. each of the steps of the method are
com-plemented with privacy-specific knowledge to aid the analysts. The knowledge is structured ac-
cording to the threat categories encompassed in the LINDDUN acronym: linkability, identifiability,
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non-repudiation, detectability, disclosure of information, unawareness, non-compliance. LINDDUN
consists of the following three steps

Model the system:Typically a data flow diagram (DFD) is used, which is a very simple
representation of the system consisting of only 5 building blocks: processes (i.e. computational
units), data stores (i.e.passive containers of information), external entities (i.e. users or third party
services), data flows (i.e.communication between the different components), trust boundaries (i.e.
logical or physical borders).

Elicit threats: To elicit threats, you need to systematically go over each of the DFD elements
or interactions and determine which threats are applicable. LINDDUN provides knowledge support
in the form of privacy threat trees, which describe the most common attack paths for each com-
bination of LINDDUN threat category and DFD element type. Each identified threat needs to be
documented.

Manage threats:In this solution-oriented step, the threats are prioritized according to their
risk, and then suitable mitigation strategies and corresponding privacy enhancing solutions can be

selected to resolve each elicited threat.
» E
v
Elicit ). Manage

threats ~~ threats
= Createa DFD = Map threats to DFD elements ® Prioritize threats
= Describe all data = |dentify threats using threat trees = Mitigate threats using PETS
Knowledge support: Knowledge support:
e - Mappingtable - Taxonomy of mitigation strategies
ki\_)) LINDDUN - LINDDUN threat types - Classification of privacy solutions

Figure 5.2: LINDDUN Privacy Threat Framework.

5.2 The LINDDUN Methodology

In this work, we propose a systemic approach for privacy threat modeling — the LINDDUN method-
ology to elicit the privacy requirements of genomic datas in tools and select privacy enhancing
technologies accordingly. Fach letter of “LINDDUN” stands for a privacy threat type obtained
bynegating a privacy property. Privacy properties and threats types are briefly described in the
following Sections respectively.
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Figure 5.3: DFD of Genomic Data Processing Systems

From fig 5.3 The data flow diagram of bioinformatic tools is segmented into three distinct
scenarios.

Scenario 1: Login Process Users input their data into the user interface, triggering a login
request through the gateway. This request is directed to the login process, which authenticates
via the authentication server. The authentication server verifies user identity through the identity
and access manager. Upon authorization, the manager queries the data access regulation for access
privileges stored in the user database. Access granted, the authentication process is confirmed back
through the authentication server to the login process, ultimately providing access to the tools via
the gateway.

Scenario 2: Registration New users initiate registration requests through the gateway, which
are directed to the registration server. The registration server collects and stores user details in the
user database for future login procedures.

Scenario 3: Tool Usage Following successful login, users can upload data to bioinformatics
tools. Uploaded data is stored locally and analyzed using built-in algorithms. The results are
then delivered to the user via the user interface. If a third party attempts access, the data access
regulation verifies authentication against the user database, denying access if proper authentication
is not obtained.

5.2.1 Mapping Privacy Threats to DFD

In this section, we present the privacy threat categories based on the above-mentioned privacy
properties. We also discuss how to map these categories to the DFD elements.
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Privacy Threat Categories

Privacy Properties Privacy Threats

Unlinkability Linkability

Anonymity and Pseudonymity Identifiability

Plausible deniability Non-repudiation

Undetectability and unobservability Detectability

Confidentiality Disclosure of information

Content awareness Content unawareness

Policy and consent compilance Policy and Consent Noncompilance

Table 5.2: LINDDUN Methodology: Privacy Properties and the Corresponding Privacy Threats

As shown in Table 5.2, the methodology considers seven types of threats. LINDDUN is the
mnemonic acronym that we use.The following section describes LINDDUN components .

Linkability of two or more items of interest (IOIs, e.g.;subjects, messages, actions, etc.)
allows an attacker tosufficiently distinguish whether these IOIs are related ornot within the
system.

Identifiability refers to the ability of an attacker to adequately pinpoint the subject as-
sociated with an Identifier of Interest (IOI), such as the sender of a message. Typically,
identifiability concerns a group of potential subjects known as the identifiability set. Essen-
tially, identifiability represents a specific instance of linkability, particularly when both the
subject and its attributes are involved. This concept poses a threat to both anonymity and
pseudonymity, as it undermines efforts to conceal the identity of individuals or entities.

Non-repudiation, unlike security concerns, poses a threat to privacy. It empowers attackers
to accumulate evidence countering the repudiating party’s claims, thereby establishing that
a user possesses knowledge of, has performed, or has communicated something.

Detectability of an Identifier of Interest (IOI) refers to an attacker’s ability to adequately
determine its existence. In the context of messages as 10Is, it implies that messages are
distinguishable from random noise.

Information Disclosure threats expose personal information to unauthorized individuals.

Content Unawareness indicates that users are oblivious to information disclosed to the
system. Users may inadvertently provide excessive information, facilitating an attacker’s
retrieval of their identity, or provide inaccurate information leading to erroneous decisions or
actions.

Policy and consent Noncompliance refers to instances where systems display privacy
policies to users without necessarily adhering to them. Consequently, users’ personal data
may still be exposed despite the system’s advertised policies.
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5.2.2 Mapping Privacy Threat Categories

This section provides the guidelines to identify privacy threats of a genomic database. First, a Data
Flow Diagram (DFD) is created in correspondence to the application’s use case scenarios. Second,
privacy threats are mapped to the DFD.

Creating Application DFD Based On Use Case Scenarios

DFD is chosen to represent a based on two reasons.First, DFD is proven to be sufficiently expressive
in a number of case studies examined by the researchers. Second, DFD is also used by the SDL
threat modeling process, hence by deploying the same modeling technique an interesting synergy
can be created between the proposed framework and the SDL process.

Entity User

Process Registration server
Authentic server

Login process

Identity and access manager
Data access regulation
Third party

Gateway

User Interface
Algorithm

Local tools

Data store Local data storage
User database

Data flow Registration stream
Authenticataion stream
Login stream

Table 5.3: DFD elements in the Bioinformatic tools

Running Example: Bioinformatic Tools

In our running example Bioinformatic tools, Alice is a registered user of a bioinformatic tools.
Each time Alice updates her data, she first connects to the tool’s web portal. Accordingly, the
portal communicates with the server, and eventually, the data information of Alice and all other
data of a tool is stored in a database.

The DFD for the Bioinformatic tool application was already presented in Figure 5.3 of Section
5. Table 5.3 lists the DFD elements.

The creation of the DFD is an important part in the analysis. If the DFD was incorrect,
the analysis results would be wrong as well. Since privacy focuses on the protection of user’s
information, it is important to consider where the information will be stored or passed by, as these
are the crucial elements for building in privacy.
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Mapping Privacy Threats to DFD

After the DFD elements are listed, we identify the privacy threat categories for each DFD element
by following the mapping depicted in Table 5.4. Each intersection marked with the symbol X
indicates a potential privacy threat at a corresponding DFD element in the system.

In essence, each DFD element is subject to certain privacy threats, and the nature of the potential
privacy threat is determined by the DFD element type. For example, a data flow is subject to
a number of privacy threats such as identifiability, linkability, detectability, non-repudiation, and
information disclosure. The following sections will explain how privacy threats affect DFD elements.
More threat scenarios corresponding to our running example will be discussed.

Threat categories Entity Data Data Process
Flow Store

Linkability X X x b

Identifiability X X X X

Non-repudiation X X X

Detectability b X X

Information Disclo- be X X

sure

content Unaware- | x

ness

policy/consent x X X

Noncompliance

Table 5.4: Mapping LINDDUN components (privacy threats) to DFD element types (E-Entity,
DF-Data flow, DS-Data store, P-Process)

The nature of linkability indicates that the threat affects DFD elements by pair. In other
words, linkability of a DFD element refers to a pair (x1,x2), where x €(E,DF,DS,P) is the linkable
IOI. Obviously, linkability at entity, from an attackers perspective means that within the system
(comprising these and possibly other items), the attacker can sufficiently distinguish whether these
entities are related or not. Similar description applies for that of data flow, data store, and process.

The identifiability threat affects all four DFD elements, such that each DFD element is made
explicit as the attributes that identifiability (or its opposite property anonymity) re- lates to, by
forming a pair with a subject. Essentially, iden- tifiability at each DFD element refers to a pair
(%, y), where x €E is the identifiable subject, and y €E, DS, DF, P is the attribute identifiability
relates to. For example, identifiability at entity refers to a pair (E, E), meaning to identify an
entity within a set of entities. Identifiability at data flow refers to a pair (E, DF), meaning that a
message is linkable to a potentially sending or receiving subject. Identifiability at data store refers
to a pair (E, DS), meaning that a database entry is linkable to a potential data holder or subject.
Iden- tifiability at process refers to a pair (E, P), meaning that a process is linkable to a potentially
accessing subject.

Non-repudiation, opposite of plausible deniability, is a privacy threat that affects the DFD el-
ements of data flow, data store and process. Non-repudiation might be appreciated for some system
but undesirable for others. It depends on the system requirements. For e-commerce applications,
non-repudiation is an important security property. Imagine a situation where a buyer signs for a
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purchased item upon receipt, the vendor can later use the signed receipt as evidence that the user
received the item. For other applications, such as off-the-record conversations, participants may
desire plausible deniability for privacy protection such that there will be no record to demonstrate
the communication event, the participants and the content. In this scenario, non- repudiation is
a privacy threat. Even though entity is the only DFD element being able to (non-)repudiate, the
non- repudiation privacy threat actually occurs at data flow, data store, and process. Similar to
linkability and identifiability, non-repudiation at each DFD element refers to a pair (x, y), where x
€E is the non-repudiating subject, and yeDS, DF, P is the attribute it relates to.

Detectability threats occur at data flow, data store, and process, meaning that the attacker
can sufficiently distin- guish whether it exists or not. Though in some applications, techniques
such as covert channel and steganography can be used to protect both messages (data flow) and
communicating parties (entity), in this case the threat actually occurs at data flow instead of entity.
In other words, the asset we want to protect against the detectability threat includes data flow,
data store, and process.

Information disclosure threats affect data flow, data store, and process, referring to the
exposure of information at these DFD elements to individuals who are not supposed to have access
to it.

The content unawareness threat is related to entity, since the entity (data subject or data
controller) is actually responsible to provide the necessary consents to process personal data and
update or delete the expired information.

Policy and consent noncompliance is a threat that affects system as a whole, because each
system component (including data flow, data store and process) is responsible to ensure that actions
are taken in compliance with privacy policies and data subject’s consents.

Running example: Bioinformatic Tools

Threat Target L I N D D U N
User b

App Library X

User Interface b b X

Gateway b X X X X X X
Registration Server b X
User Database X X
Login server X X X X X X X
Authentication Server

Identity and Access Manager

Data Access Manager

Third Party b b X x x X X

Algorithm
Local Data Storage
Local Tools

Table 5.5: Determining privacy threats for DFD elements within the Bioinformatic application
(From left to right: L-Linkability, I-Identifiability, N-Non Repudiation, D-Detectability,
D-Information Disclosure, U-Content Unawareness, N-Consent/policy Noncompliance)

Considering the Bioinformatic application, the list of generic privacy threats to the modeled
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system is depicted in Table 5.5. This is obtained by gathering the elements from Table 5.3 and
then determining the susceptible threats with Table 5.4.

Primarily, we assume that DFD elements within the trust boundary (marked as dashed line in
Figure 5.1) are trustworthy. We trust the processes within the boundary, as well as all data flows
in the trust boundary. Therefore, we will not discuss linkability, identifiability, and information
disclosure threats on these elements. We however do not trust the user and its communication with
the portal and we also want to protect the data store containing all the user’s information.

Moreover, non-repudiation and detectability threats are considered irrelevant for social networks.
Presumably, it depends on what privacy properties are required for a particular social network
system. In case plausible deniability and undetectability would be desirable for a certain application,
we should still consider these threats for each DFD element accordingly.

5.2.3 Detailing Privacy Threats via Threat Tree Patterns

This section provides a comprehensive collection of threat tree patterns, offering detailed insights
into the privacy threats that a real-world system may face. Each intersection marked in Table
5.4 corresponds to a specific threat category, for which a corresponding threat tree pattern delin-
eates the precise preconditions necessary for the threat’s realization. These preconditions represent
vulnerabilities that could be exploited in a privacy attack scenario.

Drawing from the latest advancements in privacy research, this catalog encompasses common
attack patterns reflected in the threat trees, aiding application designers in considering privacy
implications within their systems. However, it’s important to note that the threat trees presented
here represent the current best efforts and are subject to ongoing refinement to accommodate newly
identified threats. Moreover, the catalog is intended to evolve continuously, incorporating insights
from industrial validation experiments as they become available [7].

Linkability of Entity

Linkability of entity refers to an attacker can sufficiently distinguish whether two or more entities
are related or not within the system. This implies that different pseudonyms can be linked to each
other. The threat tree pattern is depicted in Figure 5.4. One precondition is that data flow or data
store is not fully protected (e.g. unencrypted), which leads to the Information Disclosure threat
of data flow and data store. The second precondition is that Personal Identifiable Information
(PII) can be linked, e.g. based on user temporary ID, IP address, behavioral patterns such as
time, frequency and location, session ID, identifier and biometrics, computer ID, communication
content or any combination of these factors. The aforementioned data store refers to the identity
management system’s database or any other database which contains personal identifiers of users.
Having accessed such a data store, the attacker could easily link different pseudonyms to the same
user.
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Linkability of Data Flow

Linkability of data flow threat tree, as presented in Figure 5.5, suggests two preconditions. One
precondition is that data flows are not fully protected (e.g. unencrypted), which leads to information
disclosure of data flow; and communications are linkable due to little or insecure anonymity systems
de- ployed. The other precondition is that communication can be linked. When no anonymous
communication is deployed, basically the same preconditions apply as for the linkability of entity
threat. Messages are linked to each other by user’s identifiable information (e.g. based on user
temporary ID, IP address, behavioral patterns such as time, frequency and location, session ID,
identifier and biometrics, computer ID, communication content or any combination of these factors).
Alternatively, when an insecure anonymity system is deployed, traffic analysis is possible to extract
information out of patterns of traffic; passive attacks (e.g. longterm intersection attacks, traffic
correlation and confirmation, fingerprinting, epistemic attacks (route selection), and predecessor
attacks) and active attacks (e.g. N-1 attacks, Sybil attack, traffic watermarking, tagging attack,
replay, and DoS attack) are possible to link entities together. An overview of these attacks can be
found in [6].
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Figure 5.5: Threat Tree for Linkability of a Dataflow
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Linkability of a data store Two preconditions correspond to the threat of linkability of a data
store, as shown in Figure 5.6. First, there is insufficient access control of the data store leading
to the information disclosure threat at a data store. Second, insufficient data anonymization is
applied or strong data mining is possible in the data store, meaning that the stored information
still contains sufficient references to the corresponding data subject, which makes it possible to link
different data items to each other within the same database. Another possibility is that data can
be linked from one database to another, and hence reidentification [16] is possible.
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Figure 5.6: Threat Tree for Linkability of a Datastore.

Linkability of Process The threat tree of linkability of process suggests that the only way to
prevent different actions being linked to the same subject is by gaining access to the process, as
illustrated in Figure 5.7.

Linkability

of a process

Different actions
can be linked to
the same user

Information
Disclosure of
a process

Figure 5.7: Threat tree for linkability of a Process.
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Identifiability of Entity

Figure 5.8 shows the threat tree pattern for identifiability of entity. It gives an overview of the
most common situations where an identifiability threat can occur at an entity. A first precondition
is when the e-id is used as login (i.e., the user’s actual identity is used), meanwhile the data
flow between the user and login portal is not sufficiently protected (i.e., the threat of information
disclosure of data flow), and thus the user’s identity will be exposed. A second possibility occurs
when a secret (e.g. a password) is used as login and the relationship between this secret and the
user can be revealed. This can happen if the identity management database in not secure (e.g.
passwords are stored in clear); if the communication channel is insecure and the communicated
passwords are weak and can be connected to the user (e.g. using a birthdate as password); or if
replay attacks are possible (e.g. a keylogger is installed, the communication can be eavesdropped or
the person entering the secret can be observed). A third possible precondition for the threat is the
use of a token as login which is weakly implemented or physically insecure. The final precondition
is that biometrics is used as login, which means that biometrics is retrievable and can be linked to
an entity. It is due to information disclosure of identity management database or data flow which
contains biometrics, and linkability at data store.
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Figure 5.8: Threat Tree for Identifiability of An Entity.

Identifiability of Data Flow
The threat tree of identifiability of data flow is presented in Figure 5.9. Similar to the linkability
of data flow threat tree, identifiability of data flow is possible when data flows are not fully protected,
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which leads to information disclosure of data flow; or when the communication can be traced to an
entity due to little or insecure anonymity system deployed. When no anonymity system is deployed,
communication can be traced to an entity by means of identifiable information (e.g. based on user
temporary ID, IP address, behavioral patterns such as time, frequency and location, session ID,
identifier and biometrics, computer ID, communication content or any combination of these factors).
Alternatively, when an insecure anonymity system is deployed, traffic analysis, passive attacks, and
active attacks are possible to identify the particularly entity of interests.
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Figure 5.9: Threat Tree for Identifiability of a Dataflow.

Identifiability of Data Store

The preconditions for identifiability of data store, as presented in Figure 5.10, are similar to
the preconditions of linkability at a data store. Either there is insufficient access control of the
data store which refers to the information disclosure threat of a data store; or insufficient data
anonymization or strong data mining techniques where applied in the data store, which means that
the information stored still contains sufficient references to the corresponding person to reveal the
person’s identity, and hence it refers to the identifiability threat of entity or the data can be linked
with other relevant information which can lead to reidentification of the data subject.
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Figure 5.10: Threat Tree for Identifiability of a Datastore.

Identifiability of Process

The threat tree of identifiability of process is presented in Figure 5.11. The only condition for
the identifiability threat at a process is when access to the process is not sufficiently secured, and
thus it refers to the threat of information disclosure of a process

Identifiability
of a process

Information
Disclosure of
a process

Figure 5.11: Threat Tree for Identifiability of a Process.

Non-repudiation of Data Flow
Four general preconditions can be applied to the threat tree of non-repudiation of data flow, as
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presented in Figure 5.12. One condition is insufficient obfuscation for data sources or data flows,
which means that the attacker can gain access to at least part of the data flow or data source. This
can occur in a number of cases, for example, there is no automatic replay of broadcasts, such that
the sender of a file is sufficiently distinguishable from those who are merely relaying it. Another
example is when a complete decrypted log of all network connections to and from a user’s computer
is disclosed, resulting in the disclosure of the origin of data flow. The final examples are that there
is insufficient protection against censors or insufficient obfuscation of data extensions, such that
operators or users of the network are able to know where the data comes from.

The second precondition of this threat is that little or a weak deniable encryption technique is
used to protect data flow. One possible attack path is to prove data is encrypted, either due to
the encrypter proves the data is obviously an encryption or colluding users prove together that the
data is encrypted. The second attack path is to prove data can be decrypted to a valid plain text,
which can occur when the encrypter decrypts the file or colluding users can cooperate and show
the decrypted message. The third attack path shows that all private keys are disclosed, and the
last path suggests that cryptanalysis is possible to attack the used encryption scheme.

The third condition is that there are little or weak message authentication codes (MAC) used
to ensure integrity of data flow content, such that an attacker can forge authentic looking messages
and pretend that a certain data flow comes from a subject.

The final precondition indicates that there is little or a weak Off-the-Record Messaging (OTR)
used, such that in a conversation it is not possible to provide both deniability for the conversa-
tion participants and confidentiality of conversations content at the same time. Possible attack
paths include replaying of previous transferred messages, and the use of signatures to demonstrate
communication events, participants and communication content.
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Figure 5.12: Threat Tree for Non-Repudiation of Data Flow.

Non-Repudiation of Data Store
The threat tree for non-repudiation of data store is depicted in Figure 5.13. Three preconditions
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can apply to this threat, namely a weak access control to the database, which leads to the threat of
information disclosure at the data store; little or a weak deniable encrypted is used to protect the
data, such that data can be proven to be an encryption or can be decrypted to a valid plaintext;
and subjects with deniability are not able to edit data in the database to cover their tracks, and
it can be either impossible to remove or alter the user’s own data or impossible to remove or alter
someone elses data concerning the user himself.
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Person wanting
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Prove data is can be Disclosure at Shleto remove/alter
encrypted decrypted to data store remove/alter someone else’s data
the plaintext own ot concerning himself

Figure 5.13: Threat Tree for Non-Repudiation of Data Store.

Non-Repudiation of Process Non-repudiation of process, as depicted in Figure 5.14 can be
achieved in two ways: either the process looses its confidentiality and information disclosure attacks
at the process are possible, or the process uses a secure log to create an overview of all actions,
which can evidently be traced back to the user.
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Figure 5.14: Threat Tree for Non-Repudiation of Process.

Detectability of Data flow The threat tree of detectability of data flow, as depicted in Figure
5.15 suggests five preconditions for the threat to occur. One condition is that the system lacks a
covert channel. This can happen when the covert channel uses too much bandwidth from a le-
gitimate channel, resulting in the detection of the covert communication. It can also be because
the patterns or characteristics of the communications medium of the legitimate channel are con-
trolled or examined by legitimate users, e.g. checking file opening and closing operations patterns
or watching the timing of requests, such that covert communication is detected. The second con-
dition is side channel analysis on timing information, power consumption, electromagnetic leaks,
as an extra source of information which can be exploited to detect the communication. The third
condition occurs when a weak information hiding techniques are used, which makes a number of
steganalysis attacks possible. Another condition is when there is no or insufficient dummy traffic
sent at some lower layer of communication network, such that messages fail to appear random for
all parties except the sender and the recipient(s). Last but not least, the threat can occur because
of a weak spread spectrum communication, resulting in deficiencies in the establishment of secure
communications, resistance to natural interference and jamming, and detection prevention.
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Figure 5.15: Threat tree for detectability of data flow .

Detectability of Data store As shown in Figure 5.16, detectability threats in a data store
can occur if there is insufficient access control, which leads to the information disclosure threats
for security, or if insufficient information hiding techniques are applied, such as information from a
data store is revealed due to weak steganography algorithms employed.
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Figure 5.16: Threat Tree for Detectability of Data Store .

Detectability of Process Similar to the previously described threats related to a process,
the detectability of process threat, depicted in Figure 5.17, also refers to the threat of information
disclosure of process.

Detectability
of a process

Information
Disclosure of
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Figure 5.17: Threat Tree for Detectability of Process.

Information Disclosure of Data Flow, Data Store, and Process

The threat tree concerning information disclosure of data flow, data store, and process, depicted
in Figure 5.18, refers to the security threat tree of information disclosure. This illustrates the fact
that privacy properties are part of security properties, and privacy may depend on security.
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Figure 5.18: Threat Tree for Information Disclosure.

Content Unawareness of an Entity Content unawareness of an entity can occur in two
situations: either the date subject provides more personal identifiable information than required,
which has a negative influence on all the hard privacy objectives; or data subject does not keep
information updated or does not remove the outdated information, and it can lead to wrong actions
when decisions are based on this information.
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Expired data is not Personal data is
deleted out-of-date

Figure 5.19: Threat Tree for Content Unawareness.

Consent and Policy Noncompliance of the System (Data Flow, Process and Data
Store) The user’s privacy can be violated when internal system rules do not correspond to privacy
policies provided to the user. This can occur when an attacker tampers with the internal policies,
which is actually a security threat; or when the policy rules are incorrectly managed or updated
(according to the user’s requests) by the system administrator.
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Figure 5.20: Threat Tree for Consent and Policy Noncompliance.

5.2.4 Privacy Requirements Analysis

Common privacy threats in the bioinformatic tools have been identified. However, the appropriate
countermeasures to mitigate these threats are essential for the complete implementation of PE in
this system. The following section presents common PET techniques to mitigate privacy threats in
the bioinformatics.

Mylopoulos et al. [23] are the first to point out that complexity of an information system is
determined partly by its functionality (i.e. what the system does) and partly by its nonfunctional
requirements (also referred as constrains, goals, and quality attributes), and the nonfunctional re-
quirements “play a crucial role during system development, serving as selection criteria for choosing
among myriads of decisions”. They proposed a comprehensive framework for representing and using
non-functional requirements during the development process in a process oriented approach. The
framework consists of five basic components — goals, link types, methods (i.e., goal decomposition
methods, goal satisficing methods, and argumentation methods), correlation rules, and the labeling
procedure — as the representation of non functional requirements in terms of interrelated goals.
As suggested by Mylopoulos et al., “such goals can be refined through refinement methods and
can be evaluated in order to determine the degree to which a set of non-functional requirements
is supported by a particular design” [23]. This framework can serve as the foundation for the
aforementioned privacy requirement analysis methodology.

The privacy guidelines provided by Microsoft describes some basic privacy concepts [88], such
as different types of consents or data minimization concepts. Besides, a number of guidelines
are presented for selected scenarios concerning the following principles: notice, choice, onward
transfer, access, security, and data integrity. However, it only contains a flat list of the required
and recommended guidelines and does not intend to describe a more structured approach. These
guidelines can still be used as inspiration to determine possible threats, e.g. to extend our catalogue
of threat trees.

In the documentation of SDL version 3.2 [6], privacy is also partially considered, but only at a
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generic level. For example, the threat modeling process described in the forth stage of SDL only
mentions that a design review with the privacy expert is necessary. SDL also presents ten general
privacy guidelines. An example guideline indicates that it is important to collect the least sensitive
form of data. At this stage, privacy is not yet well integrated in SDL.

Yu and Cysneiros [31] presented a framework using i , an agent oriented requirements modeling
language, to deal with privacy requirements. This framework however focuses on reasoning about
privacy and does not provide a structured methodology to examine the different privacy objectives.

Liu et al. [20] proposed a framework also using to deal with security and privacy requirements,
which was inspired by the work of Yu and Cysneiros. They use four different analysis techniques
to create a complete model: attacker analysis, dependency vulnerability analysis, counter measure
analysis and access control analysis. Although this framework contains the attacker analysis tech-
nique which is similar to our idea of examining the possible privacy threats, the framework is again
mainly meant to reason about privacy but lacks the necessary knowledge to empower the (non-
expert) privacy analyst.

Miyazaki et al. [22] defined a computer-aided privacy requirements elicitation technique. This
technique returns the appropriate requirements for the system to be compliant with the law, based
on a questionnaire that the system engineer fills out. This is in contrast to our methodology, which
helps the analyst eliciting the privacy requirements in accordance to the stakeholders’ wishes.

5.2.5 From Privacy Requirements to Privacy Solutions

Several taxonomies have been proposed to create a link between privacy requirements and privacy
solutions. This section gives an overview of some existing taxonomies which can be integrated in
our threat modeling process to link the privacy requirements obtained by our methodology to the
optimal privacy enhancing solutions.

The taxonomy of privacy goals, described by Anto’n et al. [4], is to analyze website privacy
requirements. Privacy goals are divided into protection goals and (anti) vulnerability goals. The
Code for Fair Information Practices is used to categorize the protection goals, namely notice and
awareness, choice and consent, access and participation, integrity and security, and enforcement and
redress. The (anti) vulnerability goals are classified according to the manner in which they violate
the users privacy. The corresponding goals are monitoring, aggregation, storage, and information
transfer. These goals are used to analyze and compare privacy policies and do not intend to link
privacy requirements to general privacy solutions, instead, limited to website privacy requirements.

The Pris method presents a structured way to create systems which adhere to the specified
privacy requirements. It consists of four different phases:

o Elicit privacyrelated goals,

e Analyze the impact of privacy goals on organizational processes,

e Model affected processes using privacy- process patterns,

o Identify the techniques that best support or implement the above processes.

The last step uses a table that classifies privacy implementation techniques in six categories,
a) Administrative tools, b) Information tools, ¢) Anonymizer products, services and architectures,
d) Pseudonymizer tools, e) Track and evidence erasers, and f) Encryption tools, and it can be an
interesting source of inspiration to determine appropriate privacy solutions. Wuyts et al. [30] cre-
ated a hierarchical taxonomy which categorizes privacy into objectives. The objectives are divided
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in two branches. The proactive branch focuses on concealing the association between the data and
the identity of the user before it is shared with the system, while the reactive branch focuses on
guarding the relationship between the data and the identity when the data is already shared. Each
objective corresponds to a number of strategies, which are a sub-classification of the objectives.
These strategies can then be linked to their corresponding solutions. This paper only provides a
sample solution for each category and does not provide a full overview of all existing solutions.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

In this thesis, we have introduced a comprehensive framework designed to systematically model
privacy threats within genomic data processing systems, elicit privacy requirements, and propose
privacy-enhancing countermeasures. The primary contribution lies in the development of a struc-
tured methodology specifically tailored for modeling privacy threats. This methodology entails
defining a comprehensive list of privacy threat types and establishing mappings to the various ele-
ments within the system model. Through this systematic approach, we aim to provide a clear and
comprehensive understanding of the privacy risks inherent in the systems.

Furthermore, our work introduces an extensive catalogue of privacy-specific threat tree patterns,
which serve as a supporting body of knowledge. These threat tree patterns offer a structured frame-
work for analyzing and visualizing privacy threats, facilitating a more systematic and comprehensive
threat assessment process. Additionally, our research provides a mechanism for mapping commonly
known privacy-enhancing technologies (PETS) to the identified privacy threats and elicited privacy
requirements. This integration enables stakeholders to identify suitable countermeasures to mitigate
privacy risks effectively.

It is important to note that our framework is designed to be dynamic and adaptable to evolv-
ing privacy landscapes. As new threats continue to emerge and privacy technologies evolve, the
threat tree patterns and catalog of PETs will be continuously updated and refined. By providing
a flexible and evolving framework, we aim to empower stakeholders to effectively address the ever-
changing privacy challenges within software-based systems, ultimately enhancing privacy protection
and promoting trust in digital ecosystems.

6.2 Future Work

In our future endeavors, we are committed to extending the application of our proposed framework
by undertaking larger case studies, with a notable focus on validating its efficacy within practical
contexts. A significant aspect of this future work involves the validation of our framework within
the intricate framework of a national e-health system.

This validation process encompasses the thorough application of our framework to analyze and
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assess the privacy threats prevalent within a comprehensive national e-health infrastructure. Such
systems, inherently complex due to their extensive data exchanges and management of sensitive
healthcare information, pose multifaceted privacy challenges. By deploying our framework in this
domain, we aspire to gauge its adaptability, scalability, and effectiveness in identifying and miti-
gating privacy risks within a real-world, high-stakes setting.

To accomplish this, several pivotal steps will be undertaken. Initially, a meticulous analysis of
the national e-health system’s architecture, data flows, stakeholders, and existing privacy protocols
will be conducted. Subsequently, leveraging our framework, we will systematically model the specific
privacy threats inherent in the system, categorizing them and mapping them to relevant system
components. Based on these insights, we will then proceed to elicit privacy requirements, defining
the necessary controls and policies to address identified risks effectively.

Furthermore, we will propose and evaluate privacy-enhancing countermeasures tailored to the
system’s needs, encompassing techniques such as encryption, access controls, and anonymization.
The validation process will culminate in a comprehensive assessment of our framework’s perfor-
mance, gauging its ability to accurately identify threats, propose viable countermeasures, and en-
hance privacy protection within the national e-health system.
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