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Abstract

Wireless communication is susceptible to various kinds of security attacks, such as re-
play attack, man-in-the-middle attack, privileged-insider attack, impersonation attacks, on-
line/offline guessing attacks, stolen-verifier attack and denial-of-service attack. Hence, to
achieve hazard-free service, design of remote user authentication and remote access control
mechanisms is highly essential in various applications that involve wireless communication.
In this thesis, we aim to study remote user authentication and access control problems in the
folliwing areas: 1) multi-server authentication in wireless medium, 2) user authentication in
crowdsourcing Internet of Things (IoT) environment, 3) user authentication in distributed mo-
bile cloud computing environment, and 4) fine-gained access control with user authentication

in telecare medicine information system (TMIS).

In the first study, we propose a new authentication scheme for multi-server environments
using Chebyshev polynomial and chaotic map. According to the proposed scheme, a user does
not need to maintain different credentials to register with various servers. We use the user
biometric along with password for authorization and access to various application servers.
At the time of authentication, a session key is established between the respective server and
user without involving the registration center (RC). This significantly reduces the commu-
nication cost, and it makes the authentication process faster and efficient. The proposed
scheme is light-weight compared to other related schemes. Our scheme provides strong au-
thentication, supports biometrics and password change phase, and dynamic server addition
phase. We perform the formal security verification using the broadly-accepted AVISPA (Au-
tomated Validation of Internet Security Protocols and Applications) software tool to show
that the presented scheme is secure. In addition, we use the formal security analysis using the
Burrows-Abadi-Needham (BAN) logic along with the Real-Or-Random (ROR) model, and
prove that the proposed scheme is secure against different known attacks. High security and
significantly low computation and communication costs make our scheme is very suitable for

multi-server environments as compared to other existing related schemes.

The second study is based on designing a new chaotic map-based anonymous three-factor
user authentication scheme with user biometrics and fuzzy extractor for crowdsourcing loT
environment. The three factors involved in the proposed scheme are: 1) smart card, 2)
password and 3) personal biometrics. The proposed scheme avoids computationally expensive
elliptic curve point multiplication or modular exponentiation operation, which are based on

public key cryptosystem. Hence, it is lightweight and efficient. The formal security verification



using the widely-accepted verification tool, called the ProVerif 1.93, shows that the proposed
scheme is secure. In addition, we present the formal security analysis using the both widely-
accepted ROR model and BAN logic. With combination of high security and appreciably low
communication and computational overheads, the proposed scheme is practical for battery
limited devices used in crowdsourcing IoT environment.

In the third study, we propose a new secure and lightweight mobile user authentication
scheme for distributed mobile cloud computing environment. The proposed protocol is based
on one-way cryptographic hash function, bitwise exclusive-OR (XOR) operation and fuzzy
extractor technique. The proposed scheme supports secure key exchange, and user anonymity
and untraceability properties. The proposed scheme does not involve registration center (RC),
smart card generator (SCG) or identity provider (IdP) in the authentication and key estab-
lishment process. Through the informal (non-mathematical) security analysis and also the
rigorous formal security analysis using ROR model, it has been demonstrated that the pro-
posed scheme is secure against possible well-known passive and active attacks, and also pro-
vides user anonymity. Moreover, we provide formal security verification through ProVerif 1.93
simulation tool for the proposed scheme. In addition, we perform the authentication proof of
our proposed scheme using the BAN logic. Since the proposed scheme does not exploit any
resource constrained cryptosystem, it has lowest computation cost in compare to the existing
related schemes.

Final study involves on design of fine-grained data access control of server data with suit-
able authentication scheme in TMIS and e-healcare system. It is worth noting that none of
the existing user authentication protocols designed for TMIS and e-healthcare applications
provide any fine-grained access control of user sensitive data. The proposed scheme also pro-
vides user anonymity during any message communication that protects patient’s privacy as
the user never delivers his/her original identity to the the medical server. We present the
formal security analysis using both the widely-accepted ROR model and BAN logic. The pro-
posed scheme supports user anonymity, forward secrecy, and efficient password change without
contacting the remote server. In addition, as compared to other related schemes proposed in
TMIS, the proposed scheme is superior with respect to communication and computation costs.
Better trade-off among security and functionality features, and communication and computa-
tion costs makes the proposed scheme suitable and practical for telecare medicine environment

as compared to other existing related schemes.
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Chapter 1
Introduction

The rapid development of wireless communication and Internet technology facilitates us to
enormously use various Internet-based applications. Nowadays, in several day-to-day affairs,
people instantly avail on-line remote services, such as Internet banking, e-healthcare services,
online shopping, smart home application, and smart vehicular systems. Users access these
online services through a public channel. As wireless communication through a public channel
is always susceptible to various kinds of threats and attacks, assurance of information security
is highly essential for a hazard-free use of these services. User authentication is an important
security mechanism through which a remote server verifies the authenticity of a user before
providing any service to that user. Also, it prevents an unauthorized person from any illegal
access to the remote services provided by the application server.

This thesis keeps an aim to study, analyze and design remote user authentication and ac-
cess control protocols on four different application areas that require wireless communication.
We consider the following application areas: 1) user authentication in a multiserver environ-
ment, 2) user authentication in crowdsourcing IoT environment, 3) user authentication in a
distributed mobile cloud computing environment, and 4) fine-grained access control with user
authentication in the telecare medicine information system (TMIS).

In the following subsections, we discuss various security requirements, functionality re-

quirements and also identify the network model for each of these application areas.

1.1 User authentication in multi-server environment

According to the nature of the application environment, user authentication schemes can be

applied to the single-server environment as well as multi-server environment. In a multi-
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server environment, a user needs to access various services and these services are provided by
a number of remote application servers. Implementation of single-server user authentication
scheme into a multi-server environment is tedious and error-prone. This is because each user
needs to login into the individual remote server in a separate way, and therefore, the user
needs to remember many sets of identities and passwords. This process is not only inefficient,
but also leads to compromise of the user identities and passwords. In lieu of resolving the
problem of single-server user authentication protocols, various multi-server user authentication

protocols have been proposed in recent years.

Multi-server architecture is one of the solution to pass up multiple registrations to different
application servers. It further avoids use of multiple smart-card and login information, such
as identity and password. Therefore, the concept of multi-server provides a good platform to
reduce extra overhead than use of multiple communications to different application servers
[136]. Secure communication schemes for authentication and session key agreement for the

multi-server environment should provide various security requirements, which are described

below [33], [141], [177], [230].

1.1.1 Network model of a multi-server system

In a multi-server system, users can access any application server irrespective of their geograph-
ical location, which makes it greatly worthwhile for various applications, such as e-commerce,
e-business, e-documentation, and e-healthcare [51], [63], [I14], [166]. Multi-server architecture
makes it simpler by bringing all of them into one platform with a common infrastructure, such
as one-time registration, one smartcard and same credentials. Thus, the users of multi-server
architecture are beneficiary in terms of cost, efforts and time. Figure 1.1 provides a generalized
network model of a multi-server architecture [166]. First of all, all the servers are registered
in the system by a trusted registration center (RC'). Also, the users need to register in the
system and this process is done by the RC', where a user sends a registration request to the
RC', and the RC then sends the registration response to the user. Next, the user logins to
a server using the secret credentials, and after verification of the credentials, a mutual au-
thentication occurs between that user and the accessed server. Only after successful mutual
authentication, both the parties, such as the user and the server establish a session key, which

is further used for their secure communication.
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Figure 1.1: An architecture of muli-server system (Source: [160]).

1.1.2 Security requirements in multi-server environment

The following security requirements are essential in a multi-server environment:

e Guessing attack: An authentication protocol in a multi-server environment needs to
defend guessing attack, where an attacker tries to guess the password or long-term secrets
of an authorized user. This attack can be of two types: (i) offline guessing attack and
(ii) online guessing attack. Generally, an online guessing attack is done by intercepting
a communicated message, while an offline guessing attack is done by obtaining stored

smart card data, mobile data and server data.

e Replay attack: Through replay attack, an adversary reuses an old message and replays
it to an authorized user in order to deceive him/her. This attack is, therefore, an attempt

by an unauthorized third party to record the transmitted messages.

e Stolen-verifier attack: An adversary may try to obtain user’s password or other
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secret credentials from one or more compromised server’s verifier tables. Therefore, it is
a basic security requirement that servers should not store any verifier or password tables

directly.

Stolen smart card attack: Usually, since the user smart card is not made up of
tamper-resistant materials, an adversary might try to obtain stored information from a
lost or stolen user smart card by various means. To prevent this attack, authentication
protocols should be designed in such a way that even if the smart card is stolen/lost, an

attacker should not be able to compute the secret credentials in polynomial time.

Insider attack: Sometimes, a privileged user or a server administrator turns to be an
adversary and tries to obtain secret credentials of other authorized users. An insider
user can obtain the secret credentials of a registered user during the registration process
of an authentication scheme, and then can try to misuse those credentials to mount

other attacks, such as impersonation attacks.

Spoofing attack: Through a spoofing attack, an adversary interrupts a message and
substitutes it for his/her own message to deceive authorized communication parties in
computing the wrong session key. In addition, the attacker can impersonate a legal
user or a legal server to cheat the corresponding communication party and establish a

common session key [230].

Known-key and session key security: The security requirement of known key se-
curity demands that even if a session key is known to an adversary or a privileged user,
he/she should not be able to compute other session keys. A communication protocol
exhibits session key security (SK-security) if the session key cannot be obtained without
any long-term secrets. Hence, it is essential to use both the temporal and long-term

secrets in the construction of the session keys.

Perfect forward secrecy: Perfect forward secrecy means that if one or more users or
servers leave the network, they will not be able to compute shared session keys in future

from previously obtained session keys.

Backward secrecy: In a multi-server system, servers, and users can join system dy-
namically. Backward secrecy ensures that no entity should be able to compute previous

session keys before their joining to the network.
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e Mutual authentication: For any data communication, both user and server should
contribute to mutually form a secret key in every session. Prior to this, they should

verify the authenticity of one another.

e User anonymity: An adversary must not be able to compute an authorized user’s
original identity from any intercepted online message or any other stored parameters.
Leakage, unintentional disclosure or any misuse of an authorized user’s identity can

break the user privacy that can affect the whole business.

1.1.3 Functionality requirements in multi-server environment

Traditional two party client-server authentication protocols may not provide a scalable solu-
tion for present network environments where personal and ubiquitous computing technologies
are involved as they are now based on multi-server model. To achieve efficient authorized com-
munication, multi-server based authentication protocols have been designed. The key feature
of multi-server based protocols is one-time registration. The involvement of central author-
ity in mutual authentication may be a bottleneck for a large network, and the servers may
be semi-trusted [16]. A designed user authentication scheme for a multi-server environment

should fulfill the following functional requirements [27], [129]:

e Single registration: Even if the system contains multiple servers, the user does not
need to register them separately. The user should register only once with the registration

center (RC') prior to making any login to any of the existing servers.

e No verification or password table: The registration center should not contain the
password, identity or biometrics template of any user as the systems might turn vul-
nerable to various active attacks including registration center compromise attack, and

secret leakage attack.

e Low computation and communication costs: In general, user smart card reader
and mobile device have constrained resources with limited battery power. Hence, an
authentication scheme should involve low computation and communication overheads

at different phases of the login and authentication processes.

¢ Efficient password change: A user should be able to update or change his/her existing

password in a local environment without involving the RC'.
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e Dynamic server and user addition: As the authentication scheme is inherently built
for a multi-server environment, it should be scalable enough to dynamically add some

new servers and users in the system.

1.2 User authentication in crowdsourcing IoT environ-

ment

The Internet of Things (IoT) introduces a vision of a future Internet that aims to provide di-
rect integration of the physical world into computer-based systems in order to reduce human
involvement and produce more efficiency with cost optimization. IoT is a network of users,
computing systems and well connected physical devices with sensing and actuating capabili-
ties that communicate with each other devices using Internet communication protocol. The
[oT is enabled by the latest developments in Radio-Frequency Identification (RFID), smart
sensors, communication technologies, and Internet protocols [16]. The number of IoT devices
is increased 31 percent year-over-year to 8.4 billion in 2017 and it is estimated that there will
be 30 billion devices by 2020. The global market value of IoT is projected to reach 7.1 trillion
US dollars by 2020 [16].

The ToT is realized by three basic tasks: 1) perception, 2) transmission and 3) processing.
Hence, any standard architecture of IoT contains three layers, namely, applications, network,
and sensing. In the sensing layer, comprehensive perception is realized by various sensors
through a collection of real-time data. Secure transmission and relay of data from the sensing
layer to application layer are done by the network layer. Overall intelligent control is realized
by the application layers through processing and intelligent analysis of the collected data [119].
Figure 1.2 shows a basic three-layer architecture model of IoT.

[oT is a data network that is for the people, by the people, community initiative [199].
Thus, IoT is considered as a crowdsourcing data network. The bandwidth is open and anyone
can use it [199]. As communications of [oT are realized through the Internet infrastructure, it
is not safe and it might provide ample space for the cyber attackers and other adversaries in
the network. So, the security issues need to be considered seriously in the IoT environment.

User authentication plays a vital role in the IoT environment. A secure and efficient mutual
authentication among IoT devices, users, and the gateway nodes must be established. In recent
years, a number of user authentication schemes have been proposed. However, the security

challenges are arising as IoT is being maneuvered in many new applications connecting many
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Figure 1.2: Basic three layer architecture model of IoT (Source: [119]).

new devices. Users, IoT devices and gateway nodes need to be authenticated and authorized

to prevent any illegal and adversarial activities on IoT data.

1.2.1 Network model of crowdsourcing 10T environment

[0T is composed of a large number of things (devices) that are connected through the Internet.

IoT devices can be classified further into two categories [66]:

e Physical object: These can be smartphone, camera, sensor, vehicle, and drone.

e Virtual object: These include electronic ticket, agenda, book, and wallet.

[oT devices can conduct remote sensing, actuating (making an action) and support moni-
toring capabilities. [oT devices can be made smart enough so that they can operate without

any human intervention [00]. Some commercial IoT smart devices include Smart Door Locks,
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Connected Smart Kitchen, Smart Home Apps, Smart Bike Locks & Trackers, Friday Smart
Lock, etc. [11]. For instance, the IoT smart device Friday Smart Lock has the following

features [11]:

e [t contains the interchangeable shells so that we can easily change out the look of the
lock.

e [ts battery life is about 3-4 months before needing recharge. It also works with Apple
Homekit.

e [t needs Bluetooth and Wifi Connectivity.

Figure 1.3 shows a generic [oT network architecture in which four different scenarios (e.g.,
home, transport, community and national) are depicted. Several smart devices, such as sensors
and actuators are installed in various applications [38]. All the IoT smart devices are connected
to the Internet via trusted gateway nodes (GWNs). The information accessed by the IoT
devices can be also accessed by various users (e.g., a smart home user in a home application
and a doctor in a healthcare application) [79]. Cyber-physical systems such as the smart grid,
smart home and intelligent transportation are also parts of IoT ecosystem [19].

Figure 1.4 illustrates a generic IoT-based smart home application [188]. The smart devices
are deployed into two groups: appliance and monitor. The devices installed in the appliance
and monitor groups, known as the agents, communicate with the central controller via wireless
communications. A user can control the smart home system by using the user interface.
Moreover, the information gathered by any IoT smart device in the monitoring group can be

accessed by a user [60].

1.2.2 Security requirements for crowdsourcing IoT

[oT not only has the same security issues as sensor networks, mobile communications networks
and the Internet, but also has its specialties such as privacy issues, different authentication
and access control network configuration issues, information storage and management and so
on [I11]. Data and privacy protection is one of the application challenges of IoT [10]. In IoT,
RFID systems and sensors in wireless sensor networks (WSNs) perceive for the end of the
information technology, which protect the integrity and confidentiality of information by the
password encryption technology [15], [$1], [L11], [I110], [198]. Figure 1.5 gives a summary of
various kinds of security attacks in IoT environment [25], [119].

The following general security requirements are essential to secure an IoT network [G0]:
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Figure 1.3: A general network model of IoT (Source: [38]).

e Authentication: It involves authentication of sensing devices, users and gateway nodes

before allowing access to a restricted resource, or revealing crucial information.

e Integrity: The message or the entity under consideration must not be changed to ensure

integrity.

e Confidentiality: Confidentiality or privacy of the wireless communication channel pro-

tects from the unauthorized disclosure of information.

e Availability: The relevant network services should be made available to authorized

users even under denial-ofservice attacks on the system.

e Non-repudiation: It aims to prevent a mischievous entity from hiding his/her actions.
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e Authorization: It confirms that only the legitimate IoT sensing (smart) devices can

supply information to network services.

e Freshness: It confirms that the information is fresh and the old messages cannot be

replayed by any adversary.

e Privacy: The objective of this security requirement is to prevent private information
from being leaked to malicious entities. Attacks on privacy are related to illegally gath-

ering sensitive information about entities via eavesdropping.

Apart from the above security requirements, the following two important security proper-

ties should also be satisfied:

e Forward secrecy: If an IoT sensing node quits the network, any future messages after

its exit must be prohibited.

e Backward secrecy: If a new IoT sensing node is added in the network, it must not

have access to any previously transmitted message.
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1.2.3 Common security attacks in IoT environment

[oT exploits two basic technology, namely, WSN (Wireless Sensor Networks) and RFID (Radio
Frequency Identification). Integration of these two technologies might provide many advan-
tageous features to IoT environment. On the other side, this combination can invoke many
security drawbacks into the system.

In this subsection, we list down a summary of most common types of security attacks

applicable for IoT environment [90].

e Botnets: A botnet is a number of internet-connected private devices that are infected
with malicious software and controlled as a group without the owner’s knowledge. An
adversary uses botnets to access private data of user device, executes distributed denial-

of-service (DDoS) attack, and also sends spam messages. An IoT botnet is a group
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of hacked computers, smart appliances and Internet-connected devices that have been

co-opted for illicit purposes.

Distributed Denial-of-Service attack: DDoS attack allows an attacker to success-
fully prohibit the availability of any service to an authorized user. Here, the adversary
aims to keep the target user device too much “busy” through exploitation of various
malwares, spams, or any other means of unnecessary services. As a result, the device
data or application becomes unavailable to other devices in the network. Moreover,
as the user device is often resource constrained in nature, device battery might drain
in unnecessary communication or computation of various applications. DDoS does not
usually try to steal information or leads to security loss, but the loss of reputation for

the affected company can still cost a lot of time and money.

Data and identity theft: [oT faces a serious security challenge in prevention of data
and identity attack. From a stolen user device or intercepted message of an authorized
user, an adversary might try to steal authorized user’s data, thereby he/she may try to
impersonate as a genuine user to access various services of the system. This scenario
can create a huge risk in IoT enabled business. There are many scary real-life examples,

where identity theft can affect a business beyond imagination of end users.

Social engineering: Social engineering attacks are designed to target the user-
computer interface to enable attackers to deceive a user into performing an action that
will breach a system’s information security [90]. Through this act, the end users are
deceived or manipulated to deliver their private and secret information. The attacker
exploits social engineering to breach user privacy and also to hack user device that can

act as a gateway into other more powerful connected devices and sensitive information.

Man-in-ihe-middle attack: A man-in-the-middle attack is a very serious threat into
an IoT environment. Here, the adversary secretly intercepts between communication of
two authorized users or “things” and deceive both by believing that they actually interact
with legal parties with genuine messages. These attacks can be extremely dangerous in
the IoT, because of the nature of the “things” being hacked. For example, these devices
can be anything from garage door openers, smart TV’s, industrial tools, and connected

“things” like machinery and vehicles.
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1.2.4 Functionality requirements for crowdsourcing IoT

In this subsection, we list down some basic functional requirements for crowdsourcing IoT

environment.

e Dynamically new device addition: In an IoT crowdsourcing environment, it is very
much essential that the authentication or access control protocol supports dynamic node
addition facility. As a network device may be compromised by an adversary or device
battery power may be exhausted, new device needs to be deployed into the existing

network.

e High scalability: Support of high scalability is a basic functional requirement in a
modern day [oT environment. With the increase in business volume, number and variety
of IoT devices may increase exponentially in the IoT network. High scalability ensures
that even if the number of sensing 0T devices are going to increase, the overall network

performance should not be affected.

e Diverse connectivity: Probably the most familiar form of connectivity for the internet,
and for IoT, is Ethernet. In addition to Ethernet, [oT devices can connect using a wide
variety of other technologies. The connectivity objective is that an IoT platform should
support as many modes of connection — wired and wireless — as possible. Wireless

options include the following:

— ANT+ (pronounced ant plus): 1t is a wireless protocol for monitoring sensor data
such as a person’s heart rate or a bicycl’s tyre/tire pressure, as well as the control

of systems like indoor lighting or a television set.

— Bluetooth: Bluetooth is a wireless technology standard for exchanging data over
short distances (using short-wavelength UHF radio waves in the ISM band from
2.400 to 2.485 GHz) from fixed and mobile devices, and building personal area
networks (PANs).

— General Packet Radio Services (GPRS): It is a packet-based wireless communi-
cation service that promises data rates from 56 up to 114 Kbps and continuous

connection to the Internet for mobile phone and computer users.

— EDGE (also known as Enhanced GPRS or EGPRS): It is a data system used on
top of GSM (Global System for Mobile communication) networks.
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— Long-Term Evolution (LTE): It is a standard for high-speed wireless communi-
cation for mobile devices and data terminals, based on the GSM/EDGE and
UMTS/HSPA technologies.

— Near-field communication (NFC): It is a set of communication protocols that en-
able two electronic devices, one of which is usually a portable device such as a
smartphone, to establish communication by bringing them within 4 cm (1.6 in) of

each other.

— Radio-Frequency Identification (RFID): 1t uses the radio waves to read and capture

information stored on a tag attached to an object.

— Wireless LAN (WLAN): Tt is a wireless computer network that links two or more
devices using wireless communication to form a local area network (LAN) within
a limited area such as a home, school, computer laboratory, campus, and office
building.

— ZigBee: It is an IEEE 802.15.4-based specification for a suite of high-level com-
munication protocols used to create personal area networks with small, low-power
digital radios, such as for home automation, medical device data collection, and
other low-power low-bandwidth needs, designed for small scale projects which need

wireless connection.

e Mutual authentication: Mutual authentication and key management are two im-

portant techniques to ensure secure communication in an IoT crowdsourcing environ-
ment. Intrinsically, IoT network contains various heterogeneous devices and because
of its discriminating characteristics, the traditional key management protocols cannot
be applicable in IoT. Mutual authentication between a remote end-user and a resource

constrained sensor node inside a smart [oT environment is a challenging task.

Availability: In an IoT crowdsourcing environment, real time device communication
and control is done in keeping a real-world impact. For example, a user’s home thermo-
stat might need to be remotely controlled or a relief valve in an industrial plant needs
to be opened or closed. Considering emergency of the situation, IoT platforms must

therefore offer exceptionally high availability.

Minimum computation, communication and storage costs: [oT environment
usually contains various devices that are resource constrained and battery limited in

nature. Many devices might have constraints in terms of storage memory too. Moreover,
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[oT network devices might require frequent communication among them. Hence, an
authentication protocol in an IoT environment should encompass minimum possible

computation and communication overhead, as well as storage overhead.

1.2.5 IoT-based applications

Applications of IoT are diverse including infrastructure management in high-risk conditions,
disaster management through environmental monitoring and providing remote health-care
services, to list a few. In this subsection, we briefly mention some applications based on IoT

crowdsourcing [19], [79]:

e Wearable devices: Health monitoring devices, navigation tools, and communication
gadgets operate through wireless communication technologies, such as Bluetooth and
local Wi-Fi. Wearable devices are usually resource constrained, and IoT application

needs to be energy efficient [65], [67].

e Telemedicine: Through wireless sensor healthcare networks, connected wearable de-
vice, efficient and secure application software, IoT can provide remote service in an

e-healthcare system.

e Industrial IoT: Through big data analytics, sensors and industrial IoT are enabling
machines to become more consistent and accurate in communicating their data. Conven-
tional automation methods can be transformed into machine-to-machine communication
using wireless technologies and innovative hardware. Improved quality control and sus-

tainability can also be achieved using industrial IoT technologies.

e Retail: IoT realizes the needs of customers as well as the needs of businesses. Through
the services of comparison of product price, availability of a product in shops, and
comparison of quality, [oT helps companies to improve their business and meet the

needs of customers.

e Energy management: Smart grids collect data which is analyzed for behavior patterns
of electricity suppliers and consumers to improve the economics and efficiency of usage.
These are also highly needed because power outages at individual homes are detected

quickly thereby providing a distributed energy system [958], [143], [228].
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e Agriculture: Sensing for moisture in soil and nutrients, controlled watering of plants
and determining customized fertilizers provides many advantages of using IoT in agri-
culture [09], [103], [125).

e Smart home: The appliances and devices in a smart home can communicate with
each other and the surrounding environment. They enable controlling and customizing
the home environment to provide efficient energy management, better security and user

experiences in addition to saving time and money [215].

1.3 User authentication in mobile cloud computing en-

vironment

Mobile Cloud Computing (MCC) is the combination of cloud computing, mobile computing
and wireless networks to bring rich computational resources to mobile users, network opera-
tors, as well as cloud computing providers [1]. In MCC, mobile user’s data is stored in remote
distributed cloud servers and to get rid of the resource-constrained issue of existing mobile
devices, data processing and execution responsibility are shifted to the cloud environment.
MCC provides business opportunities for mobile network operators as well as cloud providers
[1]. ABI Research is a market-foresight advisory firm providing strategic guidance on the most
compelling transformative technologies. According to the ABI Research report about the in-
creasing popularity of MCC [1], it was forecasted that within 2015, more than 240 million
of mobile customers will use cloud services with an earning revenue of 5.2 billion US dollars
[147).

In the past few years, researchers have made it possible to come up with several emerging
applications of cloud computing for mobile users, including education and learning [1%], cloud-
assisted IoT [184], application processing [215], mobile social networks [113], cloud storage [50],
cloud-based next generation cellular network [35], data sharing [18], cloud mobile media [218],
[229], mobile commerce system [221], and mobile gaming [51].

Among various other challenges faced in MCC environment, trust, security, and privacy
issues are more challenging in future days. This is due to several reasons, such as insecure
public wireless transmission medium, resource-constraint mobile devices, distributed cloud
storage and processing, and heterogeneous environments [117]. In order to prevent illegal
access, cloud providers should support a secure authentication scheme for users using mobile

devices. After authentication, the user can access the resources and available services from
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the cloud service provider provided that they are mutually authenticated by each other.

In MCC, it is very much essential to establish and maintain end user’s trust by protecting
user privacy and data/application secrecy from adversaries. The general security requirements
for MCC are summarized in the following [I17] (adopted from ITU [7] and US National
Security Agency [9]).

1.3.1 Network model of a mobile cloud computing system

An architecture for distributed mobile cloud computing is represented in Figure 1.6. The
system model contains the following components: 1) mobile users (MU;), 2) cloud server or
cloud service provider (C'S}), and 3) trusted registration center (RC). The system contains
a set of m legal mobile users, M = {MU;|i = 1,2,--- ,m}, a set of n cloud servers, N =
{CS;|li =1,...,n} and the trusted RC. A legal user or an unregistered external person may
execute malicious activities in the system, called an adversary A. From different cloud service
providers, a mobile user can access multiple mobile cloud computing services. The RC needs
not to be involved in the login and authentication processes.

To access a mobile cloud computing service, a mobile user MU, requests the cloud service
through an installed mobile App or web browser. After that a mutual authentication between
MU; and the cloud service provider C'S; is done by the user mobile App or web browser [169],
[194]. Both MU; and C'S; need to go through a secure mutual authentication process that
should support the basic security requirements as mentioned in Section 1.3.3.

In MCC environment, we have the following issues:

e Mobile devices are connected to the mobile networks via the base stations (BT'S) that
establish and control the connections and functional interfaces between the networks

and mobile devices.

e Mobile users’ requests and information are transmitted to the central processors that

are connected to servers providing mobile network services.
e The subscribers’ requests are delivered to a cloud through the Internet.

e In the cloud, cloud controllers process the requests to provide mobile users with the

corresponding cloud services.

Another simplified network model of mobile cloud computing is shown in Figure 1.7

(adapted from [161]). Mobile cloud computing has two components: 1) cloud computing and
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Figure 1.6: An architecture of distributed mobile cloud computing (Source: [169]).

2) mobile computing. Using hotspot, WiFi and GPRS, mobile devices (e.g., laptop, personal

digital assistant (PDA) and smartphone) can be connected to a mobile network. Considering

that a mobile device may be resource constrained, the task computing and processing of user

data is migrated to cloud server side. The service request is sent to cloud via installed app

or web browser of mobile device and the cloud controller or cloud management component

allocates cloud resources to provide the service |

1.3.2 Security requirements for mobile cloud computing

The following are the security requirements for MCC environment:

e Confidentiality: The requirement of confidentiality demands to keep mobile user’s data

absolutely secret among various cloud services. As mobile user’s data is transmitted and



1.3 User authentication in mobile cloud computing environment

19

Servers and
VMs

LWL

o
@)

Internet
(Cloud)

Wireless Access Point
Radio Tower

((A»

!
= 1

Mobile
Devices

tO<HE

Mobile Cloud Computing

Application (SaaS)

Software Data Information

Internet Platform (Paa$S)

(Cloud)

Business Support Development

Infrastructure (laaS)

Server Database Storage Systems

Cloud Computing

Mobile Computing

Wireless Access Point
Radio Antenna/Transmission Tower

3G/WIFI/GPRS

%‘ g m Mobile Devices

Architecture of Mobile Cloud
Computing

Figure 1.7: A basic diagram of mobile cloud computing (Source: [161]).

received through public channel, data stored and processed through public cloud server,

confidentiality is a serious challenge in design of a security protocol.

Integrity: In MCC, data integrity refers to the accuracy and consistency of the mobile
user’s data by preventing any unauthorized modification of data by adversaries. If data
integrity is violated, the cloud service provider that stores/processes wrong data may

cause a negative impact on overall business.

Availability: In MCC, as the mobile user’s data is stored and processed in cloud servers,
it is essential that, whenever in demand, the services must be available to mobile users.

The requirement of availability must also prevent DoS attack.

Authentication and access control: Before communication of any data or service,

mobile user and the cloud servers must execute mutual authentication for establishment
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of mutually shared secret session keys. Access control will provide necessary permission

for an access of the required cloud resources to the respective user(s).

e Privacy: The security objectives such as confidentiality, integrity and authentication
persuade the privacy and these objectives preserve the privacy directly or indirectly of

the cloud service users in mobile devices.

1.3.3 Security challenges for mobile cloud computing

The MCC exploits various technologies such as (i) partitioning, (ii) offloading, (iii) virtual-
ization, (iv) outsourced storage, and (vi) mobile-cloud based application. As a result, MCC
adopts several new security challenges along with traditional challenges. Figure 1.8 shows

major security and privacy challenges in MCC. We present the list of potential security and

privacy challenges within MCC, which are as follows [117].
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\
Data Privacy ’
Mobile Device
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Figure 1.8: Major security and privacy challenges of mobile cloud computing (Source: [117]).

e Privacy challenges: One of the most serious challenges of MCC is to provide user’s

data privacy. Intrinsically, the mobile user’s data are stored in various cloud servers
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which are located at different distant geographical locations, processed and maintained
by various cloud service providers. The mobile data has to shift from mobile device to
various cloud servers via public network communications. Naturally, these distributed
cloud communications, storage, and processing throw a big challenge towards the mobile

user’s data confidentiality and privacy.

e Mobile cloud applications security challenges: The cloud based mobile applica-
tions are susceptible to various kinds of security attacks which may lead to violate the
integrity and confidentiality properties of mobile user’s data and applications. In ad-
dition, the attacker can also install various malwares including virus, worm, Trojan,
rootkit and botnet [159], [160], [162].

e Mobile devices security challenges: Loss of theft of user mobile device is a very
common phenomenon. After obtaining user mobile device, an adversary might try to
illegally access various data or application installed or stored in it to guess user’s secret

credentials and launch various security attacks into the system.

e Data security challenges: Mobile user’s data is stored and processed at cloud server
side, which is at service provider’s end. As a result, data loss, theft, privacy breach or

any type of data misuse is a matter of concern in MCC.

e Virtualization security challenges: In MCC, virtualization techniques are created
by cloud service providers to offer cloud services to the mobile users. These techniques
require pre-installing a virtual machine (VM) image of mobile device, and then its tasks
are offloaded into the VM. However, virtualization techniques when applied to MCC
generate several security challenges including communication security within the virtu-
alized environment, VM to VM attack, security challenges regarding confidentiality of

data, and unauthorized access [180)].

e Partitioning and offloading security challenges: In MCC environment, the of-
floading process is executed at cloud server end with the access of cloud through public
channel, and the mobile user has no control over it. As a result, data integrity, privacy,
and confidentiality are at risk, and the adversary might try to make an unauthorized

access to mobile users data for various mal-intentions.
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1.3.4 Functionality requirements for mobile cloud computing

A user authentication scheme for distributed mobile cloud computing environment should

satisfy the following functionality requirements:

e A trusted third party (i.e., identity provider (IdP) or smart card generator (SCG))
should not be involved during user login process. However, during registration phase,

both mobile user MU; and cloud server C'S; should register to trusted third party.

e The authentication process should avoid computationally expensive operations for the
user mobile device. Also, storage requirement in user mobile should be kept as minimum

as possible.

e As the mobile user might use resource constrained mobile device, mutual authentication

between MU; and C'S; should use lightweight cryptographic operations.

e Security protocol for an MCC environment should also support high scalability.

1.3.5 Applications of mobile cloud computing

In this subsection, we briefly mention some applications related to the mobile cloud computing;:

e Mobile commerce (M-commerce): It allows business models for commerce using
mobile devices. Some examples include mobile finance, mobile advertisement and mobile

shopping.

e Mobile learning (M-learning): It combines e-learning and mobility. Cloud-based
m-learning can solve limitations of low transmission rate, limited educational resources,

and high cost of devices/network.

e Mobile healthcare (M-healthcare): It is to minimize the limitations of traditional
medical treatment and to provide mobile users with convenient access to resources (e.g.,

medical records). Mobile Healthcare offers a variety of on-demand services on clouds.

e Mobile game (M-game): It generates high potentially market generating revenues
for service providers. It can completely offload game engine requiring large computing
resource (e.g., graphic rendering) to the server in the cloud, and thereby, it saves energy

and increases the game playing time.
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1.4 Security issues in telecare medicine information sys-

tem

Telecare Medicine Information System (TMIS) for health-care delivery service requires infor-
mation exchange among multiple systems, where different types of users with different access
privileges are involved. In TMIS, users generally communicate via public channels. Consid-
ering the privacy of the patients, secure and authenticated access to the medical data located
at the medical severs are required. Hence, authentication is essential to provide access to the
genuine users. However, access rights for the correct information and resources for different
services to the genuine users can be provided with the help of efficient user access control
mechanism. Existing user authentication protocols designed for TMIS only provide authen-
tication, but for this kind of application, it is required that the authorized users should also

have unique access privilege to access specific data.

1.4.1 Network model of telecare medicine information system

TMIS contains one or more medical servers that keep electronic medical records (EMRs) of
registered users, and these provide access to the EMRs via the Internet to the users, physi-
cians, health educators, hospitals, public health organizations and homecare service providers
[139]. Figure 1.9 provides a basic network architecture of an TMIS with a single server. To
prevent unauthorized and illegal access to the patient’s private medical data in the medical
servers, authenticated, protected and secure access to the medical data are needed [176]. For
this purpose, the medical server should remotely authenticate users with their smart cards
and provide the requested access to the corresponding medical records after successful au-

thentication [139].

1.4.2 Security requirements in telecare medicine information sys-

tem

As per the security requirements of TMIS, an authentication protocol should prevent the

following security attacks [139]:

e Denial-of-Service (DoS) attack: Through this attack, an attacker may deny the

services between the TMIS users/patients and the medical servers [171].
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Figure 1.9: Network architecture of TMIS with single server.

e Password guessing attack: In this attack, an attacker tries to guess the password of

a patient either in online or offline mode through the transmitted messages and some
stored secret information in the system [150]. Generally, online guessing attack is done
through intercepting communicated messages, while offline guessing attack is done by
obtaining stored smart card data, mobile data, and server data. In a user authentication

scheme, such kind of attack should be protected.

Privileged insider attack: In this kind of attack, the system manager or a privileged-
insider of the medical server may attempt to know the login details including password
of any genuine patient. In user authentication scheme, it should be taken care that the
login details of any user should not be compromised by any privileged-insider or server

administrator.

TMIS server impersonation attack: Through this attack, a compromised TMIS

server may try to fabricate a fake login response message to a user to convince that it
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is a legal message. A user authentication protocol for TMIS should prevent this kind of
attack [73], [120].

e User impersonation attack: This attack enables an attacker to impersonate another

legal user by generating a fake login message in order to login into the TMIS.

e Man-in-the-middle attack: In a man-in-the-middle attack, an attacker may inter-
cept the messages during transmission and can change/delete/modify the content of the
messages delivered to the recipient. This type of attack should be protected by a user

authentication scheme.

e Replay attack: A replay attack is an offensive action in which an attacker tries to
deceive another legitimate user in the network through the reuse of information ob-
tained in a protocol. Thus, this attack indicates an attempt by an unauthorized third
party to record the exchanged messages during transmissions. In TMIS, replay attacks
should be prevented by using timestamp and random numbers that are embedded in

the transmitted messages [137].

e Stolen-verifier attack: This type of attack happens when the TMIS server stores any
verifier /password table for verification of patient’s authenticity. The attacker can steal
any patient’s login identity or password from the stolen-verifier table. In this attack, the
adversary being either a privileged user or an external party can modify the passwords

or the patient verification tables stored in the medical server’s database [(5].

e Spoofing attack: An attacker makes an interrupt by changing the routing information

and keys in TMIS system under such type of attack [137].

e User anonymity: An adversary must not be able to compute patient’s original identity
from any intercepted message. As a patient’s identity is usually short and has a certain
format, an adversary may find the ID within polynomial time by executing exhaustive

guessing attack [118].

Figure 1.10 shows major security and privacy preservation requirements in TMIS [176].

1.4.3 Functionality requirements in telecare medicine information

system

The following functionality requirements are essential in an TMIS environment:
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Figure 1.10: Overview of security attacks in TMIS (Source: [176]).

¢ Fine-grained data access control: The basic objectives of practical telecare-medical
and e-healthcare systems cannot be fulfilled without a proper access control of the user
sensitive records stored in the medical server. The server data may belong to different
security levels and is meant to be accessed only by the selected types of users. The
problem of assigning unique access privilege to a particular user is called fine-grained
access control. Fine-grained data access control can identify and impose different access
privileges for different types of users. For example, a medical officer or senior doctor
should be able to access all types of medical records and diagnostic information of a
patient for the purpose of overall treatment, whereas a nurse might only need to check

the current sugar level or blood pressure of a patient.

e Mutual authentication between user and TMIS server: After run of the protocol,
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the TMIS server should believe that the remote user is a legitimate registered client.

The user also believes that the communicating party is the authorized TMIS server.

e TMIS server not knowing password and/or biometric: The medical server should
not have any information about the registered user’s password and personal biometrics
in case of a biometric-based user authentication scheme. This is extremely required
because several users may apply the same password to access different servers in the
real-life applications. As a result, if a privileged insider of the medical server knows the
password or biometrics of a user, he/she may impersonate the user for accessing the

services from other medical servers.

e Freedom of password and/or biometric update: A user should be allowed to
change/update freely his/her password as well as biometric template without contacting
the TMIS server. The server should be unaware of the change of the user’s password

and biometric template.

e Efficiency: A user authentication protocol for TMIS should be designed in such a way
that it requires the minimum number of message/packet transmissions during the login
and authentication phases for user mobile devices/smart card. In addition, it should be
also computationally efficient, and the storage requirement in each user’s mobile device

or smart card.

1.5 Motivation and objective of the work

Single server authentication mechanism is not suitable for a multi-server environment as a
user needs to register with various servers with different credentials. The key feature of multi-
server based protocols is one-time registration. The involvement of central authority in mutual
authentication may be a bottleneck for a large-scale network. Moreover, an adversary may be
able to compromise servers. Most of the recently proposed multi-server authentication proto-
cols suffer from two serious drawbacks. First, they failed to achieve several security properties
while maintaining the best performance level. Second, many of the protocols incur more per-
formance overheads as they involve the registration center (RC') in login and authentication
processes. This motivates us to design a new lightweight, robust and secure scheme in multi
server environment. In addition, a multi-server authentication scheme also faces several chal-
lenges. The designed scheme should avoid multiple registrations for the individual servers.

The servers or the RC must not store any verification or password table in order to avoid
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the stolen verifier attack. Furthermore, the designed scheme should support high scalability
with dynamic servers and users joining and revocation. In short, the proposed authentication
scheme for multi-server environment should fulfill the security and functionality requirements

as mentioned in Sections 1.1.2 and 1.1.3.

Due to rapid development of Internet technology and other wireless communications, peo-
ple have started getting benefits of e-healthcare systems. In some situations, sharing of the
patient information in a protected online environment with a group of medical professionals
is very much essential, and for these types of treatments where multiple professionals are in-
volved, crowdsourcing Internet of Things (IoT) in e-healthcare services is required. IoT has
an enormous threat to security and privacy due to its heterogeneous and dynamic nature. Au-
thentication is one of the most challenging security requirements in IoT environment, where
a user (external party) can directly access information from the devices provided that the

mutual authentication between user and IoT devices happens.

The recent proliferation of mobile devices such as smartphones and wearable devices has
given rise to crowdsourcing [oT applications. Data collected by the mobile devices with small
or big volumes can be further processed, analyzed and mined to support multifarious promising
services with intelligence. In e-healthcare applications data collected by the mobile devices are
stored in various medical servers. The information is then accessed from the medical servers
for monitoring and diagnosing a patient by a legal user (for example, a doctor). Unfortunately,
ever-growing use of the Internet offers malicious users and attackers ample opportunity to gain
unauthorized illegal access of medical data by exploiting various kinds of network and informa-
tion attacks. Most of the existing schemes cannot properly fulfill the security and functionality
requirements mentioned in Sections 1.2.2 and 1.2.2. To protect important and private medical
information, design of a proper security protocol for crowdsourcing in e-healthcare services
requires more attention from the researchers. This necessitates maneuvering a wide range of
remote user authentication protocols for providing access of the services to authorize users

only.

As user’s mobile device generally operates through battery limited equipment, mobile
user authentication mechanism should consume less computation, communication and storage
costs. However, most of the existing authentication schemes for mobile cloud computing
environments are based on resource consuming cryptosystems, such as bilinear pairing. This
necessitates the design of an efficient mobile user authentication scheme that could avoid such
cryptosystems without degrading overall security of the system. A careful study on existing

authentication schemes under mobile cloud computing environment reveals that most of those
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schemes have security flaws as mentioned in Sections 1.3.3 and 1.3.4. Hence, design of more
secure and efficient authentication scheme is needed in this domain.

In TMIS, different types of users send different types of data requests to the medical
servers. The users of this system are of heterogeneous types in nature that include patients,
doctors, health staffs, insurance persons, and medical researchers. The access privilege of the
users, domain and range of data accessibility and the privacy levels of the users are different
with respect to a healthcare system. The users having similar features and similar data
requirements can constitute a user group with an assigned group identity. Further, based
on the user requirements and security levels, information stored in medical server can be
classified into several information types, where each type contains a set of data attributes.
Hence, having a prior knowledge of intended information type and group identity, a user
can achieve attribute-based access control over server data. This allows a user to achieve
fine-grained server data access control with full granularity.

Till date, several protocols have been developed in TMIS to provide proper user authen-
tication. But, most of them do not deliver a mechanism to provide user authentication with
proper access privilege through fine-grained access control in TMIS. This motivates us to de-
velop a fine-grained access control with full granularity with the help of user authentication
scheme in TMIS. The proposed authentication protocol with fine-grained access control should

fulfill the security and functionality requirements as mentioned in Sections 1.4.2 and 1.4.3.

1.6 Summary of contributions

The contributions of the thesis are summarized in the following subsections.

1.6.1 Biometric-based user authentication for multi-server environ-

ment

The first contribution of the thesis is to design a new authentication scheme for multi-server
environment. In the proposed scheme, we use the Chebyshev chaotic map along with bio-
metric and password verification with authorization and access to various application servers.
We only use the Chebyshev chaotic map, cryptographic hash function and symmetric key
encryption/decryption in the proposed scheme. In our scheme, at the time of authentica-
tion, a session key is established between the respective server and user without involving the

RC'. This significantly reduces the communication cost and makes the authentication process
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faster and efficient. Our scheme provides strong authentication, and also supports biometrics
and password change phase by a legitimate user at any time locally, and also the dynamic
server addition phase. We perform the formal security verification using the broadly-accepted
AVISPA (Automated Validation of Internet Security Protocols and Applications) tool to show
that the presented scheme is secure. In addition, we use the formal security analysis using the
Burrows-Abadi-Needham (BAN) logic along with random oracle model and prove that our
scheme is secure against different known attacks. High security, and significantly low compu-
tation and communication costs make our scheme is very suitable for multi-server environment

as compared to other existing related schemes.

1.6.2 Biometric-based anonymous user authentication for crowd-

sourcing IoT environment

In the second contribution of the thesis, we aim to propose a new secure three-factor user
authentication protocol based on the extended chaotic maps. The three factors involved
in the proposed scheme are: 1) smart card, 2) password and 3) personal biometrics. As
the proposed scheme avoids computationally expensive elliptic curve point multiplication or
modular exponentiation operation, it is lightweight and efficient. E-healthcare service is one
of the important services for the crowdsourcing IoT applications that facilitates remote access
or storage of medical server data to the authorized users via wireless communication. As
wireless communication is also susceptible to various kinds of threats and attacks, remote user
authentication is highly essential for a hazard-free use of these services. The formal security
verification using the widely-accepted verification tool, called the ProVerif 1.93, shows that the
presented scheme is secure. In addition, we present the formal security analysis using the both
widely-accepted Real-Or-Random (ROR) model and Burrows-Abadi-Needham (BAN) logic.
With the combination of high security, and appreciably low communication and computational
overheads, our scheme is very much practical for battery limited devices for the healthcare

applications as compared to other existing related schemes.

1.6.3 Biometric-based anonymous user authentication for mobile
cloud computing services environment
The third contribution of the thesis involves designing of mobile user authentication scheme

for a distributed mobile cloud computing environment, which supports secure key exchange,

and user anonymity and untraceability properties. As user’s mobile device generally operates
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through battery limited equipments, mobile user authentication mechanism should consume
minimum possible computation, communication and storage costs. Since the proposed scheme
does not exploit any resource constrained cryptosystem, it has the lowest computation cost in
compare to existing related schemes. No trusted third party, like IdP, SCG or RC, is involved
in user login and authentication phases. This reduces overall communication and computation
time of the proposed scheme. The proposed scheme has the ability to resist various known
attacks, which are evident through the rigorous formal security proof through random oracle
model and BAN logic, the formal security verification using theProVerif 1.93 simulation tool

as well as through informal security analysis.

1.6.4 Fine-gained access control with user authentication for TMIS

environment

The fourth and final contribution is on development of fine-grained data access control with
an efficient authentication mechanism in TMIS environment. Before allowing access to the
sensitive and private data of the patients, an external user (doctor) must be authenticated for
a particular access privilege by the medical server. To address this challenge, we propose a new
fine-grained access control using smart card along with biometric based user authentication
scheme, specially tailored for TMIS. The proposed scheme supports user anonymity, forward
secrecy, and efficient password change without contacting the remote server. We present
the formal security analysis using both the widely-accepted Real-Or-Random (ROR) model
and BAN logic. In addition, the proposed is superior with respect to communication and
computation costs as compared to other related schemes proposed in TMIS. Moreover, better
trade-off among security and functionality features, and communication and computation costs
makes the proposed scheme suitable and practical for telecare medicine system environment
as compared to other existing related schemes. To the best of our knowledge, this work is the

first one to realize distributed fine-grained data access control with authentication for TMIS.

1.7 Organization of the thesis

The organization of the thesis is as follows.
In Chapter 1, we discussed various security requirements and functionlity requirements
of the application areas like multi-server environment, crowdsourcing [oT, mobile cloud com-

puting and TMIS. We also discussed on their network models and architectures. We then
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addressed the motivation and objective of the research work. We also summarize the contri-
butions of the research work presented in this thesis.

In Chapter 2, we discuss the mathematical preliminaries used in the thesis. We briefly
present the fundamentals of biometrics verification including biohashing and fuzzy extractor.
We then discuss on Chebyshev polynomial and chaotic map, elliptic curve and its properties.
Next, we discuss on fundamentals of bilinear pairing and attribute-based encryption. Finally,
we discuss the BAN logic and its properties.

In Chapter 3, we give an overview of the related works on user authentication and
access control in multiserver environment, user authentication on crowdsourcing IoT, user
authentication for mobile cloud computing services and fine-gained access control with user
authentication for TMIS.

In Chapter 4, we design a new lightweight, robust and secure user authentication scheme
in multi server environment. In the proposed scheme, at the time of authentication, session
key is established between the respective server and user without involving the RC. The
proposed scheme supports the essential security and functionality features needed for a multi-
server environment. Compared to all recent schemes, the proposed scheme incurs much low
computation and communication overheads.

In Chapter 5, we present a three-factor, extended chaotic map based secure and efficient
remote user authentication scheme for crowdsourcing IoT environment. The proposed scheme
has low computation and communication costs as compared to those for the existing related
schemes. We also introduce an efficient mechanism for revocation of lost smart card of a
legitimate user.

In Chapter 6, we propose a new secure and lightweight mobile user authentication scheme
for mobile cloud computing. The scheme is bassed on cryptographic hash, bitwise XOR and
fuzzy extractor functions only. The proposed scheme supports secure key exchange, and user
anonymity and untraceability properties. No trusted third party like registration center (RC')
is involved during the user login and authentication phases. As compared to existing related
schemes, the scheme has the low communication cost.

In Chapter 7, we propose a novel fine-gained access control scheme with user authenti-
cation for TMIS. The proposed scheme provides group-based user authentication depending
on the access rights provided for the genuine users. The proposed scheme supports user
anonymity, forward secrecy, and efficient password change without contacting the remote

server.

Finally, in Chapter 8 we summarize the work done, highlight the contribution and suggest
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some directions for possible future research work.






Chapter 2
Mathematical Preliminaries

In this chapter, we discuss some fundamental mathematical preliminaries, which are applied to
design and analyze the proposed schemes in Chapters 4-7. First, we discuss on the properties
of one-way hash function in Section 2.1. In Section 2.2, we discuss the fundamental concepts
of biometrics verification using biohashing and fuzzy extractor functions. In Section 2.3, we
briefly describe Chebyshev polynomial and chaotic map along with chaotic map-based discrete
logarithm problem. Elliptic curve and its properties are discussed in Section 2.4. In Section
2.5, we discuss on bilinear map, bilinear pairing and attribute based encryption techniques.
We use the Burrows-Abadi-Needham (BAN) logic to prove the mutual authentication of the
proposed protocols. Finally, in this chapter, we discuss basic notations and logical postulates
of BAN logic in Section 2.6.

2.1 One-way cryptographic hash function

A cryptographic hash function is an algorithm which accepts a variable length block of data
as input and produces a fixed-size bit string as output, known as cryptographic hash value
or message digest. Hash function can be applied to a large set of inputs which will produce
outputs that are evenly distributed, and apparently random. A change to any bit or bits in
input data results, with high probability, in a change to the hash value. The hash functions
are often used to determine whether the data in transit between two communicating entities
in the network have changed or not. Thus, the hash function is used to provide data integrity.

Mathematically, a one-way cryptographic hash function h : {0,1}* — {0,1}' takes an
arbitrary-length input x € {0,1}*, and produces a fixed-length (say, l-bits) output h(z) €
{0,1}!, called the message digest or hash value. The hash function may be the fingerprint of
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a file, a message, or other data blocks, and has the following attributes [189], [191].
e h can be applied to a data block of all sizes.

e For any given input x, the message digest h(x) is easy to operate, enabling easy imple-

mentation in software and hardware.
e The output length of the message digest h(x) is fixed.

e Deriving the input x from the given hash value y = h(x) and the given hash function h(-)
is computationally infeasible. This property is called the one-way property or preimage

resistance property.

e For any given input z, finding any other input y # z so that h(y) = h(x) is computa-
tionally infeasible. This property is referred to as weak-collision resistant property or

second preimage resistance property.

e Finding a pair of inputs (z,y), with  # y, so that h(z) = h(y) is computationally

infeasible. This property is referred to as strong-collision resistant property.
The formal definition of a one-way hash function h(-) is given as follows [175], [190].

Definition 2.1 (One-way hash function). A one-way collision-resistant hash function h :
{0,1}* — {0, 1}! is a deterministic algorithm that takes an input as an arbitrary length binary
string x € {0,1}* and outputs a binary string h(z) € {0,1} of fived-length 1. The formalization

of an adversary A’s advantage in finding collision is as follows.
AdvfASH (1) = Pr((z,2)) <r A:x # 2" and h(z) = h(z)],

where Pr[X] denotes the probability of an event X, and (z,2') +—r A denotes the pair (z,x")
is randomly selected by A. In this case, the adversary A is allowed to be probabilistic and
the probability in the advantage is computed over the random choices made by the adversary
A with the execution time t. An (e,t)-adversary A attacking the collision resistance of h(-)

means that A’s the runtime is at most t and that Adv&’;‘SH(t) <e.

There are many applications of the hash functions, for examples, in the field of cryptology
and information security, notably in digital signatures, message authentication codes (MACs),
and other forms of authentication. Thus, a hash function becomes the basis of many crypto-

graphic protocols. One fundamental property of a hash function is that its outputs are very
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sensitive to small perturbations in its inputs. For example, SHA-1 is a secure hash algorithm
[6]. Quark [20], [21] is a family of cryptographic hash functions proposed recently, which is de-
signed for extremely resource-constrained environments like wireless sensor networks (WSNs)
and radio-frequency identification (RFID) tags. Quark can be used as pseudo-random func-
tion (PRF), message authentication code (MAC), pseudo-random number generator (PRNG),
and key derivation function as other hash functions are also used for these purposes. Thus,
the lightweight hash function, Quark is more computationally efficient as compared to SHA-1.
For better security, SHA-256 algorithm can be also used [01].

2.2 Biometrics verification

In this section, we discuss the following two techniques, which can be applied for biometric

verification purpose.

2.2.1 Biohashing

User biometric data are inherently associated with different types of noises and uncertainties.
Repeated acquisitions of biometric impressions of the same person might have variations up
to some extent. As a result, use of traditional cryptographic hash function (for example,
SHA-1 hash function [(]) over the biometric data may cause a significant change in the result.
Biohashing is a certain class of specially formulated hash function that are invariant to these
subtle changes of input biometrics. In order to resolve the issue of high false rejection problem,
a two-factor authenticator based on iterated inner products between tokenized pseudo-random
number and the user specific fingerprint features was proposed [110]. Biohashing is used to
map a user’s biometric features onto user-specific random vectors to generate a code, called

the BioCode and then discretizes the projection co-efficients into zero or one [110], [134].

Biometric keys, such as iris, fingerprint and palmprint, are now increasingly used in several
authentication protocols due to their uniqueness property [153], [233]. The major advantages
of using the biometric keys are (i) they are extremely hard to forge or distribute, (ii) they are
extremely difficult to copy or share, and (iii) they can not be lost or forgotten as they can not
be guessed easily [55]. Jain et al [101] reported that a biometric verification system may suffer
from (i) false match or false accept problem and (ii) false nonmatch or false reject problem.

They also reported the state-ofthe-art error rates of various common biometric traits [101].
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2.2.2 Fuzzy extractor

Recently, the fuzzy extractor method has been used effectively in extracting biometric key
from a given user biometric input [153], [L86]. The fuzzy extractor takes a biometric feature
input, say B from user and exploits a probabilistic generation function in a permissible error
tolerant manner to generate the unique random string, say « and the auxiliary string, say (.
Further, using a deterministic reproduction procedure, it generates the same original string «,
with auxiliary string 5 and a noisy user biometric B’ that differs from the original biometric
B up to a threshold value [15].

The fuzzy extractor is defined by five tuples (M, A, 7,m,d) along with two algorithms
Gen(-) and Rep(-).

e M = {0,1}" represents a metric space of biometric data points with finite dimension.
The distance function A : M x M — Z7 calculates the similarity between two different

biometric inputs By and By, where Z* represents the set of all positive integers.

A is the length (in bits) of unique string a.

T is the permissible error tolerance.

m is the min-entropy of a probability distribution W on metric space M.

0 is the allowable maximum statistical distance between two probability distributions

(au, B) and (g, B).

The functions Gen(-) and Rep(-) are defined as follows:

o Gen: Tt is defined as («, ) < Gen(B), where a € {0,1}* and B € M such that statisti-
cal distance between the probability distributions («, 8) and (a1, 8), SD({«, 8), (a1, 3))
< ¢. Here, o refers a uniform binary string of length A, where A = m — 2log(3) + O(1)

(691, [153].

o Rep: It is defined as follows: VB € M, VB € M and A(B,B’) < 7 such that if
(o, B) < Gen(B), then o = Rep(B', ).

Suppose T is a string of 2 elements, with k¥ < n. Further, assume that (i) Z.: M — T
is an encoding function (one-to-one), and (ii) Z;: {0,1}" — Z is a decoding function (error
tolerant up to 7 bits). Then Gen(B) outputs a = H(B) and public parameter = B® Z.(«).
Taking noisy biometric B’ and public parameter 3, Rep(B', 3) generates o = Zy(B & ) =
ZaB ®BdZ(a)) = Zy(Z.(a)) = «, if the condition A(B,B') < 7 is satisfied.
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2.3 Chebyshev polynomial and chaotic map

In this section, we discuss Chebyshev chaotic maps and the following two intractable problems.

Definition 2.2 ([113]). A Chebyshev polynomial map T,, : R — R of degree n is defined using
the following recurrence relation:
1 if n=20
T.(z)=1¢ z if n=1
20T, 1(x) — Tho(x) if n>2.
The first few Chebyshev polynomials are given below:
Ty(z) = 22° -1,
Tsz(r) = 4a° — 3w,
Ty(z) = 8a*—8x® +1.
Definition 2.3 ([29], [118]). The Chebyshev polynomials can be alternatively defined as fol-

lows:

{ cos(n - arccos(x)) if x € [—1,1]
T.(z) = .
cos(nd) if ©=cosb,0¢€|0,m],

where the trigonometric functions cos(x) and arccos(z) defined as cos : R — [—1,1] and

arccos : |—1,1] — [0, 7], and the cos(x) function has period 2.

Definition 2.4 (Chaotic property [113]). The interval [—1,1] is invariant under the action
of the map T,:[—1,1] — [—1,1]. Thus, the Chebyshev polynomial restricted to the interval
[-1,1] is the well-known chaotic map for all p > 1, which has a unique absolutely continuous

wmvariant density

dx
71— 22’

with positive Lyapunov exponent A = Inp, where In = log,.

plx)de =

For p = 2, the Chebyshev map reduces to the well-known logistic map.

Definition 2.5 (Semi-group property [1158], [232]). Let r and s be two positive integers and
€ [—1,1]. The semi-group property of the Chebyshev polynomials can be defined as follows:

T,(Ty(x)) = cos(r-cos *(cos(s - cos™'(x))))

|
o

(
0s(rs - cos™'(x))
(

)
(T:(x)).

I
o3
8

r

[
~



40 Mathematical Preliminaries

Bergamo et al. [29] described an attack that allows to compute an integer solution s from

the equation Ty (z) = Ty(z) if both Ty(z) and = (z € [—1,1]) are known by computing

g {arccos(Ts(I)) + 2k7r’ ke Z} |

arccos(x)

where Z is the set of all integers.

Definition 2.6 ([232]). The semi-group property of the enhanced Chebyshev polynomial holds

on the interval (—oo, +00) and is defined as follows:
Tn(x) = 22T, 1 () — Tha(x)  (mod p),
where n > 2, x € (—00,4+00), and p is a large prime number. Obviously,
T,(Ts(x)) = Ths(z) = Ty(T3(2))  (mod p),
where Zy = {al0 < a < p,ged(a,p) =1} ={1,2,...,p—1}.

Definition 2.7 (Chaotic Maps-based Discrete Logarithm Problem (CMDLP) [82]). For any
given x and y, it is computationally infeasible to find an integer s such that Ts(x) = y. The
advantage probability of A to solve CMDLP is given by

AdvGM PP (ty) = PriA(z,y) =r:r € Zy,y=T.(z) (mod p).

Definition 2.8 (Chaotic Maps-based Diffie-Hellman (CMDH) problem [32]). Given a ran-
dom tuple (z,T.(z) (mod p), Ts(z) (mod p)), it is hard for a polynomial time bounded al-
gorithm A to compute T,s(x) (mod p). The probability that A can find the solution of the
CMDHP is defined as follows:

Adv{MP! = PriA(z, T,(z) (mod p), Ty(z) (mod p)) =T,(z) (modp))=r:re Z.

2.4 Elliptic curve and its properties

In this section, we discuss on elliptic curve and its properties. The discussion includes rules

for adding points on elliptic curve and the elliptic curve discrete logarithm problem.
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2.4.1 Elliptic curve over finite field

Let a and b € Z, be two constants, where Z, = {0,1,...,p—1} and p > 3 be a prime number,
such that 4a3+ 270% # 0 (mod p). A non-singular elliptic curve y* = 23+ ax + b over the finite
field or Galois field GF(p) is the set E,(a,b) of solutions (z,y) € Z, xZ, to the congruence

y* =2 +ax + b (mod p)

together with a special point O, called the point at infinity or zero point.

The condition 4a®+ 27b* # 0 (mod p) is the necessary and sufficient to ensure that the
equation 2% + az + b = 0 has a non-singular solution [151]. Otherwise, if 4a3+ 270> = 0
(mod p), the corresponding elliptic curve is called a singular elliptic curve. Let P = (zp,yp)
and @@ = (zqg,yq) be two points in E,(a,b). Then P 4+ @ = O implies that xg = zp and
yo = —yp. Wehave P+ O = O + P = P, for all P € E,(a,b). More precisely, a well-known
theorem due to Hasse asserts that the number of points on E,(a,b), which is denoted by #E,

satisfies the following inequality [189]:

p+1-2/p<H#E<p+1+2p.

In other words, an elliptic curve E,(a,b) over Z, has roughly p points on it. In addition,

E,(a,b) forms an abelian group or commutative group under addition modulo p operation.

2.4.2 Point addition on elliptic curve over finite field

Let G be the base point on E,(a,b) whose order be n, that is, nG = G+ G+ ...+ G (n
times) = O. If P = (zp,yp) and Q = (xq, yg) be two points on elliptic curve y* = z3+az+b
(mod p), with P # —@Q, then R = (zg,yr) = P + @ is computed as follows [117], [189]:

zr = (M —xp—zq)(mod p),
yr = (Mzp—2r)—yp)(mod p),
Y9VP (1110 p), if P
Cherer — { Sy (modp) 6P £.Q
=Ep_re (mod p),if P = Q.

2.4.3 Scalar multiplication on elliptic curve over finite field

In elliptic curve cryptography, multiplication is defined as repeated additions. For example,
if P € E,(a,b), then 5P is computed as 5P =P+ P+ P+ P + P.
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Example 2.2: Consider two points P = (11,3) and @ = (9,7) in the elliptic curve Fy3(1,1)
[52]. All the points of Ey3(1,1) are shown in Table 2.1 as well as in Figure 2.1.

Table 2.1: Points over the elliptic curve Ea3(1,1) (Source: [52]).

(0,1)

(6,4)

(12, 19)

(0,22)

(6,19)

(13,7)

(1,7)

(7.11)

(13, 16)

(1,16)

(7,12)

(17,3)

(3,10)

9,7)

(17, 20)

(3,13)

(9,16)

(18,3)

(4,0)

(11,3)

(18, 20)

(5,4)

(11, 20)

(19,5)

(5,19)

(12,4)

(19, 18)

- ek s e Y ND
W= 0" O) ~N O WO O -
—T T T —r —

Y

i

o o =
—

N

-
N

O = N W &= 0 )~ O
r——————

L

2

X

o 1 2 3 4 5 6 7 8 9 10 11 1213 14 1% 16 17 18 19 20 21 2

Figure 2.1: Example of elliptic curve in case of y* = 2% + z + 1 (mod 23) (Source: [52])

Consider two points P = (11,3) and @ = (9,7) in Ey3(1,1). In this case, P # —Q. In
order to compute R = P 4+ @ = (zg,ygr), we first compute A as

7

-3
A_9—11

(mod 23) = 21.



2.5 Bilinear pairing and attribute-based encryption 43

Thus, xr and yg are derived as

rp = (21> — 11 — 9)(mod 23) = 7,
yr = (21(11 = 7) — 3)(mod 23) = 12.

As aresult, P+ Q = (7,12).

To calculate 2P, we must first derive A as follows:

3(11%) +1
A E (mod 23) =7

Hence, R = P + P = (zg,yg) is computed as

xp = (7 — 11 — 11)(mod 23) = 4,
yr = (7(11 — 4) — 3)(mod 23) = 0,

and, thus 2P = (4,0).

2.4.4 Elliptic curve discrete logarithm problem

Let E,(a,b) be an elliptic curve modulo a prime p. Given two points P € E,(a,b) and
Q = kP € E,(a,b), for some positive integer k, where () = kP represents the point P on
elliptic curve E,(a,b) be added to itself k& times. Then, the elliptic curve discrete logarithm
problem (ECDLP) is to determine k given P and ). It is computationally easy to calculate
Q@ given k and P, but it is computationally infeasible to determine k given () and P, when

the prime p is large [189].

2.5 Bilinear pairing and attribute-based encryption

In this section, we discuss the bilinear pairing along with decisional bilinear Diffie-Hellman
(BDH) assumption. We then discuss on Key-Policy Attribute-Based Encryption (KP-ABE)

[77].
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2.5.1 Bilinear pairing and its computational assumptions

Let G1, G, and G be multiplicative cyclic groups of prime order p. Let ¢g; and g, be generators
of G; and Gg, respectively. A bilinear map is an injective function e : G; x Gy — Gp with

the following three properties:
e Bilinearity : For all u € Gy, v € Gy, a, b € Z,, e(u®,v") = e(u, v)?.
e Non-degeneracy: e(g1,92) # 1, 1 is the identity in Gr.

e Computability : There is an efficient algorithm to compute e(u,v) for each u € Gy
and v € Gs.

We say that G is a bilinear group if the group operation in G; and the bilinear map e :
G1 x G — Gy are both efficiently computable. It is to be noticed that the map e is symmetric

since e(g®, g*) = e(g,9)™ = e(g*, %) [77].

Definition 2.9 (Decisional Bilinear Diffie-Hellman (DBDH) assumption). Suppose
a challenger chooses a,b,c,z € Z, at random. The DBDH assumption is that no probabilistic
polynomial-time algorithm B is to be able to distinguish the tuple (A = g%, B = ¢°, C = ¢°,
Z = e(g,9)™) from the tuple (A = ¢°,B = ¢*,C = ¢°,Z = e(g,g)*) with more than a
negligible advantage [175]. The advantage is then given by

Pr(B(A, B,C,e(g,9)%) = 0] — Pr[B(A, B,C,e(g,9)*) = 0]

where the probability is taken over the random choice of the generator g, the random choice
ofa, b, c, z €Z, [17].

Definition 2.10 (Decisional Modified Bilinear Diffie-Hellman (DMBDH) assump-

tion). Suppose a challenger chooses a, b, ¢, z € Z, at random. The DMBDH assumption

is that no polynomial-time adversary is to be able to distinguish the tuple (A = g%, B = ¢,
ab

C=g% 7Z=c¢lg,g)<) from the tuple (A = g*, B = ¢°, C = ¢g¢, Z = e(g, g)*) with more than
a negligible advantage [175].

2.5.2 Key-policy attribute-based encryption (KP-ABE)

In this section, we discuss the KP-ABE cryptosystem that provides for fine-grained sharing
of encrypted data [77]. The process contains four steps, namely 1) setup, 2) encryption, 3)

key generation, and 4) decryption.
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Let G; be a bilinear group of prime order p of size k, and let g be a generator of G;. In
addition, let G; X G; — G5 denote the bilinear map. Further, assume the Lagrange coefficient
A for i € Z, and a set S of elements in Z, as A s(x) = [];cq5,4 %, where each attribute
has a unique element in Z.

e Setup: Universe of attributes is i = {1, 2, ..., n} and each attribute i € U is chosen
along with number ¢; uniformly at random from Z,. In addition, y is chosen uniformly

at random in Z,. The published public parameters PK are
Tl = gtla cee 77_‘\1/{\ = gt\MI,Y = e(g>g)y7
and the master key MK is t1, ...ty y.

e Encryption (M,~, PK): To encrypt a message M € G, under a set of attributes v, a
random value s € Z, is chosen and the ciphertext is published as:
E=(v,E' = MY* {E; =T} }icy).
e Key Generation (7, MK): The algorithm outputs a key that enables the user to
decrypt a message encrypted under a set of attributes v if and only if 7(y) = 1. The
algorithm proceeds as follows. First, a polynomial ¢, is chosen for each node z (including

the leaves) in the tree 7. These polynomials are chosen in the following way in a top-

down manner starting from the root node r.

For each node x in the tree, the degree d, of the polynomial g, is set to be one less than
the threshold value k, of that node, that is, d, = k, — 1. Now, for the root node r,
set ¢-(0) = y and d, number of other points of the polynomial ¢, randomly to define it
completely. For any other node z, set ¢;(0) = Gparent(z)(index(x)) and choose d, other

points randomly to completely define ¢, .

Once the polynomials have been decided, for each leaf node x, we set the following secret

value to the user:

where ¢ = att(x), and att(x) represents the attributes of z. The set of above secret

values forms the decryption key D.
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Decryption(E, D): Decryption procedure is a recursive algorithm. We first define a
recursive algorithm DecryptNode(E, D, z) that takes as input the ciphertext E = (v,
E', {E;}iey), the private key D (we assume the access tree 7 is embedded in the private

key), and a node z in the tree. It outputs a group element of Gy or L.
Let i = att(z). If the node x is a leaf node, we have:

gz (0)

e(Dy, E;) = elg i ,g%%) = e(g,9)*=0, ifiey

DecryptNode(E, D, x) =
1, otherwise

2.6 BAN logic and its properties

The BAN logic is widely-used tool for analyzing the security of authentication schemes [31].

BAN is a logic of belief. The intended use of BAN is to analyze authentication protocols by

deriving the beliefs that honest principals correctly executing a protocol can come to as a

result of the protocol execution.

The notations used in BAN logic analysis are defined as follows.

P |= X : Principal P believes statement X.

P < X : P sees the statement X.

#(X) : The formula X is fresh.

P |~ X : Principal P once said statement X.

(X,Y): Formula X or formula Y is one part of the formula (X,Y).
P = X : P has jurisdiction over statement X.

(X)y : This represents X combined with the formula Y.

P& Q@ : P and ) may use the shared key K to communicate. K is good in that it
will be known only by P and Q.

X
P = @ : Formula X is a secret known only to P and to @), and possibly to principals

trusted by them. Only P and () may use X to prove their identities to one another.

SK: Session key used in the current session.
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In the BAN-logic based analysis, the protocol is first idealized into messages containing asser-
tions, then assumptions are stated, and finally conclusions are inferred based on the assertions
in the idealized messages and those assumptions. The rules given below describe the main
logical postulates of the BAN logic [341], [193]:

K
P|=Q=P,P<(X) K
PI=Q-X

e Rule 1. MMR (Message-meaning rule)

Rule 2. NVR (Nonce-verification rule) PE#(X),PIZQI-X

® PI=QI=X
coni ; PI=#(X)
e Rule 3. FCR (Freshness-conjuncatenation rule) P=g (1)

Rule 4. JR (Jurisdiction rule) P |EQ:>I§|(’EP)|(EQ|EX _

Rule 5. AR (Additional inference rules) P‘;g)’(y), PTD(QX)’(Y), P';gél(f)’(y), P';gglg)’(y).

The security analysis of an authentication protocol using the BAN logic is done using following

four steps [193]:
e Step 1. Idealize the protocol.
e Step 2. Write assumptions about the initial states.

e Step 3. Annotate the protocol. For each message transmission of the form “P — @ :
M?” in the protocol, assert that () received M.

e Step 4. Use the logic to derive the beliefs held by protocol principals.

It is worth noting that the BAN logic is mainly used in proving the mutual authentication

between two communicating parties in the network.

2.7 Summary

In this chapter, we have reviewed mathematical preliminaries on various topics that have been
used in designing different schemes. These include discussion on one way hash function, fuzzy
extractor techniques for biometric verification, Chebyshev polynomial and chaotic map based
cryptography, elliptic curve cryptography, bilinear pairing, and attribute based encryption.
In particular, we have discussed those cryptographic techniques which are useful to design
lightweight authentication and access control protocols for various applications in wireless

communication in Chapters 4-7.






Chapter 3

Review of Related Works

In this chapter, we give an overview of the related works on user authentication and access
control in mult-iserver environment, user authentication on crowdsourcing Internet of Things
(IoT), user authentication for mobile cloud computing services and fine-gained access aontrol

with user authentication for telecare medicine information system.

3.1 Authentication in multi-server environment

In 1981, Lamport proposed a ground-breaking authentication scheme for a two-party client
server environment [123]. Following this pioneering work, several single server authentication
schemes have been introduced [$1], [94], [121], [195], [211], [220]. Unfortunately, these schemes
cannot be efficiently applied in a true distributed system containing multiple servers as the
users need to remember a specific password for each server and register with them separately.

Recently, various two-factor and three-factor authentication schemes have been designed
for single-server environment. An anonymous two-factor authentication for consumer roaming
service was proposed by He et al. [36]. Khan et al. [111] proposed an efficient chaotic revocable
biometrics authentication scheme with privacy-protecting mechanism. Chaudhry et al. [17]
also proposed an efficient elliptic curve cryptography (ECC)-based biometric authentication
scheme.

In past few years, several two-factor authentication and key agreement schemes have been
proposed for multi-server environment. Depending on the usage of basic cryptographic tech-
niques, existing authentication schemes on multi-server domain can be classified into several
types. First category is based on public-key based authentication schemes. In spite of provid-

ing higher security, these schemes involve higher computation overhead, and thus these are
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inefficient for battery-limited mobile devices. Second category contains authentication scheme
that used ECC scalar point multiplication operation and modular exponentiation operations
[83], [38], [104], [106], [L15], [153], [230]. Third category is based on multi-server authentica-
tion schemes that exploit bilinear pairing operation on ECC [74], [92], [197], [234]. Fourth
category is based on authentication and key-exchange protocols based on Chebyshev chaotic
map based cryptography [93], [109]. Compared to ECC and RSA based schemes, Cheby-
shev chaotic map based schemes are more suitable for devices with limited battery life and
smaller computation power. Final category is based on lightweight hash-based authentication
schemes that use one way hash operations, message authentication code (MAC) and bitwise
exclusive-or (XOR) operations for key establishment [51], [107], [129], [132], [232].

In 2013, Yoon and Yoo [230] developed an ECC-based authentication scheme for multi-
server environment that uses user biometrics and smart card. Kim et al. [115] pointed out
some serious security flaws of that scheme, such as password guessing attack. They devised
an enhanced version of this scheme to remove its security pitfalls. Unfortunately, as pointed
by He [83], both the schemes of Yoon-Yoo and Kim et al. are vulnerable to different attacks,
specially privileged insider and impersonation attacks. Moreover, as both these two schemes
store biometric template in the smart card, if any attacker can obtain the smart card and
launch a password guessing attack, he/she might impersonate the server as a genuine user.

Keeping an aim to remedy the security flaws of the earlier related schemes, He and Wang
[88] proposed a three-factor multi-server based authentication scheme and also analyzed how
the same is resistant to all possible active and passive attacks. However, Odelu et al. [153]
analyzed that He-Wang’s scheme [$8] fails to prevent session specific ephemeral secret key
leakage attack, and as a consequence, it becomes vulnerable to many serious attacks such as
replay attack, impersonation attack, and also fails to support strong user anonymity property.

Table 3.1 contains a summary of literature survey of some state-of-art three-factor user
authentication protocols designed for multi-server environment. This table contains various
relevant protocols with basic cryptographic technique used for authentication purpose, along

with their strengths and weaknesses.

3.2 Authentication in crowdsourcing IoT environment

A detailed survey on IoT and its security aspects can be found in [7%], [95], [227]. The key
components in the IoT are the sensors and smart objects. Integration of the wireless sensor

networks (WSNs) into the IoT environment has been well-studied in the literature [71]. Several
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Table 3.1: Existing three factor user authentication protocols in multi-server environment.

Protocol Cryptographic | Protocol strengths Protocol weakness
primitive
Geng Bilinear 1) pioneer scheme introducing 1) high performance overhead.
et al. [71] pairing user authentication in 2) no formal security analysis.
multiserver environment. 3) no user revocation method.
Yoon 1) involves RC in authentcation, 1) cannot resist masquerade,
et al. [230] ECC 2) exploits EC cryptosystem. privileged insider, password
guessing attacks [115].
Kim 1) security enhancement over [230], | 1) lacking user anonymity.
et al.[117] ECC 2) introduces user biometrics 2) incorrect login and password
in multiserver authentication. change phase [33].
Hsu Chebyshev 1)light-weight & efficient. Uses 1) lacking user revocation
et al. [93] polynomial enhanced Chaotic maps. and dynamic server addition.
Chuang 1) efficient and lightweight 1) prone to server spoofing,
et al. [51] Hash function | 2) apts for real time applications. DoS, user impersonation &
SK-compromise attacks [1414].
Mishra 1) security enhancement over [51], 1) exposed to masquerading,
et al. [114] | Hash function | 2) high efficiency, replay, DoS attacks [133].
3) low performance cost. 2) lacking forward secrecy [201].
Lu 1) provides cryptanalysis over [111], | 1) lacking clock synchronization,
et al. [133] | Hash function | 2) communication is very low, impersonation, man-in-middle
3) computatioin cost is very low. attack, no forward secrecy [164].
He 1) first to use fuzzy extractor 1) involves RC in authentication,
et al. [39] ECC based three-factor user 2) lacking user revocation [153],
authentication in multi-server. 3) temporary key leakage attack.
Li 1) 3-factor authentication with 1) high communication cost.
et al. [13]] ECC MAC & Fuzzy Extractor 2) authentication process has
2) reducible to 2-factor scheme seven message transmission.
Odelu 1) provides cryptanalysis on [88] 1) involves RC in authentication.
et al. [153] ECC 2) highly secure and robust. 2) high communication cost.
3) high computation overhead.
Wang 1) provides cryptanalysis on [144], 1) no user untraceability [167].
et al. [201] | Hash function | 2) very low computation cost, 2) no clock synchronization [167].
3) apts for battery limited device. 3) prone to impersonation attacks.

authentication schemes for WSNs and ToT environment have been proposed |

L B9

)
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In recent past, many smart card and password based two factor remote user authentication
protocols for e-healthcare applications have been also proposed [120], [127]. Unfortunately,
many of them suffer from offline password guessing attack, and lack of user anonymity or smart
card stolen smart attack. Once an attacker obtains the smart card of a genuine user, he/she
can obtain stored information by power analysis attack [112]. It is quite a common tendency
for users to input low entropy and easy-to-remember type identity and password, which gives
an opportunity to an attacker to guess passwords in polynomial time using password guessing
attack [105], [220].

To eliminate the possibility of chosen plain text attack, the researchers used combination
of password and biometric templates along with random nonce as smart card parameters [21],
[55]. Application of user biometrics based schemes can impose more security than traditional
two-factor password based authentication schemes.

Researchers have used various cryptographic operations for achieving user authentication
in e-healthcare service application. These include exponentiation operations of RSA cryp-
tosystem, point multiplication on elliptic curve cryptography, chaotic hash operations using
Chebyshev polynomial, and so on. User authentication schemes based on chaotic maps have
shown better performance as compared to the traditional cryptographic schemes, especially
which use RSA and ECC public key cryptosystems.

Table 3.2 tabulates various recent user authentication protocols designed for e-healthcare
service systems in an [oT environment. The table contains the basic cryptography used
in the protocols, along with brief description about their security pitfalls and functionality

limitatations.

3.3 Authentication in mobile cloud computing environ-

ment

Rapid development and implementation of many services in mobile cloud computing necessi-
tate extensive research on security issues [17], [217], [220], [235], [2306]. Wang and Wang [207]
first attempted to explore the underlying rationales for preserving user privacy property in
two-factor authentication schemes. They pointed out that without any public-key techniques,
it is quite impossible to come up with a privacy-preserving scheme using only lightweight

cryptographic primitives, such as one-way cryptographic hash functions. Wang and Wang
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Table 3.2: Existing user authentication protocols designed for healthcare application in IoT

environment.
Protocol CP Security Security drawbacks and functionality limitations
improvement
done by
Hao et al. Chaotic Lee et al. Violates contributory property of key agreements.
[32] map [126] session key can be formed by server side only.
Guo and Chaotic Lee Violates contributory property of key agreements,
Chang [80] map [126] malicious server can determine session key in advance.
Awasthi et al. Hash Das et al. Lacking user anonymity, incorrect password change,
[24] function [24] fails to preserve session key secrecy.
Chang et al. Hash Das Design flaws in login and password change phase
[39] function [60] prone to privileged, man-in-the middle attack.
Lee et al. Chaotic Li et al. Service misuse attacks for non-registered users
[126] map [127] lack of user identity in authentication process.
Li et al. Chaotic Roy et al. Design flaws in login and authentication phases
[127] map [168] design flaws in password change & DoS attack.
Wen et al. Modular Xie Prone to off-line password guessing attack, and
[72] exponentiation | [222] lack of user’s anonymity & perfect forward secrecy.
Xie et al. ECC Xu et al. Vulnerable to the de-synchronization attack,
[222] [224] the server has too much storage burden.
Jiang et al. Chaotic Mishra et al. Involves security against DoS attack.
[108] map [146] Design flaws in password change phase.
Das Hash Kim and Lee Lack of forward secrecy.
[60] function [116] Vulnerability against lost smart card attacks.
Xu et al. ECC Roy et al. vulnerable to stolen smart card, offline and
[225] [170] online password guessing attack and DoS attack.

CP: the cryptographic primitive used to design the scheme.

[20%] also presented some security failures of previous user authentication schemes. Three
important suggestions made by them while analyzing those user authentication schemes are
as follows [208]: 1) user anonymity preservation with the help of public key techniques, 2)
application of fuzzy-verifier to have trade-off between usability and security, and 3) privileged
insider attack protection using salt values (i.e., random nonces).

Wang et al. [208] suggested some evaluation metrics for designing anonymous two-factor
user authentication scheme and also pointed out how to make an acceptable trade-off among

usability, security and privacy. Huang et al. [97] also suggested that design of password-based
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authentication schemes using smart cards requires the importance to elaborate security models
along with the formal security analysis. Huang et al. [97] also proposed a generic multi-factor
authentication scheme that uses user password, smart-card and biometrics as three factors,
and observed that a stand-alone authentication in which a user can be authenticated correctly,
even if the connection to the remote server is down. Ma et al. [135] highlighted three principles

for designing more robust user authentication schemes.

Huang et al. [91] investigated a systematic approach for authenticating clients using three
factors: 1) password, 2) smart card and 3) biometrics. They proposed a generic and secure
model to upgrade a two-factor authentication scheme to a three-factor authentication scheme.
It is interesting to observe that their conversion not only significantly improved the information

assurance at low cost, but also protected client privacy in distributed systems.

Wang and Wang [209] presented a proposal of a new authentication scheme. It meets
simplicity, practicability, and strong notions. In addition, they provided an adversary model
and a criteria set which can provide a benchmark for the evaluation of current and future two-
factor authentication schemes. Moreover, Wang et al. [203] pointed out that there are at least
seven different attacking scenarios and those attack scenarios may lead to the failure of an
authentication scheme in arriving truly two-factor security. They also conducted a large-scale
comparative evaluation of 26 representative two-factor schemes, and their results synopsis the

request for better measurement when assessing new authentication schemes.

In a distributed mobile cloud computing environment, user mobile devices are quite re-
source constrained in nature and single sign-on (SSO) technique does not provide a practical
solution. Recently, Odelu et al. [156], and Gope and Das [75] proposed secure authentication
schemes for mobile cloud computing. Odelu et al. [156] exploits ECC point multiplication and
asymmetric bilinear pairing operation for authentication and key establishment phase, while
Gope-Das’s scheme [75] is based on hash chain method. In Gope-Das’s scheme [75], a mobile
subscriber is allowed to obtain the ubiquitous services only up to a specific time-period (say
n times), where the access duration strictly depends on the principle that the cloud user has

paid for services.

Table 3.3 contains a summary of literature survey of user authentication protocols tailored
for mobile cloud computing environment. This table contains various relevant protocols along

with their security drawbacks and other functionality limitations.



3.4 Fine-gained access control with user authentication in TMIS

Table 3.3: Existing user authentication protocols designed for distributed mobile cloud com-

puting environment.

Protocol Cryptographic | Security limitations Functionality limitations
primitive
Sun et al. Stolen smart card & replay 1) no multi-server support.
[192] ECC attacks. 2) no efficient password change.
3) no efficient biometric change.
Yoon and Yoo Ephemeral key leakage, 1) high computation.
[230] ECC stolen smart card, 2) no user anonymity.
& privileged insider attacks. | 3) no formal security proof.
He and Wang DoS, impersonation, 1) high computation &
[88] ECC & strong replay attacks. communication costs.
2) lack of session key security.
Shen et al. Lack of session key security, | 1) high computation.
[183] ECC ephemeral secret key leakage | 2) no user anonymity.
attack. 3) lack of secure authentication.
Tsai and Lo Bilinear User impersonation & server | 1) high computation.
[194] pairing impersonation attacks. 2) lacks strong user anonymity.
3) no efficient password change.
Li et al. Offline password guessing, 1) no efficient password change.
[128] ECC privileged insider & stolen 2) no efficient biometric change.
smart card attacks.
Tseng et al. Bilinear No user credential’s privacy, | 1) lacks session key security.
[196] pairing does not provide user 2) lacks strong user anonymity.
untraceability 3) lacks efficiency in login phase.
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3.4 Fine-gained access control with user authentication
in TMIS

Over last few years, researchers have developed numerous password based authentication
schemes using smart card in the field of TMIS [153], [205], [206]. Along with this, to ensure
security and authorized communication, some biometrics or chaotic map based schemes are
also developed that provide user anonymity, uniqueness and privacy. Biometric based remote
|. These

schemes can resist stolen smart card attack, off-line password guessing and impersonation

user authentication schemes are introduced in TMIS to provide enhanced security |
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attacks.

User anonymity preserving scheme with dynamic ID based authentication was proposed
for TMIS by Chen et al. [19]. A series of enhanced anonymity preserving authentication
schemes have been proposed in order to provide better security to the system and also to

withstand security drawbacks of the earlier schemes [39], [60], [205].

Chaotic map and chaotic hash function based user authentication scheme with key agree-
ment scheme using smart card was proposed by Guo and Chang in TMIS environment [30)].
To enhance its security, functionality and performance related to computation and efficiency,
several chaotic map based user authentication schemes with smart card have been proposed
[60], [80], [108], [127], [146].

Session key agreement with mutual authentication between a user and the medical server
is essential for future secret communication of data in a telecare system. Very recently,
researchers have developed authentication schemes with secret shared session key security
59], [80], [108], [143].

Fine-grained access control systems assign unique access privilege to a particular user and
allow flexibility in specifying the access rights of individual users. Though several techniques
are known for implementing fine-grained access control in different fields, little attention has
been received so far to implement it in the field of medical telecare and health sector with

proper authentication.

Shamir [181] and Blakley [30] introduced a tree access structure based cryptographic tech-
nique known as secret-sharing schemes. Sahai and Waters proposed Fuzzy Identity-Based
Encryption (FIBE) [173] that introduced another cryptographic primitive, called attribute
based encryption (ABE). The root idea of FIBE comes from the seminal work of Identity
Based Encryption (IBE) proposed by Shamir [I51], and it is also based on several primitive
works of IBE [31], [53].

A much enriched form of ABE, called Key-Policy Attribute-Based Encryption (KP-ABE)
was developed by Goyal et al. [77] to achieve fine-grained access control of encrypted data.
Their scheme uses the concept of bilinear pairing based cryptographic primitives. Yu et
al. proposed a scheme to implement the idea of KP-ABE into the field of WSN [231]. Yu
et al.’s scheme exploits the fundamental cryptographic concepts of KP-ABE technique [77].
Chatterjee and Roy then proposed fine-grained user access control scheme with attribute based
encryption using elliptic curve cryptography for hierarchical WSN [13]. KP-ABE techniques
are also used in various applications like cloud security [124], [172], enterprise class applications
[172] and WSN security [13], [118], [172].
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Chatterjee and Das [10] proposed a novel ECC-based user access control scheme with
attribute-based encryption. Recently, Chatterjee et al. also designed two fine grained access
control schemes for secure data access in cloud networks [12] and enterprise class applications
[11]. In addition, Odelu et al. proposed a privacy-preserving three-party authentication
suitable for battery-limited mobile devices [151]. Generally speaking, these schemes aim to
achieve fine grained data access control over user data, but they do not provide proper user

authentication as well, which is extremely required for TMIS based applications.

Figure 3.4 shows how fine-grained access control (FGAC) models have evolved in vari-
ous applications of wireless communications. The table shows the techniques used and the

limitations/drawbacks of existing state-of-art protocols for fine-grained data access control.

Table 3.4: Evolution of fine-grained access control (FGAC) schemes and their properties.

Author & Protocol name Protocol properties (strengths & limitations)

Year

Shamir Identity-based 1) Introduces a novel cryptographic concept called IBE.
[181] (1984) encryption (IBE) 2) Public keys are an arbitrary string, like email, date etc.
Sahai and Fuzzy Identity 1) Fuzzy IBE can be used for “attribute-based encryption”.
Waters [173] | based encryption 2) Exploits identity-based encryption using user biometric.
(2005) (FIBE) 3) Attributes in user’s identity forms user private key set.
Goyal Key-policy attribute | 1) Provides fine-grained sharing of encrypted data.

et al. [77] based encryption 2) Provides user collusion resilience.
(2006) (KP-ABE) 3) Encryption-decryption using attributes & access tree.
Realizes distributed FGAC for WSNs.

)
)
)
)
)
)
)
)
)
[77] (2011) control for WSNs 2) Exploits ABE, tailors, and adapts it for WSNs.
)
)
)
)
)
)
)
)

Yu et al. Fine-grained access | 1

Ruj et al. Distributed FGAC 1) Distributed FGAC with multiple trusted authorities.

[172] (2011) | for WSNs 2) Supports user join, revocation, and change of access tree.

Chatterjee | User access control | 1) Novel ECC-based user access control scheme with ABE.
and Das [10] | using ABE 2) Avoids bilinear pairing in data encryption & decryption.

(2015) 3) Low performance overhead compared to related schemes.

Chatterjee | FGAC for wireless 1) It is the first FGAC scheme in a large-scale WBAN.

et al. [11] body area network 2) Supports dynamic node, user addition and revocation.

(2018) (FGAC-WBAN) 3) Computation and communication costs are quire low.
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3.5 Summary

In this chapter, we have presented an overview of state-of-art of the related works in the
areas of multiserver authentication in wireless medium, authentication in crowdsoucing loT
environment, authentication in mobile cloud computing environment and fine-gained access
control with user authentication in e-healthcare system. However, it is noted that most
schemes proposed in the literature are either vulnerable to different attacks or they require high
computational overheads. This literature survey guides us to find out merits and demerits of
existing protocols and motivates us to propose more efficient, secure and lightweight protocols

in the aforementioned application areas.



Chapter 4

Biometric-Based User Authentication

for Multi-Server Environment

The existing schemes in multi-server authentication proposed in the literature involve high
computation overhead as they are based on expensive elliptic curve scalar multiplication and
modular exponentiation operations. All the existing schemes involve the trusted registration
center (RC') in both the login and authentication phases, which can be avoided in the designed
scheme in multi-server environment. This motivates us to design a new lightweight, robust
and secure scheme in multi server environment in this chapter. A multi-server authentication
scheme also faces several challenges. The designed scheme should avoid multiple registrations
for the individual servers. The servers or the RC' must not store any verification or password
table in order to avoid the stolen verifier attack. Furthermore, the designed scheme supports
high scalability with dynamic servers and users joining, and revocation.

In this chapter, we aim to propose a new biometric-based authentication mechanism using

Chebyshev chaotic map.

4.1 Research contributions

The research contributions in this chapter are discussed as follows.

e We propose a biometric-based authentication scheme using Chebyshev chaotic map,
which offers smaller key size, faster computation and higher efficiency for multi-server

environment.

e The proposed scheme does not require to maintain any kind of identity-verification table
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for identity or password verification which preserves user anonymity property.

e In the proposed scheme, at the time of authentication, a session key is established
between the respective server and user without involving the RC'. This significantly re-
duces the communication cost and makes the authentication process faster and efficient.
However, the existing schemes involve the RC' for establishing secret session keys at the

time of authentication.

e The rigorous formal security analysis using the widely-accepted Real-Or-Random (ROR)
model and BAN logic, formal security verification using the popular AVISPA tool as well
as informal security analysis show the robustness of the proposed scheme against various

well-known attacks.

e The proposed scheme supports the security and functionality features including efficient

password change phase, re-registration phase and dynamic server addition phase.

e Compared to the existing recent related schemes, the proposed scheme incurs the low
computation and communication overheads. Therefore, the proposed scheme is very

suitable for resource constrained and battery powered devices.

4.2 Threat model

We assume that in multi-server authentication, the end-points entities cannot in general be
trustworthy, and also communication happens through insecure public channels as per the
Dolev-Yao threat model (DY model) [70]. Under the DY model, an adversary not only can
eavesdrop the messages, but also can modify, delete or change the contents of the messages
being transmitted over the insecure channels.

We further assume that smart card is not tamper resistant. So, an attacker can retrieve any
critical information stored in smart-card using sophisticated power analysis attacks [119], [112],
[157]. Power analysis is a form of side channel attack in which the attacker studies the power
consumption of a cryptographic hardware device (such as a smart card, integrated circuit).
The attack can non-invasively extract cryptographic keys and other secret information from
the device. Power analysis attack is of two types, namely, 1) simple power analysis (SPA)
involves visually interpreting power traces, or graphs of electrical activity over time, and

2) differential power analysis (DPA) is a more advanced form of power analysis which can
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allow an attacker to compute the intermediate values within cryptographic computations by

statistically analyzing data collected from multiple cryptographic operations [119].

Table 4.1: Notations used in the proposed scheme.

Symbol Description

RC Registration center

S; g server

SID; Identity of server S;

xj Master secret key of \S;

U; it" user

IDy, Identity of the i** user, U;

T.(+) A Chebyshev polynomial

H() A one way cryptographic hash function

BH(-) A secure biohashing function

Ex(-)/Dg(-)  Symmetric encryption/decryption using key k

n Number of users in the system

m Number of servers initially in the system

m’ Number of servers added later in the system (m’ << m)
||, @ Concatenation and bitwise XOR operations, respectively
A — B: (M) Entity A sends message M to entity B via open channel
ATS Maximum transmission delay

4.3 The proposed scheme

The notations listed in Table 4.1 are applied to describe the proposed scheme. The various

phases related to the proposed scheme are given in subsequent sections.

e Registration phase: It is composed of user registration phase as well as server reg-

istration phase. In user registration phase, user U; delivers his/her secret credentials

to the RC. The RC further selects master key and other secret parameters for Uj;

and loads necessary information into his/her smart card. In server registration phase,

each server S; sends its identity to the RC. The RC' selects master secret key for S,
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computes Chebyshev polynomials, and finally loads necessary information in S;. All

communications are executed only once in offline mode.

Login phase: This phase takes identity, password and biometric from U; and exploits
user smart card data to checks if he/she is a registered user or not. If verification is

successful, U; sends login request message to the intended server S; via a public channel.

Authentication and key establishment phase: In this phase, U; and S; mutually
authenticate each other and establish a shared session key for future message commu-

nication over a public channel.

Password and biometric change phase: In this phase, U; can update his/her existing
password PW? to a new password PW/" freely and completely locally without any

involvement of the RC'.

Dynamic server addition phase: This phase describes the method for adding a new
server into the existing network. An efficient remote multi-server authentication scheme
should be highly scalable, that is, it should be able to add new servers into the existing

network.

User revication and re-registration phase: In case a user’s smart-card is lost or
stolen, the proposed scheme keeps the provision for revocation and re-registration of
U; with the same user identity. For this purpose, U; has to revoke his/her account
and re-register without changing identity. This phase describes the revocation and re-

registration of a legal user.

4.3.1 Registration phase

Thus, a genuine user needs to submit physically all the registration parameters to the trusted

registration center (RC'). Moreover, for any practical scenario, a genuine user first physically

submits all his/her credential details, and only after verification of all those details, a successful

registration happens.

1) Server registration

The RC' performs the following steps in offline:

e Step SR1: The server S; chooses its unique identity /Ds, and sends it to the RC

through a secure channel.
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e Step SR2: The RC randomly selects a master key x; for each server S;. Next, RC
selects Ky and K, randomly in the interval (—oo,+00) for all registered servers and
registered users, respectively. For each server S; in the system, RC computes Chebyshev
polynomials T, (K) and T, (K,) using master key z;. Note that the computed keys
T,,(Ks), T;;(K,) and x; are secretly shared between the respective server S; and the
RC.

e Step SR3: Finally, the RC loads the following information into each server {S; |
Jj=12,...,m}: (i) its own identifier I Dg,, (ii) Chebyshev polynomial T, (K), (iii)
Chebyshev polynomial T, (/) and (iv) master secret key ;.

The server registration phase is summarized in Figure 4.1.

2) User registration
The RC' executes the following steps in offline for each user U;:

o Step UR1: U; selects identity I Dy,, password PW; and imprints personal biometric
impression B; at the sensor of a particular terminal or mobile device. Moreover, U;
selects a random secret number R;. Next, U; computes the masked identifier ID; =
H(IDy,||R;||T;), where Tj is the registration timestamp of U;. Using a secure biohashing
function BH(-) and biometrics B;, U; computes b; = BH(B;). Finally, U; computes a
masked password RPW; = H(ID;||PW;||bi||R;), K; = H(b;||R;||ID;) and C; = R; &
H(b;||I Dy, ||PW;). U; sends (ID;, T;, K;, C;, RPW;) to the RC' through a secure channel.
It is worth noting that one can also apply the fuzzy extractor technique for biometric

verification purpose as explained in Remark 4.4.

e Step UR2: On receiving user parameters, RC' selects randomly a master key x; for
each user U;. Next, for each user U;, RC selects a variable K,,, € (—oo, +00), computes
Chebyshev polynomials T, (K,,) and T, (K,), where K,, € (—o0, +00) is common for all
registered users. Moreover, RC generates parameters SK; = K;®x;, P = K;® H (24| K;)

and A; = H(IDy,|| RPW|| T;|| T, (Ky,) ||2:]|P)-

e Step UR3: RC loads the following information into each U;’s smart card (i =
1,2,...,n): (i) user masked identity I D;, (ii) registration timestamp 7, (iii) hash value
A;, (iv) Chebyshev polynomial T, (Ky,), (v) C;, (vi) SK;, (vii) P, (viii) Chebyshev
polynomial T, (K,) and (ix) m + m/ server key-plus-id combinations {(/Ds,, T, (K))
[ 1<j<m+m'}.
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Server S;

Registration Center RC

Select server id I Dg; .
{IDs;}

(secure channel)

Store received parameters

into server memory.

Select x; for server S;, K.
For S;, compute T, (K)
and T, (K,).

{IDS]- 7sz (KS)vTIj (Ku)7Ij}

(secure channel)

User U;

Registration Center RC

Input IDy,, PW; and B,;.
Select random secret R;.
Compute

ID; = H(IDy,||Ri||T3).
Compute b, = BH(B;),
RPW,; = H(ID;||PW;||bi]| R:),
Ki = H(bi||Ri||1D;),
C; = R; ® H(b;||1 Dy,

PW)).

Send (Uh;, Ur;, ID;) to servers.

{IDi, T, K;,Ci ,RPWi}

Select z;, K,, and compute
To,(Ku,)s T (Ku),

SK; = K; ® x;,

P = K& H(z,||K;),

A; = H(IDy,|[RPW|[T}|

(secure channel)
Lo (Kuo)|i] [ P).

{-[D’w ﬂ) Ai) Twl(Ku1)7 SK%) C’i7
TI»L' (Ku)er(IDS]- 7sz (KS))}

(secure channel)

Figure 4.1: Server and user registration phases of the proposed scheme.

e Step UR4: After successful registration of each user U;, the RC' computes Uh; =
H(T,,(Ky,) ||Ur;) and sends Uh;, Ur; and ID; to each server S; for each user U;. Each
server S; also maintains a database for all registered users, where every record contains
(Uh;, Ur;, ID;) corresponding to each U;.

After registration, RC' keeps only user masked identifier I D; and registration timestamp
T; for each user U; with a unique user registration number Ur;. This unique Ur; is also

given to U; for future reference. All other information are deleted from its memory. The user
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registration phase is summarized in Figure 4.1.

Remark 4.1. In the user registration phase, a user’s smart card needs to store various pa-
rameters as explained in Step URS3. We consider an experimental scenario that comprises of
20 initial servers and 20 additional servers. We find that the smart card storage overhead is
(21124 42L) bits, where L is the size required to store a Chebyshev polynomial (in bits). The
standard smart cards, such as integrated circuit processor cards, have maximum data capac-
ity of 8 Kbytes with 8-bit processor [S]. In this case, such smart cards can store 8 x 8 x 210
bits = 65536 bits, which is much larger than space required by the proposed scheme. So, the

required parameters can be easily stored in the user smart card’s memory.

Remark 4.2. If an adversary A obtains or steals a genuine user’s smart card, he/she may
attempt to change smart card parameters, such as SK; and C; which store hash values of I Dy,
PW; and B;. In this situation, the RC' uniquely identifies the corresponding user by checking
his/her credentials. Finally, the RC' can provide a new smart card to the genuine user. Note

that this case is also applicable when a genuine user forgets his/her password completely.

4.3.2 Login phase

U; performs the following steps in its local system for login purpose:

e Step L1: U, gives his/her identity IDy,, password PW; and personal biometric im-
pression B;, and computes b; = BH(B;), where BH(+) is a secure biohashing function.
Using the smart card parameter C;, U; further computes R, = C; @ H(IDy, ||PW; ||b;)
and masked identifier ID; = H(IDy,|| R; ||T;), where T; is the registration timestamp

collected from his/her own smart card.

e Step L2: Next, U; (smart card) computes masked password RPW/ = H(ID}|| PW,||
bi|| R:). Applying smart card parameter SK;, U; computes x;, = H(b;|| R;|| ID})®
SK;. Finally, using the smart card stored parameters T,,(K,,) and P, U; calculates
Al = H(IDy, ||RPW! ||T;|| Ty, (Ku,) ||2}||P), and then matches it with the stored A;. If
Al = A;, we ensure that U; has entered correct id, password and biometric information

to successfully login to the system.

e Step L3: U, selects any particular server S; with which he/she wants to establish
a session. Then U; computes Ky = PO H(x;|| H(b|| Ril| 1D;)), Tk, = Ty, (T, (Ks)),
T,,(K,) and Ky = H(T,,(K,)||ID;||IDs,||T'S;) where T'S; is U;” current time stamp.

i
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e Step L4: Uj; selects random nonce RN; and prepares the message M, = {ID;, I Dsg,,

Ex,(IDi|| IDs; || Ti || Ty (K| Ty (B) (| T, (Ku,) ||[RNG||KG), TSi, H(EG|| TS[[1D;
[IDs,|| RNi|| Ty, (Ku)|| Tk, )} and sends the login request message (M) to S;.

The login phase is summarized in Figure 4.2.

4.3.3 Authentication and session key establishment phase

The following steps are executed in this phase:

Step AK1: S, receives message (M;) and verifies if | T'S; —T'S} | < AT'S;. Here, T'S} is
the current system timestamp of S; and AT'S; is the maximum transmission delay. If this
condition is satisfied, using stored parameters (T,(K,), IDg;) and received parameters
(TS, I1D;), S; computes K| = H(T,,(K,) |[ID; ||IDs, ||T'S;).

J

Step AK2: Using the computed key K7, S; decrypts Eg, (ID; |[IDs; ||Tk, ||T:,(Ks)
T2, (Ku) [|Te,(Ky,) ||RN; ||K;) and obtains parameters ID;, IDs,, Tk, T, (Ks),
T,.(K,), Ty.(K.,), RN; and K.

Step AK3: Using received parameter T}, (K,,), S; finds out the corresponding stored
parameter Ur; for respective ID; and computes Uh; = H(T,,(K,,) ||Ur;). If Uh; is
found in the database record, S; proceeds further. Otherwise, S; discards the user login

request and sends a deny message to Us;.

Step AK4: Next, S; computes H(K;|| T'S;|| 1D;|| IDs,|| RNy|| T;,(K.) ||Tk,) and
compares it with the received hash value. If both values match, S; computes T =
T,;(Ty,(K,)) and matches it with received Tk, . If T is equal to Tk, , S; authenticates

Ui as a genuine user. Otherwise, S; terminates the process.

Step AKS5: After successful authentication of U;, S; computes Tk, = T, (T%,(K.y,;)),
Y = K; ® Tk, and Ky = H(T,,(K.y,) ||[IDs; ||IDs|| T'Si|| T'S;|| RN;|| Tk,). Here, T'S;

i

is the current time stamp of Sj. S; then computes Ty, = Ty, (1%, (Ky)).

Step AKG6: S; generates message My = {ID;, IDs,, Ex,(ID; |[IDs, ||Y |[T,;(Ky)
|1BN; [|Tx,), T'S;, H(TS; |[T'S; ||[RN; [|[RN; [|Y |[Tie, |[T2,(Ky)) and sends message
(Ms) to U; via a public channel. Finally, S; generates the session key SK;; = H(ID;]|
LD, || TSi|| T'S;l| RNi|| RNj|| Tie, [[Tie, || T )-
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User U;

Server S ‘

Insert smart card and input IDy,, PW; and B;.
Compute (i) b; = BH(B;).

(i) R; = C; ® H(I Dy, |[PW;l[b;)

(iii) 1D = H(I Dy, | RIT:)

(iv) RPW] = H(ID;||PWi[bi] | ;)

(

(

v) @y = H(b||R}||ID;) & SK;

vi) Aj = H(I Dy, ||[RPW|| T[T, (Ku,) || | P).-

Verify A, = A

[accept /reject]

Compute (i) Tk, = 1%, (Tgcj(Ks))7

(i) K1 = H(Ty,(K,)[[1 D[ |1 D, ||T'S:),

(ili) Ks = P & H (|| H (bi|| Ri| |1 D;)),

M, = {IDZ‘,IDS],,EK1 (IDiH[DSjHTKlHTzl(Ks)

T, (B )| T, (B, )| [ RING || H (b | Rs [ 1Dz), T'Si, H (H (bs]|

Ri|[ID)|| TS| |1 D3| Ds, || RN3|| T, (Ku)|| T, ) }-
{M}

(public channel)

Receive message {Ms}.
Verify if | T'S; — T'S; < AT'S;?
[accept/reject]

Compute Ky = H(T,,(Ky,)

Ci

D, |TDATSH TS, || RN).
Using K, decrypt encrypted message.

Retrieve Ty, = H(b||R;||ID;). @Y

Compute Ty, = Ty, (Ty, (Ku))-

Verify if Ty, = Tk,”?

If verification holds, U; authenticates server S;.
Generate SKy; = H(ID;||1Dg,||TS;||TS;||RNs||RN;||
T | T, 1 T%,)-

Receive message { M }.

Verify if | T'S; — TS < ATS;?

[accept /reject]

Compute K = H(Ty;(K,)|[IDi||IDsg,||TS;).

Using K7, decrypt ID;, IDs,, Tr,, Ty, (Ks), Te, (Ku)-

Compute H(H (b;||R;||1D;)||TS||ID;||I1Ds,||RN||

T, (K|,

Search (i) pair (ID;,Ur;) in server database,

(ii) parameter Uh; = H(T,,(K,,)||Ur;) in database.

Verify computed and received hash values.

[accept/reject]

Compute Ty, = Ty (T, (K5)).

Verify if Ty = Tk, ?

If verification holds, S; authenticates U;.

Compute

() T, = Toy (T (K ),

(ii) Y = H(bi||Ri|| I D;) © Tk,

(iif) Ky = H(T, (Ku )| Dg, [[I D] [T'Si| | T'S; || RN:|[ Tk, ),

(iv) Tk, = T, (T, (Ku))-

Generate My = {ID;, IDs,, Ex,(ID||IDg, |[Y||Ts, (K..)

RN, [Tic,) TSy, HORN,| TS,V ||Ties|[Te, (K)) -
(M}

(public channel)

Generate SK;; =
Ti, 1Tk, [| Tk, )-

H(ID,||I1Ds,|TS/||TS,| | RN, RN, |

Figure 4.2: Login and authentication & key establishment phases of the proposed scheme.
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e Step AKT7: After receiving message M, from S;, U; first checks whether | T'S; — T'S¥ |
< ATSj holds or not. Here, T'S} is the current system timestamp of U;. If this
condition holds, U; computes Ky = H(T,,(K.y,) |[IDs; ||[ID; ||T'S; [|T'S; [|[RN;) using
its own parameters and received server timestamp 7'S;. Followed by this, U; decrypts
the encrypted message Ex,(ID; ||[IDs, |[Y ||Ty;(K.) ||RN; ||Tk,) using the computed
K5, and retrieves the encrypted parameters. Moreover, U; computes Ty, = K; @Y and
Ty, = Ty, (Ty; (Ky)). If the condition Ty, = Tk, holds, U; authenticates S; successfully.
Finally, U; generates the same session key SK;; = H(ID; ||IDg, ||T'S; ||T'S; ||RN; ||RN;

[Tk, ||Tk, ||Tk,) for future message communication with Sj.
This authentication and session key establishment phase is summarized in Figure 4.2.

Remark 4.3. In the proposed scheme, the registration center RC'’s involvement is only needed
to load the necessary parameters in the servers and users’ devices during the registration phase.
Thus, the need to involve the RC' during the login and authentication phases is not required
in the proposed scheme. On the other hand, existing related schemes proposed in multi-server
environment involve the RC' in the login and authentication phases, where the communication
between a server S; and the RC, and between the RC and S; take place. The proposed scheme
requires only two messages communication between a user U; and S;, and between S; and
Ui, each of them needs only 640 bits (see Table 4.4). Furthermore, compared to other related
existing schemes, the proposed scheme involves minimum communication and computation

overheads (see Tables 4.4 and 4.6).

4.3.4 Password and biometric change phase

In this phase, a user U; can update his/her existing password PW?!? to a new password PW/®
freely and completely locally without any involvement of the RC'. For this purpose, he/she

performs the following steps:

e Step PB1: U; inputs his/her smart card into the card reader of a specific terminal
and inputs identity IDy,, password PW?4 and personal biometrics B#?. The smart
card computes b; = BH(B??), R, = C; ® H(IDy, ||PW; ||b;), masked identifier 1D} =
H(IDy| R, ||IT), RPW! = H(ID!|| PWil| bl| RY), 2, = H(bi|| Rl ID)@® SK; and
Al = H(IDy, ||RPW] ||T;|| T.,(Ky,) ||zi||P). If A, = A;, login is successful.

e Step PB2: After successful login, U; provides his/her new changed password PW®

and imprints new biometrics B*". After that the smart card computes b =
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BH(B"), G = R; @ H (b || Dy, || PW;), RPW] = H(ID; |[PW e [[bf || Ry),
and A7 = H(I Dy, [[RPW] |IT; ||T:,(Ky,) ||z ||P).

e Step PB3: Finally, A; and C; are replaced with A" and C"*" into smartcard’s mem-

ory, respectively.

The password and biometric change phase is summarized in Figure 4.3.

User (U;) Smart card of U;

Insert own smart card into card reader.
Input I Dy, and old password PW2l.
Imprint personal biometrics B¢,
Calculate b; = BH(B%).
R, = C; ® H(I Dy, |[PW; ||b;).
ID; = H(IDy,|| R} ||T;).
RPW! = H(ID;|| PW,|| b|| RY).
x, = H(bj|| Rl|| ID})® SK;.
A = H(I Dy, ||[RPW] ||T|| Ty, (Ky,) [|2]|P).
Verify the condition A; = A;,

If verification holds

Allow U; to enter new password PW/".
Input new changed password PW/“".
Input new biometrics B**".
Calculate new b = BH (B!*"),
Cpew = R, @ H(b"|[IDy, || PWper).
RPW{ = H(ID; [[PWe |[bp || R).
Ape = H(IDy, ||[RPW] ||T} ||Th,(K.,) |12 1P).

Replace A; with A7 in its memory.

Replace C; with C7*" in its memory.

Figure 4.3: Password and biometric change phase of the proposed scheme.

Remark 4.4. A fuzzy extractor contains the following two procedures:

e Gen: It is probabilistic fuzzy generator function which takes user’s personal biometrics,
say B; as input and outputs a pair of biometric secret key b; and a public reproduction

parameter T; as Gen(B;) = (bi, 7).
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e Rep: It is a deterministic fuzzy reproduction function which takes user’s biometrics B
and T; as inputs and recovers the original biometric secret key b; = Rep(Bi, 7;) provided
that the Hamming distance between the current biometrics B and previously registered

biometrics B; 1s less than an error tolerance threshold value, t.

If we use the fuzzy extractor in place of the biohashing function BH(-), we need the fol-

lowing modifications in the proposed scheme:

(i) During the user registration phase (Step UR1), U; needs to compute Gen(B;) = (b;, ;).
In Step URS3, the RC also needs to load Gen(-) and Rep(-), 7; and t in each user U;’s

smartcard.
(ii) During the login phase (Step L1), U; needs to calculate b; = Rep(B;, ;).

(iii) During the password and biometric update phase (Step PB1), the smartcard needs to
compute b; = Rep(B&?, 1;). In Step PB2, the smartcard also needs to compute b?*® and
T as Gen(B!"W) = (b, 7). In addition, Gen(-), Rep(-) and t are required to

store in the memory of the smart card. Furthermore, T; needs to be replaced by 1" in

the smartcard’s memory.

4.3.5 Dynamic server addition phase

An efficient remote multi-server authentication scheme should be highly scalable, that is, it
should be able to add new servers into the existing network. In this phase, we describe the

method for adding a new server into the existing network.

e Step D1: Whenever a new server .S; is deployed into the network, prior to deployment
the RC assigns a unique identifier /Dg, and master secret key w; to it. Next, the RC
computes the Chebyshev polynomial T}, (K) and loads master secret key x; and T, (/)

in the memory of 5.

e Step D2: After deployment of S;, the RC informs the users U; about addition of S;.
Thus, it is noted that no other information is required to store in the user’s smart card

regarding addition of servers.

The dynamic server addition phase is summarized in Figure 4.4.
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Remark 4.5. In many situations, revocation of an existing server may be essential. For revo-
cation of a server S, the RC needs to simply inform the revoked server’s identity (IDg;) to all
users in the system, and also requests them to delete key-plus-id combination (IDs;, T, (K))

from their smart cards.

User (U;) Registration center(RC) New server (.5;)
PRIOR TO SERVER DEPLOYMENT
Assign

unique identifier I Dg_,
master secret key z;.
Compute
Chebyshev polynomial T, (K).
{z;, To, (Ko)}
(secure Channel)

AFTER SERVER DEPLOYMENT

Load {IDs;, z;, T.,(K)}

into its own memory.
{IDs;,Tu; (Ks)}

N
(secure channel)

Store {IDg;, T,,(Ks)}

into smart card.

Figure 4.4: Dynamic server addition phase of the proposed scheme.

4.3.6 User revocation and re-registration phase

As the user smart card may be lost or stolen any where any time, user revocation and re-
registration is essential for any smart card based authentication scheme. In case a user’s
smart-card is lost or stolen, the proposed scheme keeps the provision for user revocation and
re-registration of that user U; with the same user identity. For that, user has to revoke his/her
account and re-register without changing identity I Dy;,. For revocation, user needs to provide
his/her all authorized documents like PAN card, date of birth, passport etc. Here, we describe

the revocation and re-registration phase as follows.

e Step Rel: For revocation, the RC securely sends a user revocation message containing
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Uh;, Ur; and ID; to each server for each revoked user U;. After receiving this message,

server simply puts a revocation flag for that user in its registered users database.

o Step Re2: At the time of authentication during Step AK3, if server finds the computed
Uh; has been notified by revocation flag in registered users’ database, server discards

the user authentication request message with a deny message to the corresponding user.

e Step Re3: If any genuine user wants to re-register with the same identity, the RC first
verifies I D; by computing the user identity I Dy, and the old registration timestamp 7;
for U;. If it is valid, the RC' executes the registration phase to reactivate the account of

U..

The user revocation process as well as user re-registration process are summarized in Figure
4.5.

4.4 Security analysis

In Section 4.4.1, through the formal security using the Real-Or-Random (ROR) model, we
prove the semantic security of the proposed protocol. The mutual authentication proof be-
tween a user and a server in the proposed protocol with the help of widely-used BAN logic [31]
is done in Section 4.4.2. In Section 4.4.3, we provide the informal security analysis to show
that the proposed protocol prevents other known attacks. Furthermore, in Section 4.5 we sim-

ulate the proposed scheme for the formal security verification using broadly-accepted AVISPA

tool [22] to show that the proposed scheme is secure against replay and man-in-the-middle
attacks.
Wang et al. [201] reviewed several anonymous two-factor authentication schemes and

then pointed out that under the current widely accepted adversarial model, certain goals are
beyond attainment. They further observed that the widely used formal methods including
random oracle model and BAN logic can not capture some structural mistakes, and hence,
guaranteeing the soundness of authentication protocols still remains an open issue. Due to
such important observations in their analysis, it is necessary to have all the formal security
analysis, BAN logic analysis, informal security analysis and formal security verification of the

proposed scheme so that the designed schemes can achieve high level security.
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Registration center(RC') Server (S;) Revoked user (U;) ‘
USER REVOCATION PROCESS

User revocation message
{U}'Lz,UT“IDZ}

(secure channel)

Put revocation flag
in server database
against U;.

User login request
{Uhq;,U’r‘i,IDi}

(public channel)
Verify if registration
flag is on for Uj;.
If verification holds,
discard login request.
USER RE-REGISTRATION PROCESS
User (U;) Registration center(RC')

Re-registration request message
{IDUi }

(secure channel)

Fetch stored registration timestamp 7.
Fetch stored random number R;.
Compute ID} = H(IDy,||R;||T;).
Verity if stored ID; = ID}?
If verification holds,
initiate user registration as
described in Section 4.3.1.

Figure 4.5: User revocation and re-registration phase of the proposed scheme.

4.4.1 Formal security analysis using ROR model

This section presents the formal security analysis of the proposed multi-server authentication
protocol.

In order to break the security of the proposed multi-server authentication protocol &, A
executes different kinds of attacks. We simulate the attacks using various oracle queries as

explained below.

o Execute(U;,S;): Through this passive attack, A can eavesdrop or output a message m
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communicated between U; and S} in an actual execution of the protocol &.

e Send(U;/S;,m): This active attack enables A to receive an actual reply message from
participant P!. A sends a request message m to P!, and P! replies to A according to

the rules of the protocol.

e Reveal(P'!): Reveal simulation query reveals the current session key SK generated by
Pt (and its partner) to A.

e Corrupt(U;,a): Corrupt simulation query models the capability of A to obtain secret

information of a user participant U;, thereby corrupting the protocol.

— If a = 1, query returns password of U; to A.
— If a = 2, query returns secret biometric string of U; to A.

— If a = 3, query returns user U,’s smart card stored parameters to A.

o Test(P'): Test query can be invoked only once and is used to measure the strength
of the semantic security of session key SK. A sends this query to participant P! If
no session key is generated for the current session, a null value is resulted. Otherwise,
P! takes decision according to the outcome of an unbiased flipped coin b. If b = 1, P*
returns current computed session key to A. If b = 0, P! returns a random string of

same length to A.

We now define the following definitions [26], [223] prior to proving Theorem 4.1.

Definition 4.1. An instance P! is known to be accepted, if upon receiving the last expected
protocol message, it goes into an accept state. The ordered concatenation of all communicated
(sent and received) messages by instance P' forms the session identification (sid) of P' for

the current session.

Definition 4.2. Two instances U;"* and S;* is said to be partnered if following three conditions
are fulfilled simultaneously: 1) both U™ and S;* are in accept state; 2) both U™ and S;*
mutually authenticate each other and share the same sid; and 3) U™ and S;** are mutual

partners of each other.

Definition 4.3 (Freshness). An instance P' is known to be fresh, when the following condi-
tions are met simultaneously: 1) P' is in accept state; 2) Reveal(P') query has never been

submitted to P' or its partner; and 3) strictly less than two Corrupt(P',a) queries has been
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submitted to P, if P € U;. Otherwise, if P € S;, then strictly less than two Corrupt(P*,a)

query has been submitted to P’s partner.

Definition 4.4 (Semantic security). Let Succ(A) refers to an event where an adversary A
execute a single Test (P') query with chosen bit b directed a to a fresh instance Pt and the query
outputs a quess bitb'. Ifb' = b, the adversary A is successful in breaking the semantic security
of the multi-server authentication protocol (M SAP). The advantage function of adversary A

in breaking the semantic security of our protocol & by quessing the correct bit b’ is defined by
AdvM5AP(A) = |2Pr[Succ(A)] — 1| = [2.Pr[b =] — 1.

Definition 4.5. A biometrics-based password authentication protocol is semantically secure if
the advantage function Adv’54F(A) is negligibly greater than max{qs(ﬁ, Q%b, Ebm) }, where qs
is the number of Send queries, |D| is the size of password dictionary, l, denotes the extracted

string length of user biometrics and ey, is the probability of “false positive” [155].

Definition 4.6. The advantage probability of CM DLP problem is negligible for any adversary
A, d.e., AdoSMPEP(t4) < e, for any sufficiently small e > 0.

e During the server registration phase, the server S; stores the parameters {IDg,, T}, (K),
T,;(Kyu), x;}. In the user registration phase, the registration server (RC') loads {ID;,
T, As, Ty (Ky,), SKi, Ci, Ty, (Ky), P, IDs,, T, (K)} into the smart card of the user Us.
U; selects a password PW; from an evenly distributed finite dictionary D with size |D].
Further, U; owns identity IDy,, biometrics B; and one-way cryptographic hash function
H(.).

e We consider two participants of the proposed protocol: user U; and server S;. To remove
ambiguity, we mention a common notation P for both participants U; and S;. An
execution of the protocol & is termed as an instance. To attack the proposed protocol
2, let A be a probabilistic polynomial time adversary that execute the oracle queries
and interact with the t** instance of an executing participant P*. An oracle query has
three possible outcomes: (a) oracle receives correct message (accept), (b) oracle receives
incorrect message (reject), and (c) oracle does not receive any result, i.e., no conclusion

is achieved (L).

e The malicious adversary A has absolute control over communication channel [70]. So,
A has the potential of blocking, intercepting, modifying or removing a message m com-

municated between U; and S;.
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e Once A achieves smart card of user Uj, it can extract the secret stored information using

the power analysis attacks [119], [142].

Theorem 4.1. Let A be a polynomial time bounded attacker (or adversary) running within
time upper bound t 4. Suppose in order to break the semantic security of the proposed multi-
server authentication protocol &2, A makes at most qs times Send queries, q. times Execute

queries, qg and qpy times H and BH hash oracle queries, respectively. Then,

2
+10 1 1
< BT+ 2max{ay( s g o)}

|D| ) 2lb M
(¢s + qe)* + 4qs
ol

AdvM5AF(A)

+ +4gn(1+ (g5 + g)*) Adv P (2 4),

where I, refers to the string length of hash results, 1, is the string length of random numbers,
ly denotes extracted string length of user biometrics, ey, is the probability of “false positive”
[158], D is a finite dictionary with size |D|, and AdvGMPLY(t4) is the advantage probability
of A in breaking CMDLP (see Definition 2.7).

Proof. We define a set of games G; (i = 0,1,2,3,4,5) starting from G and terminating at G's.
Let Succ; be an event defined as successful guessing of the bit b in T'est query corresponding

to each game G; by an adversary A.

e Game Gj: This starting game and the real protocol in random oracles are assumed to

be identical. Hence, we have,

Adv 2547 (A) = |2Pr[Succ] — 1]. (4.1)

e Game (G: This game simulates all oracle queries including Send, Reveal, Fxecute,
Corrupt, Test and hash queries except Send query. Working procedures of these queries
as per the proposed protocol & are described in Table 4.2. Send query is simulated in
Table 4.3. Moreover, Gy creates three lists: (1) list L, answers hash oracles H, (2) list
L, stores outputs of random oracle queries, and (3) list Ly records transcripts between
U; and S;. Due to indistinguishability of simulation of G; and real protocol execution

of Gy, we obtain the following:

Pr[Succy] = Pr[Succ). (4.2)
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Table 4.2: Simulation of hash, reveal, test, corrupt and execute oracle queries.

Hash simulation query performs as follows:

If the record (g, h) is found in list L, corresponding to hash query h(q), return hash function h.
Otherwise, select a string h € {0, 1} and add (g, h) into L. If the query is initiated by A, (g, h)
is stored in L 4.

Reveal(P') simulation query performs as follows:

If P! is in accept state, the current session key SK formed by P! and its partner is returned.

Test(P") simulation query performs as follows:
Through Reveal(P") query, obtain current session SK and then flip a unbiased coin b.

If b =1, return SK. Otherwise, return a random string from {0, 1}*.

Corrupt(U;,a) simulation query performs as follows:
If a = 1, the query returns password (PW;) of the user U;.
If @ = 2, the query outputs biometrics (B;) of U;.

If a = 3, the query returns the secret information stored in user smart card.

Simulation of Execute(U;,S;) query occurs in succession with simulation of Send queries as
shown below.

Let Dy = Exe,(IDi[1Ds, [T I Ty B ) I To (K T (K | RN [H (Bl B D,)) and

Hy = H(H (| R\TD)| TS| D | Ds, || RN T, ()| Ti, )

U; sends message M, to S;, where M, = {ID;,1Ds,, D\, TS;, H:}.

Let D; = Eiey(IDi[1Ds, [V [T, (K )IRN [T TS, and Hy = H(RN,|[TS;{[Y][ T[T (L))
S; sends message My to Uy, where My = {ID;,IDsg,, Do, Hy}.

Note that (ID;, I Ds;, D1,TS;, Hi) < Send(U;, start) and (ID;, I Ds;, Dy, Hy) < Send(S;, (ID;,
IDs,, Dy, T'S;, Hy)).

Finally, M, = (ID;, I Ds,, D1,TS;, H) and My = (ID;, I Ds,, Dy, Hy) are returned.

e Game G5: In this game, we consider a collision situation with hash results and random
numbers in the transcripts of messages M; and M, of our protocol &. Following the

2
birthday paradox, the collision probability of oracle H query is at most 2&%. Further,

messages M; and M, contain random numbers RN; and RN;, and the probability of

random numbers collision is at most (qgf:—qj})?. So, we have,
(¢s +¢)* | 4
| Pr[Succe] — Pr[Suce]| < s + 2lh}-bi-1. (4.3)

e Game Gj3: This game considers a situation where A obtains the correct message tran-
script luckily without active participation of hash oracles H. As the login and authen-
tication phase of our protocol & involves two messages communication, we consider

following two cases in game Game Gj.



78 Biometric-Based User Authentication for Multi-Server Environment

Table 4.3: Simulation of send oracle queries.

Send simulation query performs as follows.

(a) Let U; be the destination target state. For a Send(U;, start) query, U; gives the
following response.

Compute Ty, = Ty, (T., (K,)), Ky = H(T., (K,)[ID[1Ds,|TS:), K. = P& H(ai||H (b | Ri]|
ID;)), Dy and H; as in Table 4.2. Output M, = (ID;,1Ds;, D,,TS;, Hy).

(b) Let S; be the target state. For a Send(S;, (ID;,IDs,, D1,TS;, H1)) query, U; gives the
following response.

Verify whether | T'S; — T'S} |< ATS;. If it is so, compute K, decrypt the received encrypted
D1, and verify the computed and received hash values.

A mismatch rejects the session. Otherwise, compute Ty = T, (T,(K,)) and match with the
received Tk, .

If it is successful, compute T,, Y, Ko, Tk, as in Table 4.2.

Further, it creates the parameters Dy and Hs as shown in Table 4.2 and outputs My = (I D;,
IDg;, Dy, H).

(c) We assume that U; is destination target state. For a Send(U;, (ID;, IDs;, Dy, Hy)) query,
U; answers as follows:

If | T'S; — T'S} | is more than maximum transmission delay, abort the session.

Otherwise, compute K», retrieve 1% , compute T, and verify authenticity of T%. .

If it is incorrect, terminate the session. Otherwise, authenticate S; and establish SKj;

as the session key.

Finally, both U; and S; accept the successful termination of the session.

— Case 1: Considering Send(S;, M) query, we must carefully watch message M;.
The hash value H(H(bs|| Ri|| ID;) ||[T'S; ||[ID; ||[IDs; ||RN; ||Ty,(Ky) ||Tk,)
€ L4 must hold, otherwise the session will be terminated. The maximum cal-
culated probability is up to Z-. Again, it must be that H(b;||R;||ID;) € L4 and

2l

(T, (Ks)||[IDi||I D, ||T'S;, K1) € Ly, whose probabilities are at most - and J

2l PUR

respectively. Finally, the message M; € Ly should hold, or the session will stop.
For this, the probability is .

— Case 2: To respond Send(U;, Ms) oracle query, H(RN,|| T'Sj|| Y| Tr,|| T:;(Ku))
€ Ly and (T3, (Ky,) |[IDs; [[ID; ||T'S; [|T'S; ||RN; ||Ty,, K2) € L4 must hold with

1
2qp,
20r

the total maximum probability Finally, for a transcript My € Ly, we get the

qs
Ir

maximum probability as 3
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Considering both cases, we have,

2QS 5qh
ol

| Pr[Succs] — Pr[Succs]| < (4.4)
e Game G,: This game considers all online and offline attacks executed by the adversary
A. As our protocol & provides three-factor authentication security, we need to consider

guessing of both password and biometrics.

— Case 1: To start the queries along with password PW; and biometrics B;, A
requires all information stored in smart card of U;. For this purpose, A executes

Corrupt(U;,3) which is composed of the following two sub-cases.

x Case 1.1: For online password guessing, A runs query Corrupt(U;, 1). Here,

A selects a password on-the-fly from dictionary D and then runs at most g,

times Send(S;,M;) query. The probability of this case is {g'.

x Case 1.2: It deals with passing of biometrics checking by A through query

1

;> where [y, is

Corrupt(U;,2). For each guessing, the probability is at most
the length of extracted secret biometric string. Moreover, we should consider
the possible accidental guessing of “false positive” case with probability ey,,.
In general, it is observed that for fingerprints, &y, &~ 27 [1538]. As a whole,

the guessing probability under this case is at most max{gs (5, €em)}-

— Case 2: For launching offline guessing attack, once A executes Corrupt(U;,3)
along with Corrupt(U;, 1) or Corrupt(Us;,2) query, he/she executes either pure
Ezecute(U;, S;) or successive Send queries with hash oracles. As in our protocol
P, the encryption keys K; and K, are created with hash values of chaotic map
parameters, A needs to solve CM DLP with hash oracle simultaneously. So, for
this case, the probability is at most 2g, AdvGMPEF (¢ 4).

It is obvious that simulation of the games G3 and G4 are not distinguishable without

execution of the above mentioned guessing attacks. So, we have,

1 1
| Pr[Succy) — Pr[Succs]| < max{qs(ﬁ, ST Ebm) } + 2 AdvGMPEE (1 4). (4.5)
e Game G5: This final game G5 considers strong forward security. Here, A simulates
Ezxecute, Send and Hash oracle queries on the old transcripts only. For this purpose,

two indexes a, 5 € {1,2,...,qs + q.} are chosen. The game is terminated if Test
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query can not return a valid session key for o/ instance of U; and ™ instance of S;,

respectively. Following the analysis of G4, we find that
|Pr[Suces] — Pr[Succs]| < 2qn(qs + q0)* x AdvGMPLE (t4). (4.6)

Considering all above games, since A gains no advantage to guess the correct bit b, we

get,

Pr[Suces| = % (4.7)

Using the triangular inequality, we have the following:

| Pr[Succo] — %| = |Pr[Succ;] — Pr[Succs)|
< |Pr[Succi] — Pr|Succs]| + | Pr[Succs] — Pr[Succs)|
< |Pr[Succy] — Pr[Succs)| + | Pr[Succs] — Pr[Succs]|
+|Pr[Succs] — Pr[Succs)|
< |Pr[Succi] — Pr[Succs)| + | Pr[Succs] — Pr[Succs]|

+|Pr[Suces] — Pr[Succy]| + | Pr[Succy] — Pr[Succs]|. (4.8)
Using Equations (4.1)-(4.8), we obtain,

1 1
—Adv%SAP(A) = |Pr[Succy] — §|
4G 2qs . Sqn

2
(gs +a.)* | L 5an
— 2lr+1 2lh+l 2lr 2lh

5bm)} + QQhAd'UiMDLP (tA)

1 1
+ max{Qs(aa ﬁ7
+2q1(gs + qo)2AdvSMPEE (1 ). (4.9)
Finally, multiplying both sides by 2 in Equation (4.9) and rearranging the terms, we obtain

the required result. Hence, the theorem is proved. ]

4.4.2 Mutual authentication proof based on BAN logic

Basic BAN logic notations and logical postulates are provided in Section 2.6. According to
the analytic procedures of the BAN logic, the proposed protocol needs to satisfy the following
goals:

SK

e Goal 1. U; |E (Uz — Sj)
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e Goal 2. Sj |E (Ul & Sj)
The generic types of the proposed protocol are given below:

e Message 1. U; — S; : (ID;, IDs,, Ex,(ID; ||IDs, ||Tx, ||To,(K.) | To (Ku) |[Te, (Ko,)
[IRN:|[ G| T'S;), T'S;, H(K; ||T'S; |[1D; |1 Ds; || RNi|| T, (Ku) |[Tk,)).

e Message 2. S; — U, : (ID;, IDs,, Ex, (ID; |[IDs, ||Y ||Ts,(K,) ||RN; ||Tx,), TS,
H(TS; [|ITS; [|RN; [|[BRN; [Y || Tre, || Tz, (Ku)))-

The idealized form of the proposed protocol are given below:

e Message 1. U; — S; : (ID;, IDs;, {ID;, IDg;, Tk,, To,(Ks), Ty, (Ky), Ty, (Ky,), RN;
Ki, TSi}k,, T'S;, (K, T'S;, 1D;, 1Dg;, RN;, Tmi<Ku)>TK1)'

e Message 2. U; — S; : (ID;, IDs;, {ID;, IDs;, (Tk,)x
TS;,(TS;, TS;, RN;, RN;, Y, ij<Ku)>TK3)-

Trj (KU)> RN]" TK3> TSJ}Kza

i

Regarding the initial state of the scheme, we make the following basic assumptions to further

analyze the proposed scheme.
o A.1: U, |=#(T5;)
o A.2: S;|=#(TS))
e A3: U;|=8;= (IDs,,TS;, RN;, T, (K,))
o Ad4: S;|=U; = (ID;, IDs,, K;, TS;, RN;, Ty, (K), Ty, (Ku), Toy (K, ), Tn, (K))
o A5: U |= (2, TS, RN, Ty (K))
o A.6: S; |=(z;,TS;, RN;, T,,(K,), T, (K,))
e AT: U |=(U;=5;)
e A8: 5 |=(U;=5))
¢ AO: Ui |= (Ui =S,

K>
e A.10: Sj |E (Uz — Sj)
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Based on the above-mentioned assumptions and the logical postulates of BAN logic, we analyze
the idealized form of the proposed scheme and provide the main procedures of proof as follows.

According to the message 1, we obtain:

L4 Sl: S] < (IDZ')[DSja {IDi7[DS]'7TK17TCE,;(KS)7TIZ'<KU)7 Txl(Kul)a RN7,7 KiaTSi}Kla TSla
<K’L7 TSZa [D27 IDS]., RN27 Tﬂvz(KU) >TK1)'

e S;: According to the above mentioned inference rule (Rule 5), we obtain S; <1 {/D;,
-[DSju TK17 Tml(Ks)a Tm(Ku)? Tml(Kul)a RNZy Kl7 TS%}K1

e S5: According to the assumption A.8 and Rule 1, we obtain S; |= U; |«

(ID;, IDs;, Tk, To,(Ks), To,(Ku), T, (Ky,), BRN;, Ky, T'S;).

e Sy According to the assumption A.2 and Rule 3, we obtain
Sj |E #(IDi?IDSj’TK17TI'L(K5)’TIi<Ku)7TIi(Ku )a RNia Kia TSZ)

i

e S5 According to Rule 2, we obtain
Sj |E (]Z ‘E ([D“ [DS]'; TK17 Txl<KS), Twl(Ku)a TzZ<K’u ), RN,L, sz TSZ)

i

e S According to the assumption A.4 and Rule 4, we obtain
Sj |E (-[D”m _[DS]., TK17 T:EZ(KS)7 Txl(Ku)a TrZ<Kuz)7 RN%? Kl7 TSl)

e S7: According to Sg and Rule 5, we obtain S; |= ID;, S; |= IDg,, S; |= Tk,, S; |=
T (KS)v Sj |E Txi(Ku)v Sj |E Txi(Kui)a Sj |E RN;, Sj |E T5;.

i

e Sg: According to the assumption A.6, we get S; |= z;, S; |= TS}, S; |= RN;, S; |=
T (Ks), S |= To, (Ky).

e Sy: According to the proposed scheme, SK = H(ID;|| IDg,|| T'Si|| T'S;|| RN;|| RNj||
Tx,|| Tk,|| Tky). Here, T, = Ty, (1%, (Ky,)) and Tk, = T, (T3, (Ky)). So, according to

Sz, we assume S; |= Tk, and S; |= Tk,.

SK

According to the results of S7 and Sg, we obtain S; |= (U; «— 5;). (Goal 2)

[} Sloi U'Z < (IDi>[DSj7 {[DZ, [ng, <TK3>K

. T (K.,), RN;, Tx,, TS;} iy, TS;( TS, TS,
RN;, RN]< TK3>K2‘7 Ta?j(Ku>>TK3)'

e Si1: According to Rule 5, we obtain
U; < {]DZ, ]ng, <TK3>K sz(Ku), RNj, TK3, TSj}KZ'

77
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e Sio: According to A.9 and Rule 1, we have

Ui |E Sj |W (IDZ, IDSj, <TK3>K1-’ T$]<Ku)7 RNj, TK?,? TSJ)
e Si3: According to A.1 and Rule 3, we get

U |= #(1D;, IDg,, (Try) K, ij(Ku), RNj, Tk, T'S;).

e Sy According to Rule 2, we have
Ui |E Sj ‘E (ID“ IDSj, <TK3>K TZ](K’U,)y RNj, TK3, TSJ>

77

e Si5: According to Rule 5, we have
Ui |E Sj |E (<TK3 >Kw RNj: ij(Ku), TSj)'

e Sig: According to A.4 and Rule 4, we get

e Si7: According to Sig and Rule 5, we get
Ui |= RN;, U |= Ty, (Ky), U |=TS;. As Tk, = T, (T3, (K,)) and U; |= z;, we assume
Ui |E TK3.

e Sig: According to A.5, we get
Ui |= x5, Uy |= TS;, Ui |= RNy, Up |= Ty, (Ks). As Tk, = To, (T, (K)), we assume
Ui |E TKl-

e Si9: According to the proposed scheme, SK = H(IDy|| Dg, ||T'S; ||T'S; ||RN; ||RN;
||TK1||TK2 ||TK3)'

Finally, according to the results of S7 and Sis, we obtain U; |= (U; LN S;). (Goal 1)

From the Goals 1 and 2, it is clear that the secure mutual authentication between U; and

S; is achieved.

4.4.3 Informal security analysis

This section also informally shows that the proposed scheme can withstand various other

known attacks.
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1) Privileged-insider attack

During the user registration process, U; sends the information T}, K; = H (b;|| R;|| ID;), C; and
RPW,; to the RC' through secure channel. In the proposed scheme, PW; of U; is concatenated
with parameter R;, hashed biometrics key b; = BH(B;) and the resulting value is sent using
a one-way cryptographic hash function H(-). Therefore, guessing password PW; from RPW;
without knowing user biometric template B; and R; is a computationally infeasible task.

Therefore, our protocol can resist this attack successfully.

2) Password-guessing attack

U; masks PW; of U; as C; = R;@® H(b;|| IDy,|| PW;), RPW; = H(ID;|| PW;|| b;|| R;) and
A; = H(IDy, ||RPW; ||T; || Ty, (Ky,) ||z ||P). User smart card stores parameters C; and A;.
Once this smart is lost or stolen by an adversary A, by exploiting power analysis attack, the
relevant information including parameters C; and A; are disclosed to him/her [119], [112].
However, as discussed in [55], [100] user biometrics keys are usually not susceptible to loss,
theft or any forgery. Hence, as hash value of user biometrics key b; and masked identity ID;
are unknown to A, he/she cannot guess PW; from C; and A;, which is considered to be a
computationally infeasible problem. So, A is unable to derive PW; from a lost or stolen smart

card. The proposed scheme is then resistant to such an attack.

3) Strong user anonymity

IDy, of U; is embedded in masked identifier ID; = H(IDy, ||R; ||T;), where T; is the regis-
tration timestamp of U;, and in future all communications happen using the masked identifier
ID;. In C; = R;® H(b;|| 1Dy, ||PW;) the original identity of U; is used but without knowing
PW, or b;, it is computationally infeasible to retrieve I Dy, of U;. An adversary is unable to
compute I Dy, even if he/she knows C; or A; from the smart card. Moreover, I Dy, is not

revealed to S;. As a result, the proposed scheme is able to maintain strong user anonymity

property.

4) Mutual authentication

U; and S; mutually authenticate each other without help of the RC. When S; receives the
user login message, it authenticates U; by calculating Ty, = T, (1%, (K)) and then checking it
with the received Tk, . If T = Tk,, S; authenticates U; as a genuine user. Similarly, when Uj

receives the message from Sj, he/she also authenticates S; by calculating Ty, = 15, (1%, (K.))
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and then checking it with the received T,. If both are equal, U; authenticates S;. Thus, both

U; and S; mutually authenticate each other.

5) Server spoofing attack

In a server spoofing attack, an attacker can act like a registered server and try to impersonate.
The malicious server can use the message (Ms) from previous conversation and try to authen-
ticate user as another server. But, in the proposed scheme, a server S; sends Ex, (I D;|| IDg,||
Y| T, (5, [IRN; IT) |ITS; |[HRN; [|TS; ||V ||Ti, |75, (K.)) as part of (M), where
Ky = H(T,,(Ky,) [[IDs; |[ID; ||T'S; ||T'S; [|RN; || Tk, ). So, to generate Ky, the attacker needs
to know T}, (K,,) and T} , which is not feasible as x; is secret to U; and x; is secret known to

S;. As a result, the proposed scheme is resistant to server spoofing attack.

6) Stolen-verifier attack

The RC only stores the masked identifier I D; and respective T; for each user U;, where I D; =
H(IDy,|| R;|| T;) and T; is the registration timestamp of U;. It does not store any password
information for verification. Moreover, the identity of U; is masked by H(-) using 7; and
random number R;. No adversary can then steal user’s password and identity. Hence, the

proposed scheme is resilient against such an attack.

7) Stolen smartcard attack

In the proposed scheme, using the stolen smart card an adversary A can masquerade as a
legitimate user. A is unable to login to the system as user U; needs to give his/her identity
IDy,, password PW; and his/her personal biometrics B;. As the smart card is not tamper
resistant, so A may extract all the stored information ID;, T;, A;, T.,(K.,), C;, SK;, P,
T,,(K,) and m + m’ server key-plus-id combinations {(IDsg,,T,,(K)) | 1 < j < m + m'}.
But, due to one way property of H(-), and difficulty of solving DLP and DHP in Chebyshev
chaotic map, A is unable to retrieve user password, biometrics or secrets x; and x;. So, A can

not misuse a stolen smart card.

8) User and server secret key leakage attack

Bergamo et al. [29] described an attack, where an attacker can find out an integer solution
u from the equation y = T, (z) if both z and y are known with z € [—1,+41]. The proposed

scheme can resist such an attack in two ways. First, all the four parameters T, (K;), Ty, (K,),
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T,,(K,, and T, (K,) are sent securely through symmetric key encryption Ey(-) or through one-
way hash function H(-). So, an eavesdropper cannot access these parameters directly. Second,
we have used the extended Chaotic maps and extended Chebyshev polynomials, where K,
K,, and K are randomly chosen in the range (—oo, +00). According to the method explained
in [29], Bergamo et al.’s attack can be launched only if T, (z) is known and z € [—1,+1]. It

is then clear that the proposed scheme can resist the Bergamo et al.’s attack successfully.

4.5 Simulation for formal security verification using
AVISPA tool

In this section, we simulate the proposed scheme using broadly-accepted AVISPA tool [22]. We
provide the implementation details of the proposed scheme in high-level protocol specification
language (HLPSL) [200] and then the simulation results to show the proposed scheme is secure

against replay and man-in-the-middle attacks.

4.5.1 Overview of AVISPA tool

AVISPA is considered as a push-button tool for the automated validation of Internet security-
sensitive protocols and applications. It provides a modular and expressive formal language
for specifying protocols and their security properties, and integrates different back-ends that
implement a variety of state-of-the-art automatic analysis techniques [3], [|8]. The architecture
of the AVISPA tool is shown in Figure 4.6. We have used the widely-accepted AVISPA back-
ends for our formal security verification [37], [62], [64], [153], [155], [165], [167], [169], [211],
[212], [216].

AVISPA currently implements four back-ends and abstraction-based methods, which are
integrated through the high level protocol specification language, called HLPSL [200]. A static
analysis is performed to check the executability of the protocol, and then the protocol and the
intruder actions are compiled into an intermediate format (IF). The intermediate format is the
start point for the four automated protocol analysis techniques. IF is a lower-level language
than HLPSL and is read directly by the back-ends to the AVISPA tool. The first back-end,
called the On-the-fly Model-Checker (OFMC), does several symbolic techniques to explore the
state space in a demand-driven way [28]. The second back-end, which is known as the CL-AtSe
(Constraint-Logic-based Attack Searcher), provides a translation from any security protocol

specification written as transition relation in intermediate format into a set of constraints
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High-Level Protocol Specification Language (HLPSL)}

Translator ‘ avispa script file
HLPSL2IF

l

[Intermediate Format (IF)]

|
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Yo

¥ ¥ Y

¥
On-the-fly CL—-based SAT-based Tree Automata—
— based Protocol
Mogi:MC(l; ecker| | A tack Searcher | | Model-Checker asAenal)I";)el(? co

AtSe SATMC TA4SP

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

[ Output Format (OF) ]

Figure 4.6: Architecture of the AVISPA tool (Source: [22]).

which are effectively used to find whether there are attacks on protocols. The third back-end,
called the SAT-based Model-Checker (SATMC), builds a propositional formula which is then
fed to a state-of-the-art SAT solver and any model found is translated back into an attack.
The fourth back-end, known as TA4SP (Tree Automata based on Automatic Approximations
for the Analysis of Security Protocols), approximates the intruder knowledge by using regular
tree languages.

Protocols to be implemented by the AVISPA tool have to be specified in HLPSL (High
Level Protocols Specification Language) [200], and written in a file with extension hlpsl. This
language is based on roles: basic roles for representing each participant role, and composition
roles for representing scenarios of basic roles. Each role is independent from the others, getting
some initial information by parameters, communicating with the other roles by channels. The
intruder is modeled using the Dolev-Yao model [70] (as described in our threat model in
Section 1.1) with the possibility for the intruder to assume a legitimate role in a protocol run.
The role system also defines the number of sessions, the number of principals and the roles.

The output format (OF) of AVISPA is generated by using one of the four back-ends
explained above. When the analysis of a protocol has been successful (by finding an attack or
not), the output describes precisely what is the result, and under what conditions it has been

obtained. In OF, there are the following sections.
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The first printed section SUMMARY indicates that whether the tested protocol is safe,

unsafe, or whether the analysis is inconclusive.

The second section, called DETAILS either explains under what condition the tested
protocol is declared safe, or what conditions have been used for finding an attack, or

finally why the analysis was inconclusive.

Other sections such as PROTOCOL, GOAL and BACKEND are the name of the pro-

tocol, the goal of the analysis and the name of the back-end used, respectively.

Finally, after some comments and statistics, the trace of an attack (if any) is also printed
in the standard Alice-Bob format.

Some of the basic types supported by HLPSL are as follows:

e agent: Values of type agent represent principal names. The intruder is always assumed

to have the special identifier i.

public_key: Variables of this type represent agents’ public keys in a public-key cryp-
tosystem. For example, given a public (respectively private) key pk, its inverse private

(respectively public) key is obtained by inv_pk.
symmetric_key: Variables of this type represent keys for a symmetric-key cryptosystem.

text: text values are often used as nonces. These values can be used for messages. If Na

is of type text (fresh), then Na' will be a fresh value which the intruder cannot guess.
nat: nat type represents the natural numbers in non-message contexts.
const: It represents constants.

hash_func: The base type hash_func represents cryptographic hash functions. The base
type function also represents functions on the space of messages. It is assumed that
the intruder cannot invert hash functions (in essence, that they are one-way collision-

resistant functions).

The space of legal messages are defined as the closure of the basic types. For a given message

M and encryption key K, {M}_K refers to as the symmetric/public-key encryption. The

assoclative

(13X

operator is always used for concatenations.
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role alice (Ui, Sj, RC : agent,

SKij : symmetric_key, MKj :symmetric_key,

MKi :symmetric_key, H : hash_func,

Snd, Rev: channel(dy))

played_by Ui

def=

local State : nat,

IDi, IDui, IDsj, Ci,RPWi,TSj,TSi, Ti,Bi, Ri, PWi,

Bbi, Kui, Ku, Xj, Xi, Ks, TXiKui, TXiKu, SKi, P, Ai, TXjKs,

TXjKu,TXiKs, Ki,Tk1, Tk2, Tk3, RNi, RNj, K1, K2, Y: text,

BH : hash_func

const alice_bob, bob_alice, subl, sub2, sub3, sub4, sub5, sub6: protocol_id

init State :=0

transition

1.State =0 /\ Rev(start)=I>

State’ := 1 A IDi’:=H(IDui.Ti) A\ Bbi’ := BH(Bi)

A RPWi’ :=H(IDi’.PWi.Bbi.Ri) A\ Ki’:= H(IDi’.Bi.Ri)

N Ci’:= xor(Ri, H(Bi.IDui.PWi))

A Snd({IDi’.Ki’.xor(Ri, H(Bbi.IDui.PWi)).Ti.RPWi’} _MKi)

N secret({PWi}, subl, Ui) A\ secret({MKi}, sub2, {RC,Ui})

N secret({IDui}, sub3, {RC,Ui}) A secret({Bi}, sub4, {RC,Ui})
N secret({Ri}, sub5, Ui)

2. State = 1 A Rev({H(IDui.Ti).Ti.H(IDui. HIDi’.PWi.BH(Bi).Ri).
Ti.H(Xi’.Ku’).Xi’.xor(Ks, HXi’.H(IDi’.BH(Bi).Ri)))).
H(Xi’.Kui’).xor(Ri, HBH(Bi).IDui.PWi)).
xor(H(IDi’.BH(Bi).Ri), Xi’).
xor(Ks, H(Xi’.H(IDi’.BH(Bi).Ri))).H(Xi’.Ku’).

IDsj. H(Xj’.Ks”)}_MKi) =I>

State’ := 2 A\ Tk1’:= HXi”.H(Xj’.Ks’))

N Ks’:= xor(H(Xi’.H(IDi’.BH(Bi).Ri)),

xor(Ks, H(Xi’.H(IDi’.BH(Bi).Ri))))

N TXiKs’:= H(Xi’. Ks”) A TSi’:= new() A RNi’:= new()

AKI’:= HH(Xj’.Ks").IDi’.IDsj.TSi’)

A Snd(IDi’.IDsj.{IDi’.IDsj.Tk1” . H(Xi’.Ks”).H(Xi’.Kui’).
H(Xi’.Ku’).RNi” H(IDi".BH(Bi).Ri)}_K1".TSi".
H(H(IDi’.BH(Bi).Ri).TSi’.IDi’))

A witness(Ui, Sj, alice_bob, TSi’)

3. State = 2 A Rev(H(IDui.Ti).IDsj. { H(IDui.Ti).IDsj.xor(H(H(IDui.Ti).
BH(Bi).Ri),H(Xj” H(Xi’.Kui’))). H(Xj’ .H(Xi’.Ku")).H(Xj”.Ku’).
RNj’}_HH(Xi’.Kui’).H(IDui.Ti).IDsj.TSi’.TSj’.RNi’.

H(Xi” H(Xj’,Ks"))).TSj”. H(RNj’.RNi’.TSi’. TSj’.
xor( H(HH(IDui.Ti).BH(Bi).Ri),
H(Xj’ H(Xi’.Kui’))).HXj” . H(Xi’.Ku’)).H(Xj’.Ku’)))=I>

State’ := 3 A\ SKij’:= HH(IDui.Ti).IDsj. TSi.TSj.RNi.RNj. H(Xi’.H(Xj’.Ks")).

H(Xj” H(Xi’.Kui’)).H(Xj’ .H(Xi’.Ku’)))
N secret({SKij’ }, sub6, {Ui,Sj}) A request(Sj, Ui, bob_alice, TSj’)
end role

Figure 4.7: Role specification in HLPSL for U;.

The “played_by A” declaration indicates that the agent named in variable A will play
in a specific role. A knowledge declaration (generally in the top-level Environment role) is
used to specify the intruder’s initial knowledge. Immediate reaction transitions have the form
X = | > Y, which relate an event X and an action Y, and it indicates that whenever we
take a transition that is labeled in such a way as to make the event predicate X true, we
must immediately (that is, simultaneously) execute action Y. If a variable V needs to be
permanently secret, it is expressed by the goal secrecy_of V. Therefore, if V' is ever obtained

or derived by the intruder, a security violation will result.
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role bob (Ui, Sj, RC : agent,
SKijj : symmetric_key,
MK :symmetric_key,
MKi :symmetric_key,
H : hash_func,
Snd, Rev: channel(dy))
played_by Sj
def=
local State : nat,
D1, IDui, IDsj, Ci, RPWi, TSj, TSi, Ti, Bi, Ri,
PWi, Kui, Ku, Xj, Xi, Ks, TXiKui, TXiKu, SKi, P,
Ai, TXjKs, TXjKu, TXiKs, Ki, Tk1, Tk2, Tk3,
RNi, RNj, K1, K2, Y: text,
BH: hash_func
const alice_bob, bob_alice, subl, sub2,
sub3, sub4, sub5, sub6: protocol_id
init State :=0
transition
1. State =0 A Rev({IDsj.H(Xj’.Ks).H(Xj’.Ku’).Xj’ } _MKj) =I>
State’ := 1 A RNj’:= new()
2. State =1 A Rev(H(IDui.Ti).IDsj.{ HIDui.Ti).IDs;j.
H(Xi” H(Xj’.Ks*)).H(Xi’ Ks”).H(Xi’.Kui’).
H(Xi’.Ku’).RNi”. H(H(IDui.Ti).BH(Bi).Ri) } _(HH(Xj’.Ks’).
H(IDui.Ti).IDsj.TSi’)).TSi”. H(H(H(IDui.Ti).BH(Bi).Ri).
TSi’.H(IDui.Ti))) =I>
State” := 2 A RNj’:= new()
A K1’:= HH(Xj’.Ks’).H(IDui.Ti).IDsj.TSi’)
N Tk2”:= H(Xj” . H(Xi’.Kui’))
NY’:= xor(H(H(IDui.Ti).BH(Bi).Ri),Tk2’)
NATSj’:= new()
N K2’:= HH(Xi’.Kui’).H(IDui.Ti).IDsj. TSi’. TSj .
RNi’. H(Xi”.H(Xj’.Ks’)))
NATk3:= H(Xj’.H(Xi’.Ku’))
A Snd(H(IDui.Ti).IDsj. {H(IDui.Ti).IDsj.Y’.Tk3".
H(Xj’.Ku’).RNj’}_K2’.TSj’ . H(RNj.RNi’.TSi’.
TSj’.Y’. Tk3.H(Xj’.Ku’)))
N witness(Sj, Ui, bob_alice, TSj’)
A SKij’:= HHDui.Ti).IDsj.TSi.TSj.RNi.RN;j.
H(Xi". H(Xj’ . Ks)).H(Xj’ . H(Xi’.Kui’)).
H(Xj’ . H(Xi’.Ku)))
A secret({PWi}, subl, Ui) A secret({MKi}, sub2, {RC,Ui})
N secret({IDui},sub3,{RC,Ui}) A secret({Bi}, sub4, {RC,Ui})
N secret({Ri}, sub5, Ui) A secret({SKij}, sub6, {Ui,Sj})
A request(Ui, Sj, alice_bob, TSi’)
end role

Figure 4.8: Role specification in HLPSL for 5;.

4.5.2 HLPSL specification of the proposed scheme

We consider the basic roles: alice, rc and bob, which correspond to the participants: user U;,
RC' and serverS;, respectively. Besides these roles, we have also the roles for the session and
environment, which are mandatory in AVISPA. More details on AVISPA tool and HLPSL
specifications can be found in [22], [10], [56], [57], [58], [152], [200].
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role rc (Ui, Sj, RC : agent,
SKij : symmetric_key,
MK :symmetric_key,
MAKi :symmetric_key,
H : hash_func,
Snd, Rev: channel(dy))
played_by RC
def=
local State : nat,
IDi, IDui, IDsj, Ci, RPWi, TSj, TSi, Ti, Bi,

RNi, RNj, K1, K2, Y: text,
BH: hash_func

const alice_bob, bob_alice, subl, sub2, sub3,
sub4, sub5, sub6: protocol_id

init State :=0

transition

xor(Ri, H(BH(Bi).IDui.PWi)).Ti.

State’:= 1 A\ Xi’:= new() A\ Kui’:= new()
N Ku’:=new()

% Parameters for user Ui
A Xj’:=new() \ Ks’:= new()

% Parameters for server Sj

NAP’:= xor(Ks, H(Xi’.Ki))
A Snd({H(IDui.Ti). Ti.Ai*. TXiKui’.
N TXjKs := H(Xj’.Ks")

A TXjKu:= H(Xj’.Ku’)
A Snd({IDsj. TXjKs’.TXjKu’.Xj’ } _MKj)
A secret({PWi}, subl, Ui)
A secret({MKi}, sub2, {RC,Ui})
N secret({IDui}, sub3, {RC,Ui})
A secret({Bi}, sub4, {RC,Ui})
N secret({Ri}, sub5, Ui)
end role

Ri, PWi, Kui, Ku, Xj, Xi, Ks, TXiKui, TXiKu,
TXiKs, SKi, P, Ai, TXjKs, TXjKu, Ki, Tk1, Tk2, Tk3,

1. State = 0 A Rev({H(IDui.Ti). H(H(IDui.Ti).BH(Bi).Ri).

H(H(IDui.Ti).PWi.BH(Bi).Ri)} _MKi) =I>

A TXiKui’:= HXi”.Kui’) A TXiKu’:= H(Xi . Ku’)
A SKi’:= xor(H(H(IDui.Ti).BH(Bi).Ri), Xi’)

A Ai”:= H(IDui. H(H(IDui.Ti).PWi.BH(Bi).Ri).Ti. TXiKu’.Xi’.P")
xor(Ri, H(BH(Bi).IDui.PWi)).SKi’.P’ TXiKu’.IDsj. TXjKs’ }_MKi)

% Compute chebyshev polynomials TXj(Ks) and TXj(Ku)

Figure 4.9: Role specification in HLPSL for RC'.

In Figure 4.7, we have implemented the role for U; in HLPSL. In user registration phase, U;

first initiates the communication by sending the registration request (ID;,T;, K;, C;, RPW;)

securely to the RC' using the Snd() channel. The type declaration channel (dy) denotes a

Dolev-Yao threat model channel in which the attacker can read, modify or delete the message
content. U; waits for the smart card containing the information {1 D;, T;, A;, T, (K.y,), Ty, (K4),
Ci, SK;, P, (IDs,, T;,(Ks,))}, 1 < j < m+m/} securely from the RC using the Rev( ) channel.

After successful login, U; sends the login request (M) to the respective server S;. U; then waits
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role session(Ui, Sj, RC : agent,
SKij : symmetric_key,

MK :symmetric_key,

MK :symmetric_key,
H : hash_func)
def=

local SI, SJ, RI, RJ,BI,BJ: channel (dy)
composition
alice(Ui, Sj, RC,SKij,MKi,MKj, H, SI, RI)

A rc(Ui, Sj, RC,SKij,MKi,MKj, H, BI, BJ)
A bob(Ui, Sj, RC,SKij,MKi,MKj, H, SJ, RJ)
end role

role environment()
def=
const ui,sj,re : agent, skij: symmetric_key,
mkj: symmetric_key, mki:symmetric_key,
h, bh : hash_func,
idi,idui,idsj, ci,rpwi,tsj,tsi, ti,bi,
ri, pwi, kui,ku,xj,xi,ks, txikui, txiku,ski,p,
ai,txjks,txjku,txiks ki, tk 1,tk2,tk3,rni,rnj,
k1,k2,y : text,
alice_server, rc_bob, bob_alice, subl, sub2,
sub3, sub4, sub3, subb : protocol_id
intruder_knowledge = {ui, sj, idi, h, bh}
composition
session(ui,sj,rc,skij,mkj,mki,h) A
session(i,sj,rc,skij,mkj,mki,h) A
session(ui,i,re,skij,mkj,mki,h) A
session(ui,sj,i,skij,mkj,mki,h)
end role

goal
secrecy_of subl, sub2, sub3, sub4, sub3, sub6
authentication_on alice_bob
authentication_on bob_alice

end goal

environment()

Figure 4.10: Role specification in HLPSL for the session, goal and environment.

for successful authentication replay message (Ms) from S; via open channel Rev( ). Similarly,
we have defined the roles for the S; and RC' in HLPSL in Figures 4.8 and 4.9, respectively.

We have finally given the specifications in HLPSL for the roles of session, goal and environ-
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ment in Figure 4.10. In the session segment, the basic roles: alice, rc and bob are treated as
instances with concrete arguments. The top-level role (environment) defines in the specifica-
tion of HLPSL. The intruder (7) can also participate in the execution of protocol as a concrete

session. Six secrecy goals and three authentication goals are verified (shown in Figure 4.10).

4.5.3 Analysis of results

We choose the back-end OFMC [28] for an execution test and a bounded number of sessions
model checking. Executability check for non-trivial HLPSL specifications: It is often the case
that, due to some modeling mistakes, the protocol model cannot execute to completion. The
back-ends might not find any attack if the protocol model cannot reach the state where the

attack can happen. Therefore, an executability check is very important [200)].

e Replay attack check: OFMC will first check whether the honest agents can execute
the protocol by performing a search of a passive intruder, and then give the intruder the
knowledge of some “normal” sessions between honest agents [22]. The test results show

that the proposed multi-server authentication protocol can resist against replay attack.

e DelovYao model check: At last, we choose the depth for the search is seven and
output of model checking results are shown in Figure 4.11. As shown in the figure, there
are totally 8 nodes have been searched in 0.12s. From the results, we can conclude that
the proposed protocol can fulfill the design properties and it is secure under the test of
AVISPA using the OFMC back-end with bounded number of sessions.

We have chosen the broadly-used the On-the-fly Model-Checker (OFMC) [28] and Con-
straint Logic based Attack Searcher (CL-AtSe) backends for the execution test in order to find
whether there are any attacks on the proposed scheme. For the replay attack checking, the
back-ends check whether the legitimate agents can execute the specified protocol by perform-
ing a search of a passive intruder. After that the back-ends supply the intruder the knowledge
of some normal sessions between the legitimate agents. All public parameters are known to
the intruder. For the Dolev-Yao model checking, the back-ends verify whether there is any
man-in-the-middle attack possible by the intruder.

It is worth noticing that the proposed scheme uses the bitwise XOR operations. At present,
other backends, namely SATMC and TA4SP do not support this feature to implement bitwise
XOR operations in the defined roles. As a result, the simulation results of the proposed
scheme under both the SATMC and TA4SP backends will come as “inconclusive”. Due to
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this reason, we have ignored these simulation results for formal security verification in this
chapter.

We have simulated the proposed scheme using SPAN, the Security Protocol ANimator for
AVISPA [23], for both OFMC and CL-AtSe backends. The simulation results of the analysis
using OFMC and CL-AtSe backends are shown in Figure 4.11. Under OFMC backend, the
parse time is 0.01 seconds and the search time is 0.12 seconds for visiting eight nodes with a
depth of three plies. On the other hand, under CL-AtSe backend, three states are analyzed
with the translation time of 0.17 seconds. It is evident that the proposed scheme is safe against

replay and man-in-the-middle attacks.

% OFMC SUMMARY
% Version of 2006/02/13 SAFE
SUMMARY DETAILS
SAFE BOUNDED_NUMBER_OF_SESSIONS
DETAILS TYPED_MODEL
BOUNDED_NUMBER_OF_SESSIONS PROTOCOL
PROTOCOL C:\progra~1\SPAN\testsuite\results
C:\progra~1\SPAN\testsuite\results \avispacode for multiserver.if
\avispacode for multiserver.if GOAL
GOAL As Specified
as_specified BACKEND
BACKEND CL-AtSe
OFMC
COMMENTS STATISTICS
STATISTICS
parseTime: 0.01s Analysed : 3 states
searchTime: 0.12s Reachable : 0 states
v1s1tedNod'es: 8 nodes Translation: 0.17 seconds
depth: 3 plies Computation: 0.00 seconds

Figure 4.11: Analysis of simulation results using OFMC and CL-AtSe backends.

4.6 Performance comparison

Generally for any authentication protocol, the registration phase is only one-time process.
Therefore, we consider the complexity of the login and authentication phases in terms of

communication and computation.

4.6.1 Communication costs comparison

We assume that the identity is 32 bits, the timestamp is 32 bits, the output size of hash
function H(-) is 160 bits (if we use SHA-1 hash function [6]) and the block size of symmet-
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ric encryption/decryption (for example, AES [2]) is 128 bits. Since registration phases are
executed only once, we concentrate on login and authentication phases for calculation of com-
munication and computation costs. During these two phases, in the proposed scheme only two
messages are involved in communication. U; sends login request My = {ID;, IDg,, Ex, (ID;
U Ds; ||The, || T, (Ks) [T, (Ku) [|Te,(Ky,) [[RN; || KG), T'S;, H(K; ||TS; |[ID; [[IDs, ||RN;
|70 (Ky) ||Tk,)} to S;, which needs (324 32+ [384/128] x 128 +32+160) = 640 bits. S;
sends the authentication reply My = {ID;, IDs;, Ex,(ID; |[IDs; ||Y ||Ty,(Ky) ||RN; || Tk, ),
TS;, H(TS; ||TS; ||RN; [|[RN; ||Y ||Tk, ||T:,(Ky))} to Ui, which again requires 640 bits.
Therefore, during the login and authentication phases, the total communication cost required
is (640 + 640) = 1280 bits. Note that the proposed scheme does not involve the RC' in both
the login and authentication phases. Only two messages communication are required. Table
4.4 shows the comparative study of communication costs among the proposed scheme and
other related recently proposed schemes during the login and authentication phases. All the
other related schemes except the proposed scheme need five messages communication. The
communication costs of Odelu et al.’s scheme, He-Wang’s scheme, Yoon et al.’s scheme and
Kim et al.’s scheme are 2944 bits, 3520 bits, 2496 bits and 2496 bits, respectively. So, it is
clear that compared to other related existing schemes, the proposed scheme consumes the

minimum communication cost.

Table 4.4: Communication costs comparison among the proposed scheme and recent multi-

server authentication schemes.

Scheme I I
Li et al. [131] 7232 7
Yoon et al. [230] 2496 5
Kim et al. [115] 2496 5
He-Wang [85] 3520 5
Odelu et al. [153] 2944 5
Our 1280 2

Note: I, : total number of bits transmission required during login, and authentication and
session key establishment phases of the schemes; I : total number of messages transmission

required during login, and authentication and session key establishment phases of the schemes.



96 Biometric-Based User Authentication for Multi-Server Environment

4.6.2 Computation costs comparison

Table 4.5 shows the execution times needed for various cryptographic operations. Let T},
Tenejdee, Thi, Ten and Ty, denote the time to execute a one-way hash function H (+), a symmet-
ric encryption/decryption (using AES-128 symmetric cryptosystem), an elliptic curve point
multiplication and T,(z) (mod p) in Chebyshev polynomial using the algorithm provided in
[118], and a biohashing operation, respectively. The results shown in Table 4.5 are based on
an experiment conducted on an Intel Pentium4 2600 MHz processor with 1024 MB RAM in
[118]. We have T}, = 0.0005s, Ty ~ 0.063075s, Tenc/dgec = 0.0087s and Tey ~ 0.02102s. We
assume that Ty, =~ T, We have ignored the computation cost of bitwise XOR operation as it
is significantly low compared to other operations. We have compared the computation costs
of the proposed scheme with other related existing schemes in Table 4.6 during the login and

authentication phases.

Table 4.5: Execution timings of various cryptographic operations.

Term  Description of operation Time taken (in seconds)

Ty one-way cryptographic hash function  0.0005
Tenc/dgec  symmetric key encryption/decryption  0.0087
Ty elliptic curve point multiplication 0.063075
Ton Chebyshev polynomial computation  0.02102
Ton, biohashing 0.02102

Table 4.6: Comparison on computation cost among different schemes.

Computation cost Execution time (in milliseconds)
Li et al. [131] 19T}, + 6T, 387.95
Kim et al. [115] 15T, + 4T 259.80
Yoon et al. [230] 15T}, + 4T 259.80
He-Wang [38] 21T, + 8T 515.10
Odelu et al. [153] 6T pc/gec +24T) + 6T 442.65
Our 8T e /dee + Ton +16T), + 6T, 924.74

Note that the server and user registration phases are executed only once. Thus, we con-

centrate only on login and authentication phases for measuring the computation overhead.
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Table 4.7: Comparison of functionality features among different schemes.

Scheme I I I3 I I; I I Iy Iy Lo T L ©Ls Ly Lis I
Li et al. [131] Yes No Yes Yes No Yes No No No Yes No No Yes No No No
Yoon et al. [230]  Yes Yes Yes Yes No Yes No No Yes Yes Yes No Yes No No No
Kim et al. [115]  Yes Yes Yes Yes No Yes No No Yes Yes Yes No Yes No No No
He-Wang [38] Yes No Yes Yes Yes Yes No No No Yes No No Yes No No No
Odelu et al. [153] Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No No
Our Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Note : I : whether provides mutual authentication or not; I : whether provides flawless
password change phase or not; I3 : whether resists server spoofing attack or not; I : whether
resists man-in-the-middle attack/replay attack or not; I5 : whether resists privileged-insider
attack or not; I : whether resists lost smart card attack or not; I; : whether provides strong
user anonymity or not; I : whether resists session-specific temporary information attack or
not; Iy : whether resists DoS attack or not; I1o : whether provides perfect forward secrecy
or not; I1; : whether provides session key security or not; I : whether retains provision for
revocation and re-registration or not; I;3 : whether able to execute without identity-verification
table or not; I14 : whether involves low computation cost or not; I;5 : whether involves low
communication cost or not; I15 : whether able to establish session key without involving the
RC' or not.

Yes: the scheme is secure or it supports a feature; No: the scheme is not secure or it does

not support the feature;

During the login and authentication phases, the total computation cost per user in the pro-
posed scheme is 123.88 ms, where it is 100.86 ms per server. From this table, it is evident
that our lightweight authentication scheme requires less computation overhead as compared
to other related schemes. Finally, the total computation cost (including server side and user
side) of the proposed scheme is 224.74ms, which is minimum among other related existing

schemes.

4.6.3 Security and functionality features comparison

Finally, in Table 4.7, we have tabulated an overall security and functionality features compar-
ison among the proposed scheme and other schemes. It is observed that the proposed scheme
outperforms other recently proposed existing schemes as the proposed scheme is secure and

supports extra features. Furthermore, the proposed scheme has the lowest computation and
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communication overheads. In addition, the proposed scheme does not involve the RC during

the login, and authentication and key establishment phases.

4.7 Summary

We have designed a new Chebyshev chaotic map based lightweight multi-server authentication
scheme. We have used the random oracle model and the BAN logic for formal security
analysis, and also simulated the proposed scheme using the widely-accepted AVISPA tool for
the formal security verification. The results show that the proposed scheme is secure from well-
known possible attacks required in a multi-server environment. Moreover, the proposed scheme
fulfills known functionality features applicable for a multi-server environment. The proposed
scheme does not require involvement of the RC' during the login, and authentication and key-
establishment phase. As a consequence, the proposed scheme is efficient and more suitable
for practical applications especially for mobile and battery powered devices as compared to

other existing schemes.



Chapter 5

Biometric-Based Anonymous User
Authentication for Crowdsourcing

Internet of Things

The recent proliferation of mobile devices such as smartphones and wearable devices has given
rise to crowdsourcing Internet of Things (IoT) applications. E-healthcare service is one of the
important services for the crowdsourcing IoT applications that facilitates remote access or
storage of medical server data to the authorized users (for example, doctors, patients and
nurses) via wireless communication. In some situations, sharing of the patient information in
a protected online environment with a group of medical professionals is very much essential,
and for these types of treatments where multiple professionals are involved, crowdsourcing
[oT in e-healthcare services is required. Unfortunately, ever-growing use of the Internet offers
malicious users and attackers ample opportunity to gain unauthorized illegal access of medical
data by exploiting various kinds of network and information attacks. To protect important
and private medical information, design of a secure remote user authentication protocol for

crowdsourcing in e-healthcare services needs more attention from the researchers.

In this chapter, we present a three-factor, extended chaotic map based secure and efficient
remote user authentication scheme for crowdsourcing IoT environment. Prior to this, we state
our basic research contribution and then describe the threat model in brief. We then describe

different phases of the proposed scheme.
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5.1 Research contributions
The main contributions of this chapter are listed below:

e We present a new robust, secure as well as efficient remote authentication scheme that
uses the extended chaotic map, user biometrics, password and user smart card simulta-

neously.

e The proposed scheme has low computation and communication costs as compared to

those for the existing related schemes.

e We also introduce an efficient mechanism for revocation of lost smart card of a legitimate

user.

e Through the combined formal security analysis using the ROR model, BAN logic and
formal security verification through simulation using the broadly-accepted ProVerif 1.93
tool, and also informal security analysis, we prove that the proposed scheme has the

ability to resist various known attacks.

5.2 Threat model

We adopt the widely-accepted Dolev-Yao threat model (DY model) [70]. In the DY model,
any two nodes communicate over an insecure channel. An adversary A has the ability to
eavesdrop, modify or delete the messages transmitted between two participants. In addition,
we assume that A can extract all the sensitive information stored in the lost/stolen smart

card of a legal user U; using the power analysis attacks [119], [112].

5.3 The proposed scheme

In this section, we present the biometrics and fuzzy extractor based user authentication pro-
tocol (BFE-UAP). The proposed scheme has five phases, namely 1) registration, 2) login, 3)
authentication and key establishment, 4) password change and 5) revocation of lost smart
card. For describing and analyzing the proposed scheme, we use the notations listed in Table
5.1.

The various phases related to the proposed scheme are given in subsequent sections.
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Table 5.1: Notations used in this chapter.

Symbol  Description

S Remote medical server in IoT environment
U, User of the system

ID; User identity

SC Smart card of U;

H(") A one way cryptographic hash function
T.() A Chebyshev polynomial

b 128-bit random number selected by U;

mk 1024-bit master secret key of §

RN, 128-bit random number of U;

RN, 128-bit random number of S

S'N; Identity or serial number of a smart card SC
|, ® Concatenation, bitwise XOR operations
A8 g Entity A sends message M to entity B

TS1,TSy; Current timestamps

AT Maximum transmission delay

Gen(-) Fuzzy extractor probabilistic generation function

Rep(+) Fuzzy extractor deterministic reproduction function

T Permissible error tolerance value used in Rep(-) function.

e Registration phase: Through the registration phase, a legal user U; obtains his/her
smart card SC' from the medical server S. In this phase, the communications between

U; and S take place over a secure channel (e.g. in person) as it a one-time process.

e Login phase: In order to access the services from S, U; must login to the system. In
this phase, user smart card accepts necessary credentials from U; and verifies his/her
authenticity. If verification is successful, U; is allowed to send login request message to

S; via a public channel.

e Authentication and key establishment phase: In this phase, S receives the login
request message from U; and mutually authenticates each other. After successful mutual

authentication, U; and S establish a common secret session key which is used for future
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secure communications between them.

e Password and biometric change phase: In this phase, a valid user U; can update
his/her old password PW; with a new password PW/ locally without involving the server

S anymore:

e Lost smartcard revocation phase: In the threat model mentioned in Section 5.2
that if an attacker obtains a user’s smart card SC, he/she can obtain all the smart
card information by executing power analysis attacks [119], [I57]. So, if any protocol is
vulnerable to off-line password guessing attack or stolen smart card attack, the adversary
may impersonate the legal user U; to login to the server S using the lost or stolen
smartcard and guess old password. In this situation, it is quite necessary to provide U;
with a new smart card and S should be able to discriminate between the old lost/stolen

smartcard and the newly issued smartcard.

5.3.1 Registration phase

The following steps are involved in this phase:

e Step 1. U; chooses his/her identity ID;, password PW;, personal biometrics B; and

128-bit random number b.

e Step 2. Using fuzzy extractor generation procedure, U; generates («;, 5;) = Gen(B;),
and computes masked password RPW,; = H(H(ID; ||PW;) ||o;) and C = H(H(ID;
[|PW; ||b) ||cvi). Here, a; is the biometric secret key of U; and f; is the public reproduction

parameter. U; submits (ID;, C') to S via a secure channel.

e Step 3. S receives the registration request (ID;,C) from U; and selects a 1024-bit
number mk as its secret master key, which is known to this server only. Further, S selects
128-bit random number r and computes the following: X = H(H(ID;||mk) @ r) and
Di=X®C=X® HH(ID; ||PW; ||b)|| ;). S embeds the parameters { Dy, T,,.x(X)}
in user smartcard SC' and issues this smart card to U; through a secure channel. S saves
pair (ID;, SN;,r) into its database, where SN; is the identity or serial number of the
smart card SC'.

e Step 4. U, receives the smart card SC from S and computes Dy = RPW,; & b and
fi = H(RPW;,||b). Finally, U; stores the information 3;, Da, f;, H(-), Gen(-), Rep(-)

and 7 into SC, where 7 is the permissible error tolerance value used in Rep(-) function.
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Figure 5.1 shows the steps of registration phase involved in the proposed scheme.

User (U;) Server (.5)
Select ID;, PW;, biometrics B;

and random number b.

Compute (ay, ;) = Gen(B;),

RPW; = H(H(ID;||PW;)]|ev),

C = H(H(ID;||PW;||b)]|c;).

(secure channel)

Generate random number r
and master secret key mk.
Compute X = H(H(ID;||mk) & r),

Smartcard{D1, T, (X)}

(secure channel)

Compute Dy = RPW; @& b, Store (ID;, SN;,r) in server database.
f; = H(RPWi|[b).

Store 5;, Do, f;y H(-), Gen(-),

Rep(-), and 7 into smartcard SC.

Figure 5.1: User registration phase of the proposed scheme.

5.3.2 Login phase

For login purpose, the following steps need to be executed:

e Step 1. U; inserts SC' and inputs his/her identity ID;, password PW; and imprints
personal biometrics B; at the sensor of a particular terminal. Using reproduction proce-
dure and stored §;, SC computes «; = Rep(B,, 5;), RPW; = H(H(ID;||PW,)||c;) and
generates b’ = Dy @& RPW;.

e Step 2. Using the generated b, SC computes f/ = H(RPW;||b') and checks if f]
= f; holds or not. A mismatch results in immediate termination of the login phase.
Otherwise, it is ensured that the user has entered correct identity, password and bio-
metric information, and SC proceeds to compute X = D& H(H(ID; ||[PW; ||V)
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lw) = H(H(ID; [[mk) ©r) ©@H(HD; [[PW; |[b) |la;) ©@H(HUID; [[PW; [|V) o)
= H(H(ID; ||mk) @r), since b =1V'.

e Step 3. SC generates a 128 bit random number u. Further, it generates T,,(X ) and using
the smart card parameter T, (X), it generates KA = T,(T,,x(X)). SC then generates a
128-bit random number RN, and computes M; = X& RN, & 7516 T,,(X) = H(H(ID;
lmk) ®r) ®RN, &TS; ®T,(X), DID; = ID; @H(KA) and M, = H(IDj|| X|| KA|
RN,|| T'Sy), where T'S; is the current timestamp of the user U;’s system. Finally, U;
sends the login request {DID;, T,(X), My, M,, T'S;} to S via a public channel.

5.3.3 Authentication and key establishment phase

The following steps are needed in this phase:

e Step 1. S receives the user login message at time 7'S;* and verifies whether |T'S;”
—TS;| < AT, where AT is the maximum transmission delay. If the verification does
not hold, S rejects this phase immediately. Otherwise, S computes K A" = T, (T, (X)),
ID; = DID; ®H(KA') = ID;, ®H(KA) ®H(KA') = ID;. If KA = KA, it en-
sures that 1D, = ID;. S searches for the pair (ID;,r) in its database. If this pair is
found, using parameter r, computed identity /D) and master secret key mk, S gener-
ates X' = H(H(ID}||mk) @ r), and further computes My = M® T5:® X'® T,(X)
= (H(H(ID; ||mk) ®r) ®RN, ®TS; &T,(X)) &TS, ®H(H(ID; ||mk) &r) &T,(X)
= RN,. Using computed parameters (1D}, X' KA’ My) and received T'Sy, S calculates
Ms = H(ID}||X'||KA'||M||TSy). S then verifies whether M; ~ M,. If the condition
is not satisfied, this user request is rejected for this session. Otherwise, S accepts the

login request and considers the user U; as authentic.

e Step 2. S selects 128-bit random number RN, generates the current timestamp 7'S,
and computes My = X'® RN,® TSy, = H(H(ID; ||mk) @&r) ®@RN; &TS5,, SK,, =
H(X'|| KA'|| TS:|| TS2|| Ma|| RNy), and My = H(ID;|| SKs|| Ma|| RNs|| T'S1|| T'S2),
where SK, is the common secret key shared with U; for the current session. Finally, S

sends the authentication request { My, M, 'S} to the user U; via a public channel.

e Step 3. Upon receiving the server message at time 7'Sy*, SC of U; verifies the condition
| TSy —TSy"| < AT. If it holds, SC' computes M5 = X'® My® TSy = H(H(ID, ||mk)
®r) ®H(H(ID; ||mk) &r) ®RN; ®T'Sy &T'Sy = RN;.
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e Step 4. Using received timestamp 7Sy, computed M5 and KA = T,(Tu(x)), U;
calculates current session key shared with S as SK,s = H(X|| KA|| T'S1|| T:S2|| RN.||
Ms), which is same as SKj,. Using this session key, U; verifies M 2 H(ID;|| SKys
||RNy ||M5 ||T'S1||TSs). If verification succeeds, U; assumes that S is an authenticate

server. Also, the current session key SK,s (= SKj,) is mutually verified and established.

Figure 5.2 shows the summary of the login and authentication & key establishment phases

of the proposed scheme.

5.3.4 Password change phase

In this phase, a valid user U; can update his/her old password PW; with a new password PW/

using the following steps locally without further contacting the server S anymore:

e Step 1. U; inserts the smart card SC and inputs his/her identity ID;, old original
password PW; and a new changed password PW/. U; also imprints his/her biometrics

B; at the sensor of a particular terminal.

e Step 2. SC generates (o, ;) = Gen(B;), and calculates b = Do® H(H(ID;|| PW;)||
i), Dy = D@ H(H(ID; [|[PW;) |lew) ®@H (H(ID; ||PW) ||ewi), Dy = H(H(ID; ||[PW)
l|o;) ®b and RPW/ = H(H(ID; ||PW;) ||cai;). Also, f; is updated with f/ = H(RPW/
||b) in the memory of SC.

e Step 3. Finally, SC replaces Dy with D, Dy with D} and f; with f/ in its memory.

Figure 5.3 shows the summary of the password change phase of the proposed scheme.

5.3.5 Smartcard revocation phase

To revoke a lost/stolen smartcard, the proposed scheme performs the following steps:

e Step 1. U; selects his/her identity ID;, password PW; and also imprints his/her bio-

metrics B; at the sensor of a particular terminal. U; computes (o, 8F) = Gen(B;).

e Step 2. U; selects a new 128-bit random number ¢’ and submits (I D;, H(H(ID; ||PW;

[|1b") ||cf)) to the server S via a secure channel.
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User (U;)

Server (S)

Input ID;, PW; and B;.

Compute o; = Rep(B., ),

b = Dy & H(H(ID;||PW;)||a).
Verify if f; = H(RPW;||V).

If verification holds, compute

X =Dy @ H(H(ID;||[PWi||V) ]ev).
Generate v and RN,,.

Compute T,(X), KA = T,(Tu (X)),
My =X®RN,a&T5;,

DID, = ID; & H(KA),

M, = H(ID/||X|| K A|RN,|[TS,).
{DID,‘,Tu(X),Ml,]\/[u,Tsl}\

(public channel)

Verify if |T'S," — T'S,| < AT?
Compute KA" = T,,x (T, (X)),

ID. = DID; & H(KA").

Check if (ID!,r) is found in database.
Compute X' = H(H(ID;||mk) & r),
My=M &TS &X' =RN,.

Verify if H(ID;||X'||KA

| M| TS1) = M,

If verification holds, generate RN;.
Compute My = X' ® RN, ® TS5,

SKo = H(X'||KA'|[TS||TS,||M|[RN;),

M = H(ID;||SKg,||Ms||RN||TS1||TSs).
{My,M,,TS2}

(public channel)
Verify if |T'Sy — T'Sy* < AT|?
Compute My = X @ My @ TS,
= RN,, SK,s = H(X||KA||TS;
TS| RN, || Ms5).
Verify if M, = H(ID;||SK s
[[RN| M| [T [TS5).
If verification holds,
authentication is successful.
Store session key SK,s (= SKj,)
shared with S.

Store session key SKg, (= SKys)
shared with Uj.

Figure 5.2: Login and authentication phases of the proposed scheme.

e Step 3. S uniquely identifies the user U; by checking its credentials such as his/her
SSN, DOB, national card number, or some other relevant information. Further, S reads
the new serial number SN/ from the new smart card, and selects a new 1024-bit random
number r" and computes as following: X' = H(H(ID; ||mk) &r'), D} = H(H(ID,
Imk) @r') @H(H(ID; [[PWi |[V)]] of) = X" @H(HID; ||PW; [[) [|a7). S embeds
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User (U;) Smart card (SC)
Input ID;, PW;, and B..
Input new password PW/.

Generate (o, ;) = Gen(B;).

Calculate
b= Dy & H(H(ID;|| PWi)|| cvi),
Dy = D@ H(H(ID; [|PW;) ||ci)

® H(H(ID; [|PW)) [|ai),

Dy = H(H(ID; [|PW;) ||ow) & b,
RPW/ = H(H(ID; ||PW;) ||a).

Update f; «+ f/ = H(RPW] ||b).

Figure 5.3: Password change phase of the proposed scheme.

the parameters {D},T,,x(X’)} into the new smart card SC, and issues this smart
card to U; through a secure channel and updates (ID;, SN;,r) with (ID;, SN/, ") in its

database.

e Step 4. U, receives the smart card SC,., from S and computes RPW; = H(H(ID;
|| PW;) ||af), Dy = RPW,; @b and f/ = H(RPW; ||t'). Finally, U; stores 5, Dj, f/,
H(-), Gen(-), Rep(-), and 7 into smart card SCpey.

The smartcard revocation phase the of proposed scheme is summarized in Figure 5.4.

5.4 Security analysis

In this section, we provide both formal and informal security analysis of our scheme. Wang et
al. [204] reviewed several anonymous two-factor authentication schemes and then pointed out
that under the current widely accepted adversarial model, certain goals are beyond attainment.
They further observed that the widely used formal methods including random oracle model and
BAN logic can not capture some structural mistakes, and hence, guaranteeing the soundness
of authentication protocols still remains an open issue. Due to such important observations
in their analysis, it is necessary to have all the formal security analysis, BAN logic analysis,
informal security analysis and formal security verification of the proposed scheme so that the

scheme can achieve high level security.
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User (U;) Smart card (SC')
Input ID;, PW;, and B..

Compute (of, 5f) = Gen(B;).

Select 128-bit random number b'.

{4Di, H(H(LDs||[PW;||V")][e7)

(secure channel)
Identify U; from SSN, DOB, ID card etc.
Issue new smart card SC),eyp-
Read new serial number SN/ from SCjey.
Select 1024-bit random number 7.
Compute
X'= H(H(ID; ||mk) ®&r'),
Dy = H(H(ID; ||mk) @r") ®H(H(ID;||
PW; (07| o)
— X! @H(H(ID; ||PW; |[V) [|of).

Load {D}, T, (X')} into SChey.
(D}, T (X7}

Compute (Smart card)

RPW, = H(H(ID; ||PW;) [la;).

D), = RPW,; &b,

fi=HRPW; ||V).

Update (ID;, SN;,r) < (ID;, SN/, +")

in server database.

Figure 5.4: Lost smartcard revocation phase of the proposed scheme.

5.4.1 Formal security analysis using ROR model

We present the formal security analysis of the proposed biometrics and fuzzy extractor based
user authentication protocol (BFE-UAP) through the Real-Or-Random (ROR) model [11],
[214]. An adversary A can make several oracle queries, which model the adversary capabilities
in a real attack [20], [185].

To proof the formal security of the proposed scheme, we consider all possible oracle queries.

We simulate various security attacks on the proposed protocol & through the following dif-
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ferent oracle queries:

e Send(U;/S,m): Through this query A sends a request message m to P!, and P’ replies

to A according to the rules of the protocol.

e Ezecute(U;,S): This query enables A with a capability to eavesdrop message m com-

municated between U; and S in an actual execution of the protocol.

e Corrupt(U;,a): Depending on respective value of a, this query returns user password,

biometric string or smart card parameters to the adversary A.

e Reveal(P"'): The current session key SK generated by P' (and its partner) is revealed
to A through this query.

e Test(P'): Through this query A sends a request to P’ for the current session key SK
and receives a null value if no session key is generated. Otherwise, P! takes decision
according to the outcome of an unbiased flipped coin b. Basically, this query is used to

measure the strength of the semantic security of session key SK.
We now define the following definitions [26], [223] prior to proving Theorem 5.1.

Definition 5.1. Upon recewing last expected protocol message, if Pt goes to an accept state,
Pt is said to be in accepted state. The session identification (sid) is formed by the ordered

concatenation of all communicated messages by P*.

Definition 5.2. Two instances U;T°' and ST52 are known to be partnered on simultaneous
fulfillment of conditions between U™ and ST if 1) both are in accepted state, (2) both
mutually authenticate each other and share the same sid and 3) they are mutual partners of

each other.

Definition 5.3 (Freshness). P! is said to be fresh, on simultaneous accomplishment of three
following conditions: 1) P is in accept state; 2) Reveal(P') query has never been requested
to P! /partner of P, and 3) only zero or one Corrupt(P',a) query has been requested to P'/
partner of Pt;

Definition 5.4 (Semantic security). The advantage function of an adversary A in breaking
the semantic security of the proposed biometrics and fuzzy extractor based user authentication
protocol (BFE-UAP) & by guessing the correct bit b’ is defined by AdvngFE_UAP = |2Pr[b =
bl —1).
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Definition 5.5. A password authentication protocol with biometrics is semantically secure if
the advantage function Adv5FE=V4Y s negligibly greater than max{qs(ﬁ, Q%b, Ebm) }, where s
is the number of Send queries, |D| is the size of password dictionary, l, denotes the extracted

string length of user biometrics and ey, is the probability of false positive [158].

Definition 5.6. The advantage probability AdvGMPEY (t 4) of the Chaotic map-based discrete
logarithm problem (CMDLP) is negligible for any adversary A with execution time t4, that is,
AdvGMPEE (t 4) < ¢, for a sufficiently small € > 0.

Theorem 5.1. Let A be a polynomial time bounded adversary running in time t 4. Suppose A
make H hash oracle queries, Send queries and Execute queries at most qg, qs and q. times,

respectively, in order to break the semantic security of the proposed scheme &2. Then,

2 2
BFE—UAP a +18qu  (gs + qe)” + 4qs 1 1
Advy, < Sl + o0 +2 max{qs(—‘p| ST Ebm) }

Har(1+ (g5 + 0)) Adv P (),

where Ly refers to the string length of hash results, I, is the string length of random numbers,
ly, €bm and |D| are defined in Definition 5.5, and AdvGMPEF(t4) is the advantage probability
of breaking CM DLP problem by A defined in Definition 5.6.

Proof. A set of six games are defined as G;, (i = 0,1,2,3,4,5). Let S; refer to an event of
successfully guessing bit b in Test query by an adversary A in the game G;. The detailed

descriptions of the games are given below.

e Game Gy: Assuming the real protocol in random oracles and the initial game are

identical, we obtain,

AdvBFEZUAP = 12Pr[Sy] — 1. (5.1)

e Game G;: Oracle queries like Reveal, Execute, Corrupt, Test and H are simulated
in the game (G; and described in Table 5.2. The working procedure of Send query is
simulated in Table 5.3. We create three lists that record the output of different oracle
queries: 1) list Ly answers hash oracle H queries, 2) list L4 stores outputs of random
oracle queries, and 3) list Ly records transcripts between U; and S. As simulation of
the games GG; and G (which is the real protocol under execution) are considered to be

indistinguishable, we have,

Pr[Si] = Pr[Sy). (5.2)
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Table 5.2: Simulation of hash, reveal, test, corrupt and execute oracle queries.

Hash H simulation query performs as follows:

If the record (¢, H) is found in list Ly corresponding to hash query H(q),
return hash function H.

Otherwise, select a string H € {0,1}'# and add (¢, H) into Ly.

If the query is initiated by A, (¢, H) is stored in L 4.

Reveal(P') simulation query performs as follows:
If P! is in accept state, the current session key SK formed by P! and its

partner is returned.

Test(P') simulation query performs as follows:
Through Reveal(P") query, obtain current session SK and then flip a
unbiased coin b.

If b =1, return SK. Otherwise, return a random string from {0, 1}*.

Corrupt(U;,a) simulation query performs as follows:

If a = 1, the query returns password (PW;) of the user U;.
If a = 2, the query outputs biometrics key (o)
corresponding to the biometrics By of Uj;.

If a = 3, the query returns the secret information stored in user smart card.

Simulation of Execute(U;, S) query occurs in succession with simulation of
Send queries as shown below.

Compute DID;, My, M, as given in Figure 5.2. U; sends message M’ to S,
where M' ={DID,;,T,(X), My, M,, TS }.

Compute M, and M, as given in Figure 5.2. S sends authentication

message M" to U, where M" = { My, M, T'S5}.

Note that (DID;, T,(X), My, M,,TS;) < Send(U, start),

(My, M, TSy) < Send(S,(DID;, T,(X), My, M,,TS1)).

Finally, M' = (DID;, T,(X), My, M,,,T'S1), M" = (My, My, T'Ss) are returned.

e Game G,: This game considers the collision situations with hash results and ran-
dom numbers in the transcripts of all communicated messages in login and authen-
tication phases of our scheme &?. According to the birthday paradox, the H query

2
has at most collision probability as 2&%. In the login and authentication messages
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{DID;,T,(X), My, M,, TS} and {My, My, TS}, M; and M, contain session specific

random numbers RN, and RN, respectively. Hence, the probability of collision for

2
these numbers are at most (qgff—ﬁi). So, we have,

(gs +4¢)* qF
Pr(s;] - Prisy| < ATAl g (5.3)

Table 5.3: Simulation of send oracle queries.

Send simulation query performs as follows.

(a) For a Send(U;, start) query, U; gives the following response.
Compute X, My, DID;, M, as in Figure 5.2.

Output M’ = (DID;, Tu(X), My, My, T'S1).

(b) Let S be the target state.

For a Send(S,(DID;,T,(X), My, M,,TS1)) query, S gives the following
response.

Verify whether [T} — T}| < AT and compute KA’ 1D}, X’ and M,

and verifies value of M,,.

A mismatch rejects the session. Further, S computes M, and SK,,,
and output M"” = (My, M, T'Ss).

(c) U; answers Send(U;, (My, My, T'S;)) query as follows.

Verify whether |T'Sy; — T5| < AT,

and compute M5 and SK,,, and then verify M.

A mismatch leads to termination of the session. Otherwise, establish
SK,s as the session key as given in Figure 5.2.

Finally, both U; and S accept the successful termination of the session.

e Game G3: In this game, without involving hash oracles H directly, A tries to guess the
correct message from other oracle queries. As per two message communications of login

and authentication phases, we have the following two cases:

— Case 1: We consider login message Send(S, M;) query and try to respond it.
Hence, the hash value M,, = H(ID;||X||KA||RN,||TS1) € L4 has probability up

to JH-; otherwise, the session will be terminated. Again, to launch an attack, A
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must find out the parameters ¥/, f;, and H(H (I D;||PW;||t")||a;) as given in Figure

5.1. Hence, the total calculated probability is at most é‘f—g. Finally, for a transcript

message with parameter RN, M; € Ly, and we get the maximum probability for

gs
20r -

this as

— Case 2: We consider M, which is included in the authentication message
sent by S to the user U;. To respond Send(U;, M) oracle query, My € Ly
must hold with probability JZ. Further, S computes and verifies ID;, X',

H(ID;||X||KA||Ms]|T'S;) and SK, with total probability of 5qH Finally, for
a transcript message (with parameter RNy) My € Ly and we get the maximum

probability for this as 3.

Considering both cases, we have,

Yqu

2qs
’PT[S:J,] PT[SQH < + — 2lH

(5.4)
e Game G4: In G4, we consider mainly guessing attacks in both online and offline condi-

tions. We have the following two cases:

— Case 1: A executes Corrupt(U;, 3) to guess PW and «;. In this case, we consider

the following two sub-cases:

x Case 1.1: A can guess password in online from a dictionary D and runs

Send(S, M) query g, times having probability -

x Case 1.2: We consider the intentional or accidental guessing of user biometrics
key «; online, which requires to execute query Corrupt(U;,2). The guessing

probability under this case is at most max{qs (5, €bm)}-

— Case 2: We consider guessing of the session key SK by A without active involve-
ment of oracle H. We find that SK is created with hash values of two chaotic map
parameters T, (T, (X)) and T,,x(Tw(X)). So, for this case, the probability is at
most 2q AdvqMPLP (1 4).

In absence of these guessing attacks, the games G4 and G3 are indistinguishable, and

hence, we have,

1

1
|Pr[Sy] — Pr[Ss]| < max{qs(|D| o0

5bm)} + QQHAdUCMDLP<tA). (55)
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e Game G75: In the terminating game G5, A executes H, Send and Execute oracle queries
on old transcripts only to break forward security. To avoid termination of the game,
the Test query should return the actual session key in respective instances of U; and S.

Considering the same analysis as mentioned in G4, we obtain,
|Pr[Ss] — Pr(Si)| < 2qu(gs + qo)* x AdvGMPEE (1 ).

Considering all above games and since A gains no advantage to guess the correct bit b,
we get, Pr[Ss] = 1/2.

Using the triangular inequality, we have the following:

Prisol — 5 = |PrlSi] — Priss]
< |Pr[Si] — Pr[Ss]| + |Pr[Ss] — Pr[Ss]|
< |PrlSi] — PriSs]l +1PrS:] - PriSi| + Prlss] - Priss]
< |Pr[Si] — Pr[Ss]| + |Pr[Ss] — Pr[Ss]| + |Pr[Ss] — Pr[S4|
HPr(S) - Prlss) (5.6

Using Equations (5.1)-(5.6), we obtain,

1 1
(QS + Qe)z Q%{ 2q$ 9QH 1 1
S T g T T Tmealp g e}
+2q AdvSMPEE () + 2qm(gs + q0) 2 AdvSMPEE (8 ). (5.7)

Finally, multiplying both sides by 2 in Equation (5.7) and rearranging the terms, we obtain

the required result. Hence, the theorem is proved. O

5.4.2 Mutual authentication proof using BAN logic

Basic BAN logic notations and logical postulates are provided in Section 2.6. According to
the analytic procedures of the BAN logic, the proposed protocol needs to satisfy the following

goals:

e Goal 1. U; |= (U; &5 8)).

SK

e Goal 2. S; |= (U, <= S5)).
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The generic types of the messages in the proposed protocol are as follows.

e Message 1. U; — S;: {DID;, T,(X), X& RN,® TS, &T,(X), H(ID; ||X ||KA ||RN,
ITSy), TS, }.

e Message 2. S; — U; : {X® RN;® T'S2® T,(X), HUID;|| H(X ||Ti(Tu(X)) ||T5

The idealized forms of the messages in the proposed protocol are given below.

L] Message 1. UZ — Sji {D]Dl, Tu(X), TSl, <RNU, TSl, Tu(X)>X7 <IDZ, RNu, TSI,
KA)x}.

° Message 2. Sj — A: {TSQ, <RNS, TSQ, ka(X»X, <IDZ, TSI, TSQ, KA, RNu, RNS>X,
TSy},

Regarding the initial state of the scheme, we make the following basic assumptions to

further analyze the proposed scheme:
o A.1: U; |=#(TSs)
o A2: S;|=#(TS)

X

X
A.4: Sj |E (UZ — SJ)

A.5: Ul |E SJ = (RN57T527ka<X))

A.6: Sj |E U; = (RNU,TShTu(X))

e AT: U |=u

e A8 U; |=T5

e A.9: U; |= RN,

o A10: S; |= T (X)

A.11: S |=mk

A12: S; |=T8S,
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A.13: S; |= RN,

Based on the above mentioned assumptions and the logical postulates of the BAN logic,

we analyze the idealized forms of the messages in the proposed scheme and provide the main

procedures of proof as follows.

According to the message 1, we obtain,

Si: S; 9 {DID;, Ty(X), TSy, (RN, TSy, Tu(X))x, (ID;, RN,, TSy, KA)x}.

Sy: According to the rule AR, we obtain, S; <9 (RN, T'S1,T,(X))x.

Ss: According to A.4 and MMR, we obtain, S; |= U; |-~ (RN,,T'S1, T,(X)).

Sy According to A.2 and FCR, we get, S; |= #(RN,, TS, T,(X)).

Ss: According to NVR, we have, S; |= U; |= (RN, TS, T.(X)).

Se: Using A.6 and JR, we get, S; |= (RN,, TS, T,(X)).

S7: From Sg and AR, we obtain, S; |= RN,, S; |=T51, S; |= Tu(X).

Sg: According to A.11, A.12 and A.13, we get, S; |= mk, S; |= TS, and S; |= RN;.

So: From SK = H(X ||Tu(Tu(X)) ||T'Sy ||T'S2 ||My ||RNs) and the results obtained
in Steps S7 and Ss, we obtain, S; |= (U; LN S;). (Goal 2)

S1o0: Using the message 2 and AR, we obtain, U; < (RN, T'Ss) x.
S11: According to A.3 and MMR, we get, U; |= S, |« (RN, T'S5).
Sia: Using A.1 and FCR, we obtain, U; |= #(RN,, T'Ss).

S13: With NVR, we obtain, U; |= S; |= (RNs, T'Ss).

S14: A5 and JR give U; |= (RN, T'Ss).

S1s: According to Si4 and AR, we have, U; |= RN, U; |= T'S,.

Si6: According to A.7-A.10, we obtain, U; |= u, U; |= T'S1, U; |= RN, and §; |=
T (X).

SK

Si7: The results of Steps S5 and Syg give U; |= (U; <— S;). (Goal 1)

As a result, the goals Goal 1 and Goal 2 ensure that both U; and S mutually authenticate

each other.
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5.4.3 Discussion on other attacks

In this section, we show that the proposed can also withstand the following security attacks.

1) Replay and impersonation attacks

Replay attack is considered to be one of the most common attacks in authentica-
tion process. In the proposed scheme, an attacker cannot replay the login message
{DID;,T,(X), My, M,, TS;}. S ignores the message if |T'S;* — T'S1| > AT, where AT is
the maximum transmission delay. To protect strong replay attack, S may also decide to store
the pair (ID;, T,,(X)). In case of a replayed message, T,(X)" will be same as the previous
value T, (X). So, S considers this as a replayed message and discards the request. Further,
an attacker can not modify any of the sent parameters as the message contains a hash value
M, = H(ID;||X||KA||RN,||T'S1). In the authentication phase, any modification of the pre-
vious parameters leads to a mismatch of the sent parameters and received hash value, and the
authentication request fails. Following the same logic explained above, an attacker can not
also replay or modify the server authentication message. Hence, our scheme is secure against

replay attack as well as user impersonation attack.

2) Man-in-the-middle attack

Through man-in-the-middle attack, an adversary may try to modify login or authentication
messages. Also, the attacker may try to establish independent connections with U; and S.
However, as we already discussed in Section 5.4.3, an adversary will not be able to modify or
regenerate login and authentication messages. Thus, the proposed scheme resists man-in-the
middle attack.

3) Stolen smart card attack

Suppose the user U;’s smart card SC' is lost or stolen, and an adversary A obtains all stored
parameters from its memory by power analysis attacks [142]. Note that U,’s identity ID;,
password PW; and biometric secret key «a; are not stored directly in SC'. From stored D; =
H(H(ID;|| mk) @r) @H(H(ID; ||PW; ||b) ||a;), it is computationally infeasible to obtain
I1D;, PW; or biometrics a; as A has to guess all these parameters simultaneously. Moreover,
from Dy = RPW; &b, A cannot obtain ID;, PW; or a;. Also, RPW; is masked with random
number b. In the same logic, A can not obtain ID;, PW; or «; from stored f; = H(RPW;

||b). As a result, our scheme prevents stolen smart card attack (smart card breach attack).
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4) Offline password guessing attack

Suppose an attacker A extracts all the stored information from the memory of a lost or stolen
smart card of a legal user U; by the power analysis attacks. To obtain U;’s identity ID;,
password PW; or biometric key «;, A needs to guess them all simultaneously from stored Do
and f;. The collision resistant property of the one-way hash function H(-) ensures that our

scheme resists offline password guessing attack.

5) Known key secrecy/forward secrecy

In the proposed scheme, even if a particular session key is compromised, it does not help
an adversary to reveal the other session keys. According to our scheme, the session key is
computed as follows: SKg, = H(ID;|| X|| Tk (Tu(x)) ||TS1 ||TS2 || M2 ||RNs) = H(ID; || X
Thutal) 151 || TS, [|RN, [|RN,) = HUID, ||X |[Tui() [|TS: TSy | RN, |[Ms) = H(ID,
X || Tw(Tok () ||T'S1 ||T'Ss ||RN, || Ms5) = SKys, where KA = Tpp (T (X)) = Tu(Thr (X)),
and u, RN,, T'S;, RN, and T'S; are generated randomly and uniquely for every new login
session. So, this session key is fresh and unique for every session, and it can not be reused
after the expiration of session. Thus, an adversary can not obtain any secret information from
a compromised session key in order to compute the future session keys. In addition, before
establishing the session key, both U; and S mutually authenticate each other. Hence, the
established session key and all communicated messages encrypted through this session key is
secure against different attacks. Furthermore, the construction of the session key is based on
both the temporal secrets, such as u, RN,, T'S1, RNy, and T'S; as well as permanent secrets,
such as mk and ID;. The leakage of the temporal secrets do not lead to compromise the
secrecy of the session key. As a result, the proposed scheme also provides the session key

security.

6) User anonymity

Our scheme provides user anonymity property as an adversary A can not obtain user identity
ID; from any eavesdropped login or authentication message. Suppose A intercepts the login
message {DID;, T,(X), My, M, T'S;} during the login phase, where DID; = ID;® H(KA),
M, = X® RN,® TS, = Dy ®H(H(ID; ||PW; ||V) ||a;) ®RN, ®TS; and M, = H(ID;
|| X ||KA ||RN, ||T'S1). Due to usage of random numbers r, RN, and T'S;, and collision-
resistant hash function H(+), it is computational infeasible task for A to derive I D; from the

eavesdropped login message. In a similar way, A can not also obtain I D; from the intercepted
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authentication message {My, M, T'S;}. Therefore, the proposed scheme achieves the user

anonymity property.

(*————channels——*)

free pch: channel. (*public channel*)

free sch: channel [private]. (*private channel*)
(*—————=shared keys—*)

free SKu:bitstring [private].(*the session key of user*)

free SKs:bitstring [private]. (*the session key of server*)

(*————Servers secret key——¥)

free mk:bitstring [private].

free r:bitstring [private].

(*—————constants——*)

free ID:bitstring [private].
free PW:bitstring [private].
const Bi:bitstring [private].

const A:bitstring [private].

(*—————functions and equations——%)

fun H(bitstring):bitstring. (*hash function®)

fun BH(bitstring):bitstring. (*Biohash function*)

fun xor(bitstring,bitstring):bitstring. (*XOR operation*)

fun con(bitstring,bitstring):bitstring. (*string concatenation™)
fun cmap(bitstring,bitstring):bitstring. (*Chaotic map operation™®)
equation forall x:bitstring,y:bitstring; xor(xor(x,y),y) = X.

equation forall u:bitstring,v:bitstring; cmap(u,cmap(v,A)) = cmap(v,cmap(u,A)).

(*———— aims for verification——*)

query attacker(SKu).

query attacker(SKs).

query id:bitstring; inj-event(UserAuth(id))==> inj-event(UserStart(id)).
(* event )

event UserStart(bitstring). (*User starts authentication®)

event UserAuth(bitstring). (*User is authenticated™)

Figure 5.5: Declaration of channels, keys, constants, functions, equations, queries and events.
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7) Parallel session and reflection attacks

In our scheme, from any one of the eavesdropped messages {DID;, T,(X), My, M,,, T'S;} and
{My, M,, TS}, an attacker can neither obtain the correct identity ID;, password PW; nor
the biometrics key «; of a legal user U;. Hence, from any eavesdropped message, an attacker
can not a create a valid login request, and thus, he/she cannot start a new session with .S by
masquerading as a legal user. Hence, our scheme protects the parallel session and reflection
attacks.

5.5 Formal security verification using ProVerif simula-

tion tool

In this section, we present the formal security verification of the proposed scheme using the
popular verification tool, called ProVerif [12]. This tool is based on applied pi calculus [13]
and is used for proving session key secrecy and authentication. The details of implementation
can be found in [5].

In Figure 5.5, we provide the code for declaration of channels, free variables, constants,
functions, equations, queries and events required for the proof. The code for process of user
in both registration phase and authentication phase is modeled in Figure 5.6.

The process of sever S can be modeled as parallel composition of process of registration
(SReg) and process of authentication (SAuth). Figure 5.7 shows the program code for the
processes of S.

Finally, we execute the codes of previous three tables in ProVerif latest version, i.e.,
ProVerif 1.93. The complete obtained result/output of session key secrecy (from both user
and server side) and authentication is tabulated in Figure 5.8. This output can be verified via

the official reference “http://proverif.rocq.inria.fr/index.php”. The result shows that:

e RESULT inj-event(UserAuth(id)) ==> inj-event
(UserStart(id)) is true.

e RESULT not attacker(SKs[ |) is true.
e RESULT not attacker(SKu[ ]) is true.

In summary, the proposed scheme passes the ProVerif 1.93 security verification.
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let User=

new b:bitstring;

let bi = BH(Bi) in

let RPW = H(con(H(con(ID,PW)),bi)) in

let Msg = H(con(H(con(ID,con(PW.b))),bi)) in
out(sch,(ID,Msg));
in(sch,(rD1:bitstring,rP:bitstring));

let D2 = xor(RPW,b) in

let fi = H(con(RPW.b)) in

!

(
event UserStart(ID);

let bl = xor(D2,H(con(H(con(ID,PW)),bi))) in

let RPW1 = H(con(H(con(ID,PW)),bi)) in

let fil = H(con(RPW1,b1)) in

if fi = fil then

let X1 = xor(rD1,H(con(H(con(ID,con(PW,b1))),bi))) in

new u:bitstring;

new RNu:bitstring;

new T1:bitstring;

let Q = cmap(u,X1) in

let KA = cmap(u,rP) in

let M1 = xor(X1,xor(RNu,T1)) in

let DID = xor(ID,H(KA)) in

let Mu = H(con(ID,con(X1,con(KA,con(RNu,T1))))) in
out(pch,(DID,Q,M1,Mu,T1));
in(pch,(rM4:bitstring,rMs:bitstring,rT2:bitstring));

let M5 = xor(X1,xor(rM4,rT2)) in

let SKu = H(con(X1,con(KA,con(T1,con(rT2,con(RNu,M5)))))) in
if rMs = H(con(ID,con(SKu,con(RNu,con(M5,con(T1,rT2)))))) then
0

).

Figure 5.6: ProVerif code for the process of user.
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let SReg =

in(sch, (sID:bitstring,sMsg:bitstring));

let X = H(xor(H(con(sID,mk)),r)) in

let P = cmap(mk,X) in

let D1 = xor(X,sMsg) in

out(sch,(D1,P)).

let SAuth =
in(pch,(xDID:bitstring,xQ:bitstring,xM1:bitstring,xMu:bitstring,xT'1:bitstring));
let KA1 = cmap(mk,xQ) in

let ID1 = xor(xDID,H(KA1)) in

let X2 = H(xor(H(con(ID1,mk)),r)) in

let M2 = xor(xM1,xor(xT1,X2)) in

let Mul = H(con(ID1,con(X2,con(KA1,con(M2,xT1))))) in
if xMu = Mul then

event UserAuth(ID1);

new RNs:bitstring;

new T2:bitstring;

let M4 = xor(X2,xor(RNs,T2)) in

let SKs = H(con(X2,con(KA1,con(xT1,con(M2,xT1))))) in

let Ms = H(con(ID1,con(SKs,con(M2,con(RNs,con(xT1,T2)))))) in
out(pch,(M4,Ms,T2)).

let S = SReg | SAuth.

process !User | IS

Figure 5.7: ProVerif code for the process of server.

5.6 Performance comparison

In this section, we compare the performance of the proposed scheme with the recent authen-
tication schemes for e-health care systems, such as the schemes of Lee [120], Li et al. [127],
Xie et al. [222] and Xu et al. [225].
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File “./tmpfiles/29940818 /inpProt.pv”, line 60, character 5 - line 60, character 8:
Warning: identifier SKu rebound

File 7. /tmpfiles/29940818 /inpProt.pv”, line 83, character 5 - line 83, character 8:
Warning: identifier SKs rebound

Completing equations...

Completing equations...

— Query inj-event(UserAuth(id)) ==> inj-event(UserStart(id))

nounif mess(schl],(sID_488,sMsg_489)) /-5000

Completing...

200 rules inserted. The rule base contains 200 rules. 64 rules in the queue.
400 rules inserted. The rule base contains 384 rules. 60 rules in the queue.
600 rules inserted. The rule base contains 515 rules. 54 rules in the queue.
800 rules inserted. The rule base contains 614 rules. 50 rules in the queue.
Starting query inj-event(UserAuth(id)) ==> inj-event(UserStart(id))
RESULT inj-event(UserAuth(id)) ==> inj-event(UserStart(id)) is true.

— Query not attacker(SKs[ |)

nounif mess(sch],(sID_10359,sMsg_10360))/-5000

Completing...

200 rules inserted. The rule base contains 200 rules. 48 rules in the queue.
400 rules inserted. The rule base contains 352 rules. 48 rules in the queue.
600 rules inserted. The rule base contains 489 rules. 48 rules in the queue.
Starting query not attacker(SKs| |)

RESULT not attacker(SKs[]) is true.

— Query not attacker(SKu| )

nounif mess(sch],(sID_19433,sMsg_19434)) /-5000

Completing...

200 rules inserted. The rule base contains 200 rules. 48 rules in the queue.
400 rules inserted. The rule base contains 352 rules. 48 rules in the queue.
600 rules inserted. The rule base contains 489 rules. 48 rules in the queue.
Starting query not attacker(SKu] |)

RESULT not attacker(SKul]) is true.

Figure 5.8: Analysis of results.
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5.6.1 Communication cost analysis

From the tabulated data in Table 5.4, it is clear that the proposed scheme has low commu-
nication cost as compared to other related authentication schemes for e-health care systems
during the the login and authentication phases. Since the registration process is one-time,
we have not considered the costs involved in the schemes. Bit transmission overhead of our
scheme is quite moderate. Our scheme requires only two message exchanges of sizes 640 bits
and 352 bits only. The communication cost of Xu et al.’s scheme [225] is slightly less than
that for the proposed scheme. However, their scheme suffers from several security attacks and

functionality features (see Table 5.7).

Table 5.4: Comparison of communication costs.

Scheme No. of messages No. of bits
Lee [120] 2 1280
Xu et al. [225] 2 864
Xie et al. [222] 3 1096
Li et al. [127] 3 1472
Our 2 992

Table 5.5: Notations used and their time complexity.

Symbol Description Execution time

(in milliseconds)

Ty One-way hash function 0.50
Tsym symmetric key encryption/decryption 8.70
T Elliptic curve point multiplication 63.08
Ton Chebyshev map operation 21.02
Trg Fuzzy extractor operation ~ Ty

5.6.2 Computation cost analysis

Table 5.5 shows different notations and their execution time executed on an Intel Pentium4
2600 MHz processor with 1024 MB RAM as performed in [118], [177]. In Table 5.6, we
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Table 5.6: Comparison of computation costs.

Scheme User side Server side Execution cost Execution cost
(user) (server)

Lee [120)] 9Ty + 2TcH 10Ty + 2Ty 46.54 ms 47.04 ms

Xu et al. [225] 5Ty + 3Ty 5Ty + 31Ty 191.74 ms 191.74 ms

Xie et al. [222] 7Ty + 2Ty +Tsym +2T 5y 6TH + 2Ty 138.36 ms 146.56 ms

Lietal [127] 8Ty +2Tcy 9Ty + 2Ty 46.04 ms 46.54 ms

Our 9Ty + 1Trg +21cH 5Ty + 1Ty 109.62 ms 23.52 ms

tabulate and compare the computation overhead of our scheme with the relevant chaotic
map based schemes for e-health care systems [120], [127], [222], [225] during the login and
authentication phases. For all the given schemes, we separately tabulated the user side and
server side computation costs. Since the bitwise XOR operation is negligible, we have ignored
it. During the login phase, the computation overhead required for a user in our scheme
is 9Ty + 2Tey + Trg, whereas during the authentication phase, the computation overhead
becomes 5Ty +Toy. Thus, the execution time for user and server are 109.62 ms and 23.52 ms,
respectively. We have applied the fuzzy extractor functions for biometric verification. Due
to the fuzzy extractor Rep(-) function for extracting the biometric key «;, we require Tpp
~ Ty [37]. However, the cost for the server side in the proposed scheme is relatively less as
compared to all other scheme. In addition, though the computation cost for the user side in
the proposed scheme is higher than that for the schemes of Lee [120] and Li et al. [127], it is
justified because their schemes suffer from several security attacks and functionality features
(see Table 5.7).

5.6.3 Security and functionality analysis

A detailed comparison on different security attacks and functionality features are tabulated
in Table 5.7. Most of the schemes shown in Table 5.7 fail to provide efficiency in login phase
and password change phase, and also they do not provide revocation of lost smart card phase.
It is clear from Table 5.7 that the proposed scheme overcomes such security and functionality

weaknesses of the existing schemes.
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Table 5.7: Security and functionality comparison.

Security attribute Lee Xuetal Xie Lietal Our

/Scheme [126]  [225]  [222]  [127]

Stolen smart card attack

Off-line password guessing attack
On-line password guessing attack
Strong replay attack

Privileged insider attack

User impersonation attack
Server impersonation attack
Denial of service attack

Known session key secrecy

User anonymity provision
Forward secrecy

Session key security

Efficient password change

Login phase efficiency

Mutual authentication
Revocation of smart card

Low computation overhead

Low communication overhead

XX A X A X X X AN XA X S A X
X OAUX X A X X AN XA XA
N S N N N N N N N N N N N N NEN
XX A X A X X AR XA RS AR
N N N N N N N N N N N N N NI

Formal security analysis

v': the scheme is secure or it supports the feature; X: the scheme is not secure or it does not

support the feature.

5.7 Summary

We proposed a secure, lightweight and efficient chaotic-map based user authentication scheme
for e-healthcare systems. Most of the existing chaotic map based schemes are insecure against
several known attacks. The proposed scheme can effectively withstand the attacks outlined
in the existing schemes. Through the formal security analysis using the widely-accepted ROR

model, it was shown that our scheme provides the session key security. Furthermore, the
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BAN logic analysis shows that the proposed scheme provides the secure mutual authentication
between a user and the medical server. In addition, the formal security verification using the
ProVerif tool ensures that the proposed scheme is also secure. Finally, through extensive
performance comparison, it was also shown that the proposed scheme considerably reduces
total computation and communication costs as compared to other existing related schemes.

As a result, the proposed scheme is very suitable for e-healthcare systems.






Chapter 6

Biometric-Based Anonymous User
Authentication for Mobile Cloud

Computing Services

Mobile Cloud Computing (MCC) provides cloud resources through on-demand basis by in-
tegrating cloud computing into mobile environment. Nowadays, both in industry as well as
academia, mobile cloud computing has drawn much attention. Before providing any access of
cloud service to a mobile user, mutual authentication of a mobile user and the cloud service
provider is necessary. Authentication scheme should be lightweight with respect to resource
constrained user mobile device. To access a mobile cloud computing service, a mobile user,
say MU; requests the cloud service through an installed mobile App or web browser. After
that, a mutual authentication between MU; and the cloud service provider C'S; is done by
the user mobile App or web browser. Both MU; and CS; need to go through a secure mutual
authentication process that should support some basic requirements, such as computation
efficiency, user anonymity, and session key security. Intrinsically, mobile cloud computing
services are quite distributed and heterogeneous in nature. Thus, registering separately for
each cloud service provider by maintaining respective user account is a difficult task. To be
precise, a mobile user requires to access several cloud services from cloud servers with the help
of single registered user account.

In this chapter, we propose a new secure and lightweight mobile user authentication scheme
for mobile cloud computing based on cryptographic hash, bitwise XOR and fuzzy extractor
functions. The proposed scheme provides mobile user authentication in distributed mobile

cloud computing environment, which supports secure key exchange, and user anonymity and
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untraceability properties.

6.1

Research contributions

The following contributions are made in this chapter:

The proposed scheme provides mobile user authentication in distributed mobile cloud
computing environment, which supports secure key exchange, and user anonymity and

untraceability properties.

Compared with the related existing authentication schemes proposed in the mobile cloud
computing environment, the proposed scheme has the lowest computation and storage
requirements. This is primarily due to usage of efficient one way cryptographic hash
function, bitwise XOR operation and fuzzy extractor operation only. It is worth noting

that the fuzzy extractor method is applied for biometric verification.

No trusted third party, like Identity Provider (IdP), Smart Card Generator (SCG) or
Registration Center (RC') is involved in user login and authentication phases. This

reduces overall communication and computation time of the proposed scheme.

The proposed scheme is lightweight in nature, and meanwhile, it also removes the secu-

rity and functionality drawbacks of the earlier existing schemes.

The proposed scheme has the ability to resist various known attacks. These are evident
through the rigorous formal security analysis using the widely-accepted ROR model and
BAN logic. Further, we provide simulation of security security verification using the

broadly-accepted ProVerif 1.93 simulation tool.

6.2 Threat model

In this chapter, we follow the widely-accepted Dolev-Yao threat model (DY model) [70], which

accepts the following basic assumptions:

The login and authentication messages between mobile users and cloud servers are com-

municated over a public insecure channel.

The pubic channel messages are susceptible to eavesdropping, deletion or modification,

which are executed by an adversary A.
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e If, by any means, the adversary A obtains legal user’s smart card or mobile device,
he/she can execute power analysis attack and also extract all stored information from
the device [119], [142].

More details on Dolev-Yao threat model and power analysis attack are provided in Section
4.2.

Registration
phase

User

/L
Ny

Cloud Server (CS)

Registration
center (RC)

Figure 6.1: Framework of the proposed scheme (registration phase).

6.3 Network model

The proposed scheme is based on the basic assumption that the distributed mobile cloud
computing environment has three basic entities: 1) mobile users, 2) cloud server or cloud
service provider, and 3) trusted registration center (RC'). The system contains a set of m legal
mobile users, M = {MU;|i = 1,2,--- ,m}, a set of n cloud servers, N = {CS;|j =1,...,n}
and the trusted RC. A legal user or an unregistered external person may execute malicious
activities in the system, called as an adversary A. From different cloud service providers,

a mobile user can access multiple mobile cloud computing services. The RC' needs not to
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involve in the login and authentication processes. Figures 6.1 and 6.2 present the framework

of the proposed scheme.

Authentication | (T

phase cs1
cs2
CSm

Figure 6.2: Framework of the proposed scheme (authentication phase).

6.4 The proposed scheme

In this section, we describe various phases related to the proposed scheme. The proposed
scheme is composed of five phases, namely, 1) registration, 2) login, 3) authentication and
key establishment, 4) password change, and 5) mobile device revocation phase. The basic

purposes of different phases of the scheme are outlined below.

e Registration phase: The registration phase is composed of mobile user registration
phase as well as cloud server registration phase. During the registration phase, the
mobile users and cloud servers register to the RC independently. The RC' generates the
master secret keys randomly for the registered servers, and also generates mutual secret

keys between respective mobile users and cloud servers.

e Login phase: The login phase receives the user’s credentials and verifies his/her au-

thenticity. This phase describes how a legal mobile user M U; logins into the C'S;.
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e Authentication and key establishment phase: During the authentication and key
establishment phase, the mobile user and cloud server authenticate each other and mu-
tually generate the secret shared session key. After successful authentication, MU; and

CS; establish a secret session key for data communication in the current session.

e Password change phase: This phase gives the flexibility to MU; in order to locally

update old password into new password at any time for security reasons.

e Mobile device revocation phase: If a legal mobile user MU;’s device is lost or stolen,
it is necessary to ensure that in-spite of accessing the stored information, an adversary
A can not make a login to the cloud server. It is required to revoke the lost mobile

device and allow MU; to login using new mobile device.

Table 6.1 contains basic notations of various parameters that are used to design the pro-
posed scheme. The proposed scheme makes use of the current system timestamps along with
the random nonces to protect strong replay attacks. To achieve this goal, we assume that
all the entities (mobile users, cloud service providers and the RC') in the network are syn-
chronized with their clocks. This is a reasonable assumption as it is also applied in designing

many authentication protocols proposed recently [30], [15], [64], [156], [170], [213].

6.4.1 Registration phase

In this phase, both mobile users and cloud servers register to the registration center indepen-
dently. This phase is composed of two sub-phases: 1) mobile user registration phase and 2)
cloud server registration phase. Both the phases are executed only once and messages are

communicated through secure channel (for example, in person).

1) Mobile user registration phase

A mobile user MU; registers to the RC' through the following steps:

e Step MURI1: MU; chooses his/her own identity ID;, password PW;, biometrics B5;,

two 128-bit random numbers b and k.

e Step MURZ2: MU; produces (0;, $;) = Gen(B;) using the fuzzy extractor probabilistic
generation function Gen(-) and computes the masked password RPWB; = H(ID,||
H(PW;|| 0; ||b)). MU, then submits the registration request message {ID;, (RPW B; &
k)} to the RC via secure channel.
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Table 6.1: Notations used in the proposed scheme.

Symbol Description

RC Registration center

MU; it" mobile user

CS; 4t cloud service provider

1D; Identity of MU;

IDg; Identity of C'S;

Tij 1024-bit random number selected by RC for MU; & CS;
b 128-bit random number chosen by MU;

X; 1024-bit master secret key of server C'S;

S'N; Serial number of MU,;’s mobile device

H() One-way cryptographic hash function

||, ® Concatenation, bitwise XOR operations

T5S; Timestamp generated by MU;

TS; Timestamp generated by C'S;

RN; 128-bit M U;’s random number

RN; 128-bit C'S;’s random number

A Mg Message (M) transmission from entity A to entity B
AT Maximum transmission delay

Gen(-) Fuzzy extractor probabilistic generation function

Rep(-) Fuzzy extractor deterministic reproduction function

T Permissible error tolerance value used in Rep(-) function.

e Step MURS3: The RC selects an 1024-bit master secret key X, for server C'S;. RC
also selects an 1024-bit random number 7;; for each MU; and CS; pair. Further, RC
computes A;; = H(H(ID; @ry;) ||X;), Vij = Ai; ®RPW B, and the pseudo-identity of
CS; as RIDg, = H(IDg,[|X}).

e Step MURA4: In order to maintain user anonymity, instead of actual identity ID;, RC

selects a unique and random temporary identity 77 D; for MU;.

e Step MURS5: The RC saves n server key-plus-id combinations {T'/D;, (IDs,, Vi,
RIDg;) | 1 < j < n} in mobile device of MU; and delivers the mobile device to MUs;

securely.
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e Step MURSG6: MU, computes D} = H(PW,|| 6;) @b and D? = H(ID; ||PW; ||6; ||b),
and V}; = Vi ®k = Aj;© H(ID;|| H(PW;|| 0; ||b)), RIDy; = TID;® H(ID; [|V];) and
RIDS, = RIDs, ® H(6;]|b) for 1 < j < n. Finally, MU; also stores ¢;, D}, D}, Vs,
RID;;s and RI ngs into his/her own mobile device, and deletes V;;s, T'ID; and RI Dg;s

from the mobile device.

2) Cloud server registration phase

In order to register to the RC', a new cloud server must execute the following steps:

e Step CSR1: The cloud server (cloud service provider) C'S; sends its identity IDg; to
the RC' through a secure channel.

e Step CSR2: The RC provides the master secret key X; to each C'S;.

e Step CSR3: For all MU;s, the RC' saves the credentials {T'ID;, (ID;,r;;)} in database
of CSJ

e Step CSR4: The RC also stores {IDg,, X;} in the database of C'S;.

Finally, the RC also saves pair (I D;, SN;) in its own database, where SN; is the serial number
of MU,’s mobile device. Figure 6.3 shows the fundamental steps of user and server registration

phases.

Remark 6.1. In the proposed scheme, a mobile user MU; needs to store all the credentials
in his/her mobile device. For example, if the mobile user MU; wants to access 100 cloud
service providers CS;s, his/her mobile device needs to store 100 credentials (i.e., keys). Note
that in the proposed scheme, instead of using a smart card, a mobile device is used. Since
the mobile device 1s resource-rich device as compared to resource-constrained smart device,
the storage space in MU;’s mobile device is not an issue. Hence, storing more credentials in

MU;’s mobile device is not a problem in the proposed scheme.

6.4.2 Login phase

This phase describes how a legal mobile user MUj; logins into the CS;. Figure 6.4 shows
the basic steps of login and authentication-key establishment phases. The following steps are

essential to complete the login phase:
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Mobile user (MU;)

Registration center (RC)

Input ID;, PW; and B,;.
Select random numbers b and k.
Compute (0;, ¢;) = Gen(B;),

RPW B; = H(ID;||H(PW;l|0;]b)).
{ID;,(RPW B;&k)}

(secure channel)

Compute D} = H(PW;|| 6;) @b,
D} = H(ID; ||PW; |6 |[b),

Vi=Vi ok

= Ay® H(IDs||H(PW;||6:][b)).
For all cloud servers C'S;, compute
RID;; = TID;® H(ID; ||V};),
R[D’j = RIDs, ® H(0]|b).

Store {¢;, D}, D?, Vi, RIDj,
RIDg } into the memory of MU;.
Delete Vijs, TID; and RIDg,

from its memory.

Select secret key X for each C'S;.

Select 15 for each (MU;, CS;) pair.
Compute A;; = H(H(ID; ®rij) ||X;),
Vij = Aij @BRPW B,

RIDs, = H(IDg ||X;).

Select temporary identity 71 D; for MU;.

For all C'S;s, store
{IDs;,Vij, TID;, RIDg,}

in memory of MU;.
{Mobile Device}
%

(secure channel)

Cloud service provider (C'S;)

Registration center (RC')

Select server identity I Dg;.

Secure channel

Select X for each C'S;.

Save {ID;,TID;,r;;} in C'S;’s memory.
Save also {I/Dg;, X;} in C'S;’s memory.
Save pair (ID;, SN;) in RC’s memory.

Figure 6.3: User and server registration phases of the proposed scheme.
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Mobile user (MU;)

Cloud service provider (C'S))

Login phase

Input ID;, PW; and B,.

Compute 0; = Rep(B., ¢;),

Y = D! @ H(PW;||6,).

Verifies if D? = H(1D;||PW;|0:]|V')?
If verification holds, compute

RPW B, = H(ID/|| H(PW|| 6; ),
Ay = V), & RPBW,.

Generate RN;.

Compute Cy = A;; @ RN; @ T'S; ® H(IDyg,),
Hy; = H(ID;||Ch||RN;||TS;),

TID; = RID;; ® H(IDy||V}}),

RIDs, = RID’Sj @ H(6;|]1),

TID; =TID; ® H(RIDSj [|TS;).
{TID};,C1,H1,TS;}
— R

(public channel)

Authentication phase

Verify if TS} — T'S;| < AT?
Compute My = Co @ TS; @ ID; ® Ayj,

= RN;, as A;; = By = HH(ID; @& r5)||X;).
SKnu,cs, = H(ID4||IDg, || Ai; || RN;|| My || TS| |T'S;),
Hy= H(ID; ||RN; ||My ||TS; |T'S; ||SKnu,.cs,)-
Verify if Hy = H3? If verification holds,

store session key SKnw, cs; (= SKes; mu,)-

Verity if |[T'S; —TS;| < AT?

Compute RIDg, = H(IDg,||X;),

TID; = TID; ® H(RIDg,||TS;).

Find (ID;, TID;,r;;) from database.
Compute

Bji = H(H(I1D; & ;)| | X;).

M, =Ci@TS;© H(IDs;) ® Bj;.

= RN;, as A;; = B;; = HHID; & rj)||X;),
Hy = H(ID; ||Cy || My ||TS;).

Verify if Hy = H{?

If verification holds, generate RN;.
Compute Cy = Bj; ® RN; @ T'S; © 1D,
SKes; mu;, = H(ID;||IDg, || Bys|| My || RNj,
ITSIITS,)

Hz = H(IDy||M\|[RN;||TS;||TS;]|SKes; mu,)-
{021H37T57}

(public channel)

Store session key SKcs, mu,(= SKnu, cs;)-

Figure 6.4: Login and authentication phases of the proposed scheme.
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e Step L1: MU; inputs his/her identity 1D;, password PW; and personal biometrics B}
into his/her own mobile device. Using the fuzzy extractor reproduction procedure and
stored ¢;, MU; computes 0; = Rep(3., ¢;) provided that the Hamming distance between
registered B; and currenly entered B} is less or equal to the error tolerance threshold

value 7. Moreover, using the stored parameter D}, MU, generates V' = D@ H(PW;
110:)-

e Step L2: MU, then computes H(ID; ||PW; ||6; ||V/) and checks if D? = H(ID;|| PW;|
;]| V') is true or not. MU, proceeds to the next step only if this verification holds.

e Step L3: MU, calculates RPW B; = H(ID;|| H(PW;]|| 0; ||b")). Using the mobile device
parameter Vi’j, MU; also generates A;; = ‘/;;'@ RPBW;. In addition, MU; selects an

128-bit random number RN;, generates the current timestamp 7'S;, and then computes

Ci = Ay ®RN;®TS;® H(IDg,)
— H(H(ID; & ry)||X;) & RN;
®TS; ® H(IDs,),

Hy = H(IDi||C\||RNi[|TS;),
TID; = RID;® H(IDj||V}),
RIDg, = RIDjy @ H(6i[|V)),

TID; = TID;® H(RIDs,||TS;).

e Step L4: Finally, MU, sends login request Msg, = {T 1D}, Cy, Hy, T'S;} to CS; via a

public channel.

Remark 6.2. The current timestamp T'S; in a particular session is used to make TID} as
dynamic, because TID; = TID; ® H(RIDg,||T'S;). In addition, even if an adversary A
eavesdrops Msqy = {TID}, Cy, Hy, TS;} and gets TID;, it is computationally infeasible
problem for A to know TID; from TID; without having the permanent secret RIDg, (=
H(IDs,||X;)) as it involves the secret key X; of C'S;. Suppose the same mobile user MU;
sends the login message Msg, = {T1D;*, C}, Hy, T'S]} to CS; in another session, where
TID;* = TID; ® H(RIDg,||TS;) and T'S; is the current timestamp generated by MU; in that
session. In this case, A can not also derive T1D; from TI1D;* without having the permanent
secret RIDg, of CS;. It is also observed that both TID; and TID;* are distinct due to

involvement of RIDg; and current timestamps. This clearly shows that the user anonymity is
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completely preserved in the proposed scheme as the real identity I1D; as well as the temporary
identity T1D; of MU; are not revealed to the adversary A.

6.4.3 Authentication and key establishment phase

In this phase, C'S; and MU; mutually authenticate each other. After successful authentication,
MU; and C'S; establish a secret session key for data communication in the current session.

This phase involves the following steps:

e Step AKE1L: After receiving the login request message Msg, = {TID}, Cy, Hy, T'S;}
from MU;, CS; verifies if |T'S; — T'S;| < AT, where T'S} is the actual received time of
the message Msg; and AT is the maximum transmission delay. If this verification fails,

CS; rejects the login request immediately; otherwise, C'S; proceeds to the next step.

e Step AKE2: CS; computes RIDg; = H(IDg,||X;) and then extracts T1D; = TID;®
H(RIDsg, ||TS;) and then finds the record (ID;,r;;) from its database corresponding to
TID;. Using IDg; and the master key X, C'S; computes

Bji = H(H(ID; ®ry)||X;),
My, = Ci1®TS;® H(IDs;) ® By
= A ®RN; ©@TS; @ H(IDs,) © TS;
©H(IDs,) ® By
— RN, as A;; = By = H(H(ID; @ r3)]|X;).

e Step AKE3: Using computed parameter M, and received parameters {Cy, T'S;}, C'S;
generates the hash value Hy = H(ID; ||Cy ||M; ||T'S;). CS; then verifies whether
computed hash value Hs ZH 1. Failure of the condition terminates the current session.
Otherwise, C'S; accepts the login request and proceeds to the next step. C'S; also saves
record (ID;, RN;,TS;) in its database to resist strong replay attack. For instance, if C'S;
receives another login request message, say Msgy = {T1D}, C|, H}, T'S!} next time, it
first checks the validity of 7'S]. If it is valid, C'S; further verifies if the extracted RN, =
CleTS;® H(IDs,) ® Bj; matches with the stored RN; in its database corresponding to
ID;. If it is present, Msg] is treated as a replay message. Thus, in the proposed scheme,
to protect replay attack strongly we verify both timestamp as well as random nonce

embedded in the login request message. Note that the schemes based on only random
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nonces do not provide strong replay attack as demonstrated by several researchers in
the literature [55], [130].

o Step AKE4: (5] then selects an 128 bit random number RN; and computes Cy = Bj;®
RN;® T'S;® 1D;, where T'S; is the current timestamp generated by C'S;. Further, C'S;
computes the secret session key shared with MU; as SKg, vy, = H(ID; ||[IDs; ||Bj;
||M;y ||RN; ||T'S; ||T'S;), which is used for future message communication with MU;.
Finally, C'S; generates a hash value Hy = H(ID; ||[M;y ||RN; ||T'S; ||T'S; [|SKes, mu,)
and sends the authentication request message Msgs = {C2, Hs, T'S;} to MU; via a

public channel.

e Step AKES: After MU; receiving the authentication request message Msgs at time
TS} from CSj, the condition |T'S; — T'S;| < AT is verified. If message transmission

delay is within allowable limit, M U; computes

M2 = CQ@TSJ@[Dl@AU
= By ®RN,®©TS; ®ID; TS, ®ID; ® Ay
= RNj, as A = By = H(H(ID; @ ry;)||X;).

e Step AKEG6: Using the received timestamp 7'S; and computed parameter My, MU;
generates the session key shared with C'S; as SKyu,.cs; = H(ID; |[IDs; || Ay ||RN; || My
|T°S; ||T'S;). Further, MU; generates a hash value Hy = H(ID; ||RN; ||M, ||T'S; ||TS;
|SK v, cs,) and verifies whether Hy - Hj;. If the verification succeeds, MU, assumes
that the shared secret session key SKyu, cs; (= SKCSj,MUi) is mutually verified and
established. This is used for future message communication with CS; in the current

session.

The summary of the authentication phase of the proposed scheme is also provided in Figure
6.4.

Remark 6.3. To speed up the searching of the credentials {ID;,1;;} corresponding to the
computed T'1D; in the database of C'S}, the following procedure can be adapted. The credentials
{TID;,(ID;,1;;)} in the database of C'S; can be sorted in ascending order according to the
key value TID; by the RC' during the cloud server registration phase in Section 6.4.1. Then,
we can perform the binary search algorithm to find the credentials {ID;,r;;} corresponding to

TID;, which is executed in O(logy(n)) time complexity where n is number of C'S;s for each
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user MU;. Hence, it is clear that the time for searching {ID;,r;;} corresponding to TID,;
by C'S; is not heavy even if n is large while implementing the proposed scheme for practical

application, because C'S; is not resource-limited entity in the network.

6.4.4 Password change phase

The password change phase causes MU, to update original password PW; by the new password
PW/. Note that this phase does not involve the RC or any C'S; and it is completely done
locally. This phase requires the following steps:

e Step PC1: MU; enters his/her old password PW; along with identity I D; and biomet-

rics B;.

e Step PC2: Using the fuzzy extractor reproduction procedure and stored ¢;, MU;
computes §; = Rep(B., ¢;). Moreover, using the stored parameter D}, MU, generates
V = D}& H(PW; ||6;).

e Step PC3: MU; then computes H(ID; ||PW; ||0; ||b') and checks if D? = H(ID;]|
PW;|| 6;|| V) is true or not. MU, proceeds to the next step only if this verification
holds.

e Step PC4: MU, enters new password PW/ and computes D}" = Di® H(PW; ||6;)
©H(PW] ||6;). Further, MU; computes D" = H(ID; ||PW] ||0; ||V'), Vi; = V/; @ H(ID;
|| H(PW; [|6: b)) @H(ID; |[H(PW] [|6; ||V)), TID; = RID;;& H(IDi|| Vj) and

RID}; = TID;® H(ID; ||Vj;) for 1 < j <n.

e Step PC5: The user mobile device updates D} with D}, Dy with D", V}; with V;:
and RID;; with RIDj;, in its memory.

17

The password change phase of the proposed scheme is summarized in Figure 6.5.

6.4.5 Mobile device revocation phase

If a legal mobile user MU;’s device is lost or stolen, it is necessary to ensure that in-spite of
accessing the stored information, an adversary A can not make a login to the cloud server. It
is required to revoke the lost mobile device and allow MU; to login using new mobile device.

For this purpose, the following steps are executed:
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Mobile user (MU;) Mobile device

Input ID;, PW; and B..
{ID;,PW; B}
—

Compute 0; = Rep(B., ¢;),

V' = D; & H(PWi||0;).

Verify if D2 = H(ID,||PW;||6;||0')?

If verification holds,

request to supply new password.
Input new password PW/.

{PwWit
s

Compute

D;" = D} & H(PW||6;) © H(PW/||6,),
DF" = H(ID,||PW]]|6:||b"),

Vi =V @& H(ID;|[H(PW;|05][b'))

SH (1D;|[H(PW/||0:]|0")),

TID; = RID;; & H(ID;||V},).

For all servers C'S}s, compute

RID}; = TID; ® H(IDi||V;).

Update D} < D", Dy < D?",

Vi, < Vi and RID;; < RID;;.

Figure 6.5: Password change phase of the proposed scheme.

e Step MDR1: MU; enters I1D;, PW; and imprints biometrics B;, and also generates

two new 128-bit random numbers &’ and k'.

e Step MDR2: MU, produces (6;, ¢;) = Gen(B;) and computes the masked password
RPW B; = H(ID;|| H(PW;|| 0; ||b")). MU, then submits the registration request mes-
sage (ID;,(RPWB; & k')) to the RC via secure channel.

e Step MDR3: The RC verifies authenticity of MU; by checking his/her other creden-
tials, such as date of birth (DOB) and registered id number.The RC selects an 1024-bit
random number 77, for each MU; and C'S; pair. Further, RC' computes A;; = H(H (I D;
©ry;) |1X;) and Vi = Aj; @RPW B;.
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e Step MDRA4: In order to maintain user anonymity, instead of actual identity ID;, the
RC selects a unique and random temporary identity 71 D) for M Us;.

e Step MDRS5: The RC saves n server key-plus-id combinations {(I/Ds;, Vij, T1D;)
| 1 < j <n} in mobile device of MU; and delivers the mobile device to MU; securely.

e Step MDR6: MU; computes D} = H(PW;]|| 6;) &b and D? = H(ID; ||PW; ||6; ||V),
and V), = Vi; ©k' = Ay@ H(IDi|| H(PW;|| 6, |[iY)) and RID;; = TID;& H(ID; ||V}))
for 1 < j < n. Finally, MU; stores ¢;, D}, D}, Vs, RIDys and RIDgs (RIDg =
RIDg, ® H(0;||l')) into his/her own mobile device, and deletes V;s and T'ID; from the

mobile device.

e Step MDRYT7: All servers CS;s also update (ID;,TID;,r;;) with (ID;, TID},r.;) in

1) ' 1g

their databases after receiving the update request message securely from the RC.

The mobile device revocation phase the proposed scheme is summarized in Figure 6.6.

6.5 Security analysis

In this section, we provide both formal security and informal security analysis of the proposed
scheme. In Section 6.5.1, formal security analysis is done using Real-Or-Random (ROR)
Model. In Section 6.5.2, we provide formal authentication proof using BAN logic. In Section
6.5.3, through informal security analysis, we discuss on how the proposed scheme resists

various other security threats and attacks.

6.5.1 Formal security using ROR model

In this section, formal security analysis of the proposed mobile user authentication protocol,
say Z, is done using the widely-accepted Real-Or-Random (ROR) model [11], [211].

1) Outline of ROR model

An adversary A can make several oracle queries, which model the adversary capabilities in
a real attack [20], [185]. Table 6.2 contains brief descriptions of various oracle queries that
are used in this proof. We assume that A interacts with P?, the ¢! instance of an executing
participant (MU; or C'Sj).
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Mobile user (MU;) Registration center (RC')
Input ID;, PW; and B;.

Input random number ¥, and k’.

Compute (0;, ¢;) = Gen(B;).

RPW B, = H(ID/|| H(PWi|l6; ||¥)).

{ID;,(RPWB; ® k’)}

7

(secure channel)
Verify MU; by SSN, DOB etc.
vV C'Sj, select ri; randomly.
Compute
Asy = HH(ID; 1)) ||X;)
Vij = Aij ©RPW B,.
Select temporary id T'I D} for MU;.
v CSj, load :
{IDs,, Vij, TID;} in MU;.

{mobile device}

(secure channel)

Compute D} = H(PW;|| 6;) @b,
D? = H(ID; ||[PW; [16; ||V,
Vi, = Vi ®k" = Ay;®,
H(ID/| H(PWi|| 0; |[).
vV C'S;, compute

RIDy; =TID;® H(ID; ||V}}),

RIDg, = RIDg; & H(0;||b').
Store { ¢i, D, D}, Vs, RIDijs RIDY s}.
Delete Vj;s ,T1D; from memory.

RC' informs all servers C'S;s to update their database.
All server CS; update (ID;, TID;,r;;) + (ID;, TID} r}.).

) ' ag

Figure 6.6: Mobile device revocation phase the proposed scheme.

Definition 6.1 (Semantic security [20]). Let AdvMUAP denote the advantage of A running

i polynomial time in breaking the semantic security of proposed mobile user authentication
protocol (MUAP), referred as &. Then, AdvVAY = |2Pr[b/ = b] — 1|, where V' is the guessed
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Table 6.2: Different oracle queries and their descriptions.

Query Description/purpose

Send(Pt,m) It enables A to send request message m to P and P! replies accord-
ingly

Corrupt(MU;, a) Depending on a, A can obtain biometric and password of MU;

Test(P*) A requests P? for the session key SK, P! replies probabilistically on

outcome of a flipped coin b

Execute(MU;,CS;) | It enables A to eavesdrop the messages communicated between MU;
and C'9;
Reveal(P*) It enables A to obtain the session key SK generated between P* and

its partner

bit.

Definition 6.2. The proposed protocol & is semantically secure if the advantage function
AdvMUAP s only negligibly larger than max{C’ - qj/,qs(%b, Ebm)}, where qs, lp, C" and &

denote their usual meanings as tabulated in Table 6.5.

2) Security proof

For the formal security proof, we use the notations listed in Table 6.3. Recent research has

[44

shown that user-chosen passwords (also termed as “weak secrets”) follow the Zipf’s law [202],
which is a vastly different distribution from the uniform distribution. Actually, the size |D| of
password dictionary D is generally much constrained in the sense that the users will not use
the whole space of passwords, but rather a small space of the allowed characters space [202].
On the other hand, even if we consider only trawling guessing attacks, actually the advantage
of an adversary will be over 0.5 when ¢, = 107 or 10% [32], [202]. When further considering
targeted guessing attacks in which the adversary can make use of the target user’s personal

information, the advantage of the adversary will be over 0.5 when ¢, < 106 [210].

Theorem 6.1. Suppose Adv VAP denotes the advantage function of an adversary A in break-

ing the semantic security of the proposed scheme & as defined in Definition 6.2. Then,

qh + 18quy N (gs + qe)* + 4qs

MUAP
Advg, < ol o,

/ 1
+ 2max{C" - ¢ ,qs(%, Ebm) }»

where qy, qs, Qe, la, Uy, Uy, €om, C' and s’ have their usual meanings as tabulated in Table 6.5.
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Table 6.3: Symbols used in the Real-Or-Random (ROR) model.
Symbol Description

qu Total number of hash H oracle queries execution
qs Total number of Send oracle queries execution
Qe Total number of Fxecute oracle queries execution
Iy Length of hash output string
L, Length of random number string
Iy Length of user biometric key
Ebm Probability of false positive in biometrics [158]
D Password space with its frequency distribution following Zipf’s law [202]
s Zipf’s parameters [202]
Ly List that stores output of hash H oracle query
La List that records random oracle outputs
Ly List that records message transcripts between MU; and C'S;
Proof. We follow the similar proof as in [15], [L70]. The proof is composed of five games Gm;

(1 =0,1,2,3,4). In a game Gm;, an adversary A tries to guess a correct bit b through the
Test query. This event is defined as S; and the corresponding probability is denoted by Pr[S;].

e Game Gmyg: The initial game Gmy is considered to be identical with the actual protocol

executing under the ROR model. Hence, we have,

AdvUAP = 12Pr[Sg] — 1]. (6.1)

e Game Gm;: This game considers simulation of Send, Test, Execute, Reveal, and
Corrupt queries with respect to the proposed scheme. Table 6.4 describes the working
procedure of Ezxecute and Send query. Further, this game considers lists Ly, L4, and
Lt for storing results of various oracle queries. Due to indistinguishability of Gmg and

Gm;y, we obtain,

Pr[S] = Pr[Sy). (6.2)

e Game Gmy: The collision probability of random oracle query and hash (H) oracle
query are considered in this game for all the communicated messages between MU; and
OS]'. In MSgl = {T[D;k, Cl, Hl, TSl} and MSgg = {02, Hg, TS]'}, MUZ and CSJ

use random numbers RN; and RN;, and also the current timestamps 7'S; and T'Sj,
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respectively. This causes collision probability at most (q;:—qﬁ)g. Moreover, based on the

2
birthday paradox, use of H oracle query results in collision probability of 2£{—H+1. Overall,

we obtain,

(gs + qe)? N 4

|PT[S2] - PT[SIH < 9l +1 olp+1"

(6.3)

Table 6.4: Simulation of Execute and Send oracle queries.

Simulation of Ezecute(MU;, C'S;) query occurs in succession with simulation
of Send queries as given below.

Compute C and H; as given in Figure 6.4.

MU; sends the message Msg, = {TID}, Cy, Hy, T'S;} to CS;.

Compute Cy, Hz and SK¢s, yu; as given in Figure 6.4.

C'S; the sends authentication message Msgs = {Cs, Hs, T'S;} to MU;.

Note that (T'ID}, Cy, Hy, T'S;) < Send(MU,, start),

(Cy, Hs, T'S;) < Send(CS;, (TID}, Cy, Hy, TS;)).

Finally, Msg, = and M sgy are returned.

Send query simulation is done as per the proposed scheme:
(a) On Send(MU;, start) query, MU, responses as follows.
Compute TID;}, Cy, Hy, T'S; as in Figure 6.4.

Output Msg, = {TID}, Cy, Hy, T'S;}.

(b) Over Send(CS;, (I'1D;, Cy, Hy, T'S;)) query, C'S; responds as follows.

Test if |T'S} — T'S;| < AT and then generates Bj; and M;. Also, verify the parameter H;.
Terminate the current session if verification fails. Moreover, C'S; computes Ca, SKcs; v,
and Hj, and output Msge, = {Cs, Hs, T'S;}.

(c) MU, answers Send(MU;, (Cy, Hs, T'S;)) query mentioned below.

Check if [T'S7 —T'S;| < AT. If verification passes, compute My and SKyy, cs; -
Finally, verify Hs. If verification fails, terminate the current session.

Otherwise, compute and accept SK Mmu;,cs; as the session key as depicted in Figure 6.4.
On establishment of the shared session key, both MU; & C'S; terminate the session.

e Game (Gmg3: Since H hash oracle query is already considered in the game Gmy, we
need to calculate collision probability from all other remaining oracle queries. Now, we

consider the following two cases:
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— Case 1: After executing Send(C'S;j, M sgy) query on Msg, = {TID}, Cy, Hy, TS;},
it is noted that Hy = H(ID; ||Cy ||RN; ||T'S;) € L4 has collision probability at
most 2. To launch attack successfully, H(IDj|| 6;) @b of D}, H(ID; ||[PWi| 6;

||b) of D} and A;; @ RN; ® T'S; ® H(IDsg,) of (' should be revealed to A. This

results in the total collision probability up to Moreover, as transcript message

2lH :

Msgy contains RN;, Msg1 € Ly must hold with probability up to 5.

— Case 2: Considering A executes the query Send(MU;, M sgs) and Hs € L 4 holds,
the calculated probability becomes JZ. Furthermore, C'S; computes H(H (ID;
©ri;) ||X;) for By, H(IDg,) in M, verifies H(ID; ||Cy ||M, ||T'S;) with H;, and
finally, it computes SKes; mu, = (ID~|| IDs, ||Bji || My ||RN; [|T'S; ||T'S;). Hence

the total probability for this part i 1s . Due to the message transcript Msgs € L,

we obtain Zf as the collision probablhty.

As a whole, we obtain,

2QS QQH
+ S (6.4)

|P’I“[S3] P’T‘[SQH <

e Game Gmy: In game Gmy, by exploiting Corrupt query, the adversary A tries to guess
user’s private credentials like password and biometric in online as well as offline modes.
The guessing of biometric has maximum probability up to max{g.(5, €em)} [45], [170]
and that for password is C’-¢* [202]. Since the games Gms and Gmy are identical when
these guessing attacks are absent, we have,

;1
|Pr(Sy] = Pr(Ss]] < max{C"-q],q(5

<o) (6.5)

After executing all the games, A is only left in guessing the correct bit b. It is then clear

that
1
Pr(Si] = 3. (6.6)
Applying the law of triangular inequality, we have,
1
| Pr[So] — §| = |Pr[Si] — Pr[S4|

]
< |Pr[Si] — Pr[Ss]| + |Pr[Ss] — Pr[S4]|
< |Pr[Si]| — Pr[Ss]| + |Pr[S2] — Pr|[Ss]|
+|Pr[Ss] — Pr[S4]|. (6.7)



6.5 Security analysis 149

Using Equations (6.1)-(6.7), we obtain,

1 1
§AdU%UAP = |PT[So] — §|

(s +00)* | a2 , Y4u
— 217«4—1 2lH+1 2[7« 2ZH

/ 1
+ maX{Cl ' qz ) qs(%a <gbm)}- (68)

Multiplying both sides of Equation (6.8) by a factor of 2 and then rearranging the terms, we
finally obtain

2 2
qp +18qn | (g5 +ge)” + 4gs ¢ 1
AdU%UAP & ol + 9y +2 maX{Cl “qs aQS(%a 5bm>}'
Hence, the theorem is proved. O]

6.5.2 Mutual authentication proof using BAN logic

BAN logic is used to mutual authentication between two communicating parties in a network
[34]. Using the broadly-used BAN logic, we show that the proposed scheme achieves authen-
tication goals discussed below. Basic BAN logic notations and logical postulates are provided
in Section 2.6.

To complete the authentication proof, the proposed scheme must meet the following two
goals:

e Goal 1. MU; |= (MU; &5 ¢8)).

SK

e Goal 2. CS; |= (MU; <— CS)).

The generic types of the messages in the proposed scheme are given below.

[} Message 1. MUl — CSJ {TID:(, H(H(IDI @TU> HXJ> EBRNl EBTSZ EBH(IDsJ>, TS“
H,).

° Message 2. CSJ — MUl : {Bﬂ @RNJ @TS] @IDZ, TSJ, Hg}
The the idealized forms of the above generic messages are provided mentioned below.
° Message 1. MUI — CSJ {T[DZ, TS“ <[Dz, Tij, RNZ, TS“ H([DSJ>>X]; Hl}

[ ] Message 2. CS] — A: {TSJ, <RNJ, TSJ, IDi)Xj7 Hg}
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The authentication proof of the proposed scheme starts with the following basic assump-

tions:
o A1l: MU; |=#(TS;)
o A2: CS; |=#(TS))

Az‘j
e A.3: MU; |= (MU; = CS})

A.5: MU,L |E CS] = (IDSj7RNj7TSj)

A.6: CS; |= MU; = (ID;, RN;, T'S;)

A.7: MU; |=TS,;

A.10: MU, |= IDg,
e A.11: CS; |= TS,

e A.12: CS; |= RN;
e A.13: CS; |= IDs,

Considering these basic assumptions, idealized forms and fundamental logical postulates,
in the following we show the achievement of both the goals Goal 1 and Goal 2.

According to the message 1, we obtain,

o Sli CS] < {IDZ, TSZ, <ID1, Tij, RNZ, TSZ, H<IDSJ)>X]7 Hl}

Sy: According to the law AL, we obtain, C'S; < (ID;, 15, RNy, T'S;, H(IDs,))x;.

e S5: According to A.4 and MML, we obtain, CS; |= MU, |~ (ID;, rij, RN;, T'S;,
H(IDs,)).

Syt According to A.2 and FCL, we get, C'S; |= #(I Dy, rij, RN;, T'S;, H(IDg;)).

Ss: According to NVL, we have, C'S; |= MU; |= (ID;, rij, RN;, T'S;, H(IDg;)).
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e Sg: Using A.6 and JL, we get, CS; |= (I Dy, rij, RN;, T'S;, H(IDsg;)).
e S7: From Sg and AL, we obtain, C'S; |= RN;, CS; |=TS;, CS; |=1D;.
e Sg: According to A.11, A.12, A.13, we get, C'S; |= I Ds,;, CS; |= T'S; and CS; |= RN;.

e Sy: Since SKes, mu, = H(ID; ||IDs; ||Bj; ||My ||RN; ||T'S; ||T'S;) and the results in
Steps S; and Sy give CS; |= (MU, €23 ¢5)). (Goal 2)

e Sip: Using the message 2 and AL, we obtain, MU; <1 (RN;, T'S))x;.

e Syt According to A.3 and MML, we get, MU, |= CS; |~ (RN;, T'S;).

e Sy Using A.1 and FCL, we obtain, MU, |= #(RN;, T'S;).

e Si3: Using NVL, we obtain, MU, |= CS; |= (RN;, T'S;).

o Siu: A5 and JL give MU, |= (RN;, T'S;).

e Si5: According to Si4 and AL, we have, MU; |= RN;, MU; |=TS;.

e Sig: According to A.7-A.10, we obtain, MU; |= ID;, MU; |= IDs,, MU; |= TS;,

SKcs; mu;

e Si7: The results of Steps Si5 and Sy give MU; |= (MU; <+— ~ CS;). (Goal 1)

As a result, Goal 1 and Goal 2 ensure that both MU; and C'S; mutually authenticate each
other.

6.5.3 Discussion on other attacks

This section also informally analyzes the security of the proposed scheme in order to show

that it can defend the following other known attacks.

1) Replay attack

According to the proposed scheme, the login and authentication phases require two message
communications. In login phase, MU, sends Msg, = {T'ID}, Cy, Hy, T'S;} to C'S;, whereas in
authentication phase, C'S; sends Msgy = {Cy, Hs, T'S;} to MU,;. C'S; does not accept Msgy
if |7'S; —T'S;| > AT. To resist replay attack, C'S; further computes H(ID; ||Cy ||M; ||T'S;)
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and verifies it with received hash value as H; = H (ID;|| Cy|| M| T'S;). The cloud server C'S;
rejects login request if this verification fails. As explained in Step 6 of authentication phase in
Section 6.4.3, an attacker also fails to replay the authentication message M sgs. In addition,
C'S; also stores parameters (ID;, RN;,T'S;) in its database to resist strong replay attack. If
C'S; receives another login request message, say Msg, = {T1D;, C{, Hi, T'S}} next time,
it first checks the validity of 7'S]. If it is valid, C'S; further verifies if the extracted RN] =
Ci®TS;® H(IDs,) ® Bj; matches with the stored RN; in its database corresponding to I.D;.
If it is present, M sg] is treated as a replay message. As a whole, the proposed scheme protects

strong replay attack because both the current timestamp and random nonce are applied.

2) Man-in-the-middle attack

An adversary A may try to launch man-in-the-middle attack in order to set up a third party
independent connection with both MU; and CS; for a particular session. Moreover, A might
intend to modify public message parameters to invalidate a login request of a legal user.
The proposed scheme uses hash function, random nonce and bitwise XOR operation in both
message M Sg; and Msg,. However, A can not modify any message as these need the cre-
dentials, such as A;;, IDg;, VL’] and RID;;. This causes the proposed scheme to resist the

man-in-the-middle attack.

3) Stolen/lost mobile device attack

The user mobile device contains D} = H(PW; ||6;) @b and D? = H(ID; ||PW; ||6; ||b). As
guessing of ID;, PW; and biometrics B; from D} and D? is computationally infeasible, A can
not obtain these credentials from user mobile device. Further, user mobile device contains
Vi, = Aij ©ORPW By, where Ay; = H(H(ID; ©ry;) ||X;) and RPW B; = H(ID; |[H(PW; ||0;
16)). Since r;; and b are random numbers and H (-) is a collision-resistant, it is computationally
infeasible problem to obtain ID;, PW; and 0; from V; and Aj; in polynomial time. Hence,

the proposed scheme resists this attack.

4) Offline password guessing attack

According to user registration phase described in Section 6.4.1, mobile device of M U; contains
(Dj, D}, ¢i, {(IDs;, Vjj, RID;;, RIDg) | 1 < j <mn}). As discussed in Section 6.5.3, A can

ij)

not guess password from any stored parameters like Dj, D} and V}; as PW; is masked with



6.5 Security analysis 153

0; and random secret b. To obtain PW;, A needs to guess these parameters simultaneously,

which have negligible probability. So, this kind of attack is resisted by the proposed scheme.

5) Forward secrecy

Forward secrecy (also known as known key secrecy) ensures that a compromised session key
does not help an adversary to compute past session keys. According to the proposed scheme,
the session key is mutually computed as SKyu, cs, = SKes; mu, = H(ID; ||IDs, ||Ai; || RN;
||RN; ||T'S; ||T'S;) where A;; = Bj; = H(H(ID; @ri;) ||X;). Due to the use of RN;, T'S;,
RNj, and T'S;, for every new login session, SKyuy, cs, (= SKes, mu, is generated in random
but in a unique way. As a consequence, compromise of the current session key provides no

crucial information to the adversary that helps him/her to compute previous session keys.

6) Anonymity and untraceability

Generally, the mobile users intend to access cloud services in an anonymous way. As defined in
the threat model in Section 6.2, A is able to eavesdrop public messages transmitted between
MU; and CS;. During login time, MU, sends Msg, = {T'ID}, Cy, Hy, T'S;} to C'S;. Note
that MU; does not send the original identity to login message. Rather, it sends the temporary
identity T'ID; embedded in TID; = TID; ® H(RIDg,||TS;) (see Remark 6.2). Moreover,
from Cy = Ay;® RN;® T'S;@® H(IDsg;) and H, = H(ID; ||Cy [|RN; ||T'S;), it is not possible to
obtain ID;. During authentication phase, C'S; sends Msg, = {Cs, Hs, T'S;} to MU;, where
Cy = Bji® RN;@ TS;® ID; and Hy = H(ID; ||M, ||[RN; ||T'S; ||T'S; ||SKes; mu,). As
hash function H(-) is considered to be collision resistant, from these eavesdropped messages,
it is computationally infeasible for an attacker to compute I D;. Thus, the proposed scheme
provides user anonymity property.

The messages Msg1 = {T'ID}, Cy, Hy, TS;} and Msg, = {Cy, Hs, T'S;} are unique
and dynamic in nature in each session, because each component in these messages use either
timestamp or random nonce. Hence, the proposed scheme also preserves the untraceability

property as an attacker can not trace the same user in different session.

7) Session key security

According to the proposed scheme, both MU; and C'S; mutually establish a common ses-

sion key SKyu,cs, (= SKes; mu,) for future communication. Note that the session key is
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calculated as

SKuu,cs, = HIDi||IDs,||Ay|[RN||Me|[TS;|[T'S;)
= H(IDi||1Ds;||Bji| | RNi| | M ||T'S;||T'S;)
= H(IDi||IDs,||Bj| | My[|M||T'S[|TS;)
= H(ID;i||IDs;||Bji| | Mi||[RN;||T S:|[T'S;)

= SKcs; mu;-

To establish the session key, both MU; and C'S; mutually authenticate each other. Further-
more, to derive the session key an attacker needs to have the credentials 1D;, I Dg;, and Ay

(= Bji). Hence, the session key is secure.

8) Parallel session and reflection attacks

An adversary A can masquerade as a genuine user and then try to initiate a new parallel
session with CS; if the credentials belonging to a legal user are obtained. On the other
side, A can not obtain mobile user credentials through offline guessing attack or with any
eavesdropped messages. As a result, the proposed scheme resists parallel session as well as

reflection attacks.

9) Ephemeral secret leakage attack

Under this attack, the exposer of ephemeral (temporary) secrets (e.g., random numbers) of a
session may harm the secrecy of a session key. After execution of the protocol, if the random
numbers are not properly deleted, an adversary A might obtain them from a compromised
device and also can launch ephemeral secret leakage attack. An authentication protocol must
be able to resist this attack.

In the proposed scheme, the session key is computed as SKyu, cs; = H(ID; ||[IDs; || Ay
||RN; || My ||T'S; ||T'S;), where A;; = H(H(ID; @ryj) ||X;), ri; is an 1024-bit random secret
and X is the master secret key of the cloud server C'S;. Hence, even if the values of random
numbers RN; and RN; (that is, M) are known, the adversary A cannot compute SKy, cs,
as it also depends on the long-term secret credentials, such as I D;, [ Dg; and A;;. As a result,
SK v, cs; can not derive other session keys established in other sessions between MU; and

CS; using the ephemeral secret leakage attack.
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10) User impersonation attack

Using user impersonation attack, an adversary A can masquerade as a legitimate user and
try to login to C'S;. However, the proposed scheme can resist this attack due to the following
argument. A needs to input correct inputs ID;, PW; and B] to prove its authenticity as a
genuine user. As already discussed, an adversary has no computationally feasible way to guess
these parameters.

A can also try to generate a replay login message Msg, = {T1D}, Cy, Hy, T'S;} and
submit it to C'S;. But as explained in the replay attack protection, a duplicate value of the
timestamp 7'S; or random number RN; will reveal that the message is a replayed one and
it is not an original message. Note that Cy = A;;® RN;® T'S;® H(IDg,) and A;; = Vzg@
RPBW;. As A does not know ID;, PW; and B, he/she is unable to guess correct value of

A;; and can not modify Msg,. Hence, the proposed scheme resists user impersonation attack.

11) Server impersonation attack

The proposed scheme protects server impersonation attack where an adversary A can mas-
querade as a cloud server and try to respond with valid message to MU;. When C'S; receives
the user login message, it replies with an authorization message Msgs = {Cs, Hs, T'S;}. This
message contains the hash value Hy = H(ID; ||M; ||RN; ||T'S; ||T'S; ||SKcs; mu,). Moreover,
M sgs also contains Cy = Bj;@® RN;& T'S;® ID,;. A can not obtain By, = A;; = H(H(ID;
@ri;) ||X;) as it requires the server secret key X; and random number r;;. As a consequence,

the proposed scheme also resists server impersonation attack.

12) Privileged-insider attack

In this attack, we assume that the registration information {/D;,(RPW B; @ k)} from the
mobile user registration request message is known to a privileged-insider user of the RC, who
acts an adversary A. Later, after completing the mobile user registration process, it is also
assumed that A also attains the stolen/lost mobile device, and then extract the information
stored in the device using the power analysis attack [112]. It is computationally difficult task
for A to obtain PW; and the biometric key 6; from V; and Aj; in polynomial time. Further-
more, without having the random secret k, A can not compute RPW B; from RPW B; @ k.
Therefore, A can not also obtain PW; and 6; from RPW B;. Hence, the proposed scheme is

resilient against privileged-insider attack.



Biometric-Based Anonymous User Authentication for Mobile Cloud Computing
156 Services

6.6 Formal security verification using ProVerif tool

The formal security verification of the proposed scheme is presented in this section using the
applied pi calculus based ProVerif simulation tool [12], [13]. This tool can be practically used
for testing whether an attacker is able to attack (or compromise) the session key in a security
protocol.

In Figure 6.7, we provide the code for declaration of channels, free variables, constants,
functions, equations, queries and events required for the proposed scheme. The code for the
process of the mobile user in the registration, login and authentication phases is modeled in
Figure 6.8. The process of the cloud sever C'S; is modeled as parallel composition of the
process of registration (SReg) and process of authentication (SAuth). Figure 6.9 shows the
program code for the processes related to C'S;.

Finally, we execute the codes of the previous three tables in ProVerif latest version (i.e.,
ProVerif 1.93). The complete obtained results of session key secrecy (from both user and
server side) and authentication are shown in Figure 6.10. The result shows the following

observatios:

e RESULT inj-event(UserAuth(id)) ==> inj-event
(UserStart(id)) is true.

e RESULT not attacker(SKus|[]) is true.

e RESULT not attacker(SKus[]) is true.

Hence, the proposed scheme passes the security verification.

6.7 Performance comparison

In this section, we compare the security and functionality of the proposed scheme with the

recently developed multi-server authentication schemes designed for mobile cloud computing

services [35], [183], [194], [196], [230].

6.7.1 Security and functionality comparison

A detailed comparison on different security attacks is shown in Table 6.5. It is seen that
a large number of the recent schemes suffer from denial of service attack and stolen mobile

device attack. Further, most of the existing schemes fail to provide efficiency in login phase



6.7 Performance comparison 157

(¥ —————— channels ————*)

free pch: channel. (* public channel *)

free sch: channel [private|. (* private channel *)
(* ————— shared keys ———— *)

free SKus:bitstring [private].(* the session key of user *)

free SKsu:bitstring [private]. (* the session key of server *)

(* —— Servers secret key ——— *)

free Xj:bitstring [private].

free rij:bitstring [private].

(¥ ———— constants —— *)

free IDSj:bitstring [private].
free ID:bitstring [private].

free TID:bitstring [private].
free PW:bitstring [private].

const Bi:bitstring [private].

(* —————— functions and equations —— *)
fun h(bitstring):bitstring. (* hash function *)
fun FE(bitstring):bitstring. (* Fuzzy extractor function *)

fun xor(bitstring,bitstring):bitstring. (* XOR operation *)
fun con(bitstring,bitstring):bitstring. (* string concatenation *)

equation forall x:bitstring,y:bitstring; xor(xor(x,y),y) = X.

(* ————— aims for verification ——— *)

query attacker(SKus).
query attacker(SKsu).
query id:bitstring; inj-event(UserAuth(id)) ==> inj-event(UserStart(id)).

(*———event ———— *)

event UserStart(bitstring). (* User starts authentication *)
event UserAuth(bitstring). (* User is authenticated *)

Figure 6.7: Declaration of channels, keys, constants, functions, equations, queries and events.
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let User=

new b:bitstring;

let alpha = FE(Bi) in

let RPWB = h(con(ID,h(con(PW,con(alpha,b))))) in
out(sch,(ID,RPWB));

in(sch,(rVij:bitstring));

let D1 = xor(h(con(PW,alpha)),b) in

let D2 = h(con(ID,con(PW,con(alpha,b)))) in

!
(
event UserStart(ID);

let b1l = xor(D1,h(con(PW,alpha))) in

let D21 = h(con(ID,con(PW,con(alpha,bl)))) in
it D2 = D21 then

new RNi:bitstring;

new TSi:bitstring;

let Aijl = xor(rVij,RPWB) in

let C1 = xor(Aijl,xor(RNi,xor(TSi,h(IDSj)))) in

let H1 = h(con(ID,con(C1,con(RNi,TSi)))) in
out(pch,(TID,C1,TSi,H1));
in(pch,(rC2:bitstring,r'T'Sj:bitstring,rH3:bitstring));

let M2 = xor(rC2,xor(rTSj,xor(ID,Aijl))) in

let SKus = h(con(ID,con(IDSj,con(Aijl,con(RNi,con(M2,con(TSi,rTSj))))))) in
let H4 = h(con(ID,con(RNi,con(M2,con(TSi,con(rTSj,SKus)))))) in
it H4 = rH3 then

0

).

Figure 6.8: ProVerif code for the process of mobile user MU;.

and password change phase, and they do not provide revocation of lost mobile device phase.
It is clear from Table 6.5 that the proposed scheme overcomes such security and functionality

weaknesses of the existing schemes.
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let SReg =

in(sch, (sID:bitstring,sSRPWB:bitstring));

let Aij = h(con(h(xor(sID,rij)),Xj)) in

let Vij = xor(Aij,sRPWB) in

out(sch,(Vij)).

let SAuth =
in(pch,(xID:bitstring,xC1:bitstring,x TSi:bitstring,xH1:bitstring));
let Bji = h(con(h(xor(xID,rij)),Xj)) in

let M1 = xor(Bji,xor(xC1,xor(xTSi,h(IDSj)))) in
let H2 = h(con(xID,con(xC1,con(M1,xTSi)))) in
if H2 = xH1 then

event UserAuth(xID);

new RNj:bitstring;

new TSj:bitstring;

let C2 = xor(Bji,xor(RNj,xor(TSj,xID))) in

let SKsu = h(con(xID,con(IDSj,con(Bji,con(M1,con(RNj,con(xTSi, TSj))))))) in
let H3 = h(con(xID,con(M1,con(RNj,con(xTSi,con(TSj,SKsu)))))) in
out(pch,(C2,TSj,H3)).

let S = SReg — SAuth.

process !User — IS

Figure 6.9: ProVerif code for the process of the cloud server C'S;.

6.7.2 Computational costs comparison

As implemented by Scott et al. [179] and Tseng et al. [190], we have considered Philips
HiPersmart card device and Pentium IV computer for user side and cloud server side compu-
tation, respectively. Philips HiPersmart card has a clock speed of 36 MHz with 32-bit RISC
MIPS processor. It has flash memory of 256 KB with 16KB RAM. On the other side, Pentium
IV has maximum clock speed of 3GHz operating under Windows XP OS with 512 MB RAM
[112]. Bilinear pairing and other cryptographic operations are implemented in C language
under specific IDE and specific C/C++ Library (MIRACL). Table 6.6 shows the notations
for different cryptographic operations along with their execution time in Philips HiPersmart

card device and Pentium IV computer, respectively.

In Table 6.7, we tabulate and compare the computation overhead of the proposed scheme
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File “./tmpfiles/40438219/inpProt.pv”, line 54, character 5 - line 54, character 9:
Warning: identifier SKus rebound

File “./tmpfiles/40438219/inpProt.pv”, line 75, character 5 - line 75, character 9:
Completing equations...

Completing equations...

— Query inj-event(UserAuth(id)) ==> inj-event(UserStart(id))

Completing...

200 rules inserted. The rule base contains 200 rules. 28 rules in the queue.
Starting query inj-event(UserAuth(id)) ==> inj-event(UserStart(id))

RESULT inj-event(UserAuth(id)) ==> inj-event(UserStart(id)) is true.

— Query not attacker(SKsu[])

Completing...

200 rules inserted. The rule base contains 200 rules. 22 rules in the queue.
Starting query not attacker(SKsul])

RESULT not attacker(SKsul]) is true.

— Query not attacker(SKus[])

Completing...

200 rules inserted. The rule base contains 200 rules. 22 rules in the queue.
Starting query not attacker(SKus[])

RESULT not attacker(SKus]]) is true.

Figure 6.10: Analysis of the simulation results.

with the relevant schemes [38], [183], [194], [196], [230]. For all the given schemes, we sepa-
rately tabulated computation for MU; and cloud service provider C'S; under Philips HiPers-
mart card device and Pentium IV computer, respectively. Also, we mention the underlying
cryptographic operations for each relevant scheme in comparison. We study that the total
user side computation overhead of the proposed scheme in login and authentication phases is
9Ty +8+Tx +Trg. Considering the execution time needed for XOR operation is negligible,
the total execution time of MU; is then approximately (9 % 1 + 130) = 139 ms. On the other
hand, the cloud service provider C'S; has a computation overhead of 7 * T + 7 x T'x. Hence,

total execution time in Pentium IV server is less than 7 %« 0.01 = 0.07 ms.
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Table 6.5: Security and functionality comparison with the recent authentication schemes.

Security attributes He-Wang  Yoon-Yoo Shen Tsai-Lo Tseng Our

58] [230]  etal [183]  [194] et al [190]
NA

Stolen mobile device/smart card attack
Strong replay attack

Password guessing attack (online)
Password guessing attack (offline)
Privileged insider attack

DoS attack

Known session key secrecy
Strong user anonymity provision
Forward secrecy

Session key security

User impersonation attack

Server impersonation attack

Ephemeral secret key leakage attack

WX X X X A AN A
N N N R N N NN NENEN

User anonymity provision

Z,
>
Z,
>

Efficient password change

X X N X A X XS XS XS S8 XA

x
X

Login phase efficiency

Z,
>
Z
>
Z,
=

Revocation of smart card

Secure mutual authentication

Low computation overhead

Low communication overhead
Formal security proof

Simulation using AVISPA /ProVerif

XX A X N NN AN XA X XA XS A XA A S X
XA X X X AN AN X A X A XSS S S S S S
N N N N N N N N N N N N N N NN

X X X X N
X N X X X
S IENENIENIEN

v': the scheme is secure or it supports a feature; X: the scheme is not secure or it does not
support the feature; NA: the security or functionality feature cannot be applicable for that

respective scheme.

6.7.3 Communication costs comparison

Comparison on communication costs of the proposed scheme with related mobile user au-
thentication schemes [38], [183], [194], [196], [230] is also tabulated in Table 6.8. Since the
user and server registration phases, password change phase and lost mobile device revocation
phase are executed only once, we consider only login and authentication phases for calcula-
tion of communication cost for the proposed scheme and other schemes. The proposed scheme
needs two messages Msg, = {T'ID}, Cy, Hy, T'S;} and Msg, = {Cs, Hs, T'S;}, which require
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Table 6.6: Actual execution time of different operations.
Execution Time (in ms)
Symbol Description HiPerSmart card Pentium IV
(MU]) (Cs))
Tp Bilinear pairing operation 380 3.16
T Elliptive curve point multiplication 130 1.17
Trg Fuzzy extractor operation ~ Ty ~ Ty
Tsym Symmetric encryption/decryption < 17.93 < 0.16
Tay, map-to-point hash function < 100 <1
Ty elliptic curve point addition < 10 < 0.1
Ty One way hash function <1 < 0.01
Tx Bitwise XOR function negligible negligible
Table 6.7: Comparison of computational costs among related schemes.
Entity He-Wang Yoon-Yoo  Shen Tsai-Lo Tseng Our

[88] [230] et al. [183]  [194] et al. [190]

MU, Ty +3Ty 5Ty +2Ty 5Ty +3Ty 3Ty +3Ty 3Ty + Ty

9Ty +8Tx +Trr

~ 397 ms ~ 265 ms ~ 395 ms ~ 393 ms ~ 133 ms ~ 139 ms
Cs; 5Ty + 2Ty dTy + 2Ty 5Ty + 2Ty 2Ty +4Ty 3Ty + 2T+ Ty + 7T
~239ms =~239ms =~239ms 2Tp Tp+2Tg, +2T4 ~0.07 ms
~11.02ms =~7.63ms
RC 9Ty + 2Ty 5Ty Tg+Ty — — -
CP ECC ECC ECC Pairing Pairing Hash

CP: Cryptographic primitive used in the respective scheme.

(1604 160+ 32+ 160) = 512 bits and (1604 32+ 160) = 352 bits, respectively. So, the overall
communication cost of the proposed scheme is (5124 352) = 864 bits. Note that the proposed

scheme does not involve RC' during login and authentication phases, which causes significant

reduction of overall communication cost. In addition, the proposed scheme requires only two

rounds of message communication, whereas other related schemes require five, four or three
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Table 6.8: Comparison of communication costs.

Scheme No. of rounds No. of bits
He-Wang [85] 5 3520
Yoon-Yoo [230] 5 2496
Shen et al. [183] 5 1856
Tsai-Lo [194] 4 1696
Tseng et al. [190] 3 992
Our 2 864

rounds of message communication. It is observed from Table 6.7 that the user mobile device in
He-Wang’s scheme [35] and Yoon-Yoo’s scheme [230] takes approximately 397 ms and 265 ms,
respectively. Shen et al.’s scheme [183] and Tsai-Lo’s scheme [191] take approximately 395 ms
and 393 ms, respectively. Reason behind the high computation cost in the existing schemes is
that they either use ECC based cryptosystem or bilinear pairing based cryptosystem. Quite
clearly the user side computation cost of the proposed scheme is much less than that for these
schemes. As a result, the proposed scheme comparatively more suited for the mobile users

with low-power computing devices.

6.8 Summary

In this chapter, we proposed a mobile user authentication scheme on mobile cloud computing
environment, which is designed through on one-way hash function, bitwise XOR operation
and fuzzy extractor functions only. We provided the formal security proof through the ROR
model and the formal security verification through the ProVerif 1.93 simulation tool. More-
over, authentication proof of the proposed scheme is provided by BAN logic. As the proposed
scheme avoids any computation expensive cryptographic operations, it has the lowest compu-
tation cost as compared to the existing related schemes. Further, the proposed scheme does
not involve the RC' in the authentication process. Hence, it has very low communication cost.
Overall, high security and efficiency make the proposed scheme very suitable for the practical

applications in the mobile cloud computing domain.






Chapter 7

Fine-Gained Access Control with User
Authentication for Telecare Medicine

Information Systems

Telecare medicine information system (TMIS) for health-care delivery service requires infor-
mation exchange among multiple systems, where different types of users with different access
privileges are involved. In TMIS, users generally communicate via public channels. Hence,
authentication is essential to provide access to the genuine users. However, access rights for
the correct information and resources for different services to the genuine users can be pro-
vided with the help of an efficient user access control mechanism. The problem of assigning
unique access privilege to a particular user is called fine-grained access control. Fine-grained
data access control can identify and impose different access privileges for different types of
users. Existing user authentication protocols designed for TMIS only provide authentication,
but for this kind of application, it is required that the authorized users should also have unique

access privilege to access specific data.

In this chapter, we present a new fine-grained access control scheme with user authenti-
cation for TMIS. The proposed scheme provides group-based user authentication depending
on the access rights provided for the genuine users. The proposed scheme supports user
anonymity, forward secrecy, and efficient password change without contacting the remote

server.
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7.1 Research contributions

The following contributions made in this chapter are listed below:

e We introduce the concept of fine-grained data access control of server data with suitable
authentication scheme in TMIS. We divide all users into several groups based on the

access types.

e We used the Key-Policy Attribute-Based Encryption (KP-ABE) [77] in order to achieve
the fine-grained data access control with full granularity for accessing right data by a

right user.

e The proposed scheme provides user anonymity during any message communication that
protects patient’s privacy. Also, a user never delivers his/her original identity to the
the medical server. Hence, the original identity of the user can not be disclosed to an

attacker even if the server spoofing attack is executed.

e The proposed scheme provides better security as compared with the other relevant au-
thentication schemes because it resists denial-of-service (DoS), privileged-insider, stolen
smart card, replay, man-in-the-middle, password guessing, impersonation and reflection

attacks.

e The proposed scheme establishes a secret session key between the user and the medical
server so that the established key can be used for future secure communication of the

real-time data between them in the telecare system.

e Finally, the proposed scheme provides efficient and flexible way to change a legal user’s

password locally, which does not require any involvement of the medical server.

7.2 Adversary model

We follow the widely accepted security assumptions about the smart card security and capacity

of adversary in three factor authentication schemes [33], [16], [70].

e Expect registation process, all message communications are done through a public chan-
nel. The adversary can control the channel with an ability to intercept, delete, modify,

resend and reroute the transmitted messages [70].
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e An authorized legitimate user can perform malicious activity and turn into an adversasry.

e An adversary has capability to execute power analysis attacks in order to extract the

stored information from a user’s smart card.

e Our three factor authentication scheme does not consider the threats that arise from

the biometric factors [163].

e The user-chosen passwords are assumed to be drawn from a Zipf-distributed [202] dictio-
nary D of small size |D|, where |D| is a fixed constant which is independent of the system

security parameter [202]. The passwords cannot assumed to be uniformly distributed.

7.3 The proposed fine-grained access control scheme

In this section, we describe how the proposed scheme exploits attribute based access control to
achieve fine-grained data access control in TMIS. First, we tabulate the important notations
that are useful to explain and analyze the proposed scheme. Next, we describe the proposed
scheme in detail.

We use the notations listed in Table 7.1. We use the secure hash standard (SHA-1) [0] as
one-way cryptographic hash function. For symmetric key encryption/decryption, we apply the
Advanced Encryption Standard (AES-128) [2] in our proposed scheme. Note that for better
security, one can also consider SHA-256 as one-way cryptographic hash function [6], [61].

The proposed scheme consists of five phases: 1) setup, 2) registration, 3) login, 4) autho-
rization, and 5) password change phase. These phases are discussed in detail in the following
subsections. We make use of the current timestamps in order to prevent the replay attack.

For this reason, we assume that all the entities in TMIS are synchronized with their clocks.

e Setup phase: This phase is used to pre-load keying materials to the medical application
server (M AS) and user smart card prior to start working. For this purpose, the M AS

chooses a set of network parameters.

e Registration phase: In the registration phase, a user U; needs to register with the
MAS in offline for accessing medical data. This phase has two sub-phases, namely 1)
access structure generation, where the M AS selects an access structure P; for each user
U; and 2) smart card generation, where the M AS generates a smart card with valid
identity SCjq, for Uj.
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Table 7.1: Notations used in the proposed scheme.

Symbol

Description

MAS
Uj
Dy,
SC,

Medical application server

5" user

Unique identifier of U;

Smart card of U;

Universe of all server attributes
Multiplicative cyclic group of prime order p
Order of group G

Secure one-way hash function

Master key of server M AS

Data A concatenates with data B
Symmetric key encryption using the key K

Symmetric key decryption using the key K

Current timestamps of U; and M AS, respectively

Fuzzy extractor probabilistic generation function

Fuzzy extractor deterministic reproduction

Maximum transmission delay

function

e Login phase: The purpose of this phase is to login to the system by a legal user Uj,

who wants to access any specific data from the M AS.

e Authorization phase: In this phase, a mutual authentication between U; and M AS
takes place. At the end of this phase, both U; and M AS establish a session key for their

future secure communication.

e Password change phase: In this phase, any legal user U; can change his/her password
freely and completely locally without the help of the M AS.

7.3.1 Setup phase

In this phase, the M AS executes the following steps:

e Step S1: The M AS chooses two multiplicative cyclic groups G'; and G of prime order

p as well as a bilinear map e: G; X G; — Gr. Let g be the generator of Gj.
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Step S2: The M AS chooses a number ¢, uniformly at random from Z,, for each attribute
a € 7, and selects a random number y € Z,, where Z, = {0,1,...,p —1}. MAS then

to

computes Y = e(g,¢9)? (mod p), and T3 = g"* (mod p), Tp = ¢"* (mod p), ..., Tiz = ¢*

(mod p).

Step S3: The M AS establishes a universe of all information types IT. It further creates
n smaller disjoints sets of information types I'Ty, [Ty, ITs, ..., IT,, which are subsets of
IT. Hence, IT = |J.,IT;. Each user U; of the healthcare system requests server
information through its assigned group identity GID,. Uj, using its own group identity
GIDj, can access information from one or more suitable information types IT;, where
IT; C IT. Further, an information type I'T; might belong to more than one user group
identities. Every information type I7T; contains a number of relevant server attributes

that provides the necessary server information to a user U;.

Step S4: Finally, the M AS assigns a unique randomly generated master key, say M K¢
for its own. In addition, the M AS selects a one-way cryptographic hash function H(-)
(for example, SHA-1 [0]).

7.3.2 Registration phase

This phase consists of the following steps:

Step R1: Uj first chooses his/her identity /Dy, and password PW;, and then imprints

personal biometrics B; on the sensor of a specific device.

Step R2: U; selects a 160-bit random number r; € Z,. U, generates («;, 3;) = Gen(B;),
where Gen(-) is a fuzzy extractor generation procedure. U; further computes the masked
password W; = H(a; ||PW;) and calculates A;p, = H(a; ||I Dy, ||r;). Next, it chooses
its access group id GID; and then sends the registration request message (A;p,, W
aj, GID;) to M AS via a secure channel.

Step R3: MAS selects a unique server id Sip, and keeps the information Arp, and
GID;. Further, for each user Uj, it generates A; = H(A;sp, ||T'Sy,), where T'Sy, denotes
the registration time stamp of Uj. It then calculates the secret parameter Ry, = H(W;
|A; ||GID;) for each user Uj.

Step R4: Finally, the M AS computes the secret shared parameter with U; as X; =
H(oj ||Sip) @H(MKg ||A;) for Uj.
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This phase has two sub-phases, namely, 1) access structure generation and, 2) smart card

generation, which are discussed below.

1) Access structure generation

The MAS selects an access structure P; for each user U;. After getting the registration
information from valid users, the M AS assigns each user an access structure. The access
structures are implemented via an access tree. Every leaf node of the access tree is labeled
with an attribute and the internal nodes are threshold gates. Access structures are represented
using the logic expressions over the attributes. With the help of the access tree, the data access
privileges of each user can be defined.

For example, consider a scenario as explained in [43]. The medical server can store in-
formation on many “in-body” diseases like cardiovascular problem, neurological disorder, etc.
(in-body attribute). Suppose the M AS can measure some “on-body” parameters like body
temperature, pulse rate, etc (on-body attribute). The medical records have multiple relevant
users like doctor, nurse, hospital staffs, etc. Hence, a medical record stored in the server can
be specified with these attributes [inbody = {cardiovascular disease, neurological disorder,
cancer}, on-body = {pulse rate, body temperature} and owner = {doctor, nurse, hospital
stsff}]. The medical application server provides each user an access policy via a user access
tree. A user can decrypt data through its access tree only if it has matching attributes with
the data sent by the medical server. A user U; with the access structure is provided in Fig-
ure 7.1, who can decrypt the server data stored within a medical server that detects in-body
disease likes cardiovascular disease or neurological disorder, and contains on-body measuring
attributes as pulse rate or body temperature, and at least owned by 2 out-of 4 experts like
doctor, nurse, hospital staff or medical insurance person.

For each user Uj, the server generates an access structure P; and computes the secret key
SK;. Starting from the root node r of P; and in the top-down manner, M AS also constructs
a random polynomial ¢, of degree d, — 1 using the Lagrange interpolation [91] for each node
x € Pj, where d, is the degree of a node z. For each non-root node x € P;, it sets ¢,(0) =
Gparent() (indexz(x)), where parent(x) is the parent of z, and x is the index(z)™ child of its
parent. In particular, we have ¢.(0) = y. The user secret key SKj; is the output, which is
derived as follows:

2;(0)
SKJ’ = <{Dz =g }i€ﬂ>7

where £ denotes the set of leaf nodes and g is the generator of G .
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Cardio Vascular Neurological
Disease Disorder

Pulse Rate Body temp Hospital Insurance

staff Personal

Doctor  Nurse

Figure 7.1: User access structure.

2) Smart card generation

The MAS generates a smart card with valid identity SCig; for user U; with the following
parameters: A = (Ap, ®SCiq,), GID;, B = (T'Sy, ®SCy,), C = (r; ©oy), P;, SK;, Ry,, e:
G x Gy = Gr, X; and H(-). The MAS then deletes the user’s secret parameter Ry, from
records as soon as the registration procedure of U; is over. However, it keeps A; and GID;
for each user U;. Finally, U; stores 3;, Gen(-), Rep(-) and 7 into the smart card SC;, where
7 is the permissible error tolerance value used in Rep(-) function.

This registration phase is summarized in Figure 7.2.

7.3.3 Login phase
U, makes login into M AS using the following steps:

e Step L1: U; first inserts his/her smart card SC; into the card reader of a specific
terminal and imprints his/her personal biometrics B;. U, also inputs his/her password
PW; and identity ID;.

e Step L2: Using the fuzzy extractor reproduction procedure Rep(-) and stored f3;, SC;
computes a; = Rep(B}, 8;), masked password W = H(a; ||[PW}), 1; = C® ay, and
computes Ajp, = H(a; [|[[Dy; ||rj). From the stored parameter A, U; computes the
smart card identity SC}, as SCj; = A® Ajp . Next, using this computed SC;, , it finds
out the user registration timestamp 7Sy, = B® SCj, @ SCj; . With the computed
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User (U;) Medical Application Server (M AS)
REGISTRATION PHASE

Select I Dy,, PW;, B; and r;.

Compute (o, ;) = Gen(B;),

masked password W; = H(«;||PW;),

and Arp, = H(a;||IDy;,||r;). Store Arp,, GID; and server id Sip.

Choose access group id G1D;. Calculate A; = H(Arp,||T'Sy,),
(A[Dj,Wj,aj,GIDj>

Ry, = H(W;||4,]|GID;),

(secure channel)
Xj = H(a||Sip;) & H(MKs||A;).

Generate access structure P; for each Uj.

q;(0)
Compute key SK; = ({D; = ¢ % }ier).
Smartcard:(AIDj @SCZd] ,GIDj ’RUj Ty @aj 7TSUj (&)
SCidj ,Pj,SKj,e:Gl XGQ*}GT,Xj,H(')>

Store 3;, Gen(-), Rep(-), T in smart card.

Finally, SC; = {A = (Ap, ®5Ciq,),
GID;, B = (T'Sy, ®5C;4,),

(secure channel)

C = (r; ®aj), P;, SKj, Ry, e(-), Xj, Delete Ry, from records.

H(-), B;, Gen(-), Rep(-), T} Store {A;, MK,,TSy,} in its database.
User (U;) Medical Application Server (M AS)
LOGIN PHASE

Input PWj, identity ID; & imprint B.
Compute Q= Rep(Bé'aﬁj% WJ, = H(%‘HPWJ):
App,, = H(oy | 1Dy, ).

SC}y, = (Amp, ® SCigy) © Alpp

TSy, = (T'Sy; ® SCiay) © ST}y,

A% = H(App,||TS};.), Ry, = H(WJ||A}||GID).
If R’Uj = R’U], holds, S; = X; ® H(c||Sip).
Select information type IT;.

Compute N; = H(S,|| H(n,||GID,)|| Ty, || IT5).
<NJ,IT,L,TUJ ,(TS{I] @H(TLJHGID])»

\
7

(public channel)

Figure 7.2: User registration and login phases of the proposed scheme.
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registration timestamp TSy, , it then computes A} = H(A7, |[T'Sy,) and computes
Ry, = HWj ||A] ||GID;). Finally, it checks if the condition Ry, = Ry, holds. If this
verification does not hold, it indicates that U; has entered one or more wrong parameters

in giving his/her identity, password or biometrics, and the phase terminates immediately.

e Step L3: U, selects the suitable information type I7T; for which he/she wants to access
the server information. U; then computes S; = X;® H(a; ||Sip,). U; selects a random
secret value n; and computes N; = H(S; ||H(n; ||GID;) ||Ty, ||IT;), where Ty, is the

current time stamp of Uj.

e Step L4: U; sends the message (N;, IT;, Ty, (T'Sy,& H(n; [|GID;))) to the MAS via

open channel.

This login phase is further summarized in Figure 7.2.

7.3.4 Authorization phase

This phase involves the following steps:

e Step Al: After receiving of the user request message in the login phase, the M AS first
checks the validity of the received timestamp Ty, by the condition [Ty, — T, §j| < AT,
where T7; is the time when the message is received by the M AS and AT is the maximum
transmission delay. If the condition does not hold, it means that it is a replay message

and the phase is terminated immediately by the M AS.

e Step A2: The MAS calculates S} = H(MKs [|A;), H(n;|| GID;) = T'Sy,® (T'Sy,
H(n, |GID;)) and N, = H(S,|| H(n; |\GID;) |T, |[IT;), and then checks the con-
dition N7 = Nj. If this verification does not hold, the authentication request fails and

the phase terminates.

e Step A3: The MAS further checks whether IT; € IT and IT; € GID;. If both
conditions satisfy, the user group is authorized to access the requested information type.
The M AS then selects an access key K for accessing the data under information type

IT; such that U; will only get the session key if he/she has proper access privilege.

e Step A4: The MAS selects a random number o € Z, and calculates E; =
UL yvierr Yvinearp;- The MAS computes ' = K,Y*. Following the strategy of
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the challenge-response protocol, the M AS can create a puzzle message PM and com-
putes an encrypted puzzle using its computed key K as Ex (PM). Also, it generates a
hash value H(A; ||[PM ||E'|| T|| Ty,), where Ty is the current timestamp of the M AS.
The MAS also computes K; = (X; © S}) ®H(H(n; ||GID;) ||[RN;), where RN is a
random nonce generated by the MAS. Note that (X; ®S5}) is equal to H(B; |[Sip).
Finally, the M AS sends the message (K;, RN, IT;, E', Ex (PM), T,, H(RN, ||PM
[|E" ||Ts ||Tv,), Ej) to to the user U; via a public channel.

e Step Ab5: After receiving the message from the M AS in Step A4, U; first checks if
|Ts — T| < AT for checking the validity of the received timestamp Ty, where T is the
time when the message (K;, RN, ITy, E', Ex,(PM), To, H(RN, ||PM ||E' ||T, ||Ty,),
Ej) is received by U;. Next, U; (that is, the smart card SCj) computes K} = H(M B;
|S1p) ®@H(H(n; ||GID;) ||RN;) and verifies it against the received value Kj. If this
verification holds, it then proceeds for the next step; otherwise, the phase is terminated

immediately.

e Step A6: For accessing the attributes under information type IT;, U; decrypts the
encrypted key K and retrives the puzzle message PM. For this purpose, U; uses a
recursive algorithm as follows. The decryption process starts from the leaf nodes of its
own access tree P; and continues in the bottom-up manner. U; computes F; for each

leaf node z in P usng the following logic:
If (i €L;), F; = e(Dy, E;) = (g2 O/t gtid) = e(g, g)*%©)). Otherwise, set F; = L (null).

If the access structure P; “accepts” Z;, it means all the attributes specified for the
information type I'T; are matched with the user access structure and U; will finally obtain
e(g,9)* """
U; computes Ky as Ky = E'(Y*)™' (mod p). Thus, U; is able to decrypt the puzzle
message PM using K,. Otherwise, the decryption algorithm returns L (null).

=e(g,9). Since Y = e(g, g)?, U; will obtain Y*. So, using computed Y,

e Step AT: After getting the value of PM, U; computes H(RN, ||[PM |[E' ||T ||Ty,)
and checks it with the received hash value in the login message. If these values are
not equal, the phase terminates. Otherwise, U; generates a random nonce RN; and
calculates PM' = H(PM ||RN; ||Ts), where T is the current timestamp of the M AS.
U; then sends the message (H(PM' ||RN; ||M;), M;, Ex (PM'), RN;) to the M AS for
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accessing data M;. For future message communication, U; creates a secret session key
SKy, s = H(PM|| RN;|| RN, ||K ||Tu, ||Ts ||A;) shared with the M AS.

e Step A8: After receiving the message (H(PM' ||RN; ||M;), M;, Ex,(PM'), RN;),
the M AS decrypts the encrypted puzzle Ex (PM') using K, and gets PM'. It the
computes PM" = h(PM ||RN; ||T;) with its own PM, T, and the received RN;. If
PM" = PM', the MAS computes a hash value H(PM' ||RN, ||M;) with received M,
and stored RN,. If this computed hash value is same as that of the received hash value,
the M AS grants the access permission for the data M; to U; for the current session.

Finally, for the current session, the M AS also establishes a secret session key SKgy, =
H(PM ||RN; ||RN; ||Ks ||Ty, ||T4]|A;) for future message communication with Uj.

This authorization phase is summarized in Figure 7.3.

7.3.5 Password change phase

This phase contains the following steps, and is also summarized in Figure 7.4:

e Step 1: Uj; inserts his/her smart card into the card reader of a specific terminal and
provides his/her identity Dy, and the old password PW?, and also imprints his/her
personal biometrics B}. After that SC; computes a; = Rep(Bj, 3;) and generates W]?’ld =
H(a; ||[PW'). Further, SC; computes A;p, = H(ay |[I Dy, ||r;) and finds out the smart
card identity SCi, from (A;p, ®SCiq;). After that SC; also computes registration
timestamp T'Sy, from (TSUJ. @ SC’idj) using the computed smart card identity SCig;.
Furthermore, SC; computes A’ = H(Ap, ||TSy;) using the computed value of Arp,
and T'Sy;.

e Step 2. SC; computes R"ljd = H(W" || A} ||GID;) and checks if the condition R"Uljd = Ry,
is satisfied. If they do not match, it means that U; has entered his/her old password,
identity as well as biometrics incorrectly, and the password change phase terminates
immediately. Otherwise, SC; asks U; to enter a new changed password PW in the

smart card.

e Step 3: The smart card SC; computes the new masked password Wi = H (o ||[PW])
and Ry = H(Wpe [|A] ||GID;).

e Step 4: Finally, SC; replaces Ry, with the newly computed masked password R’,}jw in

its memory.
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User (U;)

Medical Application Server (M AS)

Check |Ty — TF| < AT.
Compute K = H(W;||Sip)®
H(H(n;||GID;)|[RN).

Check K/ = K.

Using access tree, obtain access key Kj.

Compute PM* = Dk (Ex,(PM)).
Check if H(RN,||PM*||E'||Ty||Ty,)
~ received hash value.

If verification holds,

compute PM'" = H(PM*||RN;||T;).
Establish session key SKy, s as
SKy, s = H(PM|| RN,|| RN, ||K, ||

Ty, |ITs || A;).
(H(PM'||RN||M;),M;,Ex,(PM’'),RN;)

7

(public channel)

Store session key SKy, s (= SKsy;,).

Check |Ty, — 17| ; AT.

Compute S; = H(M Ksl||4;),

H(n;||GID;) = TSy, © (T'Sy; ® H(n;||GIDy).
Check H(Sj||H (n;||GID;) ||Ty, |lIT3) = N;.
Check if IT; € GID;?

Select access key K and a.

Compute E; = {{Ti" }vierr; }viriecip;-
Compute £’ = K,Y“.

Generate and encrypt PM as Ex (PM).
Compute H(A;||[PM||E'||Ts||Ty,),

K; = (X; © S))® H(H (n;||GID;)||RN;)
<Kj,RNS,ITi,E/,EKS(PM),TS,H(RNSHPMHE'HTSHTUj),Ej)

(public channel)

Decrypt PM as PM' = Dk (Ex, (PM')).
Compute PM" = H(PM||RN;||T;).

Check PM" = PM'.

If verification holds, access is granted to U;.

Establish session key SK gy, as

SKsy; = H(PM |[RN; [|[RN; || K [[Tu; || T]]A;)-

Store session key SKsy, (= SKy,s).-

Figure 7.3: Authorization phase of the proposed scheme.
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User (U;) Smart card (SC})

Insert smart card SCj into card reader.
Input /Dy, and old password PWjOld.
Imprint personal biometrics B;.
Calculate a; = Rep(Bj, f;),
W = H(a || P,
Arp, = H(a; |[IDy, [|r;).
Retrieve SCiqy; from (A;p; ©SCiq;).
Compute registration timestamp 7'Sy,
from (T'Sy, ® SCyq;) using SCiq;,
Al = H(Arp, ||TSy,),
Ryl = H(W# | 4] |GID;).
Verity the condition Rf,lf = Ry,.
If verification holds,
enter new password PW /.
Input new changed password PV
Calculate new Wi = H(a; [[PWFe),
Ry = HOW;™" [|4 ||GID,).

Replace Ry, with R{" in its memory.

Figure 7.4: Password change phase of the proposed scheme.

7.4 Security analysis

In this section, we provide both formal security and informal security analysis of the proposed
scheme. In Section 7.4.1, formal security analysis is done using ROR Model. In Section 7.4.2,
we provide formal authentication proof using BAN logic. In Section 7.4.3, through informal
security analysis, we discuss on how the proposed scheme resists various other security threats

and attacks.

7.4.1 Formal security analysis using ROR model

We present the formal security analysis of the proposed fine-grained access control scheme
through the widely-used ROR model [I1]. Random oracles are considered under a formal

security model. An adversary A can make several oracle queries, which model the adversary’s
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capabilities in a real attack. To proof the formal security of the proposed scheme, we consider

all possible oracle queries:

e Send(U;/MAS, m): Through this query A sends a request message m to P, and P*

replies to A according to the rules of the protocol.

o Execute(U;, M AS): This query enables A with a capability to eavesdrop message m

communicated between U; and M AS in an actual execution of the protocol.

e Corrupt(U;, a): Depending on respective value of a, this query returns user password,

biometric string or smart card parameters to the adversary A.

e Reveal(P"'): The current session key SK generated by P! (and its partner) is revealed
to A through this query.

e Test(P'): Through this query A can send a request to P* for the current session key
SK and receive a null value, if no session key is generated. Otherwise, P! can take
decision according to the outcome of an unbiased flipped coin b. Basically, this query is

used to measure the strength of the semantic security of the session key SK.
We also define the following definitions [26], [223] prior to proving Theorem 7.1.

Definition 7.1. Upon receiving last expected protocol message, if Pt goes to an accept state, P*
is said to be accepted. The session identification (sid) is formed by the ordered concatenation

of all communicated messages by P*.

Definition 7.2. Two instances U;"* and M AS™ are known to be partnered if the following
conditions between U;"* and M AS*™ are simultaneously satisfied: 1) both are in accept state, 2)
both mutually authenticate each other and share the same sid, and 3) they are mutual partners
of each other.

Definition 7.3 (Freshness). P! is said to be fresh on simultaneous accomplishment of the three
following conditions: 1) P' is in accept state, 2) Reveal(P') query has never been requested
to P! /partner of P, and 3) only zero or one Corrupt(P',a) query has been requested to
Pt /partner of P*.

Definition 7.4 (Semantic security). The advantage function of an adversary A in breaking the
semantic security of the proposed fine-grained access control with user authentication scheme
(FGUA) by guessing the correct bit b is defined by

AdvfiCUA = 12.Prb=1] - 1.
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Definition 7.5. The proposed fine-grained access control with user authentication scheme
(FGUA) with biometrics is semantically secure if the advantage function Advi%Y4 is negligibly
greater than max{qs(ﬁ, Q%b,sbm)}, where qs is the number of Send queries, |D| the size of
password dictionary, l, the extracted string length of user biometrics and ey, the probability

of “false positive” [158].

Theorem 7.1. Let A be a polynomial time bounded adversary running within time upper
bound t 4. Suppose A makes H hash oracle queries, Send queries and Execute queries at
most qm, qs and q. times, respectively, in order to break the semantic security of the proposed

fine-grained access control with user authentication scheme (FGUA). Then,

2 2
FGUA 4y + 24Qh 1 1 (QS + Qe) + 4QS QQS
Adv’y < T +2 max{qs(—|D| T €bm)} + o, o

where Iy, refers to the string length of hash results, 1, is the string length of random numbers,

Iy, is the string length of parameter n, ly, €y and |D| are defined in Definition 7.5.

Proof. We define a set of games G; (i = 0,1, 2, 3, 4) starting from the game G and terminating
at the game G5. Let Succ; be an event defined as successful guessing of the bit b in T'est query

corresponding to each game G; by the adversary A.

e Game Gj,: This game and the real protocol in random oracles are assumed to be

identical. Hence, we have,

AdvhiGY4A = |2Pr[Succy] — 1]. (7.1)

e Game G;: All oracle queries (except Send query) are simulated in the game G;. Work-
ing procedures of Send, Reveal, Execute, Corrupt, Test and hash queries are shown
in Table 7.2. Send query is simulated in Table 7.3. We create three lists that record
the outputs of different oracle queries: 1) list Ly answers hash oracle H queries, 2) list
L 4 stores outputs of random oracle queries, and 3) list Ly records transcripts between
U; and M AS. Due to the indistinguishability of simulation of GG; and the real protocol

execution of Gy, we obtain

Pr[Succ] = Pr[Succ). (7.2)

e Game (G5: This game considers the collision situations with hash results and random

numbers in the transcripts of all communicated messages in the login and authentication
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Table 7.2: Simulation of hash, reveal, test, corrupt and execute oracle queries.

Hash simulation query performs as follows:

If the record (g, h) is found in list Ly corresponding to hash query h(q), return h.
Otherwise, select a string h € {0,1}» and add (g, h) into Ly,. If the query is initiated by A,
(g, h) is stored in L 4.

Reveal(P!) simulation query performs as follows:

If P! is in accept state, the current session key SK formed by P! and its partner is returned.

Test(P!) simulation query performs as follows:
Through Reveal(P!) query, obtain current session SK and then flip a unbiased coin b.

If b =1, return SK. Otherwise, return a random string from {0, 1}*.

Corrupt(U;,a) simulation query performs as follows:
If a = 1, the query returns password PW; of the user Uj.
If a = 2, the query outputs biometrics B; of Uj.

If a = 3, the query returns the secret information stored in the user smart card SCj.

Simulation of Ezecute(U;, M AS) query occurs in succession with the simulation of Send
queries as follows:

Let Hy = H(n;||GID;) and N; = H(S;||H (n;||GID;)|| Ty, ||IT;).

U;j sends message Msg; to MAS, where Msgy = {N;, IT;, Ty;, TSy; © H1}.

Let Ho = H(RN||PM||E'||T||Ty, ).

MAS sends authentication message Msga to Uj, where Msgs = {K;, RN, IT;, E', Ex (PM),
Ts,Ho, Ej}.

Let Hy = H(PM'||RN,||M;).

U; sends message Msg3 to M AS, where Msg3 = {Hs, M;, Ex,(PM'), RN;}.

Note that (Nj, IT;, Ty,;, T'Sy; © Hi) + Send(Uj, start),

(Kj, RNy, IT;, E', Exe,(PM), Ty, Ha, E;) < Send(S, (Nj, IT;, Tyy,, TSy, ®Hy))

and (Hs, M;, Ex (PM'), RN;) < Send(U;,(K;, RN, IT;,E', Ex (PM),Ts, Ha, Ej)).
Finally, Msgi = (N;, IT;, Ty,, TSy, & H1), Msgs = (Kj, RN, IT;, E', Ex,(PM), Ty, Ha, E)
and Msgs = (Hs, M;, Ex,(PM'), RN;) are returned.

phases of the proposed scheme. Following the birthday paradox, the collision probability
of H hash oracle query is at most 2;}{%. As authentication messages Msgs = (K, RNs,
IT;, E', Ex,(PM), T,, H(RN,|| PM|| E'|| T\|| Ty,), E;) and Msgs = (H(PM' ||RN;
|M;), M;, Ex,(PM') ||RN;) contain random numbers RN, and RN, respectively, the
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Table 7.3: Simulation of send oracle queries.

Send simulation query performs as follows.

(a) For a Send(Uj, start) query, U; gives the following response:
Compute S; = X; @ H(«a;||Sip), Nj = H(S;||H (n;||GID;)||Ty,||IT;) as in Figure 7.2.
Output Msg1 = (N;, I'T;, Ty;, T'Sy; ® Hu).

(b) For a Send(Sj, (N;, I'T;, Ty;, T'Su; ® H1)) query, U; gives the following response:
Verify whether [Ty; — T |[< AT and compute S% and H(nj||GIDj) as in Figure 7.3.
Check if the computed hash value is same as the received hash value IV;.

A mismatch rejects the session. Otherwise, check if received IT; € GID;.

Generate session key K and random number a.

Further, the server M AS computes E;, E', Ex (PM) and hash value Hy as given in
Figure 7.3 and Table 7.2.

Output Msgs = (K, RN, IT;, E', Ex (PM), T, Ha, Ej).

(c) U; answers Send(Uj, (Kj, RN, IT;, E', Ex (PM),Ts, Ha, Ej)) query as follows.

Verify whether [T — 7| < AT and then compute K.

Check if K J’ = K as given in Figure 7.3. A mismatch leads to termination of the session.
Otherwise, obtain Ky, PM*, PM’, Hy and verify computed and received hash values as given
in Figure 7.3 and Table 7.2.

The M AS establishes the session key SKy; 5. Output Msgs = (Hz, M, Ex,(PM'), RN;).

(d) For a Send(Uj, (Hs, M, Ex,(PM'), RN;)) query, the M AS gives the following response:
Decrypt puzzle message PM as PM' = Dk (Ek,(PM’)) and compute and verify PM".
If verification holds successfully, establish SKgy; as the session key as given Figure 7.3.

Finally, both U; and M AS accept the successful termination of the session.

probability of random numbers collision is at most (q;f j’j)Q. So, we have,

2 2
| Pr[Succs] — Pr[Succi]| < (9: + a.) +

e (7.3)

e Game (3: This game considers a situation where A obtains the correct message tran-

script luckily without active participation of hash oracles H. As the login and autho-



Fine-Gained Access Control with User Authentication for Telecare Medicine
182 Information Systems

rization phases of the proposed scheme involve three messages Msgi, M sgs and Msgs

communications, we consider following three cases in Gj:

— Case 1: In this case, we consider Send(M AS, Msg,) query and try to respond
it. Hence, the hash value N; = H(S; |[H(n; ||GID;) ||Ty, ||IT;) € L4 and H(n
||GID,;) € L4 must hold; otherwise, the session will be terminated. The maxi-
mum calculated probability is up to Zli:. After successful verification, the M AS
should output (M B; ||Srp,*) to recover S; with probability . Again, as user
password PW; is not known to the M AS, it can not reveal the values of records
(MB,||PW; %), (MB,||IDy,Irs, %), (Arp,|[TSp,. %) and (W/||45[|GID;, %), and
the calculated probability is at most gli:. Finally, to continue with the current

session, the message Msg; € Ly should hold with string length n. For this, the

probability is gf.

— Case 2: In this case, we consider the first authentication message Msg, sent by
the MAS. To respond Send(U;, Msgy) oracle query, K; = (X; & S}) ©H(H (n;
|GID;) ||[RNs) € La and H(A;|| PM|| E'|| Ti|| Ty,) € L4 must hold with the
total maximum probability Z%. Further, as the M AS should check the value of IV},
so the record H(S; ||H (n; ||GID;) ||Ty, ||IT;) € L4 must be true with probability

;—};. Finally, for a transcript message with random number RNy, Msgs € Ly and

we get the maximum probability as 5.

— Case 3: In this case, we consider the second authentication message M sgs sent

by U; in reply to Msgy. To respond Send(MAS, Msgs), the hash values H(PM’
||[RNs ||M;) € L and H(RN, ||PM*|| E'|| Ty|| Ty,) € L4 must hold; otherwise,

the session will be terminated. The maximum calculated probability is up to zli:.
Finally, for a transcript message with random number RN, Msgs € Ly, we get

the maximum probability as

gs
20r -

Considering all the above three cases, we have,

2(]5 qs 1 2Qh

| Pr[Succs] — PrSucc,]| < ol ol T ol

(7.4)

e Game G,: This game considers all online and offline attacks executed by the adversary
A. As the proposed scheme provides three-factor authentication security, we need to

consider guessing of both password and biometrics.
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To start the queries along with password PW; and biometrics B;, A requires all infor-
mation stored in smart card of U;. For this purpose, A executes Corrupt(U;,3), which

is composed of the following two cases:

— Case 1: For online password guessing, A runs query Corrupt(U;,1). Here, A
selects a password on-the-fly from dictionary D and then runs at most g, times

Send(M AS,Msg, ) query. The probability of this case is |q5‘.

— Case 2: It deals with passing of biometrics checking by A through query
Corrupt(U;,2). For each guessing, the probability is at most 2%, where [, is the
length of extracted secret biometric string. Moreover, we should consider the pos-
sible accidental guessing of “false positive” case with probability e,,. In general,
it is observed that for fingerprints, &, ~ 27! [155]. As a whole, the guessing

probability under this case is at most max{qs(Q%b, Ebm) }-

It is obvious that the simulation of the games G3 and G4 are not distinguishable without
execution of the above mentioned guessing attacks. So, we have,

1 1

| Pr[Succy] — Pr[Suces]| < maX{qs(W, o0

agbm}-

Considering all above games, since A gains no advantage to guess the correct bit b, we
get,
1
Pr[Sucey] = 3 (7.5)

Using the triangular inequality, we have,

| Pr{Succo] — %] = |Pr[Succ;] — Pr[Succy]|
< |Pr[Succy] — Pr[Succs)| + | Pr[Succs] — Pr[Succd]|
< | Pr[Succy] — Pr[Succs]|

+|Pr[Succy] — Pr[Succs]| + | Pr[Succs] — Pr[Succy]|. (7.6)

Using Equations (7.1)-(7.6), we obtain,

1 1
éAdvflGUA = |Pr[Succy) — §|
<QS + Qe)2 + Q}% + 2QS 2QS 1QQh
- 2l7«+1 2lh+1 2lr 2171 th

1 1
—l—max{qs(ﬁ, %,éfbm)}. (77)
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Finally, multiplying both sides by 2 in Equation (7.7) and rearranging the terms, we obtain

the required result. Hence, the theorem is proved. O

7.4.2 Mutual authentication proof based on BAN-logic

The BAN logic is used in analyzing the security of authentication schemes in order to prove
secure mutual authentication between communicating parties in a network. In this section,
we provide authentication proof using the BAN logic and then demonstrate how the proposed
scheme achieves mutual authentication between a user U; and the medical server M AS. Basic
BAN logic notations and logical postulates are provided in Section 2.6.

According to the analytic procedures of the BAN logic, the proposed protocol will satisfy
the following goals:

e Goal 1. U; |= (U; <55 MAS).
SK
e Goal 2. S |= (U; +— MAS).
The generic types of our proposed protocol are given below:

e Message 1. U; — MAS: (H(S; ||H(n; ||GID;) ||Ty, [|IT;) ||IT; ||Tu, (TS}, ®H(n,
|G1Dy))).

e Message 2. MAS — U (X; ©S)) ©H(H(n; ||GID;) ||RNs) [|[RN, [|IT; ||E'
| Exe, (PM) [|T; [|[H(RNs [|[PM ||E" [|T; || Ty, [IK5) [1E;)-

e Message 3. U; - MAS: (H(PM' ||RN; ||M;) ||M; ||Ex,(PM') || RN; ||T(}])
The idealized form of the proposed protocol are given below.
e Message 1. U; - MAS: ((R;, Ty;, Iﬂ)}sj, IT;, Ty, <Rj>TSUj>~

o Message 2. U; — MAS: ((X;, R;, RN.)s,, RN,, IT,, E',{PM}x., (RN,, PM, E',
T, TUj’ Kj>5j7 EJ)'

L] Message 3. Uj — MAS: (<RNS, Mj, RNj, E>PM7 Mj, <PM, RNj, ﬂ, T&j)}(s, RNJ)

Regarding the initial state of the scheme, we make the following basic assumptions to

further analyze the proposed scheme.

o A.1: U |= #(T))
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o A2 (a): MAS |=#(Ty,); A.2 (b): MAS |= #(T(}j)

o A.3: Uj |= MAS = (T,,RN,, K,, PM)

A.4: MAS |E Uj = (TSU].,RN]‘,AJ',TU]',T(}J.)

A.5: U] ‘E (TSUJ.,RNj,Aj,KS,TUj7T[1]j)

A.6: MAS |= (T, RN,, K, PM, TSy, A;)
Sj
o A.T: Uj |E (UJ = MAS)

Sj
A.8: MAS |= (U; = MAS)

K
e A.O: Uj |E (UvJ = MAS)
o A.10: MAS |= (U; = MAS)

Based on the above-mentioned assumptions and the logical postulates of the BAN logic,
we analyze the idealized form of the proposed scheme, and provide the main procedures of
proof as follows.

The M AS receives one login message (M sg;) and one authentication message (M sgs) from
U;. Both these messages contribute to achieve Goal 2. According to the Msg,, we obtain the

following;:
o Si MAS < ((R;, Ty, IT))s,. IT;, Ty, (Ry)rs, ).
e Sy: According to the inference rule (Rule 5), we obtain M AS < (R, Ty,, IT;)s,.
e S3: According to A.8 and Rule 1, we obtain MAS |= Uj |« (R;, Ty, IT;).
e Sy According to A.2(a) and Rule 3, we obtain MAS |= #(R;, Ty,, I'T;).
e Ss: According to S3, Sy and Rule 2, we obtain MAS |= U; |= (R, Ty,, IT;).
o Sg: According to A.4 and Rule 4, we obtain MAS |= (R;, Ty,, IT;).
e S7: According to Ss and Rule 5, we obtain S; |= Ty, .
According to M sgs, we obtain the following:

° Sgi MAS <« ((RNS, Mj, RN]', ﬂ>pM, Mj, <PM, RNj, ﬂ, T(}j>K37RNj)'
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Sy: According to the inference rule (Rule 5), we obtain MAS < (PM, RN;,T;, T,}j)KS.
S1o: According to A.10 and Rule 1, we obtain M AS |= U, |~ (PM, RN;,T;).

S11: According to A.2(b) and Rule 3, we obtain M AS |= #(PM, RN;,T;).

Sia: According to Sig, S11 and Rule 2, we obtain MAS |= U, |= (PM,RN,,T;).

Sis: According to A.4 and Rule 4, we obtain M AS |= (PM, RN,;,T;).

S14: According to Si3 and Rule 5, we obtain M AS |= RN;.

Si5: According to A.6, we get MAS |=T,, MAS |= RN;, MAS |= K,, MAS |= PM
and MAS |= A;.

S16: According to the proposed scheme, SK = H(PM|| RN,|| RN, ||K ||Tu, ||T; ||A;).
So, according to the results of S7, S14 and S5, we obtain MAS |= (U; SK, MAS).

(Goal 2)

According to M sgs, we obtain the following:

Si7: U < ({Xj, Rj, RNy)s,, RN, IT;, E',(PM)g,, (RNy, PM,E', Ty, Ty,))s;, Ej).
Sig: According to Rule 5, we obtain U; < (RN, PM, E', T, Ty,, Kj)s;.

Sig: According to A.7 and Rule 1, we obtain U; |= MAS |~ (RN,, PM, E', Ty, Ty,).
Sy: According to A.1 and Rule 3, we obtain U; |= #(RN,, PM, E', T, Ty, ).

So1: According to Shg, Sao and Rule 2, we obtain U; |= MAS |= (RNs, PM, E', T,
Ty,).

Spo: According to A.3 and Rule 4, we obtain U; |= (RN,, PM, ', T, Ty,).
Sa3: According to Sy and Rule 5, we obtain U; |= RNy, U; |= PM and U; |=Ts.

Sas: According to A.5 and Rule 5, we get U; |= RNj, U; |= A;, U; |= Ty, and U |= K.

Sys: According to the proposed scheme, SK = H(PM ||RN; ||RN, ||K ||Tu, ||T ||A;).
Finally, according to Ss3 and Say, we obtain U; |= (U; AN MAS). (Goal 1)

From the Goals 1 and 2, it is clear that the secure mutual authentication between U; and
MAS is achieved.
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7.4.3 Discussion on other attacks

In this section, through the informal security analysis we show that the proposed scheme is

also secure against the following known attacks.

1) Stolen smart card attack

Suppose the user U;’s smart card SC; with id SCyq, is lost or stolen. By monitoring the
power consumption [119], [112] an attacker A can extract all the stored information from
SCj, which include A = (A;p, ® SCiq,), GID;, B = (T'Sy,® SCy;,), C = (r; © M B;), P},
SKj, Ry,, e : Gy x G1 — Gr, X, H(:), B;, Gen(-), Rep(-) and 7. It is to be noted that
the user identity IDy,, password PW; and biometric B; are not directly stored in SCj. To
retrieve them, A need to know IDy,, PW; and B; from stored (A;p, ® SCjq,) and Ry,. From
Arp, = H(aj|| IDy, ||r;), A has no feasible way to know the user’s id /Dy, or biometric B;.
Due to one-way property of the hash function H(-), it is considered to be a computationally
infeasible problem. In addition, user id IDy;, biometric B; and password PW; can not be
retrieved from Ry, = H(W; ||A; ||GID;) = H(H (o ||PW;) [|H(Arp, ||TSy,) ||GID;) due to
the one-way property of H(-). Moreover, A has no feasible way to obtain user id, password
or biometric even if the brute force search is applied, because he/she has to guess IDy,, B;

and PW; simultaneously. As a result, the proposed scheme prevents stolen smart card attack

or smart card breach attack.

2) Replay attack

Replay attack is considered to be one of the most common attacks in any security protocol.
Suppose in the login phase, an attacker A intercepts and replays the transmitted message
(N, IT;, Ty,, (T'Sy,® H(n; ||GIDy))), where N; = H(S;|| H(n; ||GID;) ||Ty, ||[{T;). The
MAS discards the message if [Ty, — 175 | > AT, where 77 is the timestamp when the M AS
receives this message and AT is the maximum transmission delay. In the authorization phase,
the M AS sends the message (K, RNy, IT;, E', Ex,(PM), Ty, H(RN,|| PM ||E" ||T ||Ty,),
E;) to Uj, where K; = (X; ®© Sj) ®H(H(n; [|GID;) ||RN,) and RNj is a server generated
random nonce selected for each session. Use of the server timestamp 75, if this message is
replayed by A to the M AS, the timestamp validation of T, will fail, and the message will be
discarded by the M AS too. Thus, the proposed scheme protects the replay attack.
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3) Privileged insider attack

Using the privileged insider attack, a genuine privileged user, say U, of the M AS may turn
out to be a malicious user, and also may try to achieve password of other legal user Uj.
However, according to the proposed scheme, U; does not submit the original password PW;
in the M AS. Rather, he/she stores (A;p,, W;), where A;p, = H(a; ||[IDy; ||r;) and W; =
H(aj |[PWj). Any privileged insider U, can not obtain user’s id IDy,, password PW; or
biometric B; from Arp, or W; as it is computationally infeasible due to one-way property of
H(-). Therefore, a malicious insider U,, cannot obtain the user secret credentials, and the

proposed scheme has the ability to defend the privileged insider attack.

4) Man-in-the-middle attack

Through the man-in-the-middle attack, an adversary A may try to modify the intercepted
login or authorization messages. Suppose an adversary A intercepts the login and autho-
rization messages Msg1 = (Nj, IT;, Ty;, (T'Sy,® H(n;l| GID;))), Msg: = (K;, RN, IT;,
E', Ex.(PM), Ty, H(RN,|| PM]|| E'|| T,|| Ty,), E;) and Msgs = (H(PM' ||RN, ||M;), M,
Ek,(PM') ||RN;), and tries to modify these messages.

To modify the message Msgi, A needs to modify the parameters IT;, Ty, (T'Sy, ©
H(n;||GID;)). Use of the server timestamp 7}, random nonce RNy and the hash value
H(RN,|| PM|| E'|| Ti|| Tu,) prevents any possibility of modification of any parameter in the
message Msgs. In a similar way, to modify the message Msgs, A needs PM and K,. Due
to the one-way property of H(-) and symmetric encryption/decryption, it is quite difficult
task for A to modify the messages Msg;, Msg, and Msgs to convert to legal valid messages.

Hence, the proposed scheme is free from the man-in-the-middle attack.

5) Offline and online password guessing attacks

By executing the power analysis attacks [119], [112], A can extract all the stored information
from a lost or stolen smart card SCj; of U;. To obtain the user identity I Dy,, password PW;
and biometric key a;, A has to guess a; and I Dy, simultaneously from A;p, = H(o; |[1 Dy,
||r;). Similarly, to obtain the password PWj, the attacker need to guess PW;, a; and I Dy,
simultaneously from Ry, = H(W;|| Aj|| GID;) = H(H(ay ||PW;) ||H(Arp, ||TSy;) ||GID;).
Due to the one-way property of H(-), correct guessing of password from the parameter Ry,
is a computationally infeasible problem. So, the proposed scheme can resist offline password

guessing attack. Furthermore, by eavesdropping or intercepting the messages Msg,, Msgs
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and Msgs, A cannot guess or obtain the password PW;, biometric key a; or identity I Dy, of

the user U;. Thus, the proposed scheme can also resist online password guessing attack.

6) User impersonation attack

Using the user impersonation attack, an adversary or a malicious user A can try to masquerade
as a legitimate user and try to login to the server M AS. However, our proposed scheme can

resist this attack due to the following arguments:

e A needs to input a correct value of password PW;, biometric B; or identity IDy; to
prove its authenticity to the smart card system as a genuine user. However, we analyzed

that A has no feasible way to guess these parameters.

e A can try to generate a replay login message Msg = (N;, IT;, Ty,, (T'Sy;® H(n,l|
GID;))) and submit it to the M AS. However, a duplicate value of the random nonce
n; and validity of timestamp will reveal that the message is a replayed one and not an
original message. To modify the parameters in Msg;, A needs to change the value of
Nj, where N; = H(S;|| H(n;|| GID;)|| Ty,|| IT;) and S; = X;& H(a; |[Sip). As A

does not know the correct value of B; and I Dy, he/she cannot modify N; correctly.

Hence, the proposed scheme is able to resist user impersonation attack.

7) Server impersonation attack

An adversary A can masquerade as a server and try to respond with valid message to the user
U;. As already mentioned above, A cannot successfully replay and/or modify the authorization
messages M sgs and Msgs due to usage of one-way hash function H(-) and secret parameters.

So, the proposed scheme also resists server impersonation attack.

8) Denial-of-Service (DoS) attack

In the proposed scheme, during the login phase, U; sends the message M sg; to the M AS that
includes the registration timestamp of U;. At the time of authorization, the M AS checks the
authenticity of this message, and sends an encrypted key and an encrypted puzzle message
to U;. This message includes the user current timestamp Ty, and random nonce RN,. Uj
checks the authenticity of this message, obtains the key and decrypts the puzzle message. U;
then sends a data request M; to the MAS including the server timestamps RN, and user

random nonce RNj. Finally, after successful authentication and verification, the M AS replies
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this data request encrypted with the session key and M AS sends an acknowledgment to U;.
If an attacker blocks the messages from reaching the M AS and Uj, both of them will know
about malicious dropping of such control messages. Furthermore, any wrong input in /Dy,
PW; and B; does not allow the authentication verification successfully by the smart card SC}

locally. Thus, the proposed scheme has the ability to resist the DoS attack.

9) Known session key secrecy

The proposed scheme is protected against a compromised session key due to the following
reason. Suppose the session key SKy, 5 (= SKsy,) = H(PM|| RN;|| RNy|| K|| Ty,|| T3]
A;) is compromised by an adversary A. The session key is a hashed output of the parameters
that includes the ephemeral secrets A; and K as well as the temporal values RN;, RN, Ty,
and T. Due to the use of timestamps and random nonces, A; and Ky, the session key SKy, s
is unique for each session. Hence, compromise of a particular session key does not affect other

session keys, and as a result, the proposed scheme provides the known session key secrecy

property.

10) Parallel session and reflection attacks

As already discussed above, from any of the eavesdropped messages Msg,, M sg, and M sgs,
A can neither obtain the correct password PW; nor the biometrics key «; of a legal user U;.
Hence, from any eavesdropped messages, A can not create a valid login request message, and
thus, he/she can not start a new session with the M AS by masquerading as a legal user.

Thus, the proposed scheme protects the parallel session and reflection attacks.

7.5 Functionality analysis

In this section, we show that the following functional requirements are fulfilled by the proposed

scheme.

7.5.1 Fine-grained access control

Only authentication is not sufficient to provide access permission to the user U; in TMIS.
The proposed scheme is designed in such a way that after successful authentication, U; can
access only those information for which he/she has access permission. We used the Key-Policy

Attribute-Based Encryption (KP-ABE) [77] in order to achieve the fine-grained access control
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with full granularity for accessing right data by a right user. In the proposed scheme, the
secret session key SKgy, (= SKy, s) is generated between an authentic user U; and the M AS
to encrypt future messages for a particular session. The current session key can be formed by
U; if the user’s access structure P; “accepts” Z;. This means that all the attributes specified
for the information type I7T; need to match with the user access structure and then only that
U; will get e(g,9)""Y = e(g, )™ to finally obtain Y. Using the value of Y, the user U;

further computes K.

7.5.2 User anonymity

During the login phase, U; sends the message Msg, = (N;, I'T;, Ty,, (T'Sy,® H(n;|| G1D;))) to
the M AS. Suppose A eavesdrops this login request message. As this message does not contain
the user id /Dy,, A can not obtain the user id by eavesdropping this message. Moreover, the
original identity of U; is not delivered to the M AS. Instead, the M AS receives the unique
anonymous parameter N; from U;. So, even if a server spoofing attack is executed, the original
identity of U; is not revealed to A. This shows that the proposed scheme preserves the user

anonymity property.

7.5.3 Mutual authentication

In authorization phase of the proposed scheme, both U; and the M AS verify the authenticity
of one another through mutual authentication. The M AS sends message (K;, RN, IT;, E',
Ty, Ex,(PM), H(RN,|| PM|| E'|| Ty|| Ty,), E;) to U;. After receiving this, U; verifies whether
K = H(W;|| Sip;) ®H(H(n,|| GID;) |[RN;) holds or not. An unsuccessful verification leads
to termination of the phase immediately. Further, using the access tree, U; obtains the key K.
Using K, U; decrypts the encrypted puzzle message Ex, (PM). After getting PM, U; checks
the authenticity of the message by matching computed H (RN, ||[PM [|E" ||T; ||Ty,;) with the
received hash value. If this verification fails, U; stops the phase terminates immediately. In
addition, U; sends the message (H(PM' ||RN; ||M;), M;, Ex,(PM'), RN;) to the M AS, who
decrypts the encrypted puzzle Ex (PM') and gets the puzzle PM’. Also, the M AS verifies
computed PM" = H(PM]|| RN;|| T;) with its own PM, T; and the received RN;. If this
verification fails, the M AS terminates the phase immediately. Due to this mutual verification

from both U; and the M AS, they can correctly verify the authenticity of one another.
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7.5.4 Secure session key establishment

In the authorization phase, both U; and MAS individually establish the same session key
SKy, s and SKgy, for future communication. Here, SKy, s (= SKsy,) = H(PM ||RN;
[|RN, [|K [Ty, ||Ts ||A;). Before establishing this session key, both U; and M AS mutually
authenticate each other. This guarantees that the communicated parameters and messages
are resistant to replay attack, man-in-the-middle attack and impersonation attacks. Hence,

the established session key is secure against different attacks.

7.5.5 Efficient password change

In the password change phase of our proposed scheme, a legal user U; alone can change
his/her password without involvement of the M AS. This phase is designed in a way such
that if U; enters wrong old password, the phase terminates immediately. U; can not set the
new password if he/she enters a wrong old password by mistake or unknowingly. Doing so, it
resists a possible denial-of-service from the system. Furthermore, the smart card SC; of U;
never stores the modified password directly. It is then free from stolen smart card attack and
password guessing attack too. If U; gives a correct old password, SC; of U; computes new
masked password W"; = H(q;|| PW}) and Ry, = H(W",|| A%l GID;). Finally,
SCj replaces old ROlde with the new masked password R"*“y, and stores it into the memory
of the smart card. Thus, the password change phase entirely takes place locally without
contacting the M AS by a leagl user U; only. Hence, the proposed scheme supports efficient

password change phase.

7.5.6 Forward secrecy

Forward secrecy ensures that a session key which is derived from a set of long-term keys as well
as temporal information cannot be compromised, if one of the long-term keys is compromised
in future. According to the proposed scheme, if user’s long-term key K, is compromised,
an adversary A can try to compute the session key SKgy, = H(PM]|| RNj;|| RN,|| K|
Ty, ||Ts [|A;). However, A still requires to compute the long-term secret A;. Since A; =
H(A;p, ||TSy,) and Arp, = H(a; |[IDy, ||r;), A can not compute A;p, without knowing the
biometric key a; and I Dy, simultaneously. Also, computing A;p,; from A; = H(A;p, ||TSy,)
is computationally infeasible task by the adversary .A. This shows that the proposed scheme

achieves forward secrecy property.
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7.6 Security, functionality and performance comparison

In this section, we perform the security, functionality and performance comparisons among
some related authentication schemes proposed in TMIS. The results show that in-spite of
providing unique access privilege through the attribute based access control and group based

access control, the proposed scheme can resist several well-known attacks.

7.6.1 Security comparison

We compare security of the proposed scheme with existing related authentication schemes for
TMIS [24], [108], [116]. A detailed comparison on different security attacks are tabulated in
Table 7.4. It is clear from this table that our proposed scheme overcomes most of the security

weaknesses of the existing related schemes.

Table 7.4: Security comparison with existing authentication schemes for TMIS.

Awasthi-Srivastava [21] Jiang et al. [108] Mishra et al. [116] Our

\
Q\
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SF,
SFy
SE,
SF;
SFy
SF,
SFy
SF,
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X

X X A X A A X A X
N N N N NN
AN N N VNN NN
NN N YNNI

X
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Note: SFi: stolen smart card attack; SFy: off-line password guessing attack; SFj: on-line
password guessing attack; SFy: strong replay attack; SFj5: man-in-the-middle attack; SFg:
privileged insider attack; SF;: user impersonation attack; SFg: server impersonation attack;
SFy: denial-of-service attack; SFjg: known session key secrecy.

v': secure against a particular attack; X: insecure against a particular attack;
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7.6.2 Functionality features comparison

In Table 7.5, we compare different functionalities of our proposed scheme with existing related
authentication schemes for TMIS. For comparison, we consider the same schemes as mentioned
in the previous section. A study of the tabulated result shows that none of the existing schemes

provide fine-grained access control and group based user access control in TMIS.

Table 7.5: Functionality features comparison with existing authentication schemes for TMIS.

Awasthi-Srivastava [21] Jiang et al. [108] Mishra et al. [I16] Our
F N, X X X v
FN, X X X v
FN3 X v v v
FN, X v v v
F N5 X v v v
FNg X X v v

Note: FNj: attribute based access control; F'Ny: group based access control; F'N3: user
anonymity provision; F'Ny: forward secrecy; F'N5: secret session key establishment; F'Ng:
efficient password change.

v': a scheme fulfills the functionality requirement; X: a scheme does not fulfill the functionality

requirement.

7.6.3 Performance comparison

In this section, we compare the computation costs and communication costs among the pro-
posed scheme and other related schemes, such as the schemes of Awasthi-Srivastava [24], Jiang
et al. [108] and Mishra et al. [110].

1) Computation costs comparison

Table 7.6 shows the execution times for various cryptographic operations which are required
for analysis of computational cost measurement for our proposed scheme and other schemes.
The results shown in Table 7.6 are based on an existing experiment conducted on an Intel
Pentium IV 2600 MHz processor with 1024 MB RAM [1158]. We ignore the computation cost
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of bitwise XOR operation as it is significantly low as compared to other operations. We further
assume that Ty, ~ T¢y,. In addition, Ty, =~ 1), = 0.06308 seconds [37].

Table 7.6: Execution timings of various cryptographic operations.

Term Description Time (in seconds)
Ty One-way cryptographic hash function 0.00050

Ten Chebyshev map operation 0.02102

The One way chaotic-hash operation 0.02102

Tene/Tyee Symmetric key encryption/decryption 0.00870

T, Elliptic curve point multiplication 0.06308

T'e Fuzzy extractor operation ~ T,

Table 7.7: Computation costs comparison.

Phase Entity Awasthi-Srivastava Jiang Mishra Our

/Scheme [24] et al. [108] et al. [110]

Login User side 3The Tene +2Tcn  41n + 2Ty, 7Ty + T

Server side — — — —

Authorization/  User side  Tj, Ty + Ten T 615 + 2T enc/dec

Authentication  Server side 37}, Ty + 2T gee 5Ty + Tep Ty + 2Tenc/dec

Total cost 7Thc 2Th + 6TC}L 10Th + 3TCh 20Th+ 4Tenc/Tdec
+3Tenc/Tdec +Tfe

Execution time 147.14 153.22 68.06 107.88

(in milliseconds)

In Table 7.7, we analyze the efficiency on computation costs of the proposed scheme and the
existing schemes for TMIS [24], [108], [L16]. For all these given schemes, we separately tabulate
the user side and server side computational costs for all the login and authorization phases of
the proposed scheme. The computation costs of the proposed scheme, Awasthi-Srivastava’s
scheme, Jiang et al.’s scheme and Mishra et al.’s scheme are 107.88, 147.14, 153.22, and 68.06

milliseconds, respectively. The proposed scheme requires less computational cost as compared
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Table 7.8: Message sizes

Message Size (in bits)
(N, IT;, Ty, (TS}, & H(n||GID;))) 384
(K;, RN, IT,, E', Ex (PM), Ty, 800 + | E;|

H(RN||[PMI[E||T5||Tu, || K;), E;)

H(PM'||RN||M;), M;, Ex.(PM’"), RN, o976
J j j

to that for Awasthi-Srivastava’s scheme and Jiang et al.’s scheme. Though the proposed
scheme requires more computational cost as compared to that for Mishra et al.’s scheme, it

provides various security and functionality features as shown in Tables 7.4 and 7.5.

2) Communication costs comparison

In Table 7.8, we tabulate the number of bits required for each message communication in the
proposed fine-grained access control scheme. We assume that bit size of the identity, times-
tamps and random numbers are 160 bits, 32 bits and 128 bits, respectively. The hash output is
160 bits (if we take H(-) as SHA-1 []), the block size of symmetric encryption/decryption (for
example, if we apply AES-128 [2]) is 128 bits, and the prime number is 160 bits. Since registra-
tion phase is executed only once, we concentrate on the login and authentication/authorization

phases for calculation of communication and computation costs.

The communication costs for transmission of the messges Msgy = (N;, IT;, Ty,, (TS{,J@
H(ny|| GID,))), Msgs = (K;, RN,, IT,, E', E,(PM), T., H(RN,|| PM|| E'|| T.]| Tv,), E,)
and Msgs = (H(PM' ||RNs ||M;), M;, Ex,(PM') ||RN;) are 384, 800 + |E;| and 576 bits,
respectively, where |E;| denotes the number of bits present in E;.

We compare the total amount of bits needed for message exchanges among the proposed
scheme and other related existing schemes. From Table 7.9, it is noted that the proposed
scheme requires a sum total of 1760+ |E;| bits, whereas the schemes of Awasthi and Srivastava,
Jiang et al. and Mishra et al. require 544, 896 and 704 bits, respectively. Though the proposed
scheme requires more communication cost as compared to other schemes, it provides various

security and functionality features as shown in Tables 7.4 and 7.5.
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Table 7.9: Comparison of communication costs.

Scheme Total bits requred
Awasthi-Srivastava [2/] 544

Jiang et al. [103] 896
Mishra et al. [110] 704

Our 1760 + | £}

7.7 Summary

In this chapter, we presented a new fine-grained access control scheme with user authentica-
tion for TMIS. The proposed scheme uses both the user password and biometric to provide
better security as compared to password based authentication schemes. The proposed scheme
provides group-based user authentication depending on the access rights provided for the gen-
uine users in TMIS. The proposed scheme is tested for its security using the formal security
under the widely-accepted Real-Or-Random model and also mutual authentication using the
broadly-used BAN logic. In addition, the informal security analysis shows that the proposed
scheme is also resistant to various known attacks. The proposed scheme also provides better

security and functinality features as compared to other existing schemes for TMIS.






Chapter 8
Conclusion and Future Works

This chapter summarizes the major contributions of the thesis. It also highlights the road-map
for future research directions in the design of user authentication and access control schemes

in various applications of wireless communication.

8.1 Contributions

The contributions of the thesis are summarized as follows. In this thesis, we have proposed
several novel user authentication and access control schemes for various applications of wireless

communication, which are listed below:
e Biometric-based user authenticated key agreement scheme for multi-server environment

e Biometric-based user authenticated key agreement scheme for crowdsourcing IoT envi-

ronment

e Biometric-based user authenticated key agreement scheme for mobile cloud computing

services environment

e Fine-gained access control with user authentication scheme for telecare medicine infor-

mation systems environment

In the first contribution provided in Chapter 4, we have designed a novel three factor
user authentication scheme tailored for a multi-server system. The major achievement of the
scheme is that, it avoids any involvement of the registration center (RC') during the login and

authentication process. Moreover, the mutual authentication and session key establishment
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process is quite efficient and secure. We avoided any computationally expensive cryptographic
operations, and applied lightweight Chebyshev chaotic map, cryptographic hash function and
symmetric key encryption-decryption techniques. Through various informal and formal secu-
rity analysis and verification, we exhibited that the proposed scheme resists various security
attacks. Comparison result indicates that the proposed scheme is more efficient than existing

related schemes in terms of computation and communication costs.

In the second contribution provided in Chapter 5, we have proposed a new biometric-
based user authentication for a remote e-healthcare based application of crowdsourcing In-
ternet of Things. As wireless communication is susceptible to various kinds of threats and
attacks, remote user authentication is essential for a secure access of medical services over
the Internet. Considering the efficiency and security of the proposed scheme, it is quite suit-
able for resource constrained or battery limited user mobile devices. Security verification
is performed using pi calculus based ProVerif 1.93 tool. Security of authentication goals is
checked using the Burrows-Abadi-Needham (BAN) logic. Formal security analysis is done us-
ing Real-Or-Random (ROR) model. Finally, through extensive performance comparison, we
have shown that we have considerably reduced total computation and communication costs as
compared to other existing related schemes. As a result, the proposed scheme is very suitable

for e-healthcare systems.

In the third contribution provided in Chapter 6, we have proposed a new mobile user
authentication scheme in a distributed mobile cloud computing environment. The major con-
tribution of the proposed multi-server authenticaiton scheme is that the mutual authentication
and session key establishment is done using only cryptographic hash function, bitwise XOR
operation and fuzzy extractor function. We avoided any cryptosystem that involves high com-
putation or communication cost. Before providing any access of cloud service to a mobile user,
mutual authentication of a mobile user and the cloud service provider is necessary. We have
also provided the formal security proof through the ROR model and also the formal security
verification through the ProVerif 1.93 simulation tool. Moreover, mutual authentication proof
is provided by the BAN logic. As a whole, high security and low communication and com-
putation costs make the proposed scheme very suitable for the practical applications in the

mobile cloud computing domain.

In the fourth and final contribution provided in Chapter 7, we have proposed a new fine-
grained access control using smart card and biometric based user authentication scheme for
TMIS. To the best of our knowledge, this work is the first one to realize distributed fine-grained

data access control with authentication for TMIS. The proposed scheme uses both the user
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password and biometric to provide better security as compared to two-factor authentication
schemes. The proposed scheme provides group-based user authentication depending on the
access rights provided for the genuine users in TMIS. The formal security of the authentication
process is verified through widely-accepted ROR model, and then the mutual authentication
is achieved using the BAN logic. In addition, the informal security analysis shows that the
proposed scheme is also resistant to various security attacks. The proposed scheme provides

better security and functinality features as compared to other existing schemes for TMIS.

8.2 Future research directions

In this section, we suggest some directions for possible future works. Several research directions

are worth investigating as follows.

8.2.1 Device-to-device authentication in IoT environment

Device authentication in [oT is a security mechanism to ensure that only the authorized de-
vices can connect to a given IoT network environment [102], [178], [182]. Both in consumer
and business environments, IoT technology shows its potential growth. In these environ-
ments, overall security management of endpoint devices through device authentication and
authorization is extremely important, especially in the areas of machine-to-machine (M2M)
communications. An IoT network usually contains a large number of devices, which might
be heterogeneous in nature. These devices connect to the network in an intermittent way
and require to communicate securely with other devices as well as the backend infrastruc-
ture. As a result, designing of an efficient device-to-device authentication technique in the

[oT environment could be an interesting a future research direction.

8.2.2 Physically secure user authentication in IoT environment

A Physically Unclonable Function (PUF) is considered as a one-way function that maps a
set of challenges to another set of responses based on the unique physical micro structure
of a device. PUF is a promising primitive to achieve authentication, access control, and
traceability. It is also very useful for secure and low-cost authentication [1358]. An ideal PUF

has the following important properties:

e The output of the PUF is always dependent on a physical system.
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e [t is easy to evaluate and construct the PUF.
e PUF output is unpredictable in nature and it works as a random function.
e PUF is also uncloneable.

It is therefore interesting to devise a lightweight privacy-preserving authentication scheme for

the ToT system by considering PUF as it is done for other environment [76].

8.2.3 Fine-grained access control in IoT environment

[oT system contains various network devices that generate massive heterogeneous data. In-
trinsically, these data are meant to be accessed by various classes of users, who might be in
different hierarchies with respect to the IoT environment. One feasible solution to handle this
issue is to provide a fine-grained access of the data to the users [171]. It is worth mentioning
that many of the IoT devices are quite resource constrained. Hence, a traditional approach
for handling fine-grained access control through an attribute-based encryption might be an
impractical approach. This is because modular exponentiation and bilinear pairing could be
computationally too expensive for the resource-constrained IoT devices. Overall, obtaining a
more comprehensive fine-grained solution for the entire application related to the IoT system

is also another interesting future research direction.

8.2.4 Real-world implemention

The proposed protocols in this thesis are aimed to design for the real-life applications having
high societal impact like telecare nedicine information system, crowdsourcing IoT applications,
and mobile cloud computing environment. In this thesis, we mainly focus on two parts for
security analysis: 1) fulfilling application specific security and functionality requirements, and
ii) providing formal analysis, informal (non-mathematical) security analysis and also formal
security verification using the software based formal verification tools, such as AVISPA and
ProfVerif.

In the future, we will evaluate the designed protocols proposed in this thesis in a real-world
environment. This allows us to fine-tune the protocols, if necessary, to offer better security

and performance in a real-world deployment.
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