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CHAPTER 1

Introduction

T he rise of e-commerce and digital transactions in recent years has led to a
great need for secure and efficient payment systems for enterprise e-commerce

platforms. This study focuses on secure payment gateway integration, best practices
and examines the security risks associated with enterprise e-commerce payment
systems and practices to mitigate security vulnerabilities.

1.1 Background

The growth of online transactions is increasing at an exponential rate. In re-
cent years, e-commerce has become a vital component of international retail. As
global internet access and adoption rapidly increase, with over five billion internet
users worldwide, the number of people making purchases online is ever-increasing.
In 2024, retail e-commerce sales are estimated to exceed 6.3 trillion U.S. dollars
worldwide, and this figure is expected to reach new heights in the coming years. [1]

As Online transactions have become the new norm, the security risks associated
with it have increased at a matching pace. Cyber-criminals may use many attack
vectors to acquire the victim’s critical information to perform a fraudulent trans-
actions, they may use False identities, stolen credentials, or social engineering to
harm the users to their benefit. Consequently, one of the most important compo-
nents of a corporate e-commerce platform is a secure payment processing system.
Maintaining the trust of the customer depends on securing and protecting sensitive
user and financial data, making this a vital component of business operations.

This study explores the technical and procedural components that lead to a ro-
bust and dependable system by examining best practices and techniques used in
development of secure payment processing system and payment gateway integration
of enterprise e-commerce platforms.
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Chapter 1: Introduction

1.1.1 E-commerce Payment Processing

E-commerce (electronic commerce) is the activity of electronically buying or sell-
ing products on online services or over the Internet. Technologies like online trans-
action processing, supply chain management, mobile commerce, electronic money
transfers, Internet marketing, electronic data interchange, inventory management
systems, and automated data collection systems are all used in e-commerce. [2]

E-commerce payment processing refers to the system that is responsible for pro-
cessing digital transactions i.e. accepting and processing digital payments for goods
and services within an e-commerce platform. It includes the secure flow of trans-
action information between customers, merchants, and payment service providers.
The processor is responsible for authorizing, capturing, and settling money for each
online transaction.

Figure 1.1: Example of an E-commerce Payment Process

1.1.2 Security Risks of E-commerce Payment Systems

The process of making a secure system starts by analysing the the security risks
of the said system, consequently, developing mechanisms to counter the them. [3]
This identification of the system’s critical (e.g payment processing systems) compo-
nents and the attacks that they are vulnerable to. Hence. of potential security risks
of payment system of any e-commerce platform is very important. There can be
many security risks involved in the said system. Some of the most common security
risks (security attacks) are discussed below.

2



Chapter 1: Introduction

1.1.2.1 Malware

Malware refers to malicious programs such as viruses, trojan horses, ransomware
and remote administration tools (RAT). Hacks may find backdoor in a payment
systems to plant some malware to monitor, hijack, gain sensitive information, or
perform unauthorized actions which is otherwise performed by administrator of the
system. They can also plant malware onto an user’s personal device through a
compromised system, under control of a hacker, and use the device of the victims
device to cause harm to the user and widen their network of compromised devices,
increasing their size of botnet [4] as a result.

1.1.2.2 Man-in-the-middle attacks

A "man-in-the-middle" (MITM) attack is a type of cyber attack when an at-
tacker silently transmits, eavesdrops, and potentially alters communications be-
tween two parties that assume they are speaking with each other directly as the
attacker has already established itself between the two parties as a middleman and
each communication passes through the middleman. Hence, it gives power to the
attacker to listen, to sensitive communication retrieving critical information such
as user-id, password, banking information and other, the attacker can also alter the
communication between to parties.

For example, if a sender tries sends some money to a receiver; the attacker can
intercept the traffic to alter the destination address to send the money to some other
destination while sending two forged responses to both parties confirming successful
transaction.

Figure 1.2: Man in the middle attack

3



Chapter 1: Introduction

1.1.2.3 Distributed Denial of Service (DDoS) Attacks

Distributed Denial of service attack refer to a type of cyber attack where the
attacker or a group of attacker tries to overwhelm the capacity of a web server of
processing incoming requests by flooding the server with superfluous requests from
multiple devices (usually through a botnet of computers) which causes the server
to slow down and disrupts the services of hosts connected by the network.

1.1.2.4 Remote Code Execution

Remote code execution (RCE) is a category of cyber attack where where the
attacker can execute any commands into a target machine remotely. This is seri-
ous vulnerability and results of exploitation of this can be severe, for example the
attacker can spawn a reverse-shell by using RCE of a vulnerable component in the
application gaining low privileged access of the operating system controlling the
application, the attacker can exploit other attack vectors after gaining the access
of the system to gain highest privileges of the system id proper security measure
are not in place at Operating system level e.g kernel exploits and other privilege
escalation techniques.

1.1.2.5 Cross site Scripting (XSS) attacks

Cross-site scripting (XSS) is type of cyber attack where the attacker injects
malicious scripts into the code of the trusted web application, as a results all users
that user the application becomes affected by the malicious script; the may inject
script that tell the user to go the an another malicious link which can be used to
plan malware into the victims device or to perform CSRF (cross-site request forgery
attacks) and even the it can be used to hijack the users session which can be used
to perform malicious request on the users behalf (called session hijacking attack).

1.1.2.6 SQL Injection

SQL injection attack is the process of inserting, or "injecting," a SQL query
into the application through client input data. When a SQL injection exploit
is successful, it can read sensitive data from the database, alter database data
(Insert/Update/Delete), perform database administration tasks (like stopping the
DBMS), retrieve the contents of a specific file that is located on the DBMS file
system, and occasionally even send commands to the operating system. One kind
of injection attack is SQL injection, when preset SQL commands are executed dif-
ferently by injecting SQL commands into data-plane input. [5]

4



Chapter 1: Introduction

1.2 Motivation

Numerous studies have been done on online payment processing methods, pay-
ment gateways, and cybersecurity. Nevertheless, the integration of various crucial
systems in an application infrastructure poses multiple challenges and vulnerabil-
ities in the platform. The principal reason behind this is the complexity, distinc-
tiveness, and scale of a modern enterprise e-commerce platform.

Through years of research done in the field of the security of applications, the
baseline of the most common security risks of an application has been established
e.g OWASP Top 10 [6], but the cause of these security risks tends to change from
platform to platform. Hence, it is essential that security assessment is performed
and best practices are followed during the development of an enterprise application
as the vulnerabilities introduced in a system are dynamic and subject to change and
the cause is often as small as a simple outdated software package or a mis-configured
Access Control policy. These vulnerabilities introduce many attack vectors that can
be creatively exploited by attackers to gain sensitive information about the system
or to gain access of the said system. Naturally, the payment processing service of
any platform is a prime target of an attacker, because it is one of the most critical
parts of an e-commerce platform or a SaaS application. So, the security of the
service becomes a necessity.

Therefore, along with automated methods, we need human intervention to per-
form security assessments throughout the software development life cycle of a plat-
form for achieving the desired results.

1.3 Scope of Current Work

The major focus of this project are the development, gateway integration, secu-
rity risk assessment, vulnerability mitigation of a business e-commerce platform’s
payment service. A live payment service is developed and integrated into a business
e-commerce web application in order to accomplish the same goal. After that, Se-
curity assessment of the system is conducted via grey-box testing [7] using both
automated and manual methods. Potential security risks are identified and demon-
strated. Vulnerable components causing the security risk are identified, revised and
re-developed in order to mitigate the attack vectors. And this process is repeated
until all current vulnerabilities are mitigated.

5



Chapter 1: Introduction

1.4 Survey of Related Works

This section discusses different studies done the field of Digital Payment transaction
methods, Payment gateway, survey of e-commerce security risks and cyber-security
which are introduced by different researchers by their efforts. This survey study
provides a brief summary of the study along with an analysis and evaluation of
those approaches based on their performance criteria.
In his study [8], Lawrence et al. uses relevant annual reports disclosed by eBay
(parent of PayPal), along with other eBay and PayPal documents, as a baseline
and discuss about the potential risks factors associated with e-commerce, cyber, IT
and online payment processing systems.

SH Chun, in his study, discusses about the the liabilities issues in electronic
transaction systems when security breaches takes place. It reveals that firms can
impose liability when the risk of breaches is high and the customer’s loss is sig-
nificant. However, liability depends on the customer’s risk attitude, losses, and
importantly security investment of the platform. [9]

H Nahari et al, in the book "Web Commerce security Design and Development"
provides a comprehensive analysis of system security from holistic and atomic per-
spectives, defining risk driven security, protection mechanisms, and best deployment
methods, focusing on e commerce and m-commerce, with a user-friendly implemen-
tation approach and also proposes techniques to implement an adaptive, risk-driven,
and scalable security infrastructure and methods to identify weak security in a large-
scale, transactional systems.[3] In this book they also discuss about most common
vulnerabilities of an e-commerce transactional systems, and provides guidelines for
implementation of security driven architecture to minimize security risks.

This research [10] study examines the development of e-payment systems, as well
as the many traditional e-payment modalities. Additionally reveals a lack of solu-
tion techniques and security provisions. The primary objective of this survey study
is to highlight the current state of digital e-payment systems and the prospects they
bring for e-commerce systems of the future. This study also examined the fraud-
ulent transaction rates that will for determining a benchmark for development of
secure e-payment systems.

In this paper, Niranjanamurthy M. et al. included an overview of e-commerce
security, describes the steps involved in placing a purchase online, explores differ-
ent security issues in e-commerce, and proposes guidelines for a secure e-commerce
process. [11]

The authors of [12] and [13] provided solutions for the user’s anonymity issues

6



Chapter 1: Introduction

and highlighted security flaws. The rapid adoption of e-payments via cell phones
and other mobile devices has made the user experience of digital transactions easier
and more convenient. [10]

Francisco Javier Miranda et al. introduce a comprehensive Web Assessment
index focusing on four categories: accessibility, speed, navigation-ability, and con-
tent. This methodology is equally valuable in analyzing various organizations for
example commercial, educational NGOs, etc. To support the validity of the index,
the proposed mechanism is performed on the websites of the top 200 Spanish firms.
The evidence from the retrieved from the survey provided valuable insights in sup-
port of the proposed assessment mechanism. [14]

Siamak Solat et al, in this study, describes that as digital payment systems
develop and incorporate strong levels of security strategies, in parallel the attack
strategies of attackers become as advanced and creative as the security policies in
place. The survey also aimed to identify and analyze both attack strategies and se-
curity solutions on the dominant electronic payment systems, focusing on the most
successful attacks against them.[15]

S Nambiar et al. explores the security risks involved with digital payments
in m-commerce. The study reviews the public key infrastructure as the baseline
for security in mobile technology, explores mobile commerce and digital payments,
and surveys the use of security technologies like WAP, SIM application toolkit, and
J2M in the current m-commerce sector evaluating the performance of these security
technologies for promoting a safe digital payment.[16]

1.5 Organization of the Report

In Chapter 1, the basic introduction of the project topic i.e e-commerce and as-
sociated security risks are discussed. The background related to the study is also
discussed along with the current scope of the study. Literature Survey of related
works in this topic is also discussed in this chapter.
In Chapter 2, basic theoretical concepts related to security analysis, security as-
sessment tools, concepts related to web system exploitation, web application devel-
opment, and some basic networking concepts are briefly discussed.
In Chapter 3, Approach to development of the system and process of integration
of payment gateway is discussed.
In Chapter 4, The security Assessment process of the payment system is discussed.
The security assessment results with risk implications to the system are analysed
and presented.

7



Chapter 1: Introduction

In Chapter 5, Some recommended procedures and practices to mitigate the secu-
rity risks are discussed and measures taken to mitigate the issues in the system are
also discussed.
In Chapter 6, the overall work related to its advantage, shortcomings, future
scopes, and conclusion are discussed.

8



CHAPTER 2

Practical Concepts and
Approaches to Development

This chapter provides an overview of the basic practical concepts utilized in this
study. The concepts of security analysis of web applications, security assessment
tools, concepts related to web system exploitation, software and technology require-
ments for web application development are discussed.

2.1 Web Applications

Web applications are a type of applications which is served over world wide web
(www), stored in a remote server, and accessed through web browsers. Web com-
merce relies on Web server’s capacity to provide user-interactive apps. The usage of
general purpose languages like PHP (Hypertext Preprocessor) and ASP.NET allows
for easy development of dynamic Web pages, enabling increased interactivity.

2.1.1 Web Application Architectures

One of the most crutial part of web application design is to prioritize scalability
for growing user base. Scalable architectures usually consist of multi-tiered modules
that can be reused and for different use cases. There are many approaches to the
development of a web app, but one of the most commonly used architecture for
development of web applications is Model View Controller architecture (MVC).

9



Chapter 2: Practical Concepts and Approaches

2.1.1.1 Model View Controller Architecture (MVC)

In this architecture, there are three different components, Model, view and con-
troller. This design pattern segregates the application into three interconnected
logical components, i.e model, view and controller.

Figure 2.1: Model-View-Controller (MVC) architectural pattern [Image courtesy:
Wikipedia, "Model–view–controller"]

• Model: This component is responsible for interacting with business-logic,
and data It manages the application’s data, processes business rules and and
interacts with database through queries to perform business operations. Any
model calls to the data store should be accomplished through secure means
to prevent SQL injection attacks.

• View: Represents the User interface of the applications, it takes data from
model component and generates user interfaces for the user based on user
input.

• Controller: The Controller serves as a bridge between the Model and the
View components. It accepts user input and modifies the Model as needed, as
well as updating the View to reflect Model changes. It comprises application
logic, including input validation and data manipulation.

The Model view controller architecture process is illustrated in Figure 2.2 as an
e-commerce transaction.

2.1.2 Web Development Technologies

Developing a complicated web application requires technologies from both the
server and client sides. Javascript is the primary client-side web language along with
html and css, and it is used on the majority of online sites and web applications.
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Figure 2.2: E-commerce transaction trough MVC process [Image courtesy: H. Na-
hari and R. L. Krutz, Web commerce security: design and development.]

Hence most client-side frameworks and libraries are based on JavaScript.
For example some of the most commonly used modern client-side frame-works

and libraries includes React.js, Angular.js, Vew.js, Jquery, Alpine with some
exception begin blazor (based on C# ), Web Assembly (based on rust) etc.

Although server-side technologies vary. Server side languages may be based
on JavaScript as well e.g Node.js, Express.js, Nest.js among many others, but
there are different technologies and frameworks that is not based on JS. The main
reason is the single threaded architecture of JavaScript, it is generally slow for
compute intensive task that needs more CPU and memory hence, Java and Java
based frameworks are mainly used in enterprise web applications along with other
languages like Go, python, C# etc.

Organizations need to choose a compatible database for web apps based on the
different requirements throughout the web app development cycle, as well as the
capacity to satisfy storage requirements and access speed. There are several types
of databases available: Relational databases for exmaple MySql, Postgres, MSSql
etc, Non-relational databases ex. MongoDb, In-memory databases etc ex. Redis.

2.2 Web-Application Security Testing

Security testing is a process of assessing the security of a network or system
component by analyzing the effectiveness of its security points. This is done by
analyzing the system’s performance against the most common attacks that can be
launched against similar systems. Security testing of web applications focuses on
the analysis of different components of the application for any weakness, technical
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flows, bugs that can be exploited, vulnerabilities, or a novel vulnerability. The
security issues that are discovered are presented to the system administrator that
contains the assessment of impact and potential mitigation techniques or a technical
solution.

2.2.1 Types of Security Testing

There Are different types of security testing of web applications. The aim of
all these testing is to ensure safety of the application form internal and external
threats. However, any application is a subject to security threats at any point of
time in-spite of proper security policies in place. Hence, several security testing
methodologies provide a trustworthy way for enterprises to improve their cyber-
security posture.

Vulnerability Scanning Test: This test examines a system components or
network device, such as servers, routers, and endpoints, for potential security flaws
in the network or compromised devices. This type of Scanning is automated and
can also be scheduled weekly, monthly, quarterly depending on the organization.
SISA is a Qualified Security Assessor (QSA) by PSI SSC that provides vulnerability
assessment solutions from automation techniques. [17]

Security Scanning: Security scanning is type of security testing in which vul-
nerabilities in a network, web-server or a computer are examined through scanning
the network, operating systems, applications, and web servers. Security scanning
commonly involves searching for network and system weaknesses and identifying
strategies to mitigate these risks. This is using both automatic and manual scan-
ning techniques.

Penetration Testing: A penetration test, often known as a pen-test, is an
authorized simulated cyberattack on a computer system performed to examine the
system’s security; this is not the same as a vulnerability assessment.The test is used
to discover weaknesses (or vulnerabilities), such as the possibility of unauthorized
parties gaining access to the system’s features and data, as well as strengths, allow-
ing for a comprehensive risk assessment to be conducted. [18] A common distinction
between vulnerability assessment and penetration testing is that vulnerability scans
are generally automated, whereas penetration testing is performed manually by a
security specialist.
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2.3 Security Testing and Assessment Tools

Security assessment and testing tools function to safeguard applications from
internal or external security threats by identifying vulnerabilities and threats in
an organization’s network, cloud, applications, or database. Some functions of
these tools include Vulnerability network security assessment, penetration testing,
database security assessment among many others. Some of these tools are discussed
below.

2.3.1 Burp Suite

Burp Suite is a software security application used for penetration testing of
web applications. One of Burp Suite’s key features is the ability to intercept HTTP
requests. With this tool, HTTP requests can be routed directly from sender to Burp
Suite, which intercepts the traffic and then to receiver acting as a proxy, or "man
in the middle," between sender and the web service and receiver, allowing more
precise control over the traffic transmitted between tow parties. With addition to
proxy, it features a vulnerability scanner, an intrusion tool (for crafting different
attacks) and a repeater tool for repeated attacks.

2.3.2 Nmap

Nmap is a surveillance tool for network discovery and security audits. It includes
ping scanning (determining which hosts are up), a variety of port scanning tech-
niques, version detection (determining service protocols and application versions
listening behind ports), and TCP/IP fingerprinting (identifying remote host OS or
device). Nmap provides customizable target and port specifications, decoy/stealth
scanning, sunRPC scanning, and more.

2.3.3 Wireshark

Wireshark is an open-source network packet analysis tool. It is primarily used for
network troubleshooting, network traffic and packet analysis, software and commu-
nication protocol development. It provides real time view of network traffic allowing
detection of anomalous traffic, real-time insights, and protocol based filtering and
other analysis methods.
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2.3.4 Nessus

Nessus is a remote security scanning tool that examines a computer and alerts
you if it finds any vulnerabilities that malicious attackers could exploit to obtain ac-
cess to any computer that is connected to a compromised network. It accomplishes
this by doing over 1200 checks on a particular machine, and determining whether
any of those attacks could be used to break into the computer or otherwise harm
it. [19]

2.3.5 Metasploit

The Metasploit Framework is an open source framework for vulnerability dis-
covery, exploit development, and building custom security tools. It can be used for
development and execution of exploit code onto a remote target machine. Metas-
ploit is most typically used by information security professionals for penetration
testing to identify and remediate existing vulnerabilities across an organization’s
network.

2.4 Role of Cryptography in Web Security

Web commerce transactions include sensitive information, which if compromised
can lead to identity theft, financial losses, reputational harm, unauthorized access,
compliance concerns, and mitigating expenses. Cryptography is a tool that can be
used to protect a person’s private information. [3]

Cryptography aims to prevent unauthorized access to transmitted or stored in-
formation. Ideally, Unauthorized individuals are unable to decrypt an encrypted
transmission. However, in theory, an encrypted transmission can be decrypted
through un-indented or brute-force methods but the time taken to accomplish such
task is so substantially large that it becomes impractical to attempt the same.
Hence, It is the state of the art to encode sensitive messages through cryptographic
algorithms before the transmission of the message.

There are two principle forms of cryptography: symmetric key (secret or pri-
vate key) and asymmetric key (public key). In symmetric key cryptography, the
receiver and sender share the same secret key. In asymmetric key cryptography,
both sender and receiver have private keys that are kept secret and public keys that
are open for communication. [20] [21] The public and private keys are mathemati-
cally related. In an ideal scenario, a person with the public key cannot derive the
private key. Symmetric key cryptography is typically faster than asymmetric key
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cryptography due to less processing required. [3]

2.4.1 Symmetric Key Cryptography System

In this type of cryptography, both the sender and receiver has access to a secret
key. Using this secret key the message is encoded before transmission and decoded
after receiving. The overall challenge is to make sure both party has secure access
to the secret key. Secret key systems with significant key sizes (> 128 bits) are
highly secure. These methods are fast and efficient for encrypting massive amounts
of data.

A symmetric key system needs the sender and receiver to share the same secret
key, resulting in the need for a unique key for each recipient. To communicate
in secret with other participants, each individual need n(n−1)

2
keys. For increased

security, the secret key should be changed at frequent intervals. Ideally, a particular
secret key should only be used once. [3] Examples of symmetric key cryptography
include AES, DES, and 3DES.

Figure 2.3: Symmetric key cryptographic system

2.4.2 Asymmetric Key Cryptography System

An asymmetric encryption technique utilizes two distinct keys, one private and
one public. The public key is used for encryption and can be known by others,
while the private key is used for decoding and must be kept secret. Like most
public cryptosystems, asymmetric encryption is based on one-way mathematical
functions.

This indicates that while it is simple to compute the result from given input data,
it is difficult to recover the input data from the output. Furthermore, the underlying
mathematical difficulties are thought to be difficult, making it computationally
impractical to decrypt a communication without knowing the private key. [22] The
following are the important points to note regarding public and private keys:
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1. The public key cannot decipher the message it encrypts.

2. The private key is kept private.

3. Ideally, the private key cannot be inferred from the public key.

4. A message that is encrypted by one of the keys can be decrypted with the
other key.

When Kp is the public key and Ks is the private key, the process is as follows [3]:

C = Kp(P ) and P = Ks(C)

Where C is the ciphertext and P is the plaintext. similarly the reverse is also valid.

C = Ks(P ) and P = Kp(C)

Examples of asymmetric key cryptography algorithms include RSA, Diffie-Hellman,
and Elliptic Curve Cryptography (ECC) etc.

Figure 2.4: Asymmetric key cryptographic system

2.4.2.1 One Way Functions and Trapdoors

A one-way function is a function that is easy to compute in one direction, yet
is difficult to compute in the reverse direction. For exmaple, given y = f(x) where
y is the the derived value from given input x. It is very easy to calculate y, given x
but very difficult derive the value of x from the output y. Public key encryption is
achieved through the use of one way function.

By applying the concept of one way function, public key is derived from a
private key, by applying a mathematical formula. But deriving the private key from
a given public key is mathematically exhausting, hence very difficult to compute.
i.e pk = F (sk) where, pk is the public key generated from private key sk using
mathematical function F .
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Figure 2.5: One way function

To be effective in public key cryptography, a one-way function must include
a trap door. A trap door is a hidden mechanism that allows for one-way reversal
capability. Knowing the trap door allows for easy derivation of x from given y in
the previous example.

A trapdoor function is a special case of one-way function F : X → Y that
contains a "trapdoor." The term "trapdoor" refers to specific information usually
obtained during the process of creating a TOWF that can provide an easily com-
putable inverse of a said function.In other words, whereas f−1(x) is considered to be
unsolvable by modern computers, equation: y = f−1(x, t) (with t being additional
knowledge) is easily calculated. [23]

Figure 2.6: Trapdoor One way function

2.4.3 Digital Signature and Hashing

A digital signature, in cryptography is a mathematical system that verifies the
authenticity of digital messages or documents. A genuine digital signature on a
communication ensures that the message was sent by known and valid sender. Dig-
ital signatures in e-commerce can be used to prevent unwanted data modifications,
authenticate signatories, and ensure non-repudiation.

The Digital signature of a message is calculated by passing the message through
a one-way hashing function H which through cryptographic transformation pro-
duces a fixed length output, called the message digest.

After the message digest is calculated, this is encrypted with the sender’s private
key, this value is the signature of the message to be sent. During the transmission,
this signature is sent with the message.
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At the receiving end, the the message digest of the received message is calulated
using the same hash function and the signature that is sent is decrypted using the
sender’s public key and both values are compared, if both are same, the the message
is valid and it is not modified in transmit.

Hash digest of a message alone can be used to check the integrity of the mes-
sage. For example, ideally for each message, the hash digest is unique and for each
message that is same the hash digest is also same. Hence, the sender of the message
can send the hash digest of the message which the receiver can check for integrity
by comparing the sent hash and calculating the hash of the message. But in this
case the hash of the message, can be altered in transmit along with the message,
hence it goes back to the same issue of validity. Hence, the encryption of the hash
is necessary to insure the safety of the message to be sent.

Figure 2.7: Process of digitally signing a message

2.4.3.1 Modern Hash Function Standards

This Standard specifies secure hash algorithms - SHA-1, SHA-224, SHA-256,
SHA-384, SHA-512, SHA-512/224 and SHA-512/256 - for computing a condensed
representation of electronic data (message). When a message of any length less than
264 bits (for SHA-1, SHA-224 and SHA-256) or less than 2128 bits (for SHA-384,
SHA-512, SHA-512/224 and SHA-512/256) is input to a hash algorithm, the result
is an output called a message digest. [24]
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CHAPTER 3

System Development and
Payment Gateway Integration

In this chapter, The process of development of the system, functional requirements
along with the process of selecting and integrating the payment gateway into the
payment system is discussed.

3.1 Development Process Overview

For this study, a live payment service for an enterprise e-commerce platform is
developed, appropriate payment gateway service is identified and integrated into
the payment processing service. Feature requirements are gathered and based of
the requirements, the system is developed and integrated as part of the whole e-
commerce platform.

3.1.1 Technologies and Tools Used in Development

In development of a web application service, a stack of various technologies
and frameworks are used for building and integration and deployment of the final
system, below is a list of technologies used in development of the payment service.

• Client-side i.e User Interfaces: HTML, CSS, JavaScript, Jquery, Bootstrap.

• Server-side i.e Backend: PHP

• Database: MySQL

• Server: Apache and AWS
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The technologies, libraries and packages specified above are the requirements needed
in development of the application. Below is a short description of the technologies
used in development of the application.
HTML, or Hypertext Markup Language, is the industry standard markup language
for documents displayed in a web browser. It describes the content and structure
of web pages. It is frequently assisted by technologies like Cascading Style Sheets
(CSS) a style sheet language used for styling of the web pages and scripting lan-
guages like JavaScript which provides user interactiveness and reactiveness of the
web-page. Jquery is a JavaScript library designed to simplify HTML DOM tree
traversal and manipulation, as well as event handling, CSS animations, and Ajax.
[25] PHP is a general-purpose server-side scripting language that is widely used in
web development.
PHP code is typically executed on a web server by a PHP interpreter that is im-
plemented as a module, daemon, or CGI executable. On a web server, the result
of the interpreted and executed, which can be any type of data, such as produced
HTML or binary image data as a part of an HTTP response. [26] MySQL is an
open-source relational database management system. It is one of the most com-
monly used relational databases management systems in the current times along
with other RDBMS technologies such as PostgreSQL.

3.2 Functional Requirements

In software engineering, functional requirements describe the expected opera-
tions of a system and its components based on inputs. To define the functions of
a system, the basic requirements must be defined. The environment in which the
system performs its functionalities is such that:

1. As input, it takes a payment link generated from other services e.g Cart service
or Order processing service of the commerce platform.

2. Based on the validity of the generated payment link, it performs the required
payment processes.

3. On a successful or failure of payment it provides outputs required data for
further processing of the specific order for which the payment link was gener-
ated.

Detailed functional requirements i.e description of the operations performed by the
service is discussed below.

• The service should have a good user interface.

20



Chapter 3: System Development and Payment Gateway Integration

Figure 3.1: Diagram of payment service

• It should take payments links generated by other services as input.

• Using the information from payment link it should display order information
and total price of the order.

• The Service should integrate with a payment gateway to process the payment
for the order amount.

• It should be able to process the output generated from payment gateway to
further generate structured response as final output which is to be used for
further processing of the order (i.e dispatch of the order).

• The service should process data securely so that fraudulent transactions is
minimized.

• It should process data and produce output(s) accurately.

• Most importantly, the service should be highly available and with minimal
errors as the service will be frequently used by large number of users.

3.3 Payment Gateway Integration

A payment gateway is a software solution that allows online businesses to
manage and authorize digital payments from customers such as debit or credit cards,
digital wallets, and electronic bank transfers. Payment gateways are intermediate
services that verify, accept, or reject digital transactions on behalf of online busi-
nesses. Some of most popular payment getway solutions include: Razorpay, Paytm,
PayPal, PayU, Stripe, OPEN, Bill desk, CCAvenue etc.
The integration of payment gateway requires various steps: Setup of merchant
accounts for preferred service, Obtaining API keys, and other credentials to be
used when integration with the platform, Integrate Payment gateway into the web-
application or e-commerce application, Testing, and finally deployment of the whole
system. Below are the brief description of each process:
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• Setup merchant account: The first step of the whole process is to set up
merchant account to receive payments from customers and register with the
service to be used.

• Get API keys: In order to use the services offered by the payment gateway,
it is essential to get API keys so that critical functions offered by the service
can be used through the protected API endpoints. Along with API keys,
other credentials may also need to obtained which may vary.

• Integration: This step can differ based on the payment gateway and website
platform. Some e-commerce platforms, such as Shopify and WooCommerce,
provide plugins and extensions to make integration easier. Otherwise, it is
needed to manually integrate the gateway service into the platform using the
provided applications programming interfaces, Rest-API endpoints or soft-
ware development kits.

• Testing: Most gateways include a sandbox or testing environment in which
you test purchases can be made to verify that the system is working as in-
tended and everything functions correctly.

• Deployment: Once testing is completed and everything works as intended,
the system can be go live. Customers should be able to purchase and make
payments for orders at that point.

Figure 3.2: Process of online payment through payment service

Based on the given requirements and discussions with stakeholders, PayU [27] was
selected as the payment gateway to be integrated with the payment service. All the
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necessary steps were followed and required credentials were obtained to integrate
the gateway into the platform. A detailed payment flow after payment gateway
integration into the payment processing system is illustrated at figure 3.2.
Using the given requirements and the payment service architecture, the payment
screen was developed. The main payment page is responsible for fetching order
information from the payment link generated by cart service, displaying order in-
formation, i.e ordered product, detailed product description, user and dealer in-
formation, total payment to be paid, and various other options regarding ordering
products for example tentative delivery date changing and others. Figure 3.3 dis-
plays the resulting payment screen that was developed.

Figure 3.3: Main payment screen

At this page, total payable amount is displayed using the order info, this informa-
tion is fetched using orderID obtained from the request params. Clicking pay now
redirects the user to a screen where the user has the option to pay online (through
payment gateway) or offline (i.e Pay on Delivery). Online payment redirects the user
to the payment gateway where the user can pay the total amount using methods
supported by the payment gateway and after successful or unsuccessful payment,
based on the response, success or failure screen is displayed and further processing
of the order is performed i.e order dispatch, email confirmation etc.
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CHAPTER 4

Security Assessment and
Results

In this chapter, The process of security analysis, security assessment frameworks
and findings from the experiments are discussed. Potential security vulnerability
exploitation processes and risk implications to the system are are also discussed.

4.1 Security Assessment of Payment Service

After the development of the payment service was completed, to measure the
security risk of the service security assessment of the service is performed as this
service is to be used frequently and large transactions are to be performed, it is
necessary that the security risks are minimal.

4.1.1 Security Assessment Approach

The approach to the assessment of the web application is divided into multiple
steps, where at each steps various intimations about the system is discovered, vul-
nerable components are identified, level of threat to the whole system is assessed
and finally possible mitigation processes are discussed. The steps followed in the
assessment is discussed below:

• At first step, system to be assessed i.e the target is identified, for this use case,
the target in which the testing is performed is a valid payment-link which is
used for the testing of online payment through the system.

• The next step is to identity the architecture of the system i.e this the server
in which it is running, the operating system, technologies used etc. From
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this information exploitation planning can formed as different systems are
vulnerable to different kinds of attacks, especially out dated systems.

• After that, The whole system is scanned for discovering of assets i.e all di-
rectories of the system or maybe hidden directories which is not meant to
used by end-users or directories that used by admins using tools like nmap,
dir-buster etc.

• The next steps to perform automatic vulnerability scans for OWASP Top 10,
WASC vulnerability etc, using various security assessment software e.g burp
suite, ZAP etc.

• The next step is analyse the automated scans and check for severity the found
threats, performing manual operations to simulate common attack, and ob-
serve the affects.

• The final step is to assess and document the the level of threat for each
vulnerabilities found and possibly discuss mitigation techniques suppressing
the same.

4.2 Security Assessment Results

After Manual and automated testing using security assessment and pen testing
tools, some vulnerabilities in the payment system were discovered. The results,
along with vulnerability exploitation methods, possible risk implications to the
systems are discussed in the following sub sections.

4.2.1 Manipulation of Payment Using Parameter Tampering

During manual pen testing, it was noticed that an attacker can intercept, the
request sent to, or the response send by, the payment gateway. In this case, the
attacker can be a middle man between request or response and the destination.
Therefore, can tamper with the request and response. This type of attack is known
as Man in the middle attack (MITM) refer to 1.1.2.2.

4.2.1.1 Risk Description

Using this type of attack, an attacker can get an order to dispatch without
paying by following the process described below:

1. The attacker adds desired products into cart. The cart service generate pay-
ment like.
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2. The attacker then selects online payment, and is redirected into payment
gateway page, hence a transaction is started by the payment gateway.

3. After that, the attacker cancels the transaction from the gateway page at the
same time intercepts the response sent by gateway.

4. The gateway sends transaction failure response due to canceled transaction,
but the attacker tampers with the JSON response sent by the gateway, and
changes the JSON payload identical to a success response sent by gateway
(e.g successful transaction), while keeping other order information same for
example, order-id, product-information, etc.

5. After the changes is made to the response, the attacker forwards the tampered
response onto the intended destination (i,e a success response). which causes
Success page to be rendered on to the user/attacker screen and trigger the
further processing of the order e.g dispatch of order and email confirmation
etc.

In summary. an attacker can exploit this vulnerability to order products without
payment by intercepting and tampering the request and response generated by the
payment system. Using the same the attacker can place multiple orders and there
for, it can greatly impact the platform financially. Figure 4.4 describes this attack
process for this use case.

Figure 4.1: Parameter tampering attack
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4.2.2 Exposure of critical Information Using Insecure Direct

Object Reference (IDOR)

Insecure Direct Object Reference (IDOR) is a vulnerability in which attackers
can access or modify objects by manipulating identifiers in a web application’s
URLs or parameters. It arises as a result of missing access control checks, which
fail to verify whether a user is authorized to view certain data. When effectively
utilised, using this vulnerability, the attacker can get access to critical information
by manipulating the object. [28] Example process of IDOR is described in figure
4.7.

Figure 4.2: Insecure direct object reference attack example

In this case, it was observed that an attacker can use IDOR vulnerability on render
time of the main payment screen and get critical information using the order id from
the request parameter. The attacker can inject arbitrary order id to get personal
information of customers, dealer information i.e email addresses, phone numbers
among others, causing potential leakage of critical user information which may be
used by other attacker for constructing different attacks.

4.2.2.1 Risk Description

Using this vulnerability, the attacker access critical information of different order
bypassing access control checks put in place e.g access user information or order in-
formation etc, by injecting arbitrary order id in the request parameter. An example
of this attack is discussed below:

1. The attacker gets access to a payment link.
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2. The attacker intercepts the request before it hits the server, the page is ren-
dered.

3. The attacker manipulates the parameters of the request and injects an arbi-
trary orderId.

4. The page is rendered against the order id sent with the request and the at-
tacker gets access to confidential information.

Figure 4.3: IDOR attack process of this case

4.2.3 HTML Injection Attack

HTML injection is a type of code injection vulnerability that occurs when a
user is able to control an input point and is able to inject arbitrary HTML code
into a vulnerable web page. [29] This vulnerability appears when user input is not
sanitized and the output is not encoded (e.g HTML tags are not encoded). HTML
injection enables the attacker to embed malicious HTML code snippet into the
vulnerable page. The targeted browser will be unable to distinguish (trust) genuine
from malicious elements of the page, and as a result, it will parse and execute the
entire page including the malicious HTML code within the victim’s context.

4.2.3.1 Risk Description

For this case, the vulnerable component is the success or failure screen of the
payment system. The attacker can inject malicious code snippet on top of the code
of the page at render time of the page. Using this attack the attacker can execute
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code refer to XSS 1.1.2.5 that can steal the victim user’s credential for example
session tokens, Json web token and among many other information if not properly
secure. The process of the exploit for this use case is discussed below:

1. The attacker can modify the request URL parameter of the success or failure
page.

2. Take a url http://exmaple.com/success/orderId=000112; here the attacker
can insert html code on to the request url that is for exmaple:
http://exmaple.com/success/orderId=<h1>000112</h1>

3. Although this html injection can be seem harmless but, code can be injected
here such that it executes some JS code that can steal the session token, or
access token of who ever opens the page.

4.2.4 Insecure Cookie Attribute Configuration

It is a recommended practice that secure and HTTP only attribute is set by the
application server when sending a new cookie to the user within an HTTP Response.
HTTP-Only attribute ensures that client-side JavaScript cannot access the cookie
value from browser.The secure attribute’s goal is to prevent cookies from being
seen by unauthorized parties because they are transmitted in clear text and Secure
attribute ensures that the cookie is sent through HTTPS resulting the transmission
is encrypted hence is cannot be seen by unauthorized parties. It is the recommended
practice when development of web application that relies on cookies for different
functions, but it often overlooked, which is observed in this case as well.

4.2.4.1 Risk Description

It was observed that in the application, the session cookie and access-token-
cookie generated by the application, has the HTTP-only and secure as false, this
causes the cookies to be exposed by client-side JavaScript and the cookies are trans-
mitted as plain-text as secure attribute is not set. This escalates the risk of session-
hijacking attack and potential exposure of critical credential e.g access-token used
by the application that is needed for calling other services such as order processing
service.

An attacker can exploit some attacks such as HTML injection (which this ap-
plications is vulnerable to as well) or XSS attack and plant some malicious code
that can fetch cookies set at victim’s browser with no HTTP-only and Secure flags.

This code is executed when the user opens the infected page and cookies with
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Figure 4.4: A Code injection attack escalating to an XSS attack [Image courtesy:
Cross-site scripting (XSS) by Snyk Learn, url: https://learn.snyk.io/]

mis-configured flags and the attacker gets access to session cookie. Now the attacker
can use the session cookie and use the cookie to hijack the the victim’s session and
perform unauthorized transactions.

4.2.5 CORS Misconfiguration

Cross-origin resource sharing (CORS) is a mechanism that allows a web page to
access restricted resources from a server on a domain different than the domain that
served the web page. [30]. It allows a server to specify any other origins (domain,
scheme, or port) from which an application may send a request and the server
may respond with data. CORS also relies on a technique that allows browsers to
send a "preflight" request to the server hosting the cross-origin resource to ensure
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that the server will allow the subsequent request. During the preflight, the browser
transmits headers indicating the HTTP method and headers that will be used in
the real request. At the server configuration, it is to be specified that from which
domains the request for resources can be made by using Access-Control-Allow-
Origin flag. Access-Control-Allow-Origin is a response header used by a server
to indicate which domains are allowed to read the response. Based on the CORS
W3 Specification it is up to the client to determine and enforce the restriction of
whether the client has access to the response data based on this header. [31]

Figure 4.5: Cross-origin requests controlled by CORS configuration

From a security testing standpoint it is important to search for unsafe setups ,
for example applying a * wildcard as value of the Access-Control-Allow-Origin
header that indicates all domains are permitted. Another insecure example is when
the server returns the origin header without performing any additional checks, al-
lowing access to sensitive data. It should be noted that enabling cross-origin queries
is extremely unsafe and is not acceptable in general, with the exception of a public
API that is designed to be available to anyone.
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4.2.5.1 Risk Description

Misconfiguration of CORS settings at a web-server, can lead to some serious
issues. Attackers can exploit CORS misconfiguration vulnerability to perform var-
ious attacks into the web-server.For example Aan attacker can send requests from
any random origin to the server.

In this case and attacker can send a malicious request (i.e get user-data) via
a web URL in control of the attacker and capture the response sent by the des-
tination web-server. This way the attacker can access the responses sent by the
compromised web-app through a 3rd party malicious Web-application.

Figure 4.6: Exmaple of a CORS misconfiguration exploitation [Image courtesy: D.
Danelon, The complete guide to cors (in)security]

Using the information, CORS attack,the attacker can further escalate attack vector
by using captured session tokens, access-tokens and perform CSRF [32] attacks on
to some critical end-points for-example calling order-processing endpoint or calling
payment end-point for an arbitrary order-id generated by attacker and many others.
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CHAPTER 5

Vulnerability Mitigation
Procedures

In this chapter, The recommended mitigation measures, practices for the discovered
vulnerabilities in the system are discussed. The measures taken against the security
issues are also presented in this chapter.

5.1 Vulnerability Mitigation Process Overview

Once a vulnerability has been identified , the following step is to prioritize how
to manage that vulnerability with the original stakeholders in the organization or
network. There are several approaches to treating vulnerabilities, such as:

• Remediation: Completely correcting or patching a vulnerability so that it
cannot be exploited. This is the optimal treatment choice.

• Mitigation: Reducing the chance and/or severity of a vulnerability being
exploited by applying proper measures and best practices.

• Acceptance: Taking no action to fix or mitigate the likelihood/impact of a
vulnerability being exploited. This is often justified when a vulnerability is
considered a low risk, and the cost of addressing the vulnerability is much
larger than the cost sustained by an organization if the vulnerability was
exploited.

For this case, The whole payment system of the e-commerce applications is assessed
for security vulnerabilities, some vulnerabilities are discovered, following the rec-
ommended security assessment processes and manuals. These are discussed in the
previous sections e.g 4.2.

33



Chapter 5: Vulnerability Mitigation Procedures

5.2 Mitigation of Discovered Vulnerabilities

After Manual and automated testing, using the recommended procedures the
discovered vulnerabilities which are presented in the previous sections. In this
section are recommenced procedures to mitigated the found vulnerabilities are dis-
cussed along with the measures taken in this case to mitigate the security issues.
The recommended mitigation practices and mitigation measures taken against the
security issues are discussed in the following.

5.2.1 Manipulation of Payment Using Parameter Tampering

For this case, it was noticed after initial assessment that the system is vulnerable
to Manipulation of Payment Using Parameter Tampering which is kind of MITM
attack in which an attacker can intercept, the request sent to, or the response send
by, the payment gateway. The detailed process of exploiting this vulnerability is
discussed in the previous sections refer to 4.2.1.1.

5.2.1.1 Possible Mitigation Measures

One of fist measure that could be taken in order to mitigate this type of at-
tack, ensuring that the information exchange is happening in a secure environment
i.e a network that is not compromised. Also making sure that the request and
response are begin taken place in a HTTPS connection Because HTTP connec-
tion is highly non-secure as communication is taken place in plain test where as
in HTTPS communication is encrypted using TLS/SSL certificate, hence any one
can see the requests and responses, hence critical information such as username,
password, banking information etc can be exposed. Hence making sure that com-
munication in secure network is one most crucial step to mitigate this type of attack.

Another Approach that can be taken is to mitigate this attack is that the pay-
ment gate-way response should be encrypted and after it reaches the destination,
it is decrypted by the server and then based on the decrypted information, further
steps taken i.e dispatch of order and proper response page rendering etc.In this way
the middle man will be unable to tamper with the response.

To mitigate this type of attack, another measure that could be taken is that, for
each request or response, the hash of the payload of the request or response should
be sent. Each request sent by any client should be check for integrity by the server
using the hash sent with request and some other secret key shared by client and
server. And by the same way, each response sent by the server should be check for
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integrity by the client using the hash sent with the request.

5.2.1.2 Mitigation Measures Taken

In order to mitigate this issue in the system, measure taken was verifying the
request and response integrity between the client and server communication, in this
case between the back-end of the system and the payment gateway service. The
detailed process followed in collaboration with the gateway service provider (PayU)
is discussed bellow:

In this use case both the back-end and the gateway provider shares a Key which
is used to uniquely identify each merchant and Salt which is used as a secret for
calculating hash of payload to be sent or received.
For each request sent to the payment gateway the process is discussed below:

1. With the payload to be sent to the gateway as request, the hash calculated
from the payload is sent with the request as well.

2. The formula for calculating the hash is done using SHA512 algorithm using
a formula provided by the gateway provider which involves a combination of
different fields from the payload, some optional fields and most importantly
the Salt shared by both parties.

3. After the request reaches the gatway back-end, the back-end calculates the
hash of the request payload that is sent using the same formula and matches
with the sent hash.

4. A request is only accepted only if both hashes match, otherwise the request
is rejected or some error message is returned.

The Processes of the request integrity checking between payment service and pay-
ment gateway service is displayed in the figure 4.5. For each response received from
the payment gateway into the payment service backed the process is almost similar:

1. With the payload to be sent to the payment service from the gateway as
response, the hash calculated from the payload is sent with the response as
well.

2. The formula for calculating the hash is done using SHA512 algorithm using
a formula provided by the gateway provider which is similar to the previous
algorithm but in reverse.

3. After the response reaches the payment service back-end, the back-end calcu-
lates the reverse-hash (e.g the same algorithm but in reverse) of the request
payload and matches with the hash sent by the gateway.
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Figure 5.1: Request integrity check between payment service to payment gateway

4. A response is only accepted only if both hashes match, otherwise the response
is rejected or some error message is returned.

The Processes of the response integrity checking between payment gateway and
payment service is displayed in the figure 4.6.

Figure 5.2: Integrity check of response from payment gateway to payment service

After implementing the recommended methods for mitigation and re-developing
the affected components that is taking proper checks for integrity of requests and
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response, it was observed that the exploitation was unable to be performed any
more following the previous process, hence this issue was considered to be closed.

5.2.2 Exposure of critical Information Using Insecure Direct

Object Reference (IDOR)

As discussed in the previous sections, Insecure Direct Object Reference or IDOR
refers to the a vulnerability in which attackers can access or modify objects by ma-
nipulating identifiers in a web application’s URLs or parameters. In this case, it was
observed that an attacker can use IDOR vulnerability on render time of the main
payment screen and get critical information using the order id from the request
parameter. Using this vulnerability, the attacker access critical information of dif-
ferent order bypassing access control checks put in place e.g access user information
or order information etc, by injecting arbitrary order id in the request parameter.
Refer to 4.2.2.1

5.2.2.1 Possible Mitigation Measures

One possible mitigation measure for this type of attack is limiting the access
of information from the request URL parameters. So that, any attacker cannot
modify the request URL parameters on the way to the destination. To achieve this,
the URL parameters of the payment link can be encrypted and during the render
time of the page, the URL parameter can be decrypted and from that information
necessary data can be fetched and displayed on the payment screen. Therefore, the
attacker cannot modify the order id before the render of the screen, and even if the
parameters are modified, the result at back-end will be a garbage value during the
decryption process, Hence no useful information will be exposed to the attacker.

Also the after decryption of the parameters, the information can be stored in
session store of the back-end, hence, if the parameters are modified in future, they
can be checked for validity. For exmaple, store the orderId in session of the payment
link sent to user, so if the parameters are modified, the value of order id in session
can be checked and if both are not equal, then the request is modified on the way
and can be rejected.

Another measure that can be taken is to include authorization token for example
JSON web token in all requests to protected requests so that only the authorised
users can request to the protected resource and enforce access control checks.
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5.2.2.2 Mitigation Measures Taken

The measure taken to mitigate this type of vulnerability in this case this dis-
cussed below: For this case, the attacker has access to the payment link that con-
tents encoded URL parameter.

1. On hitting the request to the server, the url parameter is decoded and the
orderId is stored in the session store of the server.

2. Now all subsequent request that requires the orderId as payload to fetch in-
formation (e.g fetch product information, information of the user that placed
the order, total abount to be paid), is checked against the orderId stored in
session.

3. If both ids match, the proper response is returned otherwise some error re-
sponse it returned.

4. Hence, after the time of render of the payment page it is ensured that, only
the intended orderId is used for getting information.

Following the methods discussed above, the component is re-developed and tested
if the vulnerability still exits or not. After test of the component, it was observed
that the exploitation was unable to be performed any more following the previous
process, hence this issue was considered to be closed. Also other measures (for
example usage of access-token for each protected routes) are also explored for this
case but due to the scope of the application, the above method was decided to be
implemented.

5.2.3 HTML Injection Attack

In this case, the system is found to be vulnerable to HTML injection attacks
and the vulnerable components were the success and failure screens. During the
assessment and through pen testing of these components is was discovered that
attacker can inject malicious code snippet on top of the code of the page at render
time of the page. Which can result in execution of malicious code in the system,
through this the attacker can steal the session information of a valid user or worse
it can be used to plant remote administration tools (RATS) for example Metasploit
can be used to perform the same, resulting in the compomisation of the application
server. The detailed process of the explotination of this vulnerability is discussed
in the previous sections r.g 4.2.3.1
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5.2.3.1 Possible Mitigation Measures

One of the most primary measure to mitigate this type of attack is to encode
HTML character on the ip/op strings. HTML encoding converts HTML characters
(e.g., < and >) into their respective character entities. This helps to prevent HTML
injection attacks by treating user-submitted data as plain text rather than HTML
code.

It is recommended to used safe APIs that are proven to be resilient to this
type of attacks for example For example, textContent, innerText, methods built in
javascript are safe to use. These APIs display information as is, without extracting
code. Although These APIs have restrictions for example HTML tags are shown
as pure text, preventing their intended interpretation. To disable JavaScript code
within untrusted data, the auto-escape approach with escaping modifiers can be
used.

Another method that can be implement Content Security Policy (CSP). CSP is
a security feature that allows websites to control which sources can load resources
including JavaScript, CSS, and pictures. CSP allows websites to prevent the exe-
cution of harmful HTML code injected into the page.

Implementing proper Input validation and input sanitation method for each
input and output. This can greatly help avoid HTML injection attacks, blocking
the submission of harmful HTML code in the payload.

5.2.3.2 Mitigation Measures Taken

For this use case, the affected component is identified that is the success and
failure transaction screens. Both the components are checked for the cause of the
issue, the cause is identified and proper validation checks are incorporated which
encodes the HTML codes in the string into UTF-8 encoded equivalent, hence the
code as a whole is not executed which mitigates other other escalated attacks for
example XSS.

5.2.4 Insecure Cookie Attribute Configuration

During the initial security assessment it was observed that in the application,
the session cookie and access-token-cookie generated by the application, has the
HTTP-only and secure as false, this causes the cookies to be exposed by client-side
JavaScript and the cookies are transmitted as plain-text as secure attribute is not
set. This escalates the risk of session-hijacking attack and potential exposure of
critical credential e.g access-token used by the application that is needed for calling
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other services such as order processing service.

5.2.4.1 Possible Mitigation Measures

Primary measure that could be taken is to implement HttpOnly and Secure
cookie flags for session cookies and other auth-cookies (e.g access-token or JWT
cookie) to ensure session IDs are only transmitted over HTTPS channels and they
cannot be accessed by client-side script.

5.2.4.2 Mitigation Measures Taken

This is case, the primary measure is taken as explained in section 5.2.4.1 It was
ensured that proper cookies settings are put in place in server configurations. Also
proper configurations for setting required flags is enable for application functions
responsible setting cookies.

5.2.5 CORS Misconfiguration

During the assessment of the service it was observered that the server was able to
validate requests from any origin and deliver a successful response due to improper
validation of the Origin header. Using this vulnerability an attacker can send a
malicious request (i.e get user-data) via a web URL in control of the attacker and
capture the response sent by the destination web-server. This way the attacker
can access the responses sent by the compromised web-app through a 3rd party
malicious Web-application.

5.2.5.1 Possible Mitigation Measures

To mitigate this type of vulnerability it is crutial to make sure that For sensitive
web resources, specify the authorized origins explicitly in the Access Control Allow
Origin header i.e avoid the use of wild cards. Only trustworthy sites should be
allowed in the Access Control Allow Origin header. If the web url is public and does
not require authentication, such as an API endpoint, avoid dynamically reflecting
cross-domain request headers without validation.

5.2.5.2 Mitigation Measures Taken

In this case, to mitigate this type of attack, proper CORS configurations are
put in place at the web-server configuration. Putting wildcard at Access-Control-
Allow-Origin is avoided. Only known and trusted origins to the web server are
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included in the Access-Control-Allow-Origin flag at the service back-end server
configuration.

Figure 5.3: Example of CORS configuration preventing external origin attacks [Im-
age courtesy: D. Danelon, The complete guide to cors (in)security]

After adding recommended setting for Cross origin requests and whitelisting trusted
domain in the configuration, again tests were conducted by sending request from
arbitrary domains, and was observed that responses were rejected by browser throw-
ing CORS error, which was the expected behaviour, hence, how arbitrary origin re-
quests cannot be performed anymore by any attacks. Hence, the issue was decided
to be closed.
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Conclusions

In this project work, A payment service developed for an enterprise commerce plat-
form following requirements set by relevant stakeholders. Initially, prototype of the
system is presented for to demonstrate the basic requirements of the system, follow-
ing that development, coding and testing is done on top of the prototype to build a
working system following SDLC process involving stakeholders. After that security
assessment is performed on the payment service. Following the assessment result,
discovered vulnerability are discussed, mitigation measures are discussed and finally
mitigation measures are taken and vulnerable components are redeveloped following
recommended practices. As a result, processing of large online transactions were
enabled in the platform, previously online offline transactions was possible. This
made, the whole process of ordering products, payments processing ware made easy
for the user base. The main aim of this study and development is to better un-
derstand enterprise applications especially e-commerce platforms that caters to a
large user base and understand best security practices followed for a secure and
scalable systems in large enterprises. The results of security assessments and found
vulnerabilities are some of the most common web application security vulnerabil-
ities exploited by attackers. therefore, the recommended mitigation measures and
best practices discussed in this study can be applied in development of e-commerce
platforms or web applications which could be solid foundation for following best
practices in the development process. It is to be noted, although extensive studies
are done in the field of cyber-security of web applications, and various vulnerabil-
ities of web applications are thoroughly researched, this study builds off of these
knowledge base to apply them into a practical development environment and dis-
cusses the results of the findings. Hence, this study could act as an addition to
the existing knowledge base and be a good reference for development and following
good practices of web application and web application security testing.
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6.1 Limitations of Current Work

For this project work, the scope of development is only the payment service of
the whole e-commerce platform, the same is applied for the security assessment of
that is only the payment service was considered as the primary scope for security
assessment. Other components and services of the platforms is not considered
during in this study although the security of an applications is dependent on not
only on one service but the whole platform, for an e-commerce platform a through
assessment of the whole platform is necessary because of the scale of the platform,
there can be vulnerabilities found in many services throughout the platform.

6.2 Scope for Improvements

In future, this work can be extended to consider a whole e-commerce platform,
following development, security assessment can be performed to consider the whole
platform. Also in this study, some of the most common security risks are discussed,
for example OWASP top 10 security risks. But in future, a more detailed assessment
can be performed in order to consider some less common but important security
risks for example remote code executions(RCE), crypto-jacking, LFI, RFI, kernel
exploits etc.From the comprehensive studies can lead to the development of more
generic mitigation techniques and procedures for development of secure platforms.
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Appendix-I

In this Chapter the the practical overview of the payment system is displayed, using
some example requests made to the system and screen-captures are displayed. This
chapters also describes all the screens of the payment service for an example payment
link, including success and failure pages after success or failure of payments.

A.1 Screens of the Payment Service

The user uses a payment link to get to the main payment page, the main payment
screen is displays the order information, total amount, dealer info, etc.

Figure A.1: Initial payment screen on request to payment-link
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On clicking pay now, user is presented with a new screen where the user has the
option to pay Online or pay using Offline methods that is pay after delivery. This
screen is displayed in the figure below.

Figure A.2: User redirected to next screen on clicking pay now

On selecting, offline payment, an order is registered against the user and the relevant
order-id, the user can complete payment on receiving the ordered products. But
selecting Online options, the user is redirected on to the payment gate-way.

Figure A.3: Payment gateway for online payment

On completions of a transaction, the response sent by the gate-way is sent to the
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payment service, where the response is processed and the user is redirected to
the success or failure screen based on the transactions response. E.g for a failed
payment, the user is redirected to failure screen.

Figure A.4: Fail screen on a failed transaction

For a successful payment, the user is redirected to the success screen as described
in the figure A.5.

Figure A.5: Success screen on a successful transaction
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A.2 Sample Code Snippets

Below are some code snippets used in development of different components in
the payment system of the e-commerce platform.

Figure A.6: Code snippet of payment gateway integration

Figure A.6 presents a code snippet for integration of payment gateway (PayU)
into the e-commerce platform. The service has key and salt that are decided between
the service and the gateway, it fetches order details from other endpoints of the
service and use this information to construct the payload to be sent to the gateway
with hash calculated using key, salt and other information. The hash is calculated
using the order data i.e order payload along with the key and salt using an algorithm
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decided by both parties which is in this case the payment service and the payment
gateway provider.

Figure A.7: Code snippet of integrity check of response from payment gateway
(Client side)

Figure A.7 presents a code snippet for response integrity check function that
checks the responses that comes from the payment gateway to the client i.e the the
e-commerce platform in this case. it checks the hash sent with the response with
the hash calculated with response payload and the salt that is a secret between the
client and the payment gateway service.
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Figure A.8: Code snippet of getting order data using orderId and access token

Figure A.8 presents a code snipped this is used in the payment service to fetch or-
der details using the order id fetched from the request parameters At initial payment
page, total payable amount is displayed from all the orders placed, this information
is fetched from the order ID through a part of the back-end code provided in this
snippet. All requests to the cart service are to be made an access token for security
as it is a critical endpoint.
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Figure A.9: Code snippet of success screen along with response validity check

In Figure A.9 a code snippet is presented which is used in the success screen
component. It takes the response from the payment gateway as input, depending
on the response, it renders the success screen. Hence, the response integrity check
is required to mitigate any tampering attack between the gateway response and the
payment service. In this snippet and and previous snippet A.7 the response validity
check is presented.
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Figure A.10: Code snippet of failure screen along with response validity check

In Figure A.10 a code snippet is presented which is used in the failure screen
component. It takes the response from the payment gateway as input, depending
on the response, it renders the failure screen.
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