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Abstract

This report focuses on the enhancement of the MulVAL tool, which is used to create attack graphs
that highlight potential security vulnerabilities in network systems. The primary aim of this project
was to modernize MulVAL by updating outdated components and making it more user-friendly with
current technologies. The switch from the old XML format to the more modern JSON format for
handling vulnerability data was implemented. Additionally, the MySQL controllers were updated
to be compatible with newer versions of the database, and the old Java modules were replaced with
more efficient Python scripts.

To further improve MulVAL, the Autopentest-DRL repository was integrated. This integration
aimed to enhance the process of generating inputs for MulVAL by using Nmap, a powerful tool for
detailed network scanning and vulnerability assessment.

A user-friendly interface was developed as a key part of this project. A web server and scanner
using Flask for backend processing, along with a simple launcher using Tkinter, were created. This
new interface allows for the easy uploading of scan results, the generation of attack graphs, and their
viewing through a web browser, making complex security analyses more accessible and practical.

These improvements have significantly modernized MulVAL, ensuring its relevance and effec-
tiveness for contemporary cybersecurity challenges. Detailed and automated security analyses can
now be performed by the updated tool, providing robust and versatile resources for cybersecurity
professionals. Future work will focus on further automating the input generation process, incorpo-
rating additional security tools, and enhancing the user interface to cater to a wider range of use
cases and user skill levels.

Overall, the necessity of continuously updating cybersecurity tools to keep pace with evolv-
ing threats is emphasized by this project. The enhancements made to MulVAL demonstrate its
increased robustness and versatility, making it a valuable tool for advanced security analysis.



Chapter 1

Introduction

1.1 Background

Network security is the cornerstone of a healthy digital world. It’s the shield that protects computer
networks from unauthorized access, ensuring the confidentiality, integrity, and availability of data.
Strong network security safeguards sensitive information like financial records, personal details, and
intellectual property. Network breaches can be devastating, costing businesses significant sums in
data recovery, legal fees, and reputational damage. Robust security minimizes these risks. Cyber
attacks can cripple a network, hindering access to critical resources and applications. Network
security keeps operations running smoothly, preventing costly disruptions. Consumers value com-
panies that take data privacy seriously. Effective network security demonstrates a commitment to
protecting customer information and builds trust. Network security is the cornerstone of a healthy
digital world. To achieve this security, organizations adopt a layered defense strategy, a combina-
tion of various tools and techniques working together. This strategy includes access control, which
acts as a gatekeeper restricting access to network resources based on user permissions. Strong
passwords, multi-factor authentication, and user access controls are key components of this access
control layer. Firewalls act as a barrier between the trusted internal network and the wild west
of the internet. These firewalls filter incoming and outgoing traffic, allowing only authorized com-
munication to flow through. Software protectors, including antivirus and anti-malware software,
safeguard devices from malicious software that can steal data or disrupt operations. Encryption
scrambles data with a secret code, protecting sensitive information during transmission and storage.
This ensures that only authorized users can access the information. Clear guidelines are crucial
for user behavior. Security policies and procedures educate users on password management, data
handling practices, and reporting security incidents. Network segmentation strengthens security
by dividing the network into smaller zones. If one segment is breached, the damage is contained,
minimizing the impact on the entire network. Regularly identifying and addressing weaknesses in
network devices, operating systems, and applications is vital for vulnerability management. This
includes installing security patches and updates promptly.



1.2 Contribution of the Project

The project involves improving and customizing the MulVAL (Multi-host, Multi-stage Vulnerability
Analysis) framework to better meet today’s cybersecurity needs. The contributions are varied and
have greatly enhanced the tool in several important ways

1. Transition to Modern Data Formats

e One of the primary contributions was addressing the transition from the discontinued
NVD (National Vulnerability Database) Vulnerability XML Feed to the JSON format.
This required a comprehensive overhaul of data handling processes to ensure compati-
bility and efficiency in vulnerability data processing.

2. Adaptation of Controllers and Frameworks

e The project adapted MySQL controllers and XML frameworks to accommodate newer
versions, ensuring that the system remains compatible with the latest technological stan-
dards and maintains its performance.

3. Python Integration

e Legacy Java modules were replaced with Python scripts, which streamlined the input
generation process. This not only enhanced the efficiency of the system but also simplified
the maintenance and further development of the tool.

4. Integration with Autopentest-DRL

e The integration of the Autopentest-DRL repository revolutionized the approach to in-
put generation by utilizing Nmap for comprehensive network scanning and vulnerability
assessment. This integration significantly reduced dependencies and facilitated the au-
tomation of input template generation, improving the overall workflow.

5. Development of a User-Friendly Tool

e A key contribution was the development of a user-friendly tool combining a web server
and scanner. The tool, which incorporates a Tkinter-based launcher and debugging
console along with Flask for backend processing, allows users to upload scan results,
generate attack graphs, and visualize them through a web interface. This development
made complex security analysis more accessible and practical for users.

6. Enhancement of MulVAL’s Usability and Efficiency

e The project added the Autopentest-DRL repository’s topology generator for input tem-
plates and created a user-friendly interface. These improvements allow users to perform
detailed network scans, create comprehensive attack graphs, and easily visualize vulner-
abilities, significantly enhancing the tool’s usability and efficiency.

7. Laying a Foundation for Future Development



e By updating older systems and integrating modern technologies, the project has estab-
lished a strong base for future enhancements of MulVAL. The groundwork laid out offers
numerous opportunities for further development, such as better automation of input
generation, addition of more security tools, and continuous improvement of the user
interface to support a broader range of use cases and user skill levels.

Overall, this project has not only ensured the continued relevance and effectiveness of MulVAL
in the rapidly evolving field of cybersecurity but also demonstrated the importance of continuous
improvement and adaptation of cybersecurity tools to meet modern challenges.

1.3 Outline of the Project Report

Chapter 1 - Introduction : The introduction briefly outlines the project’s goals, objectives,
and provides a roadmap for the content covered in subsequent chapters.

Chapter 2 - Related Works : A review of existing research and relevant projects is
presented to support the project and establish its context.

Chapter 3 - The MulVAL Tool :A detailed explanation of the MulVAL tool, its function-
alities, and its importance to the project is provided.

Chapter 4 - Autopentest-DRL : An in-depth examination of Autopentest-DRL and its
role in recovering input generation for MulVAL is offered.

Chapter 5 - Customization of MulVAL : This chapter highlights the project’s advance-
ments, from generating inputs for MulVAL to creating attack graphs with MulVAL, all ac-
complished through an all-in-one tool.

Chapter 6 - Conclusion and Future Work : The concluding chapter provides a summary
of the project’s achievements, emphasizing how effectively the solution addresses the initial
problem statement. It delves into potential areas for future development, and identifies a
range of opportunities for further advancement within the domain.



Chapter 2

Related Works

2.1 Attack Graph

Concept and Importance

Attack graphs are crucial in cybersecurity for visualizing and understanding potential attack paths
within a network. These graphs represent the relationships between different network components
and vulnerabilities, allowing security professionals to identify weak points and prioritize defenses.
An attack graph typically comprises nodes and edges. [7]

e Nodes:
Represent system elements such as devices, hosts, or applications. They also include infor-
mation about vulnerabilities and network services.

e Edges:
Depict potential attack paths that an attacker could exploit to move from one node to another,
ultimately achieving their malicious objectives.

Applications and Benefits
Attack graphs are instrumental in various cybersecurity tasks, including[7] -

e Vulnerability Assessment: Identifying and visualizing vulnerabilities in a network.
e Risk Analysis: Assessing the potential impact and likelihood of different attack paths.
e Security Planning: Informing the design and implementation of security measures.

Examples and Tools
Several tools and frameworks utilize attack graphs for security analysis [8]

e MulVAL (Multi-host, Multi-stage Vulnerability Analysis): A widely used tool for
generating attack graphs, which is the focus of this project. MulVAL uses logical rules to
deduce possible attack paths based on input data about network configuration and known
vulnerabilities.

e NetSPA (Network Security Planning Architecture): Another tool that generates at-
tack graphs to evaluate network security.



user((0)

trust(0,1)

0.1

\e

/

user(1)

0.6

d
t

trust(0,2) trust(1,2)

0.7

4
4

user(2)

root(2)

Figure 2.1: Sample Attack Graph[17]

2.2 Logical Attack Graph

Logically speaking, attack graphs have a straightforward structure. They begin with actuators
(A1, A2, A3 in Figure 2.2). These actuators establish various conditions (cl, ¢2, ¢3, ¢4 in Figure
2.2). When these conditions are satisfied, they open up exploit regions (el, €2 in Figure 2.2).
These exploits can either be the attacker’s ultimate goal or can generate new conditions, leading to
additional, more complex attack paths. [16]

e Configuration Nodes (Rectangles) : Represent different states or configurations of the
system. These states can include both secure and compromised conditions, reflecting the
various configurations of software, hardware, and network settings.

Example : A configuration node might represent a state where a particular software version
is installed on a server.

e Exploit Nodes (Ovals) : Indicate the specific actions or exploits that can transition the
system from one state to another. These actions usually represent known vulnerabilities and
the methods used to exploit them.

Example : An exploit node could represent the execution of a buffer overflow attack on a
specific service.

e Privilege Nodes (Diamonds) : Depict the levels of access or privilege that an attacker can



gain by exploiting vulnerabilities. These nodes show how an attacker’s privileges escalate as
they move through the attack graph.
Example : A privilege node might represent gaining administrative access to a database.
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Figure 2.2: Sample Logical Attack Graph [9]

Applications of Logical Attack Graph

e Security Posture Assessment : Evaluate the overall security posture of a network by
identifying potential weaknesses and vulnerabilities.

e Incident Response : Use the graph to understand attack patterns and develop effective
incident response strategies.

e Penetration Testing : Aid penetration testers in identifying and prioritizing potential at-
tack vectors.

e Security Training : Use as a tool for training security professionals by providing realistic
attack scenarios.

Benefits of Logical Attack Graphs

e Clarity and Structure: Logical attack graphs provide a clear, step-by-step representation
of attack sequences, making it easier to understand complex attack strategies.

e Predictive Analysis: By modeling potential attack paths, security professionals can predict
possible future attacks and take proactive measures to mitigate them.

e Comprehensive Security Planning: Logical attack graphs help in identifying all possible
attack vectors and the conditions required for each, facilitating thorough security assessments
and planning.

e Prioritization of Defenses: Understanding the logical flow of attacks allows for prioritizing
defense mechanisms where they are most needed, focusing on breaking critical attack paths.



Chapter 3

The MulVAL Tool

3.1 History and Introduction

The MulVAL tool is developed at Princeton university by Xinming Ou and Sudhakar Govindava-
jhala and Andrew W. Appel.

It is been in development since late 2010 and last updated on 2015. We can see this information
in risksense’s(The original MulVAL repository) github account.[5]

Primarily the MulVAL is designed to take observation of Nessus / Oval Scan. Both the scans
provide in detail information about any given network, about hosts and all the ports, application
connecting to the internet, if any known vulnerabilities is there exists, it also reports.

MulVAL is primarily written in Prolog, a logical programming language. The core component
responsible for generating attack graphs functions independently and does not require additional
utilities. However, this component relies on an input file formatted in a specific language. This file
contains crucial information about the network, including hosts, applications, and vulnerabilities.

To generate the curated input file required by MulVAL for attack graph generation, additional
utilities are necessary. The currently listed tools include MySQL 5.1 (an older version of a MySQL
database management system), dom4j XML framework for Java 1.6.1 (an older version of a Java
library for processing XML data), and National Vulnerability Database XML vulnerability feed
1.2.1 (an older version of an XML data feed used for input generation).

The development of the tool stopped in early 2015 and has not been updated since.[5] Con-
sequently, the component responsible for generating input for MulVAL needs to be updated or
customized to leverage current industry-standard utilities.

3.2 Modules and Dependencies

MulVAL isn’t a monolithic tool. Instead, it leverages a collection of interoperable modules to achieve
its functionality. Understanding these modules and their dependencies is crucial for effectively using
and potentially extending MulVAL.

e Modules

— Input Generator
This module creates input templates specifically designed for MulVAL, based on Nes-



sus/Open Vulnerability Assessment Language (Oval) security scan results of a network. [5]
nessus-translate.sh, oval-translate.sh - scripts are used for Input Generation

— Attack Graph Generator
Core module responsible for constructing an attack graph based on the refined input file
produced by the Input Generator.
graph-gen.sh - scripts are used for Attack Graph Generation[5]

e Dependencies

— Internal Dependencies

G++ Compiler - for running C++ scripts.

JDK - for running pre-compiled Java scripts.

Flex and Bison - for parsing text data into structured data.

dom4j XML Framework - for parsing XML data and gathering information.
Git - for cloning and patching MulVAL repositories.

tezlive-font-utils - for enabling Graphviz to utilize various fonts.

N S CHE R

zutils-dev - for general-purpose operations, especially on Debian distributions.
— External Dependencies

* XSB Logic Framework - for logic programming and inference.

x NVD Vulnerability Feed - for Getting new vulnerability information.

* Graphviz - for generating visual graph.

* MySQL - for storing all the updated vulnerability information locally.

3.3 Core

MulVAL combines a Datalog engine for modeling network element interactions with XSB Prolog,
a logic programming environment.[10] This allows MulVAL to reason about security rules and gen-
erate potential attack paths. Those attack paths information are generated into log data (i.e dot
file, txt file). Those logs are further processed to generate a attack graph in PDF format. An open
source graph visualization software called Graphviz is used.[18]

The logic engine cares about the following clauses:
e Network Topology : How hosts are interconnected within the network.

e Host Profile : Information about IP(s), Subnet Mask, Default Gateway, Open Ports (pro-
tocol, and number), Services (on each port), Operating System (version, and distribution).

e Vulnerability Definitions : Vulnerabilities are typically identified from the National Vul-
nerability Database (NVD) and supplemented by network scans using tools like Nessus, Open
Vulnerability Assessment Language (OpenVAS), and Nmap.

e Security policies : It defines the conditions for vulnerability exploitation based on current
network configuration, connectivity, and other security factors.[18]



e Interaction Rules Interaction rules are defined in the logic engine. These Datalog-based
rules act like a condition check for attack scenarios. Instead of focusing on specific vulner-
abilities, they describe general attack methods like Trojan horses. This adaptability allows
MulVAL to handle new vulnerabilities without constant updates. The rules also consider
factors like privileges, network access, and exploited services to reason about how different
exploit types can be chained together into a successful attack sequence.[18]

3.4 Process Overview
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Figure 3.1: Flow Chart of MulVAL’s Internal Process[20]

MulVAL’s internal Process flow is briefly described below.
e TTPs (Tactics, Techniques, and Procedures)

— Tactics : The high-level descriptions of the behaviors or strategies used by adversaries.[19]

— Techniques : Specific methods used by adversaries to achieve their tactical goals. [19]
e Known Vulnerabilities

— Common Vulnerability and Exposures (CVEs) : A list of publicly known cyber-
security vulnerabilities and exposures, which are used as input for identifying potential
security issues in the infrastructure.[11]

e Infrastructure Components

— Network Configuration : The setup of network devices and connections within an
organization’s infrastructure.



— Service Configuration : The settings and options for various services running on the
network.

— Accounts : User and service accounts that can be potential targets for adversaries.

— Installed Software : Software applications and systems installed in the infrastructure,
which may contain vulnerabilities.

— Principals : Entities (users, systems, or processes) with certain permissions within the
network.

— Data Bindings : Relationships and interactions between different data points and
components in the system.

e Security Policy : Defines rules and guidelines to protect the organization’s assets and
manage security risks.

¢ MulVAL Reasoning Engine

— Input - Facts

x Collects data from the infrastructure, known vulnerabilities, and security policies to
create a knowledge base.[14]

— Processes

* Adversarial Behavior: Rules that simulate potential attacker behaviors and ac-
tions based on TTPs.[14]

+ Environment Rules: Rules that describe how different components of the infras-
tructure interact and how vulnerabilities might be exploited.[14]

e Logical Attack Graph

— Components :
+x Fact Node (F) : Represents known facts about the system, such as existing vul-
nerabilities or configurations.
* Action Node (A) : Represents actions taken by an adversary, such as exploiting
a vulnerability or gaining access to a system.
x Privilege Node (P) : Represents the level of access or control gained by an adver-
sary through their actions.

— Output :
x The MulVAL Reasoning Engine processes the input facts using the defined rules to

generate a Logical Attack Graph, which visualizes potential attack paths and the
progression of adversarial actions through the infrastructure.

3.5 Input Generator

While the core component of MulVAL focuses on attack graph generation, a crucial companion
tool exists: the Input Generator. This tool analyzes scan results from tools like Nessus, OpenVAS,
and Nmap to generate input templates specifically tailored for MulVAL. The generation process
involves a sequence of processing steps and actions.[5]

The Input Generator has two way processing of Scan results (different for Nmap)

10



e Step 1: Orchestration with Bash Script
An internal Bash script acts as the conductor. It initiates the data collection process, by
triggering dedicated Java modules to do the following.
e Step 2: Data Collection and Processing with Java Modules
The dedicated Java module serves as the workhorse. It connects to two key data sources:
— Internal MySQL Database: This database presumably stores vulnerability data rel-
evant to the specific environment.
— National Vulnerability Database (NVD): This external database provides access
to a broader range of publicly known vulnerabilities.
e Step 3: Generated Clauses for MulVAL

After Scans are done and collected

— The system parses scan results stored in XML format into a structure that the architec-
ture can understand.

— After extracting vulnerability information, the system maps it to the National Vulnera-
bility Database to retrieve additional details about the vulnerabilities through MySQL.

— The cumulative information is used to generate the input file in Datalog format.

& inputP
attackerLocated(internet).
attackGoal(execCode(workStation,_)).

hacl(internet, webServer, tcp, 80).

hacl(webserver, _, _, _).
hacl(fileserver, _, _, _).
hacl(workstation, _, _, _).

hacl(H,H,_,_).

/* configuration information of fileServer */
networkServiceInfo(fileServer, mountd, rpc, 100805, root).
nfsExportInfo(fileServer, '/export', _anyAccess, workStation).
nfsExportInfo(fileServer, '/export', _anyAccess, webServer).
vulExists(fileServer, vulID, mountd).

15 vulProperty(vulID, remoteExploit, privEscalation).
localFileProtection(fileServer, root, _, _).

/* configuration information of webServer */
VulExists(webServer, 'CAN-2002-8392', httpd).
vulProperty('CAN-2002-0392', remoteExploit, privEscalation).

networkServiceInfo(webServer , httpd, tcp , 80 , apache).

/* configuration information of workStation */
nfsMounted(workStation, '/usr/local/share', fileServer, '/export', read).

Figure 3.2: Sample input of readily available 3host test case from MulVal repository

3.6 Attack Graph Generation

The system operates using a critical bash script called ”graph-gen.sh” as its core functionality.
This script is designed to analyze input files according to predefined interaction rules and subse-
quently produce an AttackGraph.txt file. Within this generated file, users can find comprehensive

11



details regarding various system components such as nodes, encompassing attacker information,
host specifications, network services, vulnerabilities, and rules, along with delineated attack paths.

Additionally, users have the option to visualize the attack graph by specifying certain arguments
(-v -p) when executing the script. This visualization process entails the conversion of the Attack-
Graph.txt file into an AttackGraph.dot file. Subsequently, the GraphViz extension within MulVAL
utilizes this dot file to generate a PDF document illustrating the visual representation of the attack
graph. It’s worth noting that MulVAL primarily generates the AttackGraph.dot file which contains
relevant information for generating a visual, which is then utilized by Graphviz for the creation of
the visual attack graph.[5]

® AttackGraph.dot
digraph 6 [

1 [label="1:execCode(server 192 168 1 1,dnsmasq):e",shape=diamond];
RULE 2 (remote exploit of a server program):@”,shape=ellipse];
netAccess(server_192 168 1_1,tcp,53):0",shape=diamond];
RULE 6 (direct network access):0",shape=ellipse];
hacl(internet,server_192 168 1_1,tcp,53):1",shape=box];
attackerLocated(internet):1", shape=box];
networkserviceInfo(server 192 168 1_1,domain,tcp,53,dnsmasq):1",shape=box];
vulExists(server 192 168 1 1,'CVE-2020-25681",domain,remoteExploit,privEscalation):1",shape=box];
RULE 2 (remote exploit of a server program):@”,shape=ellipse];

a5

45
3;
2;
2;
2;
1;
9;
9;
9;
1;

Figure 3.3: AttackGraph.dot file Generated by MulVAL

Description of Nodes : In real network a lot of node structures are used, but via the inter-
action rules present, the following are the most found in Graph Data.

hacl(location, host, protocol, port) : The function defines a host access control list
within a network for a specific device’s location. The location parameter specifies where the
device is active on the network. The host parameter identifies the device using its IP address
or hostname. The protocol and port parameters further define the type of application and
communication channel allowed for access. More information regarding the permitted network
services is provided in the subsequent networkserviceinfo clause.

attackerLocated(location) : The function defines the current location of the attacker.

RULE number (Rule Name) : This clause depicts the exploitation rule to define paths
(if it exists) and descends to the local child node. Rules are integral part of interaction rules
written in the Datalog model of MulVAL.

netAccess(host, protocol, port) : Information about the host if expoNsed to the internet
via net access. Application causing this phenomenon is using the mentioned protocol and
port.

networkServiceInfo(host, service, protocol, port, application) : This clause defines
hosts with application that is running on given protocol and port utilizing the service.

12



e vulExists(host, vulnerability-id, service, attack type, accesstype) : This is the most
important clause in stating which vulnerability exists with which attack type and access type
on what service.

e execCode(host, permission/account) : This defines if custom code can be executed using
the account permission on the host.

**All nodes are not described.**

Figure 3.4: Attack Graph Generated from readily available 3host test case from the MulVAL
repository

3.7 Extension

Expanding MulVAL’s reach is crucial for enhancing cybersecurity. By adapting it to more areas,
we can identify and address vulnerabilities across diverse systems. MulVAL’s robust structure and
intelligent programs make it essential for protecting our digital assets from cyber threats.

Adapting MulVAL to handle evolving threats ensures we remain prepared against increasingly
sophisticated attacks. This makes MulVAL invaluable in the cybersecurity field, aiding in problem
detection and informed decision-making.

In essence, MulVAL is a vital tool for cybersecurity professionals, helping maintain vigilance
and resilience against cyber dangers.
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Chapter 4

AutoPentest-DRL

4.1 Motivation

In the early phase of researching MulVAL, significant challenges with input generation due to
outdated dependencies were encountered. It became evident that a new approach was necessary.
During an exploration of GitHub forks, issues, and threads, AutoPentest-DRL was discovered, a
project where a group of developers devised their own method for generating input templates for
MulVAL.

Recognizing the potential of their approach, efforts were made to integrate their methodology
into the application. However, given that their objectives differ somewhat, extensive rework of
their solution is required. Despite these differences, their research has already provided signifi-
cant insights, and it is believed that it will propel the research forward by a considerable margin.
The remaining tasks are being meticulously planned to ensure a robust and efficient solution for
generating attack graphs.

4.2 About

AutoPentest-DRL is an advanced automated penetration testing framework that leverages Deep
Reinforcement Learning (DRL) techniques. It is designed to identify the most effective attack
paths for a given logical network and execute penetration testing attacks on real networks using
tools such as Nmap and Metasploit. Developed for educational purposes, AutoPentest-DRL allows
users to study penetration testing mechanisms and understand various attack strategies.|[1]

This innovative framework is developed by the Cyber Range Organization and Design (CROND)
NEC-endowed chair at the Japan Advanced Institute of Science and Technology (JAIST) in Ishikawa,
Japan. The framework receives user input regarding a logical target network, including vulnerabil-
ity information. Alternatively, it can use Nmap for network scanning to detect actual vulnerabilities
in a real target network with a known topology. The MulVAL attack-graph generator is utilized
to determine potential attack trees, which are then simplified and fed into the DRL engine. The
resulting attack path can be studied to understand attack mechanisms across various logical net-
works. Additionally, this attack path can be executed on a real target network using penetration
testing tools such as Metasploit.[12]
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4.3 Dependencies

AutoPentest-DRL leverages several key dependencies to ensure robust and efficient automated
penetration testing.

Deep Q-learning Network (DQN)[13] : Central to AutoPentest-DRL’s architecture, the
DQN algorithm enables the framework to identify and prioritize optimal attack paths based
on the highest expected rewards. This reinforcement learning approach is particularly suitable
for navigating complex attack scenarios.

Nmap : This powerful network scanning tool automatically detects vulnerabilities in the
target network. Nmap’s scanning results provide crucial data on open ports, available services,
and potential vulnerabilities, which are essential inputs for the attack planning process.

MulVAL : A security analysis tool that constructs attack trees from the vulnerability data
obtained by Nmap. These attack trees are then converted into a matrix form that can be
processed by the DQN Decision Engine. This engine calculates the optimal attack path based
on the provided network and vulnerability information.

Metasploit Framework[13]: Used for executing the calculated attack paths. Through its
Remote Procedure Call (RPC) API, Metasploit receives commands from the DQN Decision
Engine and performs the actual penetration testing on the target systems. This integration
allows for seamless execution of exploits, payload delivery, and post-exploitation activities.

Topology Generator[13] : Creates diverse network topologies, enhancing the training
model’s adaptability. This component ensures that the DQN model is trained on a variety of
network structures, improving its performance in different environments.

Depth-First Search (DFS) Algorithm[13] : Used to simplify the matrix representation
of attack paths. This optimization makes the data more manageable for input into the DQN
model, enhancing the efficiency of pathfinding.

4.4 How It Functions

Autopentest-DRL offers users the flexibility to conduct testing in two distinct environments:

Real Network

Logical Network

For the purposes of the problem statement, the focus will be solely on Real Network operations.

Steps :

— Network Scanning and Consolidation Results Using Nmap (Autopentest-DRL Scripts)
— Decoding and Vulnerability Extraction (Autopentest-DRL Scripts)

— Topology Generation (Deep Reinforcement Learning)

— Vulnerability Integration into Topology (Metasploit Framework)

— Processing for MulVAL Input (Autopentest-DRL Scripts)
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Figure 4.1: Flow Chart of Autopentest-DRL Logic[4]

4.5 DRL - Deep Reinforcement Learning

Deep Reinforcement Learning (DRL) combines the strengths of deep learning and reinforcement
learning to handle complex decision-making tasks. In reinforcement learning, an agent learns to
make decisions by interacting with an environment to maximize cumulative rewards. Deep learning
uses neural networks to process large amounts of data and recognize patterns. When combined,
DRL enables the agent to manage high-dimensional state spaces and learn sophisticated policies.[3]

Autoppentest-DRL applies DRL to automate penetration testing, which is the process of simu-
lating cyberattacks to identify vulnerabilities in a system. By modeling the pentesting environment,
including network configurations and potential vulnerabilities, a DRL agent can learn various attack
strategies through simulation. The agent receives rewards for successful exploits and penalties for
detection, refining its techniques over time. This automation enhances efficiency, scalability, and
adaptability, allowing for continuous and effective vulnerability assessment in complex networks.[4]

Reward r
Agent
Action
Slgltc a Environment
Parameter 8

Observation State S

Figure 4.2: DRL Logic[15]
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4.6 Autopentest Topology

Autopentest topology involves the organized setup of network components and configurations de-
signed for automated penetration testing (pentesting). This topology replicates real-world network
environments, including servers, routers, firewalls, and workstations, to create a realistic testing
ground for automated pentesting tools powered by Deep Reinforcement Learning (DRL).[2]

Key elements of the topology include systems with known vulnerabilities and misconfigurations
to serve as targets. Simulating common attack vectors such as SQL injection and cross-site scripting
(XSS) helps the tools refine their strategies. Additionally, incorporating security defenses like
intrusion detection systems (IDS) and firewalls tests the tools’ ability to evade detection.

Centralized control and monitoring systems manage the deployment of attack strategies, monitor
network responses, and collect data on the effectiveness of different attacks. This ensures efficient
and thorough testing, providing valuable insights into network security.|2]

Overall, an effective autopentest topology offers a scalable and realistic environment for auto-
mated pentesting, enhancing efficiency, reducing manual effort, and continuously improving as new
vulnerabilities and defenses emerge. The benefits of an effective autopentest topology are manifold.

attackerLocated(internet).
attackGoal(execCode(workStation2,_)).

hacl
hacl
hacl
hacl
hacl
hacl

internet, fireWall, , ).
)
webServer, fileServer, _, _).
workStation3, mailServer, _, _).
webServer, mailServer, _, _).
fileServer, workStation2, |, ).

fireWall, webServer,

/* configuration information of webServer */
vulExists(webServer, "{{CVE_Id_Webl}}', _).
vulProperty('{{CVE_Id_Web}}', remoteExploit, privEscalation).
networkServiceInfo(webServer, _, _, _, _).
nfsExportInfo(webServer, '/export', _anyAccess, fireWall)

/* configuration information of workStation2 */
nfsMounted(workStation2, '/usr/local/share', fileServer, '/fexport', read).

/#* configuration information of fiewWall */
vulExists(fireWall, ‘{{CVE_Id_Fire}}', _).
vulProperty('{{CVE_Id_Fire}}"', remoteExploit, privEscalation).
networkServiceInfo(fireWall, _, _, _, _J.

/* configuration information of fileServer */
networkServiceInfo(fileServer, _, _, , root).
nfsExportInfo(fileServer, '/export', _anyAccess, webhServer).
vulkxists(fileServer, "{{CVE_TId File}}', ).
vulProperty('{{CVE_Id_File}}", remoteExploit, privEscalation).
localFileProtection(fileServer, root, _, _).

Figure 4.3: Sample Topology from AutoPentest Repository[2]

It offers a realistic testing environment, ensuring that findings are applicable to real-world scenar-
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ios. The topology’s scalability allows it to handle large, complex networks, making it suitable for
enterprise settings. Additionally, the efficiency of automated tools significantly reduces the time
and resources required for manual testing. By supporting continuous learning and adaptation, the
topology helps maintain the relevance and effectiveness of automated tools as new vulnerabilities
and security measures emerge.

4.7 Interests

The research goal focuses on generating the input template to be used by MulVAL for attack graph
generation. Specifically, our interest lies in using Nmap as a new set of scan results for generating
this input. Additionally, we aim to leverage and customize the Python scripts used in AutoPentest
to integrate them into our tool.

Key dependencies include:

e Using Nmap for a New Set of Scan Results - We employ Nmap to perform network
scans, which provide detailed data on open ports, services, and vulnerabilities within the
target network.

e Replacing and Re-incorporating Nessus Scan Results - The process is adapted to
parse Nmap scan results instead of Nessus scan results, aligning with the new scripts utilized
by AutoPentest-DRL.

e Customizing Existing Python Scripts from AutoPentest - We tailor the existing
Python scripts from AutoPentest to suit our specific requirements. These modified scripts
process Nmap scan results and format them for MulVAL, ensuring smooth integration between
the tools.

4.8 Resolution

In the ongoing research to revamp MulVAL’s input generation module, AutoPentest plays a pivotal
role. Leveraging AutoPentest-DRL’s insights, we gain valuable understanding of automated pene-
tration testing methods, particularly in network scanning, vulnerability detection, and attack path
optimization.

The existing scripts in AutoPentest serve as a solid foundation for understanding the essential
mechanisms in generating accurate input templates for MulVAL. By analyzing and customizing
these scripts, we seamlessly adapt and integrate them into our research framework. This allows us
to utilize tools like Nmap for network scanning and Metasploit for executing attack paths, leading to
a more comprehensive and efficient approach to vulnerability analysis and attack graph generation.

Overall, AutoPentest serves as a guiding force in our efforts to enhance MulVAL’s input gen-
eration module. Through the utilization of its scripts and methodologies, we aim to uncover the
complexities of network security analysis and develop more robust cybersecurity solutions.
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Chapter 5

Customization of MulVAL

5.1 Goal Orientation

MulVAL, a powerful framework for generating attack graphs, has historically provided valuable
insights into potential system vulnerabilities. However, the project’s limited maintenance and
outdated dependencies have unfortunately relegated it to niche use cases. In this chapter, we
detail our efforts to breathe new life into MulVAL, addressing these challenges and enhancing its
capabilities for modern security analysis. We’ll discuss the specific problems encountered, such as
lack of updates for compatibility with contemporary systems and security standards, as well as
difficulties arising from reliance on unsupported libraries. We’ll then delve into the solutions we
implemented to overcome these limitations, ensuring MulVAL’s continued relevance in the ever-
evolving security landscape.

5.2 Outdated Dependencies

MulVAL generates an Attack Graph by accepting logic input in Datalog format. Its core function-
ality operates independently of external libraries, relying only on Graphviz for graph visualization
and utilizing bash and C for backend file processing to generate the Attack Graph. From logic
interpretation to final output processing, MulVAL operates seamlessly without dependencies on
additional foreign libraries. This can be confirmed by testing the 3host input.P that comes with
the MulVAL repository in attack graph generation[ Chapter 3 ].

The Input Generation process for MulVAL relies on various software and systems, each with
its specific challenges, Those challenges were faced one by one and solutions are proposed accord-
ingly:
e Problem 1 : NVD Vulnerability XML Feed v1.2.1
The 'nvd-sync.sh’ script in MulVAL is crafted to gather vulnerability data from the NVD web-

site. It then parses this information and transfers it into a local MySQL database. Java mod-
ules can subsequently access this database to retrieve the collected data whenever necessary.[5]

However, it expects the data to conform to the NVD Vulnerability XML Feed v1.2.1 format,
which was discontinued after 2019. Instead, it receives data in the newer NVD Vulnerability
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JSON Feed v1.0 format. This disruption impacts the retrieval of crucial information by
MulVAL in later stages of operation.[6]

Solution - A Python script has been created to download relevant JSON feeds and interpret
their contents to extract pertinent information. This information is then stored in the current
directory, ready to be utilized later for additional processing.

e Problem 2 : MySQL 5.1 Controller

The pre-compiled Java class files are optimized for MySQL 5.1, utilizing connection param-
eters tailored to its specifications. However, the newer MySQL 8.3 version employs signif-
icantly different connection parameters. Consequently, the Java module, configured for the
5.1 MySQL controller, proves ineffective with the newer version, rendering it unusable in this
context.

Solution - A Python script has been developed to mirror the functionality of the existing
Java module, but with adaptations to accommodate MySQL 8.3. This script parses the stored
XML feed data and inserts it into the local NVD database running on MySQL.

e Problem 3 : dom4j XML Framework for Java v1.6.1

The Java modules rely on the dom4j controller, specifically version 1.6.1, to parse XML-
formatted scan results. However, this version lacks compatibility with the latest scan result
formats, particularly those from Nessus/Oval, which have evolved over time. This issue is
particularly prevalent in parsing Nessus results, necessitating the replacement of the module
with a more up-to-date alternative.

Solution - To address the compatibility issue with the outdated dom4j 1.6.1 version, the
CLASSPATH has been adjusted to simulate the newer dom4j 2.1.4 version. Additionally, a
Python script has been developed to fully replicate the functionalities of the Java Module,
specifically focusing on parsing Nessus results at the time precedence. This ensures seamless
operation while accommodating the evolving format of Nessus results.

e Problem 4 : The XSB Logic framework

After significant preparation involving Java Modules and the MySQL NVD Database, another
roadblock emerged during the generation phase. Despite overcoming the previous challenge,
the execution of the Prolog code failed during input generation. Examination of the XSB log
revealed that the Logic framework failed to recognize the commands set for input generation.
Solution - Despite attempts to hot plug the Prolog code and adjust it to fit the current
environment, it continued to malfunction with XSB. Subsequent investigation revealed that
certain rule definitions were missing from the primitive rules, which likely contributed to the
failure.

Conclusions : Achieving functionality in input generation required extensive effort and restruc-
turing of old functionalities to align with newer technologies. However, navigating the challenges
posed by XSB and the absence of certain definitions in MulVAL proved to be particularly arduous.
As a result, exploration of Autopentest-DRL ensued, leading to the discovery of viable workarounds
to address the issues encountered.
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5.3 Customization of MulVAL Input Generation

The Autopentest-DRL repository has been instrumental in revolutionizing the approach to leverag-
ing topology-related mechanisms for MulVAL input generation. It has been discovered that utilizing
Nmap with custom scripts can obviate the need for reliance on the NVD database. This not only
reduces dependencies but also eliminates the necessity for XML and JSON parsers, as Nmap results
inherently contain vulnerability information, including CVSS scores when used with tools like 'vul-
ners.cse’ or other vulnerability database scripting engines. Similarly, the dependency on MulVAL’s
outdated bash script and the reliance on XSB for input generation have been terminated, marking
a significant advancement in the input generation process.

The application of Autopentest-DRL primarily focuses on stress testing artificial networks, lever-
aging Deep Reinforcement Learning (DRL) to regenerate topologies in response to failed attacks
while utilizing existing vulnerability information. While this application is indeed impressive, it di-
verges slightly from the original goal, which was to automate end-to-end input template generation.
While the Autopentest-DRL uses topology centric input generation, sometimes it fails to meet he
requirements during real network

To achieve automation in input template generation, three consecutive steps must be undertaken.
Following the Autopentest-DRL project, the Nmap tool was extensively leveraged in Input Gener-
ation Automation.

e To address the challenge of scanning one host at a time with Nmap and subsequently running
vulners on each of them, a Python script has been developed. This script is designed to scan
the network for alive hosts, execute vulners on each of them sequentially, and consolidate all
resulting information into a single output format. This consolidated data will then be stored
in one central location for further processing and analysis.

e With Nmap integrated with 'vulners.cse’ effectively supplying crucial vulnerability informa-
tion, encompassing details on hosts, open ports, services, and applications, the next phase
involves developing an Nmap Parser. This parser will be responsible for extracting the es-
sential information required for input generation, streamlining the automation process. The
parsed information is then stored in a mapper for subsequent use in input generation.

-_
o Invoke Vulners service
oS! Vulners g
Addresses Serpt

Vulnerability
database

Scan Application
Nmap P‘*f”“”“ Foil scen running on port
service of open po for vuinerability

Return
application info
with potential

vuinerabity info
for each open port

Figure 5.1: Nmap Scanner Workflow
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e Another script has been developed to utilize the information stored inside the mapper for
input generation. The logic of this script involves verifying the hosts and categorizing them
into the hacl clause along with their location, protocol, and port information. Additionally,
applications running on specific ports are added to the networkServiceInfo clause. All
identified vulnerabilities are then associated with the vulExists and vulProperty clauses.
However, a drawback of this script is that it requires manual input of the target host IP /name
to ensure successful input generation. By default, the script assumes that the attacker is
located on the internet.

e Another script has been developed to handle large networks using a curated engine while
scanning for all vulnerabilities. This script takes a parameter k, which determines the number
of vulnerabilities with the highest CVSS scores to consider. It then regenerates the attack
graph accordingly. In certain scenarios, the sheer volume of discovered vulnerabilities may
lead to an excessively large attack graph, complicating security analysis and tracking. To
address this issue, an option to specify the maximum number of vulnerabilities (max k) has
been incorporated. This allows the attack graph to be minimized, focusing only on the most
critical threats and simplifying the analysis process.

o Nessus output
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Tool

Scanner

Input file
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‘ Nmap T

=
scanner )frﬂun,_,, Z s /“
| =
| Nmap ouput
| parser
! | < J |
|

Logical Attack Graph

Figure 5.2: Tool Logic Diagram.

These logics are constructed based on the results obtained from Nmap scans, and subsequently, In
later stage Nessus scan results are also parsed into input generation. This comprehensive approach
ensures that both Nmap and Nessus scans contribute to the input generation process, enhancing
the overall effectiveness of the automation.
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5.4 User Interface (UI) and Technological Stack

To improve the user experience, all scripts needed to be combined related to input generation into
a single, user-friendly tool. This tool should cater to regular users with a simplified interface.

Functionalities : The tool will consist of two main components -

# Debugging Console X Launcher for Attack Graph Generator

Attack Graph Generator

!

Target :

Max Vuln : CIDR :

r proprietary software and cannot be scripted To run hers.
However, the UI accepts a Nessus scan to generate an attack graph.

Figure 5.3: The Main Tkinter Window.

Start Engine/Stop Engine controls the Backend server, Nmap Scan scans the current network,
Max Vuln specifies the number of vulnerabilities ordered by CVSS score, CIDR denotes Classless
Inter-Domain Routing for Scanning, and Target specifies the host for generating the attack graph.

e A Web Server : This component provides the standard web interface (UI) for users.

— Users can upload their scan results to the web server.
— The web server processes the uploaded data and generates an attack graph.
— Users can download the attack graph as a local file.

— The web UI also displays a preview of the attack graph for quick visualization.
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Home Client

Figure 5.4: Web UI landing page.

- The figure below shows the section where the user needs to upload the scan results.

Home Client Nessus Scan a Help  Contacts

Run using Nessus Scan

Run using Nmap Scan

Figure 5.5: Nessus and Nmap Scan Results Upload Section.
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e A Scanner : This component is responsible for network scanning. It utilizes Nmap for
network discovery and vulnerability identification.

# Debugging Console X Launcher for Attack Graph Generator - X

Attack Graph Generator

Start Engine Stop Engine
/

Max Vuln : CIDR :

Target :

Engine Already Running... ~

Engine Already Running...

Starting Nmap Scan...

CIDR not specified. Default CIDR(192.168.0.107/24) will be considered...

Max Vuln not specified. A1l vulnerabilities will be considered...

Target not specified. Default target(192.162.0.107), Curzent host will be considersd...

Scanning Network...

Found € Alive Hosts in the network...

Bosts Alive : 192.168.0.1,

192.168.0.107

Scanning for Vulnerabilities...

Seanning 192.168.0.1

Figure 5.6: Example of Nmap Scanning Implementation.

Supporting Technology : To create a visually appealing user interface (UI), we opted for a
combination of technologies:

e Launcher/Debugging Console : Python Tkinter was used to create a visual application
that includes a launcher for the web UI and backend server. An in-built console was also
incorporated to monitor the logs of ongoing functions.

e Front-end : HTML, CSS, and JavaScript - This industry-standard trio provides flexibility
and visual richness for the web interface.

e Back-end : Flask is a lightweight web framework commonly used in Python for building web
applications. It efficiently handles user interactions and server-side logic. It is extensively
used to handle the scripting and running MulVAL in the background.

- After scanning, on uploading the engine automatically runs MulVAL in the background, displays
the Attack Graph as a preview, and provides an option to download it.

Combining MulVAL Attack Graph Generation and Input Generation into a unified tool offers
practicality and simplicity. Generating attack graphs becomes effortless, eliminating the need for
scripting knowledge.
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Figure 5.7: Generated Attack Graph Preview.

Figure 5.8: A Sample Attack Graph

5.5 Roadmap

The Autopentest-DRL repository has significantly enhanced the automation of penetration testing
by revolutionizing the approach to generating inputs for MulVAL using topology-related mecha-
nisms. This process leverages Nmap with custom scripts, bypassing the need for dependencies on
external databases like the NVD, and eliminating the requirement for XML and JSON parsers.
Nmap results, enhanced with tools like 'vulners.cse’, provide comprehensive vulnerability informa-
tion, including CVSS scores, streamlining the process and reducing dependencies.

1. Network Scanning and Data Consolidation : To overcome the limitation of scanning
one host at a time, a Python script has been developed. This script scans the network for alive
hosts and runs the 'vulners’ script on each sequentially. The results are consolidated into a
single output format and stored in a central location for further analysis. This centralized data
collection simplifies the processing and ensures that all vulnerability information is readily
available.

2. Nmap Parsing and Data Mapping : The integration of Nmap with "vulners.cse’ effectively
supplies crucial information about hosts, open ports, services, and applications. The next
phase involves developing an Nmap parser to extract essential data for input generation. This
parsed information is stored in a mapper, facilitating the automation of input generation. The
mapper organizes data into actionable items required for generating inputs for the MulVAL
attack graph.

26



attackerLocated(internet).

attackGoal(execCode(server_192_168_1 1, )).

hacl(internet, server_192_168_1 1,
VulExists(server_192_168_1_1,

'CVE-2020-25681",

"tcp', 53).
'domain').

vulProperty('CVE-2020-25681", remoteExploit, privEscalation).

VulExists(server_192_168_1_1,

'CVE-2020-25682",

‘domain').

vulProperty('CVE-2020-25682"', remoteExploit, privEscalation).

networkServiceInfo(server_192_168_1_1,

hacl(internet, server_192_168_1 1,

networkServiceInfo(server_192_168_1 1,

hacl(internet, server_192_168_1_14,

networkServiceInfo(server_192_168_1_14,

hacl(internet, server_192_168_1_14,

networkServiceInfo(server_192_168_1_14,

hacl(internet, server_192_168_1_14,

networkServiceInfo(server_192_168_1_14,

'domain’, "tcp', 53, ‘dnsmasq').

"tcp', 80@).

'http', 'tcp', 80, 'Boa').

"tcp', 135).

‘msrpc’, "tcp', 135, 'Microsoft').

"tcp', 139).

"netbios-ssn', 'tcp', 139, '').

"tcp', 445).

'microsoft-ds?', "tcp', 445, "').

Figure 5.9: Sample MulVAL input.

3. Input Generation Script : A script has been created to utilize the mapped information
for generating inputs. This script verifies hosts, categorizes them into the hacl clause with
location, protocol, and port details, and adds applications running on specific ports to the
networkServicelnfo clause. Identified vulnerabilities are linked to the vulExists and vulProp-
erty clauses. While this script automates much of the process, it still requires manual input
of the target host’s IP/name to ensure accurate input generation.

Handling Large Networks and High Vulnerability Volume : To manage large net-
works, another script has been developed that uses a curated engine to scan for all vulnera-
bilities. This script includes a parameter k, which specifies the number of vulnerabilities with
the highest CVSS scores to consider for the attack graph. This helps in generating a manage-
able attack graph focused on the most critical threats, simplifying the security analysis and
tracking process.
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5.6 Summary

In this chapter, we have detailed our efforts to modernize and enhance the MulVAL framework,
addressing its outdated dependencies and extending its functionality to meet contemporary security
analysis needs. Through meticulous problem-solving and innovative scripting, we tackled challenges
ranging from obsolete data formats to unsupported libraries, ensuring MulVAL’s compatibility with
current systems and security standards.

We identified and resolved key issues, such as the transition from the discontinued NVD Vul-
nerability XML Feed to the JSON format, and the adaptation of MySQL controllers and XML
frameworks to accommodate newer versions. By leveraging Python scripts, we replaced legacy Java
modules and streamlined the input generation process, ensuring seamless operation and enhanced
efficiency.

Furthermore, we explored the integration of the Autopentest-DRL repository, which revolution-
ized the approach to input generation by utilizing Nmap for comprehensive network scanning and
vulnerability assessment. This not only reduced dependencies but also facilitated the automation
of input template generation, significantly improving the overall workflow.

To enhance user experience, we developed a user-friendly tool combining a web server and
scanner, incorporating a Tkinter-based launcher and debugging console, and utilizing Flask for
backend processing. The tool enables users to upload scan results, generate attack graphs, and
visualize them through a web interface, bridging the gap between complex security analysis and
accessible, practical application.

Overall, our efforts have revitalized MulVAL, ensuring its continued relevance and effective-
ness in the ever-evolving landscape of cybersecurity. By addressing its limitations and integrating
modern technologies, we have created a robust and versatile tool that empowers users to perform
advanced security analyses with greater ease and accuracy.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

In conclusion, this project has successfully updated the MulVAL framework to meet modern security
needs and integrated it with advanced tools to improve its functionality. The updates included fixing
old dependencies, moving away from outdated data formats, and making the input generation
process easier. By using Python scripts and modern web technologies, we have kept MulVAL
relevant and effective for security analysis.

Adding the Autopentest-DRL repository’s topology generator for input templates and creating a
user-friendly interface have greatly improved the tool’s usability and efficiency. These improvements
allow users to perform detailed network scans, create comprehensive attack graphs, and easily
visualize vulnerabilities. The project’s success shows that it’s possible to update older systems and
highlights the importance of constantly improving cybersecurity tools.

This work has created a strong base for future developments, offering many opportunities to
further enhance MulVAL. Future work could focus on better automation of input generation, adding
more security tools, and further improving the user interface to support a wider range of use cases
and user skill levels. Overall, this project emphasizes the need for adaptable and reliable tools to
maintain strong cybersecurity defenses.

6.2 Future Work

While discussing about the Current problem statement, It is evident that the Tool serves in Au-
tomating from generating the input template to generating the attack graph driving MulVAL in-
dependently.

But It is still found in a room of improvement. Although it establishes a base of building a
common framework to incorporate more and more functionallities for MulVAL to take advantage
of, It still lacks the support of multiple scans. Adhocs can be performed and the generation of the
input template goes through a channel of files, But still user needs to be proficient in python and
relative technologies for any other Scans or scalability if they want to use with the tool.

29



e Current Limitations

— The tool can process Nessus results and generate an attack graph, but the process is
not fully automated. Since Nessus is proprietary software, Nessus scripts cannot be
incorporated into the tool to be driven using Python.

— The backend input generation requires further development to incorporate OVAL defi-
nitions, as the tool currently does not support OVAL.

— The nodes in the generated graph are quite descriptive, which causes them to take up
a lot of Horizontal space in a PDF. This becomes problematic when the graph contains
many vertices, such as in scenarios where a host has numerous vulnerabilities. The
resulting graph can become chaotic, with overlapping edges making analysis difficult
and time-consuming.

— The parsers are designed to function correctly only if Nessus and Nmap results maintain
a consistent format, including extensions and data structures. However, since Nessus
and Nmap frequently update their output formats, it becomes necessary to regularly
update the parsers to ensure compatibility with these changes.

— MulVAL requires a Debian-based distribution to run effectively. While the tool itself is
OS-independent, MulVAL is not. For this project, we extensively used WSL (Windows
Subsystem for Linux) to run MulVAL on a Windows system.

e Future Prospects and Related Development

— To increase the scalability of MulVAL, it needs to become OS-independent. Achieving
this requires extensive customization of MulVAL. As dependencies may change, new
alternatives will need to be identified and integrated. This will involve a significant
amount of research and development.

— Graphviz is a workable solution, but it struggles with dynamic visual node structures,
making the visual graph harder to analyze. A better alternative or a complete redevelop-
ment of Graphviz is needed to enhance its capability. Since Graphviz is open-source, it
can be customized to create graphs that are more visually appealing and understandable.

— A CI/CD pipeline needs to be maintained for all existing parsers, as well as for those
that will be added in future versions of the tool.

— MulVAL relies on Datalog, a subset of Prolog. While currently functional, comprehend-
ing its intricacies demands substantial effort. Debugging without a solid grasp of its
workings can be a daunting task, especially as Prolog’s usage diminishes. Thankfully,
alternatives exist, such as Elixir, XAML with dotNet, SilQ, or NoSQL with Python.
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