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ABSTRACT

Confidential data is exchanged between the user/device and the authentication server at the
time of authentication to determine the legitimacy of the source requesting authentication.
Various authentication techniques are vulnerable to numerous types of attacks. Safeguarding
the authentication process from security attacks is of utmost importance. Different
authentication methods exist depending on the system’s requirements. However, no

authentication process can guarantee foolproof security.

The motivation behind our research is the need to counter the ever-evolving security attacks,
especially during the authentication process in a system. As part of this thesis work, an
innovative authentication framework has been designed to counter security threats across
diverse systems and scenarios. The framework comprises four distinct authentication
solutions, each tailored to address specific security requirements for user and device
authentication. A comprehensive security analysis and threat modeling have been conducted
to assess the effectiveness of these solutions in enhancing the security posture of

protected systems.

In one of the solutions, a novel one-time password authentication system has been developed
based on Quick Response (QR) code and a multi-dimensional hash chain. A one-time
password (OTP) will be generated at the client end based on a challenge thrown by the server.
This challenge is represented in the geometrical coordinate system as a random path
originating from the origin and leading to a point located within a multi-dimensional
hypercube. A QR code has been used to facilitate the exchange of information between a

client terminal and an end-user device without inputting the data manually.

Another solution introduces a unique one-time QR code-based mechanism designed to
mitigate different forms of security threats during the authentication process. This method
leverages context-aware authentication by embedding dynamic information within the QR
code, which varies with each login attempt. Based on the encoded data, users generate a one-
time password derived from their original password. The proposed technique is versatile and

can seamlessly integrate into existing and emerging systems.



ATM (automated teller machine) networks are widely used worldwide for financial
transactions. The most common and widely used method to authenticate at an ATM kiosk is
using the ATM card and its associated PIN (personal identification number). Although this
authentication method has existed for many years, it suffers from some difficulties, such as
carrying an additional ATM card during use, manufacturing and securely shipping the ATM
card to the end user, being prone to ATM card skimming, etc. To handle these challenges,
we have designed a solution to authenticate in ATM networks using near-field
communication (NFC) and blockchain technologies. The communication range for data
exchange between two NFC devices or NFC cards is minimal (typically less than 4 cm),
making it a good choice for exchanging sensitive data. Blockchain technology has gained
recognition as a reliable solution for secure data storage and transaction verification. In the
proposed solution, digital identity is stored in the blockchain to carry out two-factor

authentication of the system users.

In another research, we have aimed to use the context of users and devices during
authentication to detect anomalies and security-related attacks. This solution can be used in
conjunction with each of the other three proposed solutions, i.e., it will complement the
different solutions in enhancing the security level. In our research, in particular, denial-of-
service (DoS)/distributed denial-of-service (DDoS) attacks, & brute-force techniques have
been analyzed in detail using contextual information. Extensive simulations were conducted
on the benchmark CIC-IDS2017 dataset using the Weka tool. The performance metrics of
recall, precision, accuracy, f-score, and model-built time were computed for the four
machine-learning classifiers—J48, Random Forest, Multi-Layer Perceptron, and Bayes

Net—for different combinations of data splits and groups of data features.

Index Terms - Application Security; Secure Authentication; Context-based authentication;

OTP; QR code; NFC; Security attacks
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Chapter

Introduction

1.1 Authentication

Authentication refers to the process of verifying the identity of an individual attempting to
access a system or resource to ensure they are legitimate. Existing user authentication
schemes are broadly classified as knowledge-based (e.g., personal identification number
and password), possession-based (e.g., RSA token, SecurEnvoy, and automated teller
machine cards), inheritance-based (e.g., biometrics like fingerprint, voice, and face

recognition), and somebody you know (social networks).

1960s 1980s 2010s
Password OTPs Biometrics
9 9 e 9 8 9
1970s 2000s 2020s
Cryptography MFA & Passwordless
SSO (FIDO2)

Figure 1.1: Historical timeline of some authentication methods

Figure 1.1 presents a historical timeline of some authentication methods, tracing their
evolution from the 1960s to the 2020s. The journey begins with the introduction of
usernames and passwords in the 1960s, invented by a professor at MIT, marking the earliest

widely used form of user authentication. In the 1970s, cryptographic techniques of both
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symmetric and asymmetric encryption emerged, enhancing the security of authentication
systems. The concept of one-time passwords (OTPs) was first proposed in the early 1980s
by Lamport, who introduced the idea of using a hash chain to generate OTPs, providing a
more dynamic and secure alternative to static passwords. Moving into the 2000s, the focus
shifted to multi-factor authentication (MFA) & single sign-on (SSO) technologies, aimed
at strengthening security while streamlining user access across systems. The 2010s saw the
rise of biometric authentication methods, leveraging unique biological characteristics such
as facial features and fingerprints to authenticate users. Finally, the 2020s have ushered in
the era of passwordless authentication, particularly with the development of the FIDO2
standard, aiming to enhance security while improving user convenience. After over 65
years, the study and implementation of secure authentication systems have become critical
due to the massive growth in cyberattacks. Safeguarding the authentication process against
evolving threats is of utmost importance. Moreover, modern authentication solutions must
balance strong security with user-friendliness, ensuring that added layers of protection do
not burden users, such as requiring them to remember complex passwords for every

account.

Authentication
Methods
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Figure 1.2: Different methods of authentication

Figure 1.2 represents the different methods of authentication.



Among these techniques, login credentials are the most common and adopted worldwide.
Unfortunately, it is subject to a wide variety of attacks such as key-logger and asterisk-
logger, eavesdropping, shoulder surfing, brute-force, dictionary attacks, replay attacks,
Trojan Horse intrusions, phishing schemes, man-in-the-middle (MITM) attacks, SQL

injection, and others.

¥ 8 i B

Figure 1.3: Sample virtual keyboard

A virtual or on-screen keyboard is used in some applications to prevent key-logging. A
sample virtual keyboard is shown in Figure 1.3. Also, extensions to the virtual keyboard
have been proposed to make it more secure [35, 84]. However, they cannot handle both

shoulder surfing and screen capturing.

As a propitious alternative to traditional alphanumeric passwords, graphical passwords
[104] with challenge-response [28, 64, 91] based authentication methods have been

proposed to strengthen the system. An example of a graphical password technique is

illustrated in Figure 1.4.
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Figure 1.4: An example of a graphical password technique

However, they are still susceptible to either key-logging, mouse-logging, screen capture,

or shoulder-surfing attacks [2]. Also, some cases require an additional device [2], like a
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stylus, limiting usability. Compared to text-based password schemes, some graphical

password schemes have less password space and thus reduce the system's entropy [64].

Biometric-based (e.g., fingerprint, face, voice, iris, etc.) authentication is often used in
high-end applications. Some exciting techniques have also been proposed to carry out
authentication that uses characteristics such as haptic, gaze, handwriting, brain waves, etc.,
which are unique to the human body [15, 20, 65, 102]. These systems assure greater security
but have limited applicability due to their high installation and maintenance costs and
difficulty in implementation. A compromised biometric system is a significant security risk,

as the user's biometrics do not change.

In the multi-factor authentication process, more than one authentication factor is deployed,
and the chance of compromising all the factors simultaneously is comparatively lower than

that of single-factor authentication.

Using a one-time rather than a static password has proved more secure while carrying out
authentication in various scenarios [32, 81, 100]. It is not vulnerable to replay attacks.
However, recently, there have been compromises on SMS OTPs sent on mobile phones
[14]. Using suitable tools, the attacker could intercept the mobile traffic of an end user,
including SMS. Moreover, mobile phone malware, and especially Trojans, are being used
by criminals to obtain SMS messages containing OTPs [21]. Two typically used OTP
implementations are HOTP (HMAC-based One-Time Password) and TOTP (Time-based
One-Time Password), standardized in RFC 4226 [25] and RFC 6238 [26], respectively.
HOTP is an event-based OTP algorithm that uses a shared secret key (seed) and an event
counter. The seed is exchanged only once, and the client and server safely store it. TOTP
employs the HOTP algorithm but replaces the event counter with a time counter. Some of

the literature shows that from a secure perspective, TOTP is better than HOTP [43, 56].

1.2 ATM Networks

ATM (automated teller machine) networks are widely used worldwide for financial
transactions. People all around the globe use ATM networks to withdraw cash and also
carry out other banking activities. Thus, it is paramount to safeguard users and provide
them with convenience while transacting using ATMs. The most common and widely used

method to authenticate at an ATM kiosk is using the ATM card and its associated PIN
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(personal identification number). Despite widespread use, physical cards present several
security and reliability concerns during ATM network transactions. One major threat is
ATM skimming, where a small skimmer device captures card data during use, often leading
to card cloning, even in the case of chip-enabled cards. This has emerged as a significant
security challenge. Additionally, the magnetic stripe or embedded chip in these cards can
degrade over time due to frequent use, eventually rendering the card inoperative. These
damaged cards need replacement. Manufacturing many cards and transporting them to the

end users are both time-consuming and involve some cost.
1.3 QR Code

A Quick Response (QR) code or 2D matrix barcode can hold large amounts of data in a

small space, in both horizontal and vertical directions. Figure 1.5 shows sample QR codes.

Figure 1.5: Sample QR codes

It has error correction capability and a fast response time. Recently, there has been an
increase in QR code usage as it can be used to hold and retrieve information easily. In some
of the proposed research work, QR code has been used to secure applications [1, 17, 27,
39, 40, 53, 62, 105, 106]. A sound authentication system must balance both security and
usability.

A public QR code and some user-specific information could be merged to form a contextual
QR code, providing data related to a particular context. Rouillard [45] combines context-
aware QR codes from two parts: the Public Part (which is “traditional” QR code info) and
the Private Part (which is XML-based context data). The private part can represent
information like the user’s profile, location, device used by the user, time, type of

environment, etc. The combined data is used to compute contextual messages.



1.4 Hash Chain

A hash chain is formed by repeatedly applying a cryptographic hash function to a starting
value, known as the seed. Because secure hash functions are one-way functions, computing
the next value in the sequence is straightforward. However, reversing the process to find a
previous value from a given one is computationally impractical. The OTP schemes of
Lamport [57] and S/KEY [78] are pioneering work in proposing the idea of a hash chain
for authentication. The below hash chain of length N is formed by applying the hash
algorithm h(.) for N times to an initial seed value s. Each element generated in the hash

chain represents an OTP in the Lamport and S/KEY schemes.
h'(s), h*(s), . . ., h""(s), h™(s)

A multi-dimensional hash chain is a hash chain with two or more directions. In the case of
a 2-dimensional hash chain, the directions of the hash chain could be considered in the x-
axis and y-axis in the coordinate geometry system. Cryptographic hash functions take input

messages of variable length and map these to fixed-length output messages.

Choosing appropriate hash algorithms is crucial for maintaining the security and integrity
of the generated OTPs. Some of the standard hash algorithms are SHA-256, SHA-224,
SHA-512, SHA-384, [77] BLAKE2 [75], and BLAKE3 [50]. SHA-256, SHA-224, SHA-
512, and SHA-384 belong to the SHA-2 family, known for their strong cryptographic
properties. They provide strong levels of security, with SHA-256 providing a 256-bit
output, SHA-224 offering a 224-bit output, SHA-512 producing a 512-bit output, and SHA-
384 generating a 384-bit output. Designed as a faster alternative to SHA-2, BLAKE?2 offers
strong security with optimized performance. BLAKE3 is a modern improvement over
BLAKE2, optimized for speed and parallelism while maintaining high cryptographic
security. All of these hash functions exhibit high collision resistance and pre-image
resistance. In cryptographic hashing, collision resistance refers to the computational
infeasibility of finding two distinct inputs that produce the same hash output. Pre-image
resistance is the property of a hash function such that, for a given output y, it is

computationally difficult to find any input x such that h(x) =y.



1.5 Near-Field Communication

Near field communication (NFC) is a technique that allows two electronic devices or a
device and an NFC tag to establish communication when they are in close physical
proximity. Figure 1.6 depicts a smartphone communicating with a paper NFC tag,

demonstrating wireless data transfer using NFC technology.

Figure 1.6: Near-Field Communication

NFC has advantages over Bluetooth, RFID, and other communication methods for carrying
out sensitive transactions. NFC tag doesn’t need a power source — it is passive, and a
terminal can read or write information inside it. A Bluetooth tag requires power to broadcast
its signal because radio frequency (RF) from another Bluetooth device is insufficient to
power a Bluetooth chip. Another advantage of using NFC is the short range of
communication (less than 4 cm) between NFC devices/tags, making it a good choice for
exchanging sensitive data. In the case of Bluetooth, data theft may occur because of the
long distance (even up to 100 meters) communication range for the data transfer. NFC is
faster and easier to set up than a Bluetooth connection. In contrast to RFID, which generally
supports one-way wireless communication between a passive tag and an active reader, NFC
enables two-way data exchange, making it suitable for more advanced applications like

card emulation and peer-to-peer (P2P) communication.

NFC technology supports three primary modes: card emulation, peer-to-peer
communication, and reader/writer functionality. In card emulation mode, the NFC device
appears to an external reader much the same as a traditional contactless smart card. The
peer-to-peer mode enables data exchange between two NFC devices. In reader/writer mode,

the device can read data from NFC-compliant tags and write data to them.
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Figure 1.7: NFC architecture

The diagram shown in Figure 1.7 illustrates the architecture of Near Field Communication
(NFC) on a smartphone, specifically in an Android environment. It shows the interaction
between mobile apps, the Android operating system, the NFC controller, and the Secure
Element (SE). Applications communicate with the Android OS, which then communicates
with the NFC controller. The NFC controller is responsible for managing the
communication between the mobile device and external NFC readers (such as a payment
terminal) via the antenna. The Secure Element (SE), which can be an embedded chip or an
external security module, securely stores sensitive payment credentials. The diagram
highlights both the data flow within the device and the wireless communication with an

external NFC payment reader.

1.6 Blockchain

A blockchain is a list of immutable data records linked cryptographically. It is a
decentralized digital ledger designed to record transactions securely, transparently, and
permanently between parties. Each block in the chain holds a timestamp, transaction
details, and a cryptographic reference to the previous block, ensuring continuity and
integrity. To incorporate a new block, participants must use their private keys and
computational power to solve intricate cryptographic puzzles. Once a solution is verified,
the block becomes part of the chain and remains permanently stored across the network.
Blockchain technology provides greater fault tolerance and availability because the data is
distributed across multiple nodes. These characteristics make blockchain particularly
valuable in cybersecurity, where its structure helps protect sensitive data from unauthorized
access. Its record-keeping system gives each node insight into any data manipulation,

exposing potential cyberattacks.



Shadab et al. [96] proposed a blockchain-based framework for secure and reliable
management of student academic records. The research presented a student document

issuance and verification process using blockchain.
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Figure 1.8: Digital certificate issuance process in blockchain

Figure 1.8 shows an example of the digital certificate issuance process in the blockchain
network.

Certificate Issuance - A certificate authority (CA) issues a digital certificate to an
individual or organization. The certificate contains information such as the holder's name,
public key, and expiration date.

Blockchain Registration - The certificate is registered on a blockchain network by creating
a transaction. The transaction includes the certificate details and is broadcast to the
blockchain network.

Transaction Verification - Nodes within the blockchain network verify transactions using
advanced computational processes. They ensure that each transaction is legitimate and that
the certificate is correctly formatted.

Information in a blockchain is hashed and stored, meaning that before being added to a
block, data is transformed into a unique cryptographic hash, which is then stored on the

blockchain to maintain the accuracy and permanence of the information.
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Figure 1.9: Digital certificate validation process in blockchain

Figure 1.9 shows an example of the digital certificate validation process in the blockchain

network.



Certificate Validation - When a user attempts to access a system or service, the blockchain
network is queried to validate the certificate. The blockchain network checks the

certificate's details against the registered information.
1.7 Machine Learning

Machine learning (ML) algorithms use data to enhance the ability to perform specific tasks
over time. It creates models from training data that can make predictions or decisions
without the need for explicit programming. Various standard machine learning algorithms
are used for different tasks. For example, machine learning can be leveraged to detect ever-
evolving cyberattacks effectively [7, 8, 36]. Machine learning models can be developed
using historical cyberattack data, allowing these models to learn patterns and subsequently
detect or respond to similar threats. Datasets are an integral part of the field of machine
learning. The machine learning models are trained and tested using the datasets. The dataset
required for a specific task can be generated or obtained from publicly available
repositories. A feature or attribute in a dataset represents a measurable piece of data used

for analysis.

Several machine learning software programs, like Scikit Learn, PyTorch, TensorFlow,
Weka, etc., are available on the market. Weka [9] is an open-source data preparation,
classification, regression, clustering, association, and visualisation tool. It has an easy-to-
use user interface and an extensive collection of machine-learning algorithms for
performing data mining tasks. Some popular machine learning classification algorithms are
J48 [42], Random Forest [61], Multi-Layer Perceptron (MLP) [76], Bayes Net [51], etc.
The J48 algorithm, J standing for Java, builds decision trees based on training data and is
used for classification. The random forest model is made up of multiple decision trees that
work together as a collective ensemble. It combines the predictions from each tree and
determines the final result based on the majority of votes. The MLP is a type of neural
network that includes three layers: input, hidden, and output. The input layer receives the
data to be processed, while the output layer carries out the desired task, such as
classification. The hidden layers are placed between the input and output layers and serve
as the computational engine of the MLP. Bayes Net or Bayesian network is a type of
probabilistic graphical model that uses directed edges in a graph to represent conditional

dependencies between variables.
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1.8 Contextual Information

In the security domain, supplemental contextual information has been used in some
applications and proposed in several research works to improve security decisions and
detect attacks. Various organizations are generating incredible amounts of data, and
preserving the privacy of the data is an important security aspect. Some of the research
works [23, 68, 69] have proposed the use of contextual information in a system to facilitate
privacy preservation. In these works, an ontology data model has been developed to bring
context awareness to a privacy-preserving system. Al-Turjman et al. [33] proposed an
access control approach tailored to contextual information within healthcare applications
in the Industrial Internet of Things (IloT) environment. It reduces the risks of identity
theft/loss by considering the dynamics of the inhabitants’ behaviors and their access and
usage patterns. Francisco et al. [34] presented a novel intrusion detection system (IDS) that
exploits contextual information to detect multistage attacks (MSAs). A MSA unfolds
through several sequential phases or actions, each of which may appear benign when
considered in isolation, but when all are executed sequentially, the attack succeeds. A novel
contextual framework was introduced by Ahmed et al. [10], incorporating various attack
prediction models, which were integrated with IDSs to enhance cyberattack detection.
Here, the contextual framework aimed to assist in identifying both known and unknown
attacks. Wilson et al. [103] proposed using a physical context-based authentication system
to counter external attacks. Here, the authors showed that entities sharing a common
physical context can leverage it to create a secure communication channel, thereby

safeguarding one another against external threats.

1.9 Trusted Platform Module

In a general-purpose smartphone, there is often a need to store secure data such as
cryptographic keys. A Trusted Platform Module (TPM) is a dedicated security chip
embedded in a device’s motherboard or processor and uses cryptography to store sensitive
information. The usual implementation of mobile TPMs is protected environments through
hardware-based trusted execution environments (TEE) [16, 38, 46], like the ARM
TrustZone. In ARM TrustZone, the TEE operates a distinct and isolated TrustZone

Operating System (TZOS) alongside the Android OS, and the device vendors design and
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implement the cryptographic functions [6]. In the case of iOS, the Secure Enclave

subsystem fabricated within the system on chip (SoC) is designed to keep sensitive data.
1.10 Threat Modeling

Threat modeling is a process by which potential threats in a system are identified, and
countermeasures are defined to prevent or mitigate the effects of threats to the system.

Threat modeling helps to design and assess the security of a system.

1.11 Thesis Structure

The thesis is organized into seven chapters. Chapter 1 presents an overview of the various
authentication methods and security-related attacks. It also introduces the key technologies
and concepts employed in this research. The remainder of this thesis is organized into six

chapters:

Chapter 2 (Literature Survey) comprehensively reviews existing security solutions,
specifically emphasizing authentication mechanisms. The discussion highlights the
advantages and disadvantages of various authentication approaches, providing a foundation
for understanding the research context. Additionally, this chapter examines relevant works
related to our proposed authentication solutions, setting the stage for developing the

framework presented in this thesis.

Chapter 3 presents our work on a novel authentication solution based on a QR code and a

multi-dimensional hash chain. This is a One-Time Password (OTP) based solution.

Chapter 4 presents our work on a novel authentication solution leveraging contextual QR
codes. The proposed approach generates an OTP based on dynamic contextual information

embedded within the QR code.

The proposed work in Chapter 5 demonstrates a novel authentication solution for
Automated Teller Machines (ATMs), eliminating the need for physical ATM cards. The
proposed system leverages Near Field Communication (NFC) and Blockchain technologies

to provide a secure, cardless, and contactless authentication experience.
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In Chapter 6, we have proposed a solution in which the context of users and devices is
considered during authentication to detect anomalies and security-related attacks. An
independent machine learning network processes and analyses the contextual information

to determine the credibility of the source requesting authentication.

The final Chapter 7 summarizes the key contributions of this research. It also outlines
potential avenues for future research, highlighting opportunities to further enhance and

expand the proposed authentication solutions.
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Chapter

Literature Survey

2.1 Hash Chain

2.1.1 Lamport and S/Key One-Time Password System

Lamport [57] suggested an OTP-based scheme for user authentication in the early 1980s.
Based on this idea, a prototype software implementation of the S/KEY [78] one-time
password was also developed. The scheme uses a one-way function to generate a finite
series of OTPs based on a chosen password. A one-way function can be efficiently
computed in the forward direction, but reversing it is computationally impractical. It is

applied to a chosen password a certain number of times to generate different OTPs.

Let x denote the chosen password. The finite series of OTPs is computed as -

FU(X) o, F(F(F(x))), F(F(x)), F(x), x

The value F'(x) is initially stored at the server end. The server does not store the actual
password x. In the i authentication, the client calculates the OTP as -

OTP;i(x) = F"i(x)

The client sends this OTP to the server for authentication. On receiving the OTP, the server
performs a hash of it and compares it with the stored OTP of the previous login.

F(OTPi(x)) = F(F"(x))
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If there is a match, authentication is validated, and the server replaces its stored value with
the current OTP, i.e., F*\(x). In the subsequent authentication, the client increments i by
one and computes the next OTP. Thus, the OTPs used for authentication are F""!(x) to x.
Also, if the server and client are out of sync, the server could send a challenge i
corresponding to which the client needs to calculate the OTP. After n authentications, a

new value of x needs to be generated for further n time authentications.

Generating a new password after a certain number of authentications makes the scheme
constrained. Also, the host could be impersonated, as there is no means to verify the
authenticity of information sent by the host to the client. Calculating the initial values of
the chain demands significant computational power, making the system impractical for

resource-constrained devices. Moreover, manually typing a long OTP is very inconvenient.
2.1.2 Scheme of Bicakci and Baykal

Bicakci and Baykal [52] proposed infinite-length hash chains using a public key algorithm.
Let d denote the private key, e denote the public key, s denote the seed value, and AN()
denote the public key algorithm A applied N times. The hash chain of infinite length,
generated from the initial seed s is —
s, A(s, d), A%(s,d), ...... ANI(s, d), ANGs, d), ......
The client calculates OTP for the i™ authentication as —

OTP;i(s) = Al(s, d)
The generated OTP is transmitted to the server for authentication. Upon receipt, the server
calculates — _

s = A'(OTPi(s), e)
If the shared secret seed matches, then the authentication will be successful. The drawback
of this method is that as the number of cascaded exponentiations grows, the computational
complexity also rises, thus making it challenging to implement on devices having limited
computational capacity. The previous OTP can be stored on both the client and server ends
during each authentication to facilitate faster algorithm implementation. However, if the
last OTP is lost or damaged, a large exponentiation might be required to generate or verify

the subsequent OTP. Moreover, manually typing a long OTP is very inconvenient.
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2.1.3 Scheme of Eldefrawy et al.

Eldefrawy et al. [63] scheme extends Lamport’s idea of a finite series of hash chain
generation for authentication. In this scheme, an infinite-length hash chain is generated by
employing two different one-way hash functions, ha() for updating the seed and hg() for
generating the OTP.

OTP(X, y) = hyB(hXA(Seed))|x;1—>oo,y;1—>oo

At the time of authentication, the user first provides the current status of the OTP to the
server. The current status enables the server to align its seed with the client's, ensuring both
share an identical seed value. Next, the server challenges the user with new indexes (i.e., x
and y values) based on which the user computes the OTP. The OTP is subsequently
transmitted to the server for verification, and if found correct, the server confirms the user's

identity.

This scheme lacks strong resistance against prediction-based attacks. In particular, the
likelihood of correctly guessing the next challenge is 1/m?, where m denotes the range of x
& y coordinates of a challenge. Securely storing the seed on the client end is an additional
risk. Here, a chain of hash functions is applied depending on the challenge x & y, thereby
increasing computational overhead during authentication. Moreover, it is very inconvenient

for users to type a long OTP manually.
2.1.4 Other Hash Chain Techniques

Goyal et al. [101] developed a scheme called the N/R one-time password system. Here, the
server aids the client’s computation by placing breakpoints within the hash chains.
Compared to Lamport’s OTP scheme, the N/R system allows for significantly more client
logins before requiring system reinitialization, but the constraint here is that it still involves
system reinitialization. In Park's proposed work [18], a novel hash chain was developed to
enable infinite OTP generation without the need for a pre-shared secret between the
communicating parties. This paper addresses the weaknesses of a single long hash chain by
generating multiple short hash chains, allowing deferred construction and infinite OTP
generation. This delayed construction reduces the initialization time of the algorithm;

however, there is an increase in the time cost of OTP generation and verification.
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T/Key, a time-based one-time password system, was proposed by Kogan et al. [24]. This
system aims to eliminate the server compromise attack by not storing any secrets on the

server. However, OTP generation and verification efficiency are low in T/Key.

Pietro et al. [82] proposed infinite-length chains using a public key algorithm. In this
scheme, the shared secret between the server and client is not required, so it is effective
against server compromise attacks. However, the computational complexity of
implementing a public key algorithm is much greater than that of lightweight hash

functions.
2.2 RSA SecurID Authenticator

RSA SecurID [44] is a hardware device that generates time-synchronized token codes every

sixty seconds. An RSA SecurID key fob is shown in Figure 2.1.
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Figure 2.1: RSA SecurID key fob

A token code is computed as a cryptographic function of the current time and a shared
secret between the corresponding SecurID and the authentication server. This token code
acts as an OTP for the user to authenticate. The same token code is generated at both the
authentication server and client end. Thus, when a client sends the token code to the

authentication server, it validates the correctness of the token code.

RSA SecurID is an efficient OTP generation technique. However, its usage is limited
because of the device procurement cost for each user and the need to carry an additional
device for authentication. Moreover, there is a lag in setup time as the RSA SecurID device
needs to be shipped to the user, and the device needs to be replaced with a new one every

few years.
2.3 NFC-based Authentication Solutions

H Lee et al. [37] have proposed an authentication solution using a digital signature and
NFC card emulation on Android. During authentication, the server sends a nonce to the

client. The user’s mobile device reads the nonce via the NFC channel, signs it using its
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private key, and returns the signed nonce to the server for validation. The study emphasizes
the advantages of this method over conventional password-based authentication. However,
there is an added overhead associated with securely storing the private key and generating

a digital signature on the mobile device for every authentication attempt.

R.M. Ranasinghe et al. [85] have proposed a device design that integrates fingerprint
authentication with RFID or NFC tags to overcome some security risks using RFID and
NFC technologies. This device exchanges data via an RF signal with an NFC/RFID reader
or writer. A primary limitation of this proposal is the requirement for users to carry an

additional sophisticated device.

2.4 ATM-based Authentication Solutions

An NFC-enabled solution has been proposed by Mandalapu et al. [3] to authenticate at an
ATM. An NFC-enabled smartphone reads from an NFC tag affixed to the ATM. This
launches a website on the user’s smartphone, wherein to authenticate, the user needs to
input a pattern password corresponding to their unique username. However, this system has
notable limitations, including the continued reliance on physical ATM cards for
transactions, the requirement of remembering the pattern password, and the potential delay

it introduces in the authentication process at the ATM terminal.

Several recent research works have proposed using biometrics, such as fingerprints, facial
recognition, etc., to authenticate into the ATM system [4, 5, 22, 86, 92]. However,
implementing biometric authentication often necessitates additional hardware, such as
high-resolution scanners or cameras. When a customer shares biometric information with
a bank server, if it is breached, the impact is either non-recoverable or requires significant

time and effort to mitigate.

R. Pote et al. [87] proposed the use of a smart mobile banking application (SMBA) for
withdrawing cash from ATMs. This method does not require an ATM card to authenticate
in the ATM network. The customer will enter the amount to be withdrawn in the SMBA.
The bank server verifies the amount, and then the SMBA will authenticate the customer
with a password. At this stage, a pre-commit of this transaction occurs in the bank database.
At the ATM kiosk, the pre-committed transaction details are communicated via a QR code

from the SMBA to the ATM terminal. If the data is correct, the user must enter their PIN
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for further verification. Thus, users need to remember both a password and a PIN to perform

a cash transaction.

In existing NFC-based authentication methods at ATMs, Host Card Emulation (HCE) is
used to emulate a traditional payment card on a mobile device. HCE enables
communication between the device and the ATM’s NFC reader without the need for a
physical card. Typically, HCE is combined with additional secure methods such as a PIN,
biometric authentication, or other verification techniques to strengthen security. However,
in HCE, sensitive authentication information is transferred during the authentication
process, which introduces vulnerabilities. One notable risk is the potential for attacks where
a rogue NFC reader is covertly placed at kiosks to capture sensitive data during a

transaction [95].

2.5 Blockchain-based Authentication Solution

L. Zhang et al. [58] proposed a decentralized user authentication model leveraging
blockchain technology. In this framework, users register their identities on the blockchain,
keep their encrypted personal data in external (off-chain) storage, and use smart contracts

to assign specific access rights to various websites or applications.

Another proposed approach, known as “bubbles of trust”, presents a decentralized system
aimed at enhancing the secure identification and authentication of devices [67]. This model
leverages the inherent security benefits of blockchain technology and creates secure virtual

zones (“bubbles’) where objects can mutually recognize and authenticate one another.

D. Nguyen et al. [30] proposed using blockchain technology to issue immutable digital
certificates. The authors compare this work with the Blockcerts application (developed by
the Massachusetts Institute of Technology, and considered one of the early adopters of
blockchain for certificate issuance and verification) and a few other works to claim an
improved digital certificate retrieval process. A working prototype of the system has been

implemented and utilized for various short-term academic programs at the university.
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2.6 Machine Learning-based Security Solutions

2.6.1 Behavioral Biometrics

Behavioral biometrics uses the user’s behavior while interacting with their device. It
focuses on identifying individuals based on distinct, measurable behavioral traits exhibited
during routine activities. Behavioral biometrics has been implemented in some devices and

systems [11, 31, 47, 59] based on machine learning.
2.6.2 DDoS/DoS Attacks

Several machine learning approaches have been used to identify distributed denial-of-
service (DDoS) traffic; these approaches can be divided into two categories: supervised and
unsupervised. Alkasassbeh et al. [70] used the MLP, Random Forest, & Naive Bayes
algorithms on the dataset to classify various types of DDoS attacks, including HTTP-Flood,
UDP-Flood, Smurf, and SIDDOS. The dataset consisted of 27 features, and it was
demonstrated that the MLP classifier achieved the highest accuracy, reaching 98.63%.
Parvinder et al. [79] used the J48, Naive Bayes, Random Forest, and MLP algorithms on
the same data source as [70] to detect DDoS attacks. It was shown that J48 has the highest
accuracy (98.64%) compared to the other three algorithms. Shreekh et al. [93] used the
“Canadian Institute for Cybersecurity Intrusion Detection Systems (CIC IDS) 2017
dataset” to study the denial-of-service (DoS) attack detection accuracy of Random Forest
and MLP algorithms. The dataset consists of 84 features. The experimental result showed
that Random Forest performed better than MLP for different data split percentages of
training and testing data. Kurniabudi et al. [54] applied the information gain feature
selection technique on the CIC IDS 2017 dataset to select the most relevant attributes. Then
they used various classification algorithms, including Random Tree, Random Forest,
Naive Bayes, Bayes Net, and J48, towards intrusion detection. The study’s results
specifically showed that Random Forest achieved a maximum accuracy of 99.86% when
using 22 selected features, while the J48 classifier slightly outperformed it with an accuracy
0f 99.87% using 52 features. In the study done by Kimmi et al. [55], ML algorithms such
as logistic regression and naive bayes were employed on the CAIDA 2007 dataset to detect
DoS attacks and normal scenarios. The original dataset comprising 20,090 records is

categorized into a 70:20:10 ratio corresponding to 70% training, 20% testing, and 10%
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validation. Here, Logistic Regression accuracy ranges from 99 to 100%, while Naive Bayes
demonstrated an accuracy ranging from 98% to 99%. However, the CAIDA 2007 dataset
lacks the modern forms of DoS attacks present in the CIC IDS 2017 dataset.

2.6.3 Brute Force Attacks

Stephen et al. [94] proposed a Convolutional Neural Network-based approach for detecting
SSH brute-force attacks within network traffic. The CIC-IDS 2018 dataset, having 78
features, was transformed and used for experimentation, and an accuracy of 94.3%, a
precision of 92.5%, a recall of 97.8%, and an F1-score of 91.8% in detecting SSH-brute
force attacks were recorded. The detection of SSH and FTP brute-force attacks using the
Long Short-Term Memory (LSTM) deep learning technique was investigated by Md
Delwar et al. [71]. The experiment was performed on the CIC-IDS 2017 dataset with all 79
features, 80% training data, and 20% testing data to evaluate the effectiveness of the LSTM
ML algorithm. Here, for SSH and FTP brute-force attacks, the accuracy of the LSTM model
was derived to be 99.88%, but the execution time of the algorithm is not mentioned in the
paper. Username enumeration attack detection on the SSH protocol was investigated by
Abel et al. [12] using various ML algorithms - random forest (RF), naive bayes (NB), k-
nearest neighbor (K-NN), and decision tree (DT). The generated dataset consists of 36,273
raw packets, each containing 25 features, and the result of the experiment showed that KNN
has an accuracy of 99.93%, followed by RF with 99.92%, DT with 99.88%, and NB with
95.70%. Muhammad et al. [72] studied 5 machine learning algorithms - gaussian naive
bayes, random forest, decision tree, linear support vector, and multilayer perceptron for
several attacks on the CIC-IDS2018 dataset. Specifically, the brute-force attack had a
significant imbalance, with only 362 malicious traffic flow instances, using just ten

features, and poor detection performance was recorded across all five classifiers.
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Chapter

One-Time Password
Authentication based on QR
Code and Hash Chain

3.1 Overview

This chapter will demonstrate a novel authentication technique that uses a multidimensional
hash chain and a QR code. In the proposed approach, the server generates a dynamic
challenge by selecting a random path within an n-dimensional hypercube, where each
dimension is associated with a distinct cryptographic hash function. The client then derives
the OTP by sequentially applying specified hash functions to a synchronized seed value.
This multidimensional strategy significantly expands the challenge space, thereby
increasing the entropy of the OTP and making it resistant to attacks such as pre-play and
replay. QR codes have been used to facilitate the exchange of information between a client
terminal and an end-user device without manually entering the data. The proposed
algorithm differs from existing OTP systems in two key ways: using a multidimensional
hash chain architecture and incorporating QR codes for secure and dynamic challenge
transmission. The suggested algorithm does not require a system re-initialization and is
more secure and computationally efficient than some of the other similar authentication
schemes. Security analysis and threat modeling show that the proposed authentication

scheme effectively enhances a secure system's security level. The approach has been
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validated using synthetically generated challenge datasets and standard cryptographic hash
benchmarks, with experiments conducted on an Intel Core i3-based system. The
performance evaluations reveal that the challenge generation and OTP computation

algorithms execute rapidly, operating within microseconds even on low-end devices.
3.2 Proposed Solution

In this section, the core concept behind the proposed solution is explained in detail. Also,
the steps involved in the registration and authentication process are explained along with

the algorithms.
3.2.1 Working Principle

A hypercube is defined as the n-dimensional extension of a square when n = 2 and a cube
when n = 3. In Figure 3.1, a 3-dimensional hypercube (a cube with eight nodes and twelve
edges) is depicted for easy visualisation and explanation of the working principle of the

proposed solution.

N
1
1
(1, my, 0) (m,, my, 0)
1
1
1
1
: (mx’ my, mz)

(1’ my, mZ) 1 — >
: Moving Hypercube
: P (co, c1, c2)
1
1
1
1
|
Path 1
S S| m., 0,0
‘_ﬁ ------------------------ [, 0.9) ->x
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. Path 2
4
7
4
//(1, 0, mz) (m,, 0, mz)

Figure 3.1: A 3-dimensional hypercube having eight nodes and twelve edges

The following representations are used:
Si — initial seed

S¢ — current seed

23



m = {m;}, 0<i<n — bound of each side of the hypercube
h = {h;}, 0<i<n — n hash functions; one along each dimension of the hypercube

P (co, c1, . . . .,cn-1) — coordinate point inside the hypercube

In the 3-dimensional hypercube shown in Figure 3.1, the bounds are represented by my, my,
and m,. A unique cryptographic hash function is assigned along each dimension,
represented by hi. In this thesis, a challenge-response scheme is proposed, wherein, based
on a challenge thrown by the server, the response would be an OTP generated by a client.
The challenge here would be a forward path from the starting coordinate of the hypercube
to a random point inside the hypercube. There could be several paths for a given point
inside the hypercube, and each possible path is a candidate for a challenge. For example,
in Figure 3.1, two paths (Path 1 and Path 2) are sketched to the point P (co, ci1, ¢2), which
lies inside the hypercube. The challenge path denotes the indices from the group of hash
functions based on which OTP will be calculated. The hash functions are consecutively
applied on the current seed to derive the OTP.

After every authentication, the current seed is changed by applying a cryptographic hash
function to the current seed. So after k™ authentication, ideally, the same hash function is
applied k times to the initial seed to get the current seed.

Thus, Sc = ho¥(Si), where h, is the hash function for the seed update.

With each authentication, the seed update essentially moves the hypercube to a new
position (in the coordinate system). An extensive set of possible challenges exists, based
on which a temporary authentication password needs to be derived by the client. The one-

time password computed by the proposed method is different at all times.

3.2.2 Registration

1. Enter credentials 2. Registration
request

4. Scan QR code — 3. QR code
—_—

User Client Terminal Authentication Server

Figure 3.2: Registration process
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The registration process is shown in Figure 3.2. Users should install the custom
authentication application (from the Google Play Store, Apple App Store, or any other
source) on their smartphone to use the proposed authentication system. The user chooses a
username (u) and a strong password (pwd), the first authentication factor, and enters it in
the client terminal. This information is sent to the identity verification server. The server
stores the username as received and applies a hash to the password (with salt) to store the
password in hash form (pwdy) in the database. The hashing of passwords makes it difficult
to derive the original password from the hashed form. The server then computes a unique
initial seed (S;) based on the user's details and the date and timestamp of registration. The
server randomly chooses n different hash functions (denoted by h) for authentication. The
computed seed (S;) and the set of hash functions (h) are encoded as a QR code and sent to
the client terminal.

At the server end, the following data is maintained corresponding to each of the registered
clients:

u — username

pwdn = h(pwd) — hash password

S; — initial seed

*S¢ — current seed of the server, initialised to S;

h = {hi}, 0<i<n — n hash functions

Cs — counter, initialised to 0

Upon receiving the generated QR code at the client terminal, it is required to be scanned
by the user using the custom authentication application installed on their smartphone. The
mobile application decodes the QR code and retrieves the initial seed and hash functions.
In the smartphone of the user, the following data is securely stored via the custom
authentication application:

Si — initial seed

°Sc — current seed of the client, initialised to S;

h = {h;}, 0<i<n — n hash functions

C. — counter, initialised to 0
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3.2.3 Authentication

A user needs to be authenticated to access various systems and confidential data. Thus, it
is paramount to safeguard the authentication phase from vulnerable security attacks.
Information exchange occurs between the authentication server and the user during the
identity verification procedure to verify the user’s identity. The proposed authentication

process is depicted in Figure 3.3.

1. Enter u, pwd, Ce 2. Send u, pwd. C:
4. Scan QR code 3. Challenge (QR code)
|| % 5. Computed OTP 6. Send OTP
di _ __ 7. Authenticate Client

User Client Terminal Authentication Server

Figure 3.3: Authentication process

3.2.3.1 First Factor of Authentication

The proposed authentication mechanism uses a two-factor authentication to enhance the
system’s security level. The user has to enter the username (u) and the registered password
(pwd) at the client terminal, which is the first authentication factor. The seed’s current
counter value (Cc) is read from the mobile application and input along with the credential.
The authentication server receives the submitted data for validation. At the server end, the
received password is hashed along with the salt (as it was done during registration).
Computed hash password, pwdi = h(pwd)

The computed password (pwdhn) is compared against the password stored in the server’s
database corresponding to the username. If the credential is valid, the server proceeds with
the generation of the challenge, or else the authentication request is invalidated. The server

temporarily stores Cc, which will be used in the second authentication factor.
3.2.3.2 Authentication Server - Challenge Generation

A random point P(co, c1, C2 . . . cu-1) 1S chosen inside the n-dimensional hypercube. The

challenge would be a forward path from the starting coordinate of the hypercube to the
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random point selected inside the hypercube. There could be several paths for a given point
inside the hypercube, and the length of any of the possible paths is given by —

Path; = (co+c1+c2...+cn1)

The pseudo-code of the challenge generation algorithm is given below.
Notations used —

n — dimension of the hypercube

m = {m;}, 0<i<n — bound of each side of the hypercube

path — a random path from the origin to a point inside the hypercube

Algorithm 1 Generate Challenge

Input: n, m
Output: path
path — []
fori=0,...,n—1do
pick an integer c : 1 < c < m[i] randomly
add i to path, c number of times
end for
// Use of existing shuffling algorithm
for i = length(path) — 1, ..., I do
pick a random integer k : 0 <k <'i
swap(path[k], path[i])
end for

return path

The input to the algorithm is the dimension of the hypercube and the bounds of each side
of the hypercube. The output will be a random path from the origin to a point in the
hypercube, and this output is the challenge that will be sent to the client to derive the OTP.
The existing state-of-the-art shuffling algorithm proposed by Durstenfeld [83] generates a
random permutation of a finite sequence, i.e., the algorithm shuffles the sequence. It has
linear O(n) time complexity. This algorithm has been used in our challenge generation
algorithm to generate a random path out of all the possible paths for a given point inside

the hypercube. The challenge is saved at the server end against the client’s username, and
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the challenge generation time is recorded. This challenge is encoded as a QR code and sent

to the client terminal.
3.2.3.3 Mobile App - Derive OTP

The system user reads the QR code shown at the client terminal via the custom mobile
application. The challenge sent by the server is extracted from the QR code and used to

derive the OTP. The pseudo-code of the OTP generation algorithm is given below.

Notations used —

path — challenge thrown by the server
°Sc — current seed of the client

h = {h;j}, 0<i<n — n hash functions

h, — hash function to update seed

C. — current counter

Algorithm 2 Generate OTP

Input: path, Sc, h

Output: OTP
OTP «— S,
for each i € path do
OTP = hi(OTP)
end for
return OTP

The input to the algorithm is the challenge received from the server, the current seed value,
and the hash function sequence that was saved in the mobile application during registration.
The current seed value is synchronized between the client and the server so that the same
OTP will be computed at both ends for a given challenge and set of hash functions.
Cryptographically secure hash functions have been used to ensure the confidentiality of the
OTP. The OTP is the output of the algorithm that the authentication server will validate to
authenticate the user. The algorithm assigns the OTP an initial value equal to the current
seed value. The path received as the challenge contains the indices of the hash functions

that must be used sequentially on the current seed value to obtain the OTP.
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The selected cryptographic hash functions are applied in the prescribed order:

OTP = hyyye( hpi—y (oo hpy (°Se)..))

where pi are indices representing the hash functions applied in sequence for a challenge
path of length k.

The iterative application of h; for each element in the path provides a high level of entropy,
making it computationally infeasible for an attacker to predict or reverse-engineer the OTP.
After computing the OTP, the mobile app updates the counter and seed value as —

°Sc = ho(°Sc)

Cc=Cc+1

As per the system's requirements, there could be different ways to communicate the
computed OTP from the mobile app to the client terminal. The length of the generated OTP
by the hash chain is long enough and might not be practical for the user to enter manually.
In one solution variant, it is proposed that the user enter only the first six OTP characters
at the client terminal. The client terminal sends the username and OTP to the authentication
server for verification.

This enhanced OTP generation process introduces a secure, efficient, and computationally
feasible authentication mechanism. The random challenge path introduces variability in
OTP derivation, eliminating predictability. The forward hashing ensures that previous

OTPs cannot be reconstructed.
3.2.3.4 Authentication Server - Verify OTP

Upon receiving the OTP, the server obtains the challenge generation time corresponding to
the username. The authentication request is rejected if the difference between the OTP
receipt and the challenge generation time exceeds the acceptable duration limit. Otherwise,
a temporary seed S; is calculated as below —

St = hoCI(5S,) if (Cc—Cs) >0

St = ho“*(Si) if (Cc —C5) <0

The current counter value of client C. was temporarily saved at the server end during the
first authentication factor. Ideally, the value (C. — Cs) would be zero for the very first

authentication of a user. Hence, the temporary seed would be S; = 5S..
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Ideally, at each authentication request from the client, the C. value should be one greater
than Cs. So, St = ho(®S.), i.e., the seed update hash function should be applied once on the
current seed to obtain the temporary seed. If the server counter loses its value due to a server
crash or any other failure, it could start from an initial value of 0, and SS. would be
initialized to S;. In that case, the seed update hash function would be applied C. times on
the current seed of the server to get the temporary seed. If C. < C; (e.g., mobile loses Cc

and starts from 0), the server can still calculate S from the initial seed S;.

The authentication server generates the OTP similarly to the client. The stored challenge
corresponding to the username is retrieved. It contains the indices of the hash functions that
must be sequentially applied to the temporary seed value to get the OTP. As per the
implementation of the system, the combination of the first six characters of the computed
OTP is matched against the OTP received from the client. If it does not match, the
authentication fails; otherwise, if it matches, the authentication is successful, and the server
updates the current seed and counter as —

5S¢ = Stand Cs = Cc

The new values of the current seed and server counter will be used in the subsequent

authentication.
3.2.4 Sample Implementation

The detailed example below shows how the initial challenge path is formed, randomized
through shuffling, and then used to apply different hash functions to the seed sequentially,
resulting in a robust one-time password.
A. Scenario setup:
A set of 3 secure hash functions is considered:
h= {SHA-256, BLAKE2, SHA-512}

A 3-dimensional hypercube is considered where:

e Dimension 0 (associated with SHA-256) has a bound of 3

e Dimension 1 (associated with BLAKE?2) has a bound of 2

e Dimension 2 (associated with SHA-512) has a bound of 3

B. Example random selections (within each bound):

e Dimension 0: Randomly pick co = 2 (i.e., apply SHA-256 twice)
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e Dimension 1: Randomly pick ¢1 =1 (i.e., apply BLAKE2 once)
e Dimension 2: Randomly pick ¢ = 3 (i.e., apply SHA-512 three times)

C. Generate the unshuffled challenge path:

For each dimension, the dimension index is added the number of times given by c;.
e Dimension 0: two occurrences — [0, 0]
e Dimension 1: one occurrence — [1]
e Dimension 2: three occurrences — [2, 2, 2]

Concatenating these, the initial (unshuffled) path is: [0, 0, 1, 2, 2, 2]

D. Shuffle the path using Durstenfeld’s algorithm:
The shuffling process randomizes the order of hash function applications. An example of

random choice after shuffling:

Final shuffled path: [2, 2, 0, 2, 0, 1]

E. OTP generation using the final challenge path:
The current seed is denoted by “Sc. The hash functions for each dimension are:
e Index 0: SHA-256
e Index 1: BLAKE2
e Index 2: SHA-512
Now, the hash functions are applied in the order specified by the final challenge path [2, 2,
0,2,0,1]:
BLAKE2 (SHA-256 (SHA-512 (SHA-256 (SHA-512 (SHA-512 (°S¢))))))

The resulting value is the final OTP used for authentication.
3.2.5 Demonstration of the Proposed System

This section provides a hands-on illustration of how the proposed system is implemented.
A sample demonstration of the application built based on the proposed solution is shown

in Figure 3.4.
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Figure 3.4: Demonstration application of the proposed solution

A. Registration

During registration, the server generates and sends an initial seed and n distinct hash
functions to the client. The user sets up the mobile application with this information.
Sample registration data is shown in Figure 3.5. A set of 4 hash functions - SHA-1, MDS5,
SHA-512, and BLAKE?2 is shown here. It is separated from the initial seed by a pipe.

Figure 3.5: Sample registration data

Initial seed & list of hash names separated by | :

YL!4pnSXsEO70RDGI19ssErGoQdnvGF4jBOTR5r9fY Xbr4QeHIipCjR$dX 1tsw!S6U
4uVPkXnpdXdV3JpP6VYMb|SHA-1 MD5 SHA-512 BLAKE2

B. Authentication
The sample challenge generated during the authentication process is shown in Figure 3.6.
The challenge represents indices from a set of 4 hash functions configured during the

registration phase.
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Figure 3.6: Sample challenge data

Challenge:
010011022010201000023301201111110210020210011121000002121310301201

The mobile application iteratively applies the designated hash functions to the current seed
to compute the OTP.
Computed OTP: bfe9d633782090f118c38123642deb2c

3.3 Security Analysis and Threat Modeling

In this section, the threat model is established together with the security goals, trust limits,
and potential threats that exploit vulnerabilities in the system. In addition, a discussion on

the security aspects of QR codes is provided.
3.3.1 Security Objectives

A secure system must fulfil numerous security requirements to ensure stability and
resiliency. Identification represents a primary requirement in any confidential system. It is
finding the identity of a person or an application requesting access to a secure system. Any
anonymous entity should be denied access to a secure system. Non-repudiation is another
essential security requirement. It ensures that an entity cannot repudiate the execution of a

specific action. The transactions carried out by an authorised user should be accountable.

3.3.2 Trust Boundary

Mobile 1 Cliept " Authentication 3 —
Device |4 Terminal | < Server

Figure 3.7: Trust boundary
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The proposed authentication scheme has four major components (mobile device, client
terminal, authentication server, and database) and three major communication channels

(marked by numbers 1 to 3) for transferring data, as shown in Figure 3.7.

It is assumed that the mobile device component is uncompromised as long as it is in the
user’s possession. The confidential information (initial seed and current seed) is stored by
the custom authentication application in a mobile device's secure storage in encrypted form.
The client terminal, especially in a public place, is vulnerable due to widespread viruses
and malicious programs like keyloggers. It is assumed that the authentication server and
the database are secure components, and their security is not directly covered in the scope

of our discussion. However, the password is hashed (with salt) and persisted in the database.

During authentication, the client terminal exposes the challenge in the form of a QR code
that is scanned by the mobile device. The user manually enters the OTP generated by the
mobile device in the client terminal. Communication between a client terminal and the
authentication server occurs via the Internet and is secured using Transport Layer Security
(TLS)/Secure Sockets Layer (SSL). The network pathway between the authentication
server and the database is assumed to be secure. Finally, it is also assumed that the

registration process is safe.
3.3.3 Threats

The threats could be related to the system's components, communication channels,

and authentication protocol.
3.3.3.1 Attacks on the Components

In an adverse scenario, a smartphone can be stolen. Mobile phones have become an
indispensable part of daily life, so a stolen mobile phone will be quickly noticed, and users
can reset the seed in the authentication server. Also, a criminal cannot easily break into a
stolen smartphone if protected using a password, pattern, or biometrics. Moreover, the

current seed and password (first authentication factor) are both required to generate OTP.

A hacker could exploit several ways to crash a server, such as by overloading it with traffic.

The current seed and counter value could go out of synchronization in a system crash.
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However, the proposed authentication solution will continue to work once the
authentication server is back. The initial seed is stored by the server in the persistent
storage, so after the server crashes, the current seed can be recalculated from the initial seed

and counter value sent by the mobile phone.

Using a one-time rather than a static password is more secure for authentication. The client
terminal could be exploited by malicious programs like key loggers, asterisk loggers, etc.,
especially if it is a shared computer. OTP is beneficial against key and asterisk loggers, as
the captured temporary password is not valid for later use. Moreover, during authentication,
a client terminal does not expose or store confidential information, such as a seed, based

on which OTPs can be computed.

3.3.3.2 Attacks on the Communication Channels

SSL or TLS is a standard security technology for establishing an encrypted communication
channel between a server and a client. Therefore, the packets cannot be modified or snooped
during transmission if the certificate is valid. During authentication, when the mobile
device scans the QR code, its communication range with the client terminal is small.
Moreover, the QR code is dynamic and does not expose confidential data. Thus, the

system’s security cannot be breached even if an adversary obtains the QR code.

3.3.3.3 Attacks on the Authentication Protocol

Firstly, the proposed scheme is compared with SMS-based OTP, which is widely used in
many secure applications. Recently, there have been compromises on SMS OTPs sent on
mobile phones [74, 90]. Using suitable tools, an attacker could intercept the mobile traffic
of an end user, including SMS. This would reveal the OTP (via SMS) at the interception
point. The proposed method of authentication described in this thesis is quite different and
does not rely on mobile networks. Also, the mobile device does not require internet or any

other network connection.

In a replay or playback attack, a message that a legitimate user earlier sent is fraudulently
repeated. In the proposed solution, the dynamically generated QR code contains a challenge

used to derive an OTP. A replay of the already used authentication information, i.e., OTP,
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will be rejected by the server, thus making the authentication system secure against replay

attacks.

An attacker can impersonate the host and try to determine the initial values of the hash
chain by issuing a minor challenge to the client. These values can then be exploited to
compute subsequent OTPs (if dependent on previous entries) and impersonate the client to
the host. The proposed scheme uses a multi-dimensional forward hashing technique,

eliminating this attack type.

In a pre-play attack, an attacker tries to guess the next challenge, then impersonates the
legitimate server and presents to the client the predicted challenge. After receiving the
corresponding OTP generated by the client in response, the attacker saves it. When the
actual server issues the challenge later, the attacker reuses the captured OTP to gain
unauthorized access. In the proposed solution, the set of possible challenges for a point
inside a hypercube depends on both the hypercube’s dimension and the point’s range. For
instance, in a two-dimensional space, when each dimension spans a range of 2, the
maximum number of hash computations is 2+2=4, and the number of distinct paths for
point P (2,2) is 6. Similarly, in a two-dimensional space, when each dimension spans a
range of 3, the maximum number of hash computations is 3+3=6, and the number of distinct
paths for point P (3,3) is 20. The dimensions and range can be set according to the system's

security needs.

Shoulder surfing involves the use of direct visual observation to obtain sensitive
information, such as watching over a person’s shoulder during data entry. This type of
attack can also be executed from a distance using tools like binoculars or other visual
augmentation devices to discreetly capture information. In the proposed solution, shoulder
surfing at the client terminal can reveal a one-time password valid only for the particular

authentication, as it changes in subsequent authentications.

3.3.4 Discussion

The comparison of the proposed work with some of the other authentication techniques that

use chaining is presented in Table 3.1.
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Table 3.1: Comparison of the proposed scheme with related schemes

Features| Schemes— | Lamport Goyalet |Yehetal. Eldefrawy | Bicakciet |Proposed
& S/Key |al. et al. al. scheme

Chaining Method Hashing |Hashing Hashing |Hashing PKC Hashing

Eavesdropping Yes Yes No Yes Yes Yes

Protection

Auth. before re- Low Moderate |Low Unlimited  |Unlimited |Unlimited

initialization

Pre-play attack Low Low Low Moderate High High

resistance

Client computation High High High Moderate Very High |Low

Some OTP schemes like Lamport [57], S/KEY system [78], Goyal et al. [101], and Yeh et
al. [98] use a hash chain backwards. These systems necessitate re-initialization after a
predefined number of authentications, and the number of hash functions executed per
authentication is initially very high. Additionally, the Yeh et al. [98] scheme cannot deal
with eavesdropping because sensitive information is passed back and forth during
authentication. Our proposed authentication method uses a forward hashing technique to
compute an OTP based on the challenge thrown by the server. It eliminates the need to re-

initialize the system, even after a substantial number of authentications.

Eldefrawy et al. [63] suggested a similar scheme of infinite-length hash chains that
calculates an OTP based on a challenge. However, our proposed algorithm is superior to
Eldefrawy’s work regarding pre-play attacks. An extensive set of possible challenges exists
that can be configured based on the dimension and bounds of the sides of the n-dimensional
hypercube. Unlike Eldefrawy’s work, the user does not need to manually type a long OTP

during authentication in the proposed solution.

Hash chains yielded better performance when compared to the schemes of infinite-length
chains using a public key algorithm (like that of Bicakci and Baykal [52] and Pietro et al.
[82]). Specifically, a significant (approx. 200 times) slowdown was recorded when

encrypted using the RSA public key.

The custom authentication application installed in the mobile device does not require
internet or other network connectivity. The application calculates OTP based on the

challenge read from the client terminal via the QR code. It is advantageous over some
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mobile authenticator apps that require internet connectivity to perform authentication or

generate an OTP [19].

3.3.5 QR Code Security Considerations

Our system uses QR codes to transmit challenge data between the authentication server and
the mobile application. Some of the security measures to mitigate potential vulnerabilities

with QR code usage are -

e Ephemeral Nature and Limited Data Exposure

The QR codes in the proposed system are dynamically generated for each authentication
session. They do not contain long-term secrets such as the initial seed, which remains
securely stored on the mobile device. This transient nature significantly reduces the impact

of any potential interception.

e Short-Range Communication
QR code scanning typically occurs within a close physical range, making it inherently

difficult for an attacker to intercept the QR code without proximity to the user.

e Secure Generation and Transmission
The QR code generation occurs at the server end and is securely transmitted to the client
terminal via TLS/SSL communication protocol. This secure channel protects the QR code’s

payload from tampering during transmission or display.

e Replay Protection
The generated QR code has one-time content. The system tracks whether a particular QR

code has already been used. This prevents an attacker from reusing it.
3.4 Performance Evaluation and Applications

This section analyses the proposed algorithm’s storage and computational costs and
applicability. The computer used to record the performance had the following

specifications:
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Intel® Core™ i3-5010U CPU running at 2.10 GHz, 2 cores, 4 logical processors, 256 KB
of L2 cache, and 3072 KB of L3 cache.

3.4.1 Memory Consumption for OTP Computation

The observations were made using a sample Java method to generate OTP, which utilized
standard cryptographic hash libraries.

Notations used —

challenge — array representing challenge, i.e., a path

sc — current seed

h — array representing a sequence of hash functions

Sample method —
static byte[] generateOTP(int[] challenge, String sc, String[] h) {
byte[] bytes = sc.getBytes(StandardCharsets.UTF 8);
try {
MessageDigest md;
for(int i=0, i<challenge.length; i++) {
md = MessageDigest.getInstance(h[challenge[i]]);
md.update(bytes),
bytes = md.digest(),
/
return bytes;
} catch(Exception e) {

return null;

When tested with six standard hash algorithms: SHA-512, SHA-384, SHA-256, SHA-224,
BLAKE3, and BLAKE2 with a challenge length of 1,000, the memory consumption was
about 194 KB of RAM. This low memory footprint demonstrates the suitability of the
proposed system for devices with limited resources. The storage efficiency is crucial for

resource-constrained mobile and IoT devices.
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3.4.2 Time Complexity — OTP Computation

Time complexity refers to the computational time an algorithm requires to execute,
expressed as a function of the input size. The graph for the OTP generation algorithm
between the number of hash functions applied, i.e., challenge length, and the time taken (in

milliseconds) to compute OTP, is plotted in Figure 3.8.
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Figure 3.8: OTP computation time for various challenge lengths

The results indicate a linear relationship between the challenge length and OTP
computation time. For shorter challenges, the OTP is computed in microseconds; as the
challenge length increases, the computation time scales predictably. The linear trend
confirms that the algorithm's time complexity is O(k), where k denotes the number of hash
operations applied. The low computation overhead indicates that the system remains

responsive even when many hash operations are required.

3.4.3 Time Complexity — Challenge Generation

The time taken by the authentication server to generate challenges of different lengths is
shown in Table 3.2. It can be seen that testing on a low-end i3-based computer incurs a
duration of approx. 197 microseconds (last row), even for a reasonably significant
challenge of length 10,000. The authentication server is a high-end machine with a
hardware configuration better than the test machine, so the challenge generation overhead

should be insignificant.
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Table 3.2: Challenge generation time (in milliseconds)

m n=2 n=4 n=6 n=8 n=10

100 0.01185 0.01238 0.01606 0.01867  0.02317
200 0.00809 0.01616  0.02493  0.03178  0.04052
300 0.01210  0.02493  0.03519  0.04825  0.05883
400 0.01578  0.03529 0.05272  0.06203  0.07847
500 0.01909 0.03962 0.05882  0.07835  0.09836
600 0.02336  0.04753 0.07019  0.09551 0.12001
700 0.02757  0.05572  0.08256  0.10967 0.13719
800 0.03072  0.06298 0.09462  0.12480  0.15795
900 0.03594 0.07062 0.10632  0.14139  0.17887
1000 0.03940 0.07807 0.11727  0.15853  0.19758

The graph for the challenge generation algorithm between the dimension range and the time
taken (in milliseconds) to generate the challenge is plotted in Figure 3.9. Different color-

coded lines represent different values of n for an n-dimensional hypercube.
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Figure 3.9: Time taken for challenge generation for different dimensions

These findings indicate that the challenge generation overhead is negligible, even as the
complexity (number of dimensions and bound values) increases. This low overhead ensures
that the authentication server can handle high request volumes without becoming a

bottleneck.

3.4.4 Applicability

It has been demonstrated in the performance analysis that the challenge generation process
on a low-end Intel i3 system takes only a few milliseconds, even for longer challenge paths.
This indicates that the server-side overhead is minimal. In a large-scale deployment,

traditional scalability techniques such as load balancing and horizontal scaling of the
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authentication server cluster can further ensure that the system remains responsive under
high user loads.

The architecture of the proposed system is inherently adaptable to various environments
and applications. The system can seamlessly integrate into diverse operational settings,
from enterprise networks to IoT ecosystems, by leveraging standard cryptographic hash
functions and ubiquitous QR code technology. The mobile application component, which
is platform-independent, allows the solution to function in environments with or without
consistent internet connectivity. Moreover, the security parameters, such as the dimensions
and bounds of the hypercube used in the multidimensional hash chain, can be tuned to meet
different security requirements. This flexibility makes the system suitable for specific

application needs.

3.5 Conclusion and Limitations

The solution discussed in this section proposes a two-factor (knowledge-based and
possession-based) authentication system where a smartphone generates OTP from a multi-
dimensional infinite-length hash chain. The complex challenge is defined as an arbitrary
path from the origin to a randomly selected point within a dynamically shifting multi-
dimensional hypercube. To avoid manually typing long challenges, it is encoded as Quick
Response (QR) codes that can be read using a mobile device’s camera. Security analysis
and threat modeling show that the proposed system effectively protects against vulnerable
attacks that may occur at the time of authentication. Performance testing and analysis of
the algorithm show that it could be used to carry out authentication using devices with
limited resources.

While the proposed authentication scheme is an effective solution, certain limitations exist.
The current performance analysis is based on an Intel Core i3-based system. Evaluating the
system across a broader range of devices, including high-load server environments, is
necessary to ensure consistent performance and responsiveness. While the security analysis
addresses common threats, emerging attack vectors (e.g., those exploiting quantum
computing or side-channel vulnerabilities) have not been comprehensively assessed. A
more formal and extensive security verification process would be beneficial to establish the
system’s robustness fully. To fully understand user needs and concerns, further research is
necessary, including user studies and surveys that assess perceptions of the system's

convenience, security, and overall usability.
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Chapter

Secure Authentication using
One Time Contextual QR Code

4.1 Overview

This chapter will demonstrate a novel authentication solution proposed to counter various
security breaches during the authentication process. A one-time contextual QR code is
generated during each authentication request received from the system users. Contextual
information present in the QR code is a random ID, which is unique for a particular login.
The information present in the QR code is encrypted. During authentication, a device
capable of scanning a QR code, such as a usual smartphone, with custom software
developed for the proposed scheme is required. The custom software will decode and
subsequently decrypt the contents of the QR code. After decryption, a piece of information
will be shown to the user, using which the user needs to derive the OTP corresponding to

their actual password.
4.2 Proposed Solution

This section provides a detailed explanation of the underlying working principle of the
proposed solution. For a better understanding, we divide the solution into three phases:

registration, device setup, and authentication.
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4.2.1 Registration Phase

The first-time user should register to set up the authentication credentials. The registration
process is similar to most current systems that use a username and password to authenticate.
The hashing algorithm is the standard approach to storing passwords securely [66]. The
hash values of the chosen username and password are stored in the database to maintain
secrecy. It is assumed that registration is carried out in a secure environment and that the
authentication credentials are not stolen during registration. Alternatively, the system
administrator can register new users as per the organizational policy and share the
authentication credentials with the users. The user can change the registration password at

any time.

The following notations are used:
Uplain — plaintext username,
Pplain — plaintext password,

h() — one-way hash function,
Un — hash value of username,
Pn — hash value of password

Thus, Un = h(Uplain) and Pp = h(Pplain)

The values Uy and Py, are stored against the respective user details in the database.
4.2.2 Device Setup

At the time of login, the user should have a device (such as a smartphone) capable of
scanning a QR code. Custom software, which has been specifically developed for the
proposed solution, needs to be installed on this device. The software installation on any
device is a one-time activity. The custom software contains a configured cryptographic

algorithm used to decrypt the information received from the authentication server.
4.2.3 Authentication Phase

During the authentication process, information exchange occurs between the authentication

server and the user to verify the user's identity.
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4.2.3.1 Authentication Server - Generate Login Information

The responsibility of the authentication server is to facilitate authentication for a user who
attempts to access a secured system. On receiving a login request from the user, specific

tasks are performed on the server end.

A mapping is generated between the alphanumeric characters and symbols (using which a
password can be formed) and a pre-defined set of generic elements. In one of the proposed
mappings, each cell of the QWERTY keyboard layout contains a mapping character. The
alphabet cells of the QWERTY keyboard layout will contain a random alphabet mapping;
the numerical cells of the QWERTY keyboard layout will contain a random numerical
mapping; and the symbol cells of the QWERTY keyboard layout will contain a random
symbol mapping. Thus, all 26 alphabets (a-z), numerals (0-9), and 14 chosen symbols of
the QWERTY keyboard layout will contain a mapping element. The 14 chosen symbols

are presented in Table 4.1.

Table 4.1: Symbols

Symbol Name Symbol Name
! Exclamation * Asterisk
@ At sign ( Open Parenthesis
# Hash ) Close Parenthesis
$ Dollar sign - Minus
% Percentage + Plus
A Caret B Underscore
& Ampersand = Equal

An example of the generated mapping is shown in Figure 4.1. Here, the elements in black
are the usual keyboard elements of the QWERTY keyboard layout. The elements in red are
the mapping elements against each usual element of the QWERTY keyboard layout.
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Figure 4.1: Randomized QWERTY keyboard layout mapping

The authentication server also generates a unique random id for the particular
authentication request and makes an entry of it into a database with the status as active.
Also, the current timestamp in UTC (Coordinated Universal Time) is stored against the

random id.

The concatenated value of generated mapping information and a random id is encrypted
using the private key of the authentication server. This encrypted data is then encoded into

a QR code. This QR code is sent to the end user who requested a login.

The following notations are used:

M — mapping information,

R —random id,

Kpr — private key,

Kpu — public key,

A —public-key encryption algorithm,
Ea() — encrypted value using A,

Da() — decrypted value using A,

Eqr — encoded information in QR code,

Dqr — decoded information from QR code
Thus,
Eor = Encode(E4(Kpr, (M||R)))

This information is sent to the end user as a QR code.
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4.2.3.2 User - Derive OTP

In case of authentication for applications on devices other than mobile phones, such as
desktops or laptops, a user scans the QR code using custom software installed on a QR code
scanning device. In the case of applications accessed on mobile phones, there would be an
additional link beside the QR code, and when the link is clicked, the custom software will
launch. Here, the QR code data will be passed internally to custom software.
The custom software first decodes the QR code.

Dgr = Decode(Eqr)

Dor = Ea(Ker, (M[[R))

The custom software uses the pre-defined public-key algorithm and the stored public key
to decrypt the decoded information to obtain the mapping and the random id.
Da(Kru, (Do) = (MR)

Custom software has the function of separating M and R from the concatenated values of
M and R. The user enters the username chosen at the time of registration. The OTP to be
entered needs to be derived from the mapping information presented to the user. In the case
of mapping information shown in Figure 4.1, the user needs to find the corresponding
mapping character for each element of the user’s actual password. The sequence of the
mapped characters is the derived OTP. In case of an uppercase letter present in the actual
password, the corresponding mapped letter will be in uppercase. Similarly, for lowercase

letters present in the actual password, the corresponding mapped letter will be in lowercase.

Example: Suppose the password of a user is “Data@]1”. The OTP corresponding to
“Data@]1” from Figure 4.1 can be derived as follows — For “D” the mapping character is
“J”, for “a” the mapping character is “1”, for “t” the mapping character is “y”, for “a” the
mapping character is “1”, for “@” the mapping character is “(” and for “1” the mapping

character is “0”. Thus, the derived OTP as per the mapping is “Jlyl(0”.

On submitting the authentication information, the username (Upiain), OTP, and QR code are

posted to the authentication server.
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4.2.3.3 Authentication Server - Verify OTP

Upon receiving the authentication request, the authentication server first checks whether
the user account is locked, and if it is found locked, the authentication request is denied.
Suppose a user attempts to log in using invalid information for a pre-determined number of
consecutive times. In that case, the account will be locked, and additional verification needs

to be done to unlock the account.

The received QR code is decoded and then decrypted using the public-key algorithm.
Mapping information and the random id are obtained from the decrypted data. This process
is the same as that carried out at the custom software end to obtain mapping information
and the random id from the QR code. The authentication server checks whether the random
id (obtained from the QR code) has status as active in the database. If it is active, the status
is changed to inactive, or else the authentication request is rejected. The timestamp stored
in the database against the random id is obtained. The difference between this timestamp
and the current time (in UTC) is calculated. If it exceeds the set time limit, then the

authentication request is rejected.

The actual password is derived from the user-entered OTP and the mapping information
extracted from the QR code. The hash values of the username and derived password are
matched against the values (from the registration phase) in the server database. If the values

match, the authentication is successful; otherwise, the authentication request is rejected.
4.3 Security Analysis, Applicability and Discussion

4.3.1 Security Analysis

Firstly, we compare the proposed scheme with SMS-based OTP, which is widely used in
many secure applications. Recently, there have been compromises on SMS OTP sent to
mobile phones [21]. Using suitable tools, the mobile traffic of an end user, including SMS,
could be intercepted by an attacker. This would reveal the OTP (via SMS) at the
interception point. Also, mobile phone malware capable of receiving SMS containing OTPs
is becoming a rising threat. Upon reception, in the background, the SMS could be
forwarded to an attacker and deleted from the mobile phone to hide the fact that the SMS

containing OTP ever arrived at the infected phone. Our proposed authentication solution
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does not send the OTP over a mobile network, so it is resistant to capturing mobile traffic.
Unlike the SMS-based OTP system, the one-time password in the proposed scheme is not
distributed as plaintext. Mapping information in an encrypted QR code is sent to the user,
using which the user derives the OTP from the actual password known only to the user and
the authentication server. Thus, malware-infected mobile devices used for scanning a QR

code cannot reveal the authentication credentials.

Phishing attacks aim to steal sensitive information by impersonating a trusted entity
through electronic means. Typically, users are tricked into entering details on a fraudulent
website that has been developed identically to a legitimate one. The QR code used in the
proposed solution can only be generated at the authentication server end, which has the
private key of the public-key encryption algorithm. The custom scanning software will not
resolve any other form of QR code; hence, mapping information will not be shown to the
user. Also, there is an upper bound on the time the user should be authenticated after QR
code generation. So, a QR code captured by an attacker to deceive the user later will not be
significant. Thus, with the proposed scheme, phishing attacks on authentication information

will be challenging to achieve.

Using a one-time password rather than a static password has proved useful while carrying
out authentication. It is an efficient method to increase system security. In the proposed
method of authentication, the password entered by the user is valid only for a particular
authentication request. In subsequent logins, the mapping information changes; hence, the
password to be entered also changes. Using OTP makes a system secure against key-logger
software running in the background to track the keys struck on a keyboard and an asterisk
logger showing hidden passwords masked behind asterisks. A password-stealing Trojan
could acquire the password cached in browser memory in a compromised system.
However, this kind of attack can be prevented using OTP, as the user never enters the actual

password.

In a replay or playback attack, a message that a legitimate user sent earlier is fraudulently
repeated. In our implementation, the dynamically generated QR code contains a unique
random id, and the database on the server is used to track whether the random id is active.
Authentication is allowed only if the random id is active and marked as inactive after its

usage in an authentication. So, the server will reject a replay of the already used
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authentication information, thus making the authentication system secure against replay

attacks.

Shoulder surfing involves the use of direct visual observation to obtain sensitive
information, such as watching over a person’s shoulder during data entry. This type of
attack can also be executed from a distance using tools like binoculars or other visual
augmentation devices to discreetly capture information. In the proposed solution, shoulder
surfing on the keyboard by directly observing through eyes or video recording can just
reveal a temporary password valid for the particular authentication. The mapping
information displayed to the user is on the handheld device, which is close to the user’s
body. So it is nearly impossible to shoulder surf both on the handheld device's screen and

the system's keyboard simultaneously. Thus, it is resilient against shoulder surfing.

Brute force and a dictionary attack on passwords use all possible combinations of
passwords and an exhaustive list of dictionary words, respectively, to crack the password
of a system. In our implementation, any combination of alphabets (a—z and A—Z), numbers

(0-9), and 14 special symbols can form the password.

Total possible passwords of length L, N = (76)"
ForL=3,N=(76)=4.39 * 10°
For L =4, N=(76)*=3.34* 10’

Thus, the password space is vast. Also, the system locks out the user account after a few
invalid attempts. Thus, obtaining the user’s credentials is nearly impossible using brute
force and dictionary attacks. This aligns with most of the existing username and password-

based authentication systems.

In SQL injection, a malicious script is written as the user input, and it gets executed against
the database to compromise the stored information. In the proposed scheme, the server
processes the received data before executing the database query. The hash values of the
username and the derived password from OTP are verified against the database. So, SQL

injection in the username and password fields will not be significant.

In a pre-play attack, an attacker prepares for the attack in advance by predicting the next

challenge to be used for authentication. In the proposed scheme, the generated QR code is
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encrypted by the authentication server's private key. The custom software will not resolve
any other form of QR code, thus making it infeasible for an attacker to generate the next

challenge.

Thus, the above discussion illustrates the usefulness of the proposed solution in countering

various cyberattacks during the authentication process.
4.3.2 Applicability

At the time of authentication, a device capable of scanning a QR code, such as a
smartphone, is required. Smartphones are already in use worldwide by a vast number of
mobile phone users, and the usage of smartphones shows an increasing trend in the near
future. Additional devices like token generators, chip-based cards, along with readers,
biometric devices, etc., are not required. Thus, the infrastructure cost and the lag time to
set up an authentication system are reduced to a large extent. This increases the applicability

of the proposed scheme.
4.3.3 Discussion

Table 4.2 presents a comparative analysis between the proposed system and existing OTP-

based authentication mechanisms.

Mobile SMS-based OTP systems are commonly used to authenticate users, especially
during transactions. However, it is prone to malicious software installed on a mobile device.
Also, there is a mobile network dependency to receive the SMS. Lamport & S/Key [57, 78]
and Bicakci and Baykal [52] schemes require system re-initialization after a certain number
of authentications. They are prone to pre-play attacks as well. Lamport & S/Key, Bicakci
and Baykal, and Eldefrawy [63] schemes perform a high computation at the client end, and
additionally, there is an overhead to store secrets. RSA SecurID generates a token in a
dedicated hardware device. Thus, no extra resources are required from the client to generate
the OTP. However, in the case of RSA SecurlD, the device procurement cost is high, and
it needs to be replaced after a certain lifetime. There is a lag time when setting up the RSA
SecurID system for a user, as a dedicated hardware device needs to be tagged and shipped
to the user. The proposed system of password entry eliminates all the mentioned problems.

It is highly usable and can be easily integrated with existing password entry systems.
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Table 4.2: Comparison with other OTP-based authentication systems

Metric| System— SMS-based |Lamport |Bicakci Eldefrawy |RSA Proposed
OTF and and et al. SecurlD scheme
S/Key Baykal

Usability Very high |Low Low Low High High
Initial setup time Small Medium Medium |Medium High Small
Device cost Low Low Low Low High Low
Operational cost Medium Low Low Low Low Low
Number of Unlimited |Low Medium |Unlimited |High Unlimited

authentications before
re-initialization

Resistance to pre-play |High Low Medium |Medium High Very high
attack

Client computational |Not High High High Not Low
requirements applicable applicable

Additional overhead |No Yes Yes Yes No No

to store secret

Mobile network Yes No No No No No
dependency

Prone to SMS capture| Yes No No No No No

malware installed on
mobile device

Type of encryption Hash Hash Public Hash Hash Public key
algorithm function function |key function function

4.4 Usability Study

A usability study has been conducted to determine the error rate and the time taken by the
users to authenticate using the proposed method. The study was performed on 50
participants who are regular users of computers and mobile phones. The participants were
given a presentation describing the new authentication method in detail. Also, the
participants had hands-on experience with the new method of authentication. All the
participants were given the same passwords for the experiment. The passwords varied in
length from 3 to 8 elements, and each of the passwords had a minimum of one number or

symbol along with the alphabet (a—z, A-Z).

The average value of the entry time of OTP after the appearance of mapping information

on the user’s handheld device is shown in Figure 4.2.
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Figure 4.2: Password length vs average input time

It can be seen from the graph that, on average, a password of length three characters was
derived and entered in 6 s, and a password of length eight characters was derived and
entered in 14 s. We believe that the entry time taken by the users will reduce to some extent

once they use the new authentication method a considerable number of times.

We found that invalid OTPs were entered in 5% of the total authentication attempts of all
the users. This result may be because the proposed authentication method is still new to
users. We believe the authentication failure percentage will decrease as users become

comfortable using the new authentication method.

4.5 Conclusion

In this chapter, we have proposed an innovative solution for generating OTPs using
mapping information and context-aware QR codes. The discussion in the earlier section
establishes that it can counter various kinds of security attacks on a system. In the proposed
solution, there is a trade-off between the time taken to authenticate a user and the system's
security, so depending on the need, it can be deployed in applications where more
significant security is desired. However, the new method is easy to integrate and adapt to

existing systems.

53






Chapter

ATM transactions made safer
using NFC and Blockchain

5.1 Overview

The proposed work in this chapter demonstrates a novel authentication solution to
authenticate at ATMs. The authentication system does not rely on the use of physical ATM
cards. During authentication, a user must have an NFC-supported smartphone with a
custom application installed. The custom application uses mobile TPM to store some user-
specific private information. A one-time password (OTP) must be generated in the custom
application before reaching the ATM kiosk. When operating in card-emulation mode, an
NFC-enabled device mimics the behavior of a contactless smart card. In this configuration,
the radio frequency (RF) field is generated by the NFC reader, not the mobile device itself.
At the ATM kiosk, the user needs to swipe the smartphone (in NFC card-emulation mode)
in front of the NFC reader to authenticate. Blockchain has been used to store digital identity
to carry out two-factor authentication of the system’s users. The security strength of the

proposed system has been discussed using threat modeling.
5.2 Proposed Solution

In this section, the registration and authentication processes are described in detail.
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5.2.1 Registration Process
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Figure 5.1: Registration process

The registration process is shown in Figure 5.1. In line with the current banking process
deployed by some banks for ATM card registration, a username and default PIN are
securely communicated to the end user of the banking system. A custom authentication
application has been developed, which the user needs to install on their mobile phone. The
custom application can be downloaded from a public repository like the Google Play Store
or an internal banking website. A username and default PIN should be entered in the custom
authentication application to register with the authentication server. At the time of
registration, an OTP is delivered via SMS to the mobile number associated with the user's
account to further validate the system’s new user. The user needs to select a new PIN, i.e.,
change the default PIN during registration. If the authentication server accepts registration,
the user’s smartphone-specific unique information such as mobile device ID,
manufacturing company (like Apple, Samsung, etc.), brand model (iPhone 12 Pro Max,
Vivo X60 Pro, etc.), mobile operating system (Android, iOS etc.) and others are sent to the
server and stored against the username of the user. The authentication server issues a digital
certificate and transmits it to the user’s smartphone via a secure channel. The issued digital
certificate is securely stored by the custom application in the mobile TPM. Also, a copy of
the same digital certificate is tagged to the user and stored in the blockchain. This completes

the registration process.
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5.2.2 Authentication Process
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Figure 5.2: Authentication process

The authentication process is shown in Figure 5.2. A user must enter the username and the
corresponding PIN (chosen during the registration process) in the custom authentication
app registered on their smartphone. When a mobile device sends an authentication request,
the authentication server receives both the user’s credentials and device-specific
information. On receiving the data, the authentication server validates it for correctness.
Suppose the credential entered by the user is valid. In that case, the digital certificate (issued
by the authentication server during registration) is sent via the custom authentication app
to the authentication server for validation. The digital identity is verified in the blockchain
network. After successfully validating the information, the authentication server sends an
OTP to the user’s device, and the custom authentication app securely stores the OTP. The
validity of the OTP is for a preset time duration (for example, 15 minutes) from the
generation time. The stored OTP is hidden from the user. This generated OTP can be used

once during its validity duration to authenticate at the ATM kiosk.

Before reaching the ATM kiosk, the user can log in to the custom authentication app and
start the NFC card emulation mode. The NFC card emulation mode will make the user’s
mobile phone act like an NFC card. An NFC reader can read the information exposed via

the NFC by placing the mobile phone in close contact with an NFC reader. To authenticate
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at the ATM kiosk, users must tap their smartphone against the NFC reader installed at the
terminal. When the mobile phone comes in contact with the NFC reader, the authentication
data from the custom authentication app is read by the NFC reader through a secure
channel. The authentication server verifies the authenticity of the information and grants

transaction access to the user.

5.3 Discussion

Most of the latest smartphones have built-in NFC support. In card emulation mode, the
NFC-enabled device functions as a virtual contactless card. An external NFC reader can
access the emulated NFC card. In the proposed system, a dedicated physical card or extra
device (apart from an NFC-supported smartphone) is not required during authentication.

This eliminates the overhead of manufacturing and shipping physical ATM cards.

A custom authentication application has been developed, which the user needs to install on
their mobile phone. The custom application can be downloaded from a public repository
like the Google Play Store or an internal banking website. Ideally, the app needs to be
installed only once on a device. During registration, the user’s smartphone-specific unique
information such as mobile device ID, manufacturing company (like Apple, Samsung, etc.),
brand model (iPhone 12 Pro Max, Vivo X60 Pro, etc.), mobile operating system (Android,
108, etc.) and others are sent to the server and stored against the username of the user. The
device-specific unique information is an additional piece of information (apart from the
credentials) that the authentication server uses to validate the source requesting

authentication.

At a later point, a user can change the NFC device (smartphone) as required. The installed
app or the internal banking website can generate a new default PIN. After generating a new
default PIN, the custom app automatically deregisters from the current device. The default

PIN can now be used to register the app on the new device.

Blockchain technology raises a new paradigm, which puts the user at the centre of
managing their own digital identity; this idea is behind one of the digital movements called
self-sovereign identity (SSI). This new decentralised digital identity model gives the user
the power to manage and share their identity. SSI revolves around the concept of

Decentralised Identifiers (DIDs) and Verifiable Credentials (VCs), which is essentially the
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heart of the SSI. We use physical credentials such as our identity cards, like a passport or
license; the idea behind the Verifiable Credential is to create a digital credential like the
physical one. The DID is a unique identifier that associates a person with a VC to identify
the individual uniquely. In a digital world, a certificate associated with a user can be seen
as a Verifiable Credential. Managing the key associated with the user is one of the critical
areas of security. In the blockchain world, we can use a Decentralised Key Management

System (DKMS) to provide highly scalable key distribution, verification, and recovery.

In our proposed system, a digital certificate corresponding to each user is generated at the
time of registration. This digital certificate is securely transmitted to the registered user and
acts as the SSI for the user. This certificate is stored securely on the user's mobile device.
Specifically, the mobile TPM, an added layer of protection to keep sensitive user data, has
been used in our system. Also, a copy of the certificate corresponding to the user is securely
recorded on the blockchain. During the authentication process, the user’s digital certificate
is validated before providing them access to the ATM network. The validation of the digital
certificate, apart from the credentials, makes it a second factor for authentication.
Authenticating the genuineness of the user from an independent blockchain system further

strengthens the system’s security.

In ATM networks, a well-defined set of users uses the system. The financial transactions
are usually carried out within an organization’s systems or among its trusted partners. Thus,
private blockchain is a better choice over public blockchain networks. In contrast to a public
blockchain, a private blockchain is a restricted network that restricts access and
participation to authorized individuals within an organization. It offers many advantages,
such as improved security measures, increased scalability, compliance with regulatory
standards, comparatively lower operational costs, and better intellectual property

protection.

An NFC relay attack is a sophisticated exploit primarily targeting contactless payment
systems by leveraging NFC technology. In this attack, criminals generally use two NFC-
enabled devices, one to intercept and another to amplify the signals between the victim’s
NFC device and, particularly, a payment terminal. This manipulation of the transaction
process highlights the serious nature of the threat. In our proposed work, as discussed
earlier, mobile TPM has been used to store user OTP and digital certificates. The use of

TPM is one of the mitigation strategies against NFC relay attacks, as confidential
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information is not exposed openly. The user activates the NFC card emulation mode only
at ATM kiosks, and the exchange of messages between a smartphone and the ATM terminal

takes place via a secure, encrypted channel.

In the proposed system, a smartphone configured to emulate an NFC card has proven
advantageous over physical ATM card usage. If a criminal obtains an ATM card, then it is
easy to read the information written on it or skim the ATM card. A smartphone can be
protected by various authentication methods, such as passwords, biometrics, etc., making
it difficult for criminals to break into the smartphone. Manufacturing many cards and
transporting them to the end users are both time-consuming and involve some cost. In the
case of smartphones, the authentication setup is much quicker as it is software-based.
Mobile phones have become an indispensable part of daily life, so a stolen mobile phone

will be easily noticed, whereas a user might not see a stolen ATM card for many days.
5.3.1 Threat Modeling

This section determines the threat model, including the security objectives, trust

boundaries, and possible threats.
5.3.1.1 Security Objectives

A secure system must fulfil numerous security requirements to ensure stability and
resiliency. Identification represents a primary requirement in any confidential system. It is
the act of finding out the identity of a person or application requesting access to a secure
system. Any anonymous entity should be denied access to a secure system. Nonrepudiation
is another essential security requirement. It ensures that an entity cannot repudiate the
execution of a specific action. The transactions carried out by an authorised user should be

accountable.
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5.3.1.2 Trust Boundary
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Figure 5.3: Trust boundary and the communication channels

The proposed authentication scheme has five major components (mobile device, ATM
terminal, authentication server, blockchain, and database) and five major communication

channels (marked by numbers 1 to 5) for transferring data, as shown in Figure 5.3.

The user’s smartphone details are captured and stored in the authentication server during
registration. We assume that the mobile device component is uncompromised as long as it
is in the user’s possession. It is assumed that the ATM terminal, authentication server, and
database are secure components, as securing these components is taken care of by the
existing ATM systems. Blockchain has emerged as a secure technology that safeguards
data against unauthorized access, minimizes the risk of fraud, and reduces the likelihood of
data breaches or tampering. It is increasingly used in different sectors to avoid fraud and to
increase data protection. In our proposed solution, we have used a private blockchain. The
financial entity running a private blockchain can easily change the rules of a blockchain,
nullify transactions, and perform other desired functions. The validators are known in a
private blockchain, so any risk of a 51% attack is eliminated. A private blockchain enhances

privacy by limiting read access to authorized participants only.

TLS and SSL are widely used cryptographic protocols that ensure secure communication
across computer networks. In the proposed system, communication between a mobile
device and the authentication server occurs via the Internet and is secured using TLS or
SSL. The security of the communication channel between an ATM terminal and the
authentication server, and the channel between the authentication server and the database,
is assumed to be taken care of by the existing ATM systems, and it is not in the scope of

our discussion. A mobile device communicates with an ATM terminal via NFC technology.
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The authentication server establishes a secure channel via TLS or SSL to communicate

with the blockchain system.

5.3.1.3 Threats

In today’s cybersecurity landscape, there are numerous streams of potential threats. The
threats look for vulnerabilities in the environment that they can exploit. In system and
network security, threats can be mitigated by properly using security features and
procedures. The threats could be on the components, communication channels, and the

authentication protocol of the system.

Attacks on the components:

The proposed authentication scheme has five major components: mobile device, ATM
terminal, authentication server, blockchain, and database. We assume that the mobile
device component is uncompromised as long as it is in the user’s possession. However, a
mobile device such as a smartphone can be stolen in an adverse scenario. Smartphones have
become essential to daily life, so smartphone theft will quickly get noticed. The custom
authentication app can be easily unregistered from the stolen device via online or phone
banking. A new default PIN needs to be generated to register a fresh app on the new mobile
device. Also, smartphone data can be wiped off remotely using applications with elevated
privileges. As mentioned earlier, the ATM terminal, authentication server, database, and
blockchain network are assumed to be secure, and the security of these individual

components is not in the scope of our discussion.

Attacks on the communication channels:

As depicted in Figure 5.3, there are five primary communication channels in the proposed
system, marked by numbers 1 to 5. The data exchange between a mobile device and the
authentication server and between the authentication server and the blockchain network is
protected by TLS. Therefore, the packets cannot be modified or snooped during
transmission if the certificate is valid. A mobile device communicates with an ATM
terminal via an NFC channel. As stated earlier, the communication distance and the lifetime
of an NFC channel are short, thus making it difficult for an attacker to compromise. As

mentioned earlier, the communication channels between an ATM terminal and the
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authentication server and between the authentication server and the database are assumed

to be secure.

Attacks on the authentication protocol:

An ATM card and corresponding PIN commonly validate a user at an ATM kiosk. ATM
skimming, along with the subsequent cloning of cards (including chip-based cards), has
emerged as a security concern. Also, attackers exploit methods, such as shoulder surfing
by direct observation, hidden cameras, or other vision-enhancing devices, to steal the PIN
corresponding to the user's ATM card. In the system proposed in this chapter, NFC card
emulation mode in a mobile device is considered an alternative to ATM cards during
authentication. The mobile application generates an OTP, which is used to authenticate the
user. The authenticity of the user and the device requesting the OTP are validated before
generating the OTP. A replay attack involves a malicious actor capturing data from a secure
network transmission and then replaying it as authentic information. In contrast to static
passwords, since the OTP is valid only for one login session, it is resistant to replay attacks.
The blockchain system validates the user's digital certificate to determine whether the
source is genuine. The blockchain system will reject the digital certificate generated by any

malicious source.

5.4 Conclusion

An ATM is a self-service electronic device that enables users to perform transactions
without visiting a physical bank branch. It is a convenient method to meet users' transaction
requirements, such as deposits, cash withdrawals, bill payments, etc. Millions of ATMs are
deployed all around the globe. Therefore, ensuring user security and offering ease of use
during ATM transactions is of utmost importance. Using debit cards or similar types of
cards at ATMs can present issues, such as ATM skimming, damaged magnetic strips of
cards, lag time to set up the system users, longer time to authenticate at the ATM kiosks,
etc. In this chapter, we have proposed a novel solution to authenticate users at ATM kiosks.
Here, a smartphone supporting the NFC feature (present in most modern smartphones) is
required during authentication into the ATM system. The discussion of the advantages of
using the proposed system shows that it is a valuable alternative to the existing
authentication method. Blockchain technology has been leveraged to offload the server-

side computation and act as a second factor authenticator to validate the digital certificate
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of the system users. Security analysis and threat modeling show that the proposed system

effectively protects against vulnerable attacks that may occur at the time of authentication.
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Chapter

Contextual Authentication of
Users and Devices using
Machine Learning

6.1 Overview

In this chapter, apart from the usual authentication methods currently in practice, the
context of users and devices is considered during authentication to detect anomalies and
security-related attacks. An independent machine learning network processes and analyses
the contextual information to determine the credibility of the source requesting

authentication.
6.2 Proposed Solution

This section details the core concept behind the proposed solution. Additionally, the steps

involved in processing context information during authentication are detailed.
6.2.1 Working Principle

Context analysis of the user/device will be carried out in the background during
authentication. The context analysis will facilitate the construction of a historical data-

based classifier/prediction model to derive the credibility score of the user/device during
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authentication. A machine learning network will be built with a continuously evolving new
dataset. The machine learning analysis could be carried out in a central on-cloud network

where the technology stack can be easily updated without affecting end users.

The context of the user/device varies from one system to another. Hence, the contextual
parameters can be set as per a system’s requirements. Some of the contextual parameters

that can be considered are:

1. Source network address reputation - Network address/Internet Protocol (IP) reputation
intelligence enhances online security by identifying and blocking sources associated
with malware, as well as potentially harmful or suspicious content. Organizations can
restrict authentication attempts originating from an IP address or a subnet associated
with known bad actors.

2. Device Software - Software/programs in the end user machine, such as old security
patches of the operating system, absence of anti-malware software, presence of
malicious software like keyloggers, etc., may indicate a compromised system.

3. Location information - Context-aware user verification can track a user’s physical
location to analyse the possibility of an authentication request from that location.
Combining the physical location of login attempts with a user’s historical access patterns
can enhance the detection of unauthorized activities. For example, if a user authenticates
at 9 a.m. from Canada and again tries to authenticate at 10 a.m. from Dubai on the same
day, that would be an improbable travel event and raise suspicion.

4. Behavioral analysis - A user's interaction patterns with a device, such as keystroke
dynamics, mouse movements, and similar behaviors, can be recorded and analyzed over
time to derive the usage patterns of the particular user. During later uses, deviations
outside the established behavioral patterns can raise suspicion.

5. Network information to detect network anomalies.
6.2.2 User/Device Registration

There are various existing methods of authentication to authenticate a user/device, such as
knowledge-based (e.g., personal identification number, password), possession-based (e.g.,
RSA token, automated teller machine cards), inheritance-based (e.g., biometrics like a
fingerprint, face recognition), and somebody you know (social networks). At the time of

registration, the secret information corresponding to the chosen authentication scheme is
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stored at the server end to validate a client’s identity requesting access to resources. The
proposed method of context-based authentication can be adapted to the various existing
authentication schemes. Context-based processing will be carried out in the background,

and it can be hidden from users (or potential attackers) of a secured system.

6.2.3 Authentication Process

The authentication process depicted in Figure 6.1 caters to both user authentication and

device authentication.
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Figure 6.1: Authentication process

6.2.3.1 First Level of Authentication

The authentication process shown in Figure 6.1 uses credentials (like username and
password) to authenticate the users. However, the core framework of the proposed system
will be the same for other types of authentication techniques as well. In the case of user
authentication, the contextual information of both the user and their device is captured and
communicated to the authentication server along with the user credentials. When
standalone devices are being authenticated, secret information corresponding to the device,
such as the device’s digital certificate and contextual knowledge, is communicated to the

authentication server.

The authentication server verifies the user/device based on the received secret information
corresponding to the user/device. The private data is validated against the information

stored in the authentication server during registration. If user/device validation fails, the

66



authentication server flags the request as invalid. On the other hand, if the secret

information is correct, the user is granted access to the system/resources.
6.2.3.2 Second Level of Authentication

In the background, the authentication server sends the contextual information obtained
from the user/device to an independent machine learning network. This network is an
isolated entity that performs contextual processing on the received data. The machine
learning network can reside in a central on-cloud network where the technology stack can
be easily updated without affecting end users. This data offloading strategy facilitates the
analysis of large volumes of data on powerful computational resources of a secure ML
network to improve detection performance. Various contextual parameters, such as source
network address reputation, device software information, location information, the
behavioral pattern of the users, network information, etc., can be considered depending on
the system’s needs. The result of the contextual analysis is a credibility score of the
user/device, which helps to determine the level of authenticity of the entity requesting
authentication. Based on the credibility score, the authentication server can invalidate an

authentication request or alert the user about a suspicious authentication attempt.
6.2.4 Intrusion Detection System Modeling

An anomaly-based intrusion detection system has been modelled and analyzed in detail to
detect security attacks based on the contextual information of users and devices. In
particular, various machine learning models have been generated and tested to detect
DoS/DDoS and brute-force attacks. The various steps involved in building and testing the

ML models are shown in Figure 6.2.
6.2.4.1 Data Collection

In our research, the “Canadian Institute for Cybersecurity (CIC) Intrusion Detection
Systems (IDS)” dataset, which is CIC-IDS2017 [41], is used for the analysis of DoS/DDoS
attacks and brute force attacks. This dataset contains benign and common attacks that
resemble actual real-world data. The dataset was generated to build realistic background
traffic. It uses the B-Profile system [41] to model abstract patterns of human interaction

and generates naturalistic, benign background traffic. The dataset contains different data
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files representing each attack: DoS/DDoS and brute-force. In a data file, the rows represent

the data points, and the columns represent the features.
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Figure 6.2: Steps in IDS modeling

6.2.4.2 Data Preprocessing

The second step in building the model is data preprocessing. In this step, the data quality is
ensured by using techniques like managing missing values, addressing outliers,
transforming the data into an appropriate format, etc. In the data files of DoS/DDoS and
brute-force attacks, 79 features characterize each of the data points. Out of the 79 features,
it has been observed that ‘Fwd Header Length’ is a duplicate. This duplicate feature has

been removed from the dataset, and analysis has been carried out using 78 features.
6.2.4.3 Feature Selection

In the feature selection step, a subset of the attributes is chosen from the dataset and
considered for training and testing the ML model. The CIC-IDS2017 dataset consists of 78
features, and an exhaustive analysis is carried out using all the dataset’s features. Apart
from complete dataset analysis, a feature selection technique has been applied to rank the
features and consider the selective top-ranking features for the study. The feature extraction
technique transforms the data from a higher to a lower-dimensional space. Fewer features

require less computation time, and model accuracy may also improve due to less misleading
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data [73, 99]. Various feature ranking methods are available, and in our research, the
InfoGainAttributeEval ranking method has been used to rank the dataset’s features. To
make feature selection, the InfoGainAttributeEval algorithm measures how each feature

contributes to decreasing the overall entropy.
6.2.4.4 Model Classifier

A classifier is the ML algorithm used to generate ML models. Some of the popular machine
learning classification algorithms like J48, Random Forest, Multi-Layer Perceptron (MLP),

and Bayes Net have been studied in our research.
6.2.4.5 Model Training

Model training involves using the selected ML algorithm and the training dataset to learn
the patterns in the data. The outcome of this step is a generated ML model. In one
experimental case, the data files of the CIC-IDS2017 dataset for DDoS/DoS attacks and
brute-force attacks are split into 50% data to train the model and the remaining 50% for
testing the model. In another experimental case, the same data files are divided into 40%

data to train the model and the remaining 60% for testing the model.
6.2.4.6 Model Evaluation

During model evaluation, the performance of the trained model is assessed using the test
dataset. The machine learning classifiers are evaluated using the confusion matrix, which
summarizes the number of incorrect and correct predictions made by a classification model

as a table. [107] (Table 6.1).

Table 6.1: Confusion Matrix
Predicted

Positive | Negative
Positive | TP FN
Negative | FP TN

True

Notations used -
TP = True positive (positive labeled record classified as a positive record)

TN = True Negative (negative labeled record classified as a negative record)
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FP = False Positive (positive labeled record classified as a negative record)

FN = False Negative (negative labeled record classified as a positive record)

Accuracy, Precision, Recall, and F-Score are studied collectively to determine the

best-fit classifier for a particular security attack.

Accuracy reflects the rate at which attack instances are correctly classified.

TN +TP
TN+ FN+FP+TP

Accuracy (A) = (Eq.6 — 1)
Precision represents the proportion of true positive predictions among all positive
predictions made by the model, including both true positives and false positives.

TP

Precision (P) = TP T FP (Eq.6 —2)

Recall measures the proportion of true positive attack predictions out of all actual

attack cases in the dataset.

TP
Recall (R) = TP+—F1V (Eq 6 — 3)

The harmonic mean of a system’s recall and precision values is represented by the F-

Score.

2 X (RxP)

F — score (F) = R+ P)

(Eq.6 — 4)

6.3 Experiments and Results

In this section, the various experiments conducted to detect DoS/DDoS and brute-force

attacks are described in detail. The ML models are generated with the help of the Weka

tool. The different performance metrics, including accuracy, precision, recall, f-score, and

model-built time, are analyzed for the generated ML models.

System configuration: All the experiments have been carried out on the same laptop so that

performance time can be compared across the experiments. System configuration:

Processor - 12th Gen Intel® Core™ 15-1235U @ 1.30 GHz, RAM - 16.0 GB, System type

- 64-bit Windows operating system, x64-based processor
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Assumptions: The data is assumed to be available as one flat file or relation, where a fixed
number of attributes describe each data point. It is further assumed that the training dataset
represents a representative population sample so that the generated model is not biased.
The CIC-IDS2017 dataset used in this research contains benign and different kinds of
modern DoS/DDoS and brute-force attacks, which are assumed to resemble real-world

data.
6.3.1 DoS/DDoS Attack

This type of cyber-attack aims to disrupt the normal functioning of a host system, rendering
a machine or network resource inaccessible to its legitimate users. It is usually
accomplished by flooding the target system with excessive traffic, thereby exhausting its

resources and obstructing the processing of legitimate requests.

6.3.1.1 Dataset

In the CIC-IDS2017 dataset, the data file representing the traffic of benign and DoS/DDoS
attacks has been used for analysis. The dataset comprises 78 features and 6,92,703 records
labeled Benign, DoS slowloris, DoS Slowhttptest, DoS Hulk, DoS GoldenEye, and
Heartbleed. In this chapter, for analysis, the various categories of DoS attacks have been
represented collectively as DOS attacks. Thus, the transformed dataset has two types of
labels - BENIGN and DOS. Out of the total 6,92,703 records, there are 4,40,031 instances
of BENIGN and 2,52,672 instances of DOS.

6.3.1.2 Analysis

Analysis of the DoS/DDoS attacks has been carried out on the popular machine learning
algorithms - J48, Random Forest, Multi-Layer Perceptron (MLP), and Bayes Net using the
Weka tool. A part of the dataset is used to train the classifier and generate a model, while
the remaining data is used to evaluate the model's performance. The output produced by
the Weka tool is a confusion matrix (along with other details) for each unique combination
of the testing dataset and the classifier. The DoS/DDoS attack-based data file of the CIC-
IDS2017 dataset is used for a 50% and 40% data split, i.e., 50% and 40% instances,

respectively, to train the model, and the remaining for testing the model.
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The dataset consists of 78 features. An exhaustive analysis of the DoS/DDoS attacks is
carried out on the complete dataset with 78 features. To study the most significant features
out of the 78 features, the InfoGainAttributeEval ranking method has been used to rank the
78 features. An analysis of the DoS/DDoS attacks is carried out on the dataset of the top 14
and top 10 ranked features. A comparative study of the dataset having 78 features, 14

features, and 10 features is done for various metrics, including performance metrics.

The accuracy, precision, recall, and f-score are computed using equations 6-1, 6-2, 6-3, and
6-4 on the generated confusion matrix for J48, Random Forest, MLP, and Bayes Net for
50% and 40% data split and different feature groups. Figures 6.3, 6.4, 6.5, and 6.6 present
graphical representations and corresponding data tables summarizing the computed values

of recall, precision, accuracy, and f-score, respectively.
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Figure 6.6: F-Score for DoS/DDoS

The model-built time (in seconds) for the combinations of features and ML algorithms for

50% and 40% of the data split is shown in Table 6.2.
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Table 6.2: Model-built time (seconds) for DoS/DDoS

No. of Features 10 10 14 14 78 78

(Data Split) (50%) (40%) (50%) (40%) (50%) (40%)
J48 11.9 14.08 46.44 42 .4 320.62 309.52
RandomForest 137.41 137.17 169.31 173.25 847.28 807.71

MultilayerPerceptron | 289.97 | 285.31 687.76 | 465.97 | 25381.67 | 17675.83

BayesNet 5.18 4.37 9.12 8.49 56.18 36.22

6.3.1.3 Inference

It is observed from Figures 6.3, 6.4, 6.5, and 6.6 that for all the combinations of features
and data split, the values of recall, precision, accuracy, and f-score are higher for J48 and
Random Forest algorithms than MLP and Bayes Net algorithms. Between MLP and Bayes
Net, it is observed that Bayes Net performs better than MLP in terms of recall, precision,
accuracy, and f-score metrics. It can be seen that with both 14 and 78 features, the J48 and
Random Forest algorithms achieve greater than 99% values of recall, precision, accuracy,
and f-score. As depicted in Table 6.2, all the algorithms take much less time with 10 and
14 features as compared to 78 features. Thus, considering various metrics, including
performance metrics, 14 features instead of all 78 features, is good to consider when
building the machine learning model to detect DoS/DDoS attacks. It can be seen from Table
6.2 that the J48 algorithm performs slightly better than the Random Forest algorithm for
both 50% and 40% of the data split. Thus, in the proposed authentication solution, the ML
algorithm model created using the J48 algorithm and considering 14 features is chosen to
detect DoS/DDoS attacks. The top 14 ranked features and entropy generated using the
InfoGainAttributeEval ranking method are shown in Table 6.3.

Table 6.3: Top 14 ranked features for DoS/DDoS

Entropy | Rank Attribute Name Entropy | Rank Attribute Name
0.761 1| “Init Win_bytes_forward” 0.663 8 “Total ;::f;g,?f Bwd
0.678 2 “Packet Length Mean” 0.663 9 “Subflow Bwd Bytes”
0.676 3 “Average Packet Size” 0.641 10 “Bwd Packet Length Max”
0.672 4 “Bwd Packet Length 0.618 | 11 “Flow IAT Max”

Mean
0.672 5 “Avg Bwd Segment Size” 0.618 12 “Packet Length Variance”
0.668 6 “Destination Port” 0.618 13 “Packet Length Std”
0.666 7 “Max Packet Length” 0.605 14 “Fwd Packet Length Max”
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The work in [13] and [48] demonstrates that “Packet Size” is one of the essential features
in DoS/DDoS attacks. Furthermore, the work described in [60] and [80] experimentally
shows that packet size distribution is useful in detecting DDoS attacks. In Table 6.3, 10
features (“Packet Length Mean”, “Average Packet Size”, “Bwd Packet Length Mean”,
“Avg Bwd Segment Size”, “Max Packet Length”, “Total Length of Bwd Packets”, “Bwd
Packet Length Max”, “Packet Length Variance”, “Packet Length Std” and “Fwd Packet
Length Max”) out of the 14 features are directly proportional to the packet size. This further

strengthens the outcome features in Table 6.3 as it is in sync with other research works.
6.3.2 Brute Force Attack

The brute force method relies on exhaustive attempts to determine valid login credentials
through trial and error. It is usually done using automated tools and scripts, iterating through

every possible combination of credentials.

6.3.2.1 Dataset

In the CIC-IDS2017 dataset, the data file representing the traffic of benign and brute force
attacks has been used for analysis. The dataset comprises 78 features and 4,45,909 records
labeled Benign, FTP-Patator, and SSH-Patator. In this chapter, for analysis, the various
categories of brute force attacks have been represented collectively as BRUTEFORCE
attacks. Thus, the transformed dataset has two types of labels - BENIGN and
BRUTEFORCE. Out of the total 4,45,909 records, there are 4,32,074 instances of BENIGN
and 13,835 instances of BRUTEFORCE.

6.3.2.2 Analysis

Analysis of the brute force attack has been carried out on the popular machine learning
algorithms - J48, Random Forest, Multi-Layer Perceptron (MLP), and Bayes Net using the
Weka tool. A part of the dataset is used to train the classifier and generate a model, while
the remaining data is used to evaluate the model's performance. The output produced by
the Weka tool is a confusion matrix (along with other details) for each unique combination
of the testing dataset and the classifier. The brute force attack-based data file of the CIC-
IDS2017 dataset is used for a 50% and 40% data split, i.e., 50% and 40% instances,

respectively, to train the model, and the remaining for testing the model.
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The dataset consists of 78 features. An exhaustive analysis of the brute force attack is
carried out on the complete dataset with 78 features. To study the most significant features
out of the 78 features, the InfoGainAttributeEval ranking method has been used to rank the
78 features. An analysis of the brute force attack is carried out on the dataset of the top 15
and top 10 ranked features. A comparative study of the dataset having 78 features, 15

features, and 10 features is done for various metrics, including performance metrics.

The accuracy, precision, recall, and f-score are calculated using Equations 6.1, 6.2, 6.3, and
6.4 on the generated confusion matrix for J48, Random Forest, MLP, and Bayes Net for
50% and 40% data split and different feature groups. Figures 6.7, 6.8, 6.9, and 6.10 present
graphical representations and corresponding data tables summarizing the computed values

of recall, precision, accuracy, and f-score, respectively.
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Figure 6.7: Recall for brute force
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Figure 6.8: Precision for brute force

100

99.5

9
98.5

9
97.5

9
96.5

9
95.5

No. of Features (Data Split) 10 (50%) 10(40%) 15 (50%) 15 (40%) 78(50%) 78(40%)

Accuracy (%)
| [w.a] o

=)

Xs]
U'I

m 48 99.99 99.99 99.99 99.99 100 99.99
B RandomForest 99.99 99.99 99.99 99.99 100 100

B MultilayerPerceptron 96.91 96.92 96.91 97.8 96.91 96.92
I BayesNet 99.89 99.89 99.9 99.9 99.94 99.94

Figure 6.9: Accuracy for brute force
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Figure 6.10: F-Score for brute force
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The model-built time (in seconds) for the combinations of features and ML algorithms for

50% and 40% of the data split is shown in Table 6.4.

Table 6.4: Model-built time (seconds) for brute force

1&;’; t‘;f;fﬁ‘:)‘"es 10 (50%) | 10 (40%) | 15 (50%) | 15 (40%) | 78 (50%) | 78 (40%)
J48 2.76 241 3.9 3.7 36.25 24.46
RandomForest 64.92 71.97 7327 72.87 181.2 150.55
MultilayerPerceptron | 155.71 | 402.3 409.1 43469 | 10755.35 | 23803.72
BayesNet 3.55 3.29 5.62 5.06 34.45 27.69

6.3.2.3 Inference

It is observed from Figures 6.7, 6.8, 6.9, and 6.10 that for almost all the combinations of
features and data split, the values of recall, precision, accuracy, and f-score are higher for
J48 and Random Forest algorithms than MLP and Bayes Net algorithms. The metrics for
the Bayes Net algorithm are close to J48 and Random Forest algorithms, but MLP shows a
very low value (0 in many cases) for recall, precision, and f-score. It can be seen that with
10, 15, and 78 features, J48 and Random Forest algorithms achieve greater than 99% values
of recall, precision, accuracy, and f-score. As depicted in Table 6.4, the algorithms perform
best with 10 features, followed by 15 and 78 features. Thus, considering various metrics,
including performance metrics, 10 features instead of 15 or 78 features, is good to consider
when building the machine learning model to detect brute-force attacks. It can be seen from
Table 6.4 that the J48 algorithm performs slightly better than the Random Forest algorithm
for both 50% and 40% of the data split. Thus, in the proposed authentication solution, the
ML algorithm model created using the J48 algorithm and considering 10 features can be
chosen to detect brute-force attacks. The top 10 ranked features and entropy generated using

the InfoGainAttributeEval ranking method are shown in Table 6.5.
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Table 6.5: Top 10 ranked features for brute force

Entropy Rank Attribute Name

0.174 1 “Destination Port”

0.15 2 “Packet Length Mean”
0.148 3 “Packet Length Variance”
0.148 4 “Packet Length Std”

0.147 5 “Average Packet Size”
0.146 6 “Fwd Packet Length Mean”
0.146 7 “Avg Fwd Segment Size”
0.145 8 “Max Packet Length”
0.139 9 “Init Win_bytes backward”
0.137 10 “Fwd Packet Length Std”

The work in [49] and [97] demonstrates that “Packet Size” is one of the essential features
in brute-force attacks. The work described in [88] experimentally shows that packet size
distribution is useful in detecting brute-force attacks. In Table 6.5, 8 features (‘“Packet
Length Mean”, “Packet Length Variance”, “Packet Length Std”, “Average Packet Size”,
“Fwd Packet Length Mean”, “Avg Fwd Segment Size”, “Max Packet Length”, and “Fwd
Packet Length Std”) out of the 10 features are directly proportional to the packet size. This
further strengthens the outcome features in Table 6.5, as it is in sync with other research

works.

6.3.3 Limitations

In this chapter, the CIC-IDS2017 dataset has been used to perform the experiments and
analysis. This dataset draws the attention of many researchers as it is comprehensive and
represents threats not addressed by the older datasets [89]. However, there is a lack of
availability and a need for more comprehensive datasets in IDS that could be used to study
different types of security attacks. One of the other limitations we faced during the
experiments was the long execution time of the ML algorithms for some cases. In the case
of experiments on DoS/DDoS attacks, the model-built time for MLP was approximately
seven hours for 78 features with a 50% data split and about five hours for 78 features with
a 40% data split (as per Table 6.2). In the case of experiments on brute-force attacks, the
model-built time for MLP was approximately three hours for 78 features with a 50% data
split and about six hours and thirty minutes for 78 features with a 40% data split (as per

Table 6.4).
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6.4 Security Analysis and Threat Modeling

This section determines the threat model, including the security objectives, trust
boundaries, and possible threats. Additionally, the applicability of the proposed solution in

real-world scenarios has been discussed.
6.4.1 Security Objectives

To maintain stability and resilience, a system must meet a range of essential security
requirements. Identification represents a primary requirement in any confidential system.
It is the act of finding out the identity of the person or application requesting access to a
secure system. Any anonymous entity should be denied access to a secure system.
Nonrepudiation is another essential security requirement. It ensures that an entity cannot
repudiate the execution of a specific action. The transactions carried out by an authorized

user should be accountable.
6.4.2 Trust Boundary

The proposed authentication scheme has four major components (authenticating device,
authentication server, machine learning network, and database) and three major
communication channels (marked by numbers 1-3) for transferring data, as shown in Figure

6.11.

ML Network

Authenticating 3
Device 1 3

. 2
Authentication Server

Figure 6.11: Trust boundary and the communication channels

Authenticating devices can be of different types, such as smartphones, laptops, etc., for
various authentication methods. They represent a vulnerable component that can be
exploited to carry out DoS/DDoS, brute force, and several other kinds of attacks. It is
assumed that the authentication server and the database are secure components, as securing
these components is taken care of by existing authentication systems. The ML network is

a central on-cloud network where the technology stack can be easily updated without
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affecting end users. It can be accessed only by the authentication server through the
exchange of credentials. Various machine learning models are deployed and updated in the
ML network as required. The cloud service provider manages the security of the cloud

network, and it is not within the scope of discussion in this chapter.

SSL or TLS is a standard security technology for establishing an encrypted communication
channel between a server and a client. In the proposed system, the communication between
an authenticating device and the authentication server occurs via the Internet and is secured
using TLS or SSL. Existing authentication systems are presumed to ensure the secure
communication between the authentication server and the database. The authentication

server establishes a secure channel via TLS or SSL to communicate with the ML network.
6.4.3 Threats

In today’s cybersecurity landscape, there are numerous streams of potential threats. The
threats look for vulnerabilities in the environment that they can exploit. In system and
network security, threats can be mitigated using security features and procedures. The
threats could be on the components, communication channels, and system authentication

protocol.
6.4.3.1 Attacks on the Components

The proposed authentication scheme has four major components: an authenticating device,
an authentication server, an ML network, and a database. There are various types of
authenticating devices depending on the different authentication methods. The machines
are geographically dispersed and are vulnerable to several types of attacks. Once a device
has been compromised, it can be exploited to carry out further attacks such as DoS/DDoS,
brute force, etc. In the proposed research work, the contextual information of the users and
devices, such as network address, presence of various kinds of software in the machine,
location information, analysis of packets originating from the device, behavioral analysis
of the users using the devices, etc. are considered as input parameters to determine the
genuineness of the authenticating devices and the users. Thus, the characteristics of an
untrusted device are analyzed during the authentication process to determine any negative

pattern. As mentioned earlier, the authentication server, database, and ML network are
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assumed to be secure, and the security of these individual components is not within the

scope of this chapter.
6.4.3.2 Attacks on the Communication Channels

During authentication, sensitive information is exchanged through the communication
channel; thus, safeguarding the communication channel is of utmost importance. As
depicted in Figure 6.11, there are three primary communication channels in the proposed
system, which are marked by numbers 1-3. Communication between an authenticating
device and the authentication server, as well as between the authentication server and the
ML network, is protected by TLS/SSL. TLS/SSL certificates have varying periods of
validity, and as long as the certificate is valid, the communication is carried out securely.
TLS/SSL helps to protect against data theft, identity theft, eavesdropping, man-in-the-
middle attacks, etc., as it encrypts all data in transit. As mentioned earlier, existing
authentication systems are presumed to ensure the secure communication between the

authentication server and the database, and it is not in the scope of this chapter.
6.4.3.3 Attacks on the Authentication Protocol

The volume of attacks during the authentication process and thereafter is increasing in the
threat landscape. There could be several kinds of attacks, such as brute force, dictionary,
DoS/DDoS, phishing, and man-in-the-middle attacks, among others, that an attacker can
exploit. In our research, apart from the usual authentication methods currently in practice,
the context of users and devices is considered during authentication to detect anomalies and
security-related attacks. An independent machine learning network processes and analyses
the contextual information to determine the credibility of the source requesting

authentication.
6.4.4 Applicability

In the proposed solution, contextual analysis of the data is carried out in an on-cloud ML
network. This significantly reduces the load and processing time of the authentication
server and facilitates the implementation of the proposed solution in real-world scenarios,
including resource-constrained infrastructures. The methodology and algorithms developed

in our research can be used to detect intrusion in many applications that attempt to identify
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constantly changing threats and attacks. The contextual information can be used to analyse
different types of malware. Specifically, the developed ML model for DoS/DDoS attacks
can detect such attacks in web applications, remote systems accessible on the network, etc.
Likewise, the developed ML model for brute-force attacks can be used to detect such
attacks in protected resources and systems, including web applications, which require

authentication.

6.5 Conclusion

In this chapter, we have proposed an authentication solution that uses the context of users
and devices to detect anomalies in security-related attacks. In particular, DoS/DDoS attacks
and brute-force attacks have been analyzed in detail using contextual information. The
experiments were performed on the CIC-IDS2017 dataset, containing data about different
security attacks. The Weka tool has been used to perform the experiments and analysis.
The ML models have been generated on four machine learning classifiers - J48, Random
Forest, MLP, and Bayes Net, as well as different dataset splits and feature group
combinations. To study the most significant features out of the total of 78 features, the
InfoGainAttributeEval ranking method has been used to rank the 78 features. In the case of
DoS/DDoS attacks, the experiments and results inferred that the ML model created using
the Random Forest algorithm and 14 features was superior. In the case of brute-force
attacks, the experiments and results inferred that the Random Forest algorithm and the J48
algorithm with 10 features are superior to the other ML models in detecting brute-force
attacks. Security analysis and threat modeling have been performed to show the
effectiveness of the proposed authentication scheme in enhancing a secure system’s

security level.
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Chapter

Conclusions

7.1 Overview

This chapter summarizes the contribution of the present research work in the field of
cybersecurity with particular emphasis on authentication. In addition, future research
directions have been stated to enhance the proposed system's robustness further and address

emerging challenges in the complex cybersecurity landscape.

The security attacks on different authentication mechanisms, particularly the use of
authentication credentials (e.g., username and password), are increasing to an alarming
extent. Thus, deploying appropriate solutions during authentication is crucial to protect
both users and systems from potential security threats. In this thesis, four distinct
authentication solutions cater to different security requirements, ensuring a comprehensive
approach to safeguarding users and systems. The machine learning-based contextual
authentication framework offers versatility, applicable to both user and device
authentication. A thorough security analysis and threat modeling have been conducted to
assess the effectiveness of these solutions in enhancing the security posture of

protected systems.

7.2 Contributions

This thesis presents a novel authentication framework designed for both user and device

authentication. The proposed authentication solutions effectively combat various security
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threats across diverse authentication scenarios. The contributions of this research work are

summarized below:

1.

Chapter 3 presents a novel authentication solution based on a QR code and a multi-
dimensional hash chain. This solution addresses prevalent security issues in several
related works mentioned in the chapter. The working principle and algorithms are
discussed in detail, and security analysis and threat modeling show that the
proposed system effectively protects against vulnerable attacks that may occur at
the time of authentication. The discussion concludes that it is useful in countering
security attacks, including replay or playback attacks, host impersonation attacks,
pre-play attacks, shoulder surfing, server crash attacks, stolen devices, man-in-the-
middle attacks, non-repudiation attacks, key-logger, asterisk logger, and others. The
proposed scheme, with respect to certain parameters, turns out to be more
advantageous than SMS-based OTP, which is widely used in many secure
applications. Performance testing and analysis of the algorithm show that it can be
used for authentication on devices with limited resources.

Chapter 4 presents a novel authentication solution using contextual QR codes. The
proposed solution computes a one-time password for each user login. It is compared
to other state-of-the-art OTP-based authentication systems, such as SMS-based
OTP, Lamport and S/Key scheme, and RSA SecurID, and is found to be
advantageous in terms of several parameters. Security analysis establishes that the
proposed solution can counter various security attacks, such as phishing attacks,
key loggers, asterisk loggers, Trojan attacks, replay or playback attacks, shoulder
surfing, brute-force and dictionary attacks, SQL injection, and pre-play attacks.
Additionally, the proposed solution is easy to integrate into existing secure systems.
A usability study was conducted to evaluate the trade-off between authentication
time and system security, allowing for deployment based on system requirements.

Chapter 5 proposes a novel authentication solution for ATM networks. Currently,
the most common and widely used method to authenticate at an ATM kiosk is using
an ATM card and its associated PIN. However, this method has drawbacks, such as
the need to carry an additional ATM card, manufacturing and securely shipping the
ATM card, vulnerability to ATM card skimming, etc. The proposed solution utilizes
NFC and blockchain technologies and eliminates the need for physical ATM cards.

The solution addresses issues present in existing related research works. Security
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analysis and threat modeling show that the proposed system effectively protects
against vulnerable attacks that may occur at the time of authentication. The device-
specific unique information serves as an additional validation factor, alongside
credentials, to authenticate the requesting source. Furthermore, digital identity is
stored in the blockchain to facilitate the two-factor authentication of system users.
4. Chapter 6 proposes a solution that considers the context of users and devices during
authentication to detect anomalies and security-related attacks. An anomaly-based
intrusion detection system is modelled and analyzed in detail. The machine learning
models are experimentally generated for DoS/DDoS and brute force attacks. An
analysis of accuracy, precision, recall, f-score, and execution time shows that these
models outperform those generated in existing research works. Security analysis
and threat modeling demonstrate the effectiveness of the proposed authentication
scheme in enhancing the security level of secure systems. The methodology and
algorithms developed in this research can be applied to detect intrusion in various

applications that aim to identify constantly evolving threats and attacks.

7.3 Future Works

This thesis has addressed several security attacks that can be mitigated using the proposed
authentication solutions. However, security attacks are constantly evolving and becoming
more sophisticated. As part of future research work, an exhaustive analysis should be
conducted on other types of security attacks that have not been addressed and discussed
within the scope of the proposed solutions. Furthermore, the adaptability of the proposed
authentication framework in different use cases should be studied to determine its

applicability in various systems and services.

A QR code has been utilized in two proposed solutions to facilitate information transfer.
Studies have been conducted to analyse the factors determining a user's intention to use the
QR code [29]. Future work should focus on designing more user-oriented QR codes,

thereby enhancing the user experience.

Chapter 4 presents a solution to derive One-Time Passwords (OTPs) based on dynamically
changing mapping information. A usability study was conducted to determine the error rate

and the time taken by users to authenticate using the proposed method. Future work should
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involve increasing the number of participants and conducting several iterations of

authentication over a considerable period to provide a holistic result of the usability study.

In Chapter 6, a solution has been proposed that considers the context of users and devices
during authentication to detect anomalies and security-related attacks. Apart from the
mentioned contexts, various other types of contexts should be further explored in detail.
Additionally, future work should involve a detailed analysis of several other kinds of
attacks (apart from DoS/DDoS and brute force) during authentication, different datasets,

and their group of features to make the system more robust.
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