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Advanced Monitoring and Control Strategies for Li-lon Batteries and Smart Energy Systems

Chapter 1

1.1.Introduction

The global shift towards clean and sustainable energy has underscored the
vital role of energy storage systems, particularly lithium-ion (Li-ion)
batteries, in supporting the evolving needs of modern power networks. The
growth of renewable energy integration, electric mobility, and distributed
generation has driven the demand for Battery Energy Storage Systems
(BESS) that are not only efficient but also intelligent and fault resilient.
These developments align with the vision of Smart Energy Systems (SES),
which aim to optimize energy flow through the integration of digital
intelligence, automation, and real-time communication across energy
generation, storage, and distribution assets [1].

In this context, Li-ion batteries offer superior gravimetric and volumetric
energy densities, faster response times, and a favorable lifecycle cost,
positioning them as the preferred choice for energy storage in microgrids,
smart homes, electric vehicles, and hybrid renewable power plants. Their
widespread adoption has also amplified safety concerns due to the occurrence
of catastrophic failures such as thermal runaway (TR), cell swelling, and
electrolyte leakage. The onset of such shortcomings is often preceded by
internal electrochemical imbalances that manifest through subtle changes in
system-level electrical characteristics such as internal resistance (IR) [2]. The
reliable deployment of Li-ion batteries in large-scale and embedded systems
requires a comprehensive monitoring and control framework capable of early
fault detection and health-aware operation. While conventional Battery
Management Systems (BMS) rely on voltage, current, and temperature
sensing, recent studies [3] have discussed the significance of online IR
estimation in detecting precursors of TR. The diagnostic sensitivity of
internal resistance measurements provides a practical and computationally
feasible alternative to invasive sensing techniques, making them suitable for
real-time health estimation.

Furthermore, smart energy networks incorporate intelligent
communication and control infrastructures such as Advanced Metering
Infrastructure (AMI), fault-tolerant distributed generation (DG) controllers,
and embedded microcontrollers to support dynamic reconfiguration and
energy flow optimization. As explored in [4, 5], AMI and embedded sensing
frameworks not only enhance data visibility but also create the foundation for
predictive diagnostics, grid-interactive energy storage, and adaptive fault
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management. However, challenges persist in the practical implementation of
such intelligent battery systems. These include material-level degradation
phenomena, such as lithium plating and SEI growth, which influence IR
evolution, as well as systemic issues like communication latency in AMI and
coordination in DG (BESS) systems.

1.2.Fundamentals of Energy Systems

The 2lst-century energy landscape is undergoing a profound
transformation, driven by global imperatives to reduce carbon emissions,
enhance energy efficiency, and decentralize power generation. Traditional
fossil-fueled, centralized energy systems are being replaced by more dynamic
and responsive architectures that incorporate distributed energy resources
(DERs), renewable energy sources (RES), and intelligent control systems.
This paradigm shift has given rise to what is broadly known as smart energy
systems (SES), a multifaceted integration of power electronics,
communication technologies, digital intelligence, and real-time energy
management [1].

At the heart of SES lies the requirement for flexible, reliable, and
responsive energy storage systems. Battery Energy Storage Systems (BESS),
particularly those based on lithium-ion (Li-ion) technology, have emerged as
the most promising solution to meet these requirements. They serve as both
energy buffers and enablers of critical grid services such as frequency
regulation, voltage support, demand-side response, renewable smoothing, and
black start capabilities [6, 7]. Their rapid response time, modular deployment,
and favorable energy density have made them indispensable in smart grid
environments, off-grid renewable installations, and electric mobility
infrastructures.

However, the integration of energy storage into SES extends beyond the
electrochemical performance of the battery cells themselves. It encompasses
embedded diagnostic systems, communication protocols, and intelligent
control architectures capable of interacting with grid elements in real time
[5]. These smart setups allow for continuous assessment of battery health,
detection of degradation trends, and execution of control decisions based on
predictive analytics. For instance, monitoring parameters like internal
resistance (IR), terminal voltage, charge-discharge profiles, and temperature
not only reflect the battery’s current performance but also its impending
failure modes [8]. The ability to interpret such data in real time, through
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embedded microcontrollers or edge computing platforms, enables proactive
fault mitigation strategies, as demonstrated in [3].

Another layer of complexity is introduced by the heterogeneity of DERSs,
which includes solar photovoltaics (PV), BESS, wind turbines, diesel
generators, and fuel cells, all of which may operate under different control
logics and temporal dynamics. In such cases, the coordination of power
flows, fault management, and optimal energy dispatch requires intelligent
energy management systems (EMS) that interact seamlessly with the BESS
[5]. These systems must account for battery aging, load profiles,
environmental conditions, and network topology in their decision-making.

Concurrently, the communication backbone of SES plays a critical role in
ensuring interoperability, data integrity, and timely control actuation.
Protocols such as Modbus, IEC 61850, and DNP3 facilitate data exchange
between local energy management units, smart meters, and central utility
control rooms [9]. Furthermore, the deployment of Advanced Metering
Infrastructure (AMI) provides a two-way communication channel between
the consumer and the utility, enabling demand-side participation, time-of-use
billing, and remote fault diagnostics. BESS units, when interfaced with AMI
systems, can respond to grid events, participate in ancillary markets, and
enhance grid observability [4].

Despite these advancements, several challenges persist, particularly in the
areas of system reliability, safety, and scalability. Li-ion batteries, while
offering many operational benefits, are inherently prone to degradation
mechanisms such as lithium plating, electrolyte breakdown, and thermal
runaway, especially under high load or fault conditions [10], [11]. These
failure mechanisms necessitate the development of robust fault diagnostic
methods, many of which are based on internal resistance tracking, thermal
modeling, and gas detection techniques [3], [12]. Moreover, the effectiveness
of these diagnostics hinges on the fidelity of equivalent circuit models
(ECMs), the resolution of embedded sensor data, and the timeliness of the
communication infrastructure.

1.2.1 Li-ion Batteries

Lithium-ion (Li-ion) batteries represent a cornerstone technology in the
transition to decarbonized and decentralized energy systems. Introduced
commercially in the early 1990s by Sony, the technology has evolved
significantly over the past three decades to dominate applications ranging
from portable electronics and electric vehicles (EVs) to stationary energy
storage for grid and microgrid systems [11]. Their widespread adoption is
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primarily attributed to their superior electrochemical properties: high energy
density (150-250 Wh/kg), long cycle life (typically 2000-5000 cycles), low
self-discharge rates, and high coulombic efficiency (>99%) [1], [13].

At the core of a Li-ion cell is the intercalation mechanism, where lithium
ions shuttle between a cathode (typically a transition metal oxide) and an
anode (usually graphite), embedded in an organic electrolyte with a separator
to prevent direct electronic contact. This chemistry supports a nominal cell
voltage of approximately 3.6-3.7 V, enabling compact high-voltage battery
modules. Various chemistries have been developed to optimize performance
trade-offs between energy, power, safety, and cost. Some of the most
common cathode materials include:

i.Lithium Cobalt Oxide (LCO) — high energy but low thermal stability.
ii.Lithium Nickel Manganese Cobalt Oxide (NMC) — balanced energy
and safety.
iii.Lithium Nickel Cobalt Aluminum Oxide (NCA) — high energy
density, used in Tesla batteries.
iv.Lithium Iron Phosphate (LFP) — long life and excellent thermal safety
[14].

Anode materials also influence overall performance. Conventional
graphite offers good structural stability, but newer designs incorporate
silicon-based materials and lithium titanium oxide (LTO) to improve capacity
and rate performance, though challenges related to volume expansion and
lower energy density, respectively [15].

The relevance of Li-ion batteries to smart energy systems lies not only in
their energy storage capability but also in their ability to respond quickly and
effectively to transient conditions. Their low internal impedance makes them
well-suited for applications such as:

i.Fast frequency response and frequency containment reserves.
ii.Ramp-rate control for photovoltaic or wind systems.
iii.Short-duration backup in uninterruptible power supply (UPS)
applications [6].

However, despite these advantages, Li-ion batteries are prone to
degradation and safety hazards when operated outside optimal conditions.
Factors such as high C-rate charging/discharging, extreme temperatures,
overvoltage, and deep cycling accelerate aging and reduce capacity retention
[16]. Degradation mechanisms include:

1.Solid Electrolyte Interphase (SEI) layer growth on the anode,
ii.Lithium plating during fast charging or low-temperature operation,
iii.Electrolyte decomposition, and
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iv.Gas generation and swelling [12].

In large-scale or embedded applications, cell-to-cell inconsistency further
complicates reliable operation. As observed in [8], slight variations in
internal resistance and capacity among cells in a module can lead to current
imbalance, localized heating, and early onset of thermal runaway in stressed
cells. Therefore, accurate, real-time monitoring of parameters such as internal
resistance, cell temperature, and voltage spread is critical. These indicators
provide early warning of abnormal behavior, enabling timely intervention
through control algorithms or active thermal management systems. The use
of internal resistance (IR) as a real-time health marker, as demonstrated in
[3], has proven particularly effective in embedded platforms where
simplicity, speed, and reliability are essential.

Li-ion batteries also exhibit chemistry-dependent aging profiles,
necessitating tailored Battery Management System (BMS) configurations and
diagnostic models for each use case. For instance, LFP systems exhibit stable
voltage curves, which challenge SoC estimation but benefit cycle life,
whereas NMC chemistries offer higher energy density but greater sensitivity
to thermal and cycling stress [17]. The evolution of battery technologies
continues to progress with the emergence of solid-state batteries, lithium-
sulfur, and sodium-ion alternatives. However, the extensive deployment
history, mature supply chain, and improving safety of Li-ion systems ensure
their dominance in the near-to mid-term across all sectors of smart energy
systems.

1.2.1.1 Basic Structure and Operation

The Li-ion batteries have shown an increment in GED from ~80 Wh/kg to
~260 Wh/kg in recent years [18], with a benchmarking of a typical energy
density value of Li-ion batteries to be 265 to 280 Wh/kg [5]. But still, its
acceptance is widely uncomfortable in the BESS power system network due
to its inability to meet a threshold GED of ~350 Wh/kg, which is provided by
gasoline and other adjacent compounds [19]. Fig. 1.1 describes the year-wise
trend of GED growth of Li-ion batteries. Besides single transition metal
oxides, mixed transition metal oxides are now being globally recognized due
to their many positive sides. Emerging compounds such as NMC (Nickel
Manganese Cobalt Oxide) are likely to be used as a cathode in Li-ion
batteries along with new anode materials (such as Silicon) for meeting the
target of achieving high GED along with specific capacity in 2030 [21, 22],
because of its high rate and charge capacity along with good structural
stability.
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Fig. 1.1. GED growth over years. Data taken from [20].

Fig. 1.2 shows the comparison diagram for 5 types of Li-ion cells, which are
NMC, LFP (Lithium Iron Phosphate), LMO (Lithium Manganese Oxide),
LCO (Lithium Cobalt Oxide), and NCA (Lithium Nickel Cobalt Aluminum
Oxide), providing a better understanding of the difference between different
material Li-ion cells. So, it is also quite evident from the figure that NMC has
maximum specific energy, and it is very much optimized compared to other
cells, in terms of all the presented parameters in the diagram. A detailed
comparison between different Li-ion cells can also be investigated from [23,
24]. Recently, Quan Li et al manufactured pouch Li-ion cells having a GED
of ~700 Wh/kg under specialized conditions and a Volumetric Energy
Density (VED) of ~1650 Wh/L by incorporating a high-capacity rich
manganese-based cathode along with a lithium anode having high specific
energy [25]. These developments can contribute hugely to BESS for the
power system network.
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1.2.1.2 Common Chemistries

A Li-ion battery is made up of "n" number of Li-ion cells. Each Li-ion cell
has three most important components, namely anode, cathode, and
electrolyte. Li-ion chemistry consists of intercalating any foreign
molecules/ions into host molecules. The intercalation chemistry changes the
conductivity as well as the structural design of the host molecule.
Whittingham et al were the first to develop a rechargeable Li-ion cell based
on intercalation chemistry in which a Titanium Sulphide (TiS;) was used as
cathode material, a lithium metal anode, and a liquid electrolyte consisting of
lithium salts dissolved in organic solvents were incorporated [27]. But as
time passes, new anode, cathode, and electrolyte materials with better
features have played vital roles in cell chemistry. The main components of
Li-ion cells are discussed here as follows.

1.2.1.2.1 Anode

The anode plays a very crucial role in the electrochemical operation of Li-
ion cells. Both the anode and cathode enable the current flow in the outer
circuit. The anode acts as an electron donor and Li-ion acceptor during
charging, and an ejector during discharging. Selecting proper anode material
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having high specific capacity and other required characteristics is of utmost
importance for operation of Li-ion batteries in different applications. Table 1
briefs about different trending anode materials along with their properties,
merits/demerits, and applications. Mostly graphite (C) is used as the anode
material in Li-ion cells because of its flat structure (suitable for Li ions
intercalation), low cost, and operating potential along with excellent life
cycle [29, 38]. The capacity of graphite is moderate 372 (mAh/gm) [39]. The
diffusion rate of graphite is also better than the lithium-carbon combination,
which makes it suitable for production of efficient Li-ion batteries for various
applications. Lithium metal is also researched for incorporation as anode
material in Li-ion batteries because it has a high specific capacity (3860
mAh/gm) and lowest density, but low coulombic efficiency and enhancement
in uncontrollable Li-dendrite growths restrict its worldwide acceptance [40].
As listed, graphene is gaining worldwide popularity as an anode material
because of some of its excellent features such as high electrical conductivity,
good mechanical strength (providing suitable mechanical stability of the
structure), high mobility of Li-ions, and large surface area [29]. However, the
Li-ion absorption ratio is quite similar to graphite. Studies [41, 42] have
found that cascading graphene sheets can resolve this aforementioned
problem up to a certain extent (increasing the weight of the structure up to a
certain level). So, there is a trade-off between the number of cascading
graphene sheets and the required Li-ions absorption ratio. Besides these
carbon-based compounds, other anode materials like alloy-based materials,
conversion-type transition metals, and silicon-based compounds are also
gaining researchers’ interest gradually because of their special intrinsic
characteristics and morphology. Further research is still going on for
selecting appropriate anode materials having high power densities, and high
capacity along with suitably high diffusion rates for fast diffusion of Li-ions
into the anode material and other required characteristics for reliable use of
Li-ion batteries in the modern era.

1.2.1.2.2 Cathode

Besides the anode, the cathode also plays a key role in cell chemistry. To
meet the high-power density, energy density, and specific capacity targets in
2030, the selection of electrode materials is of utmost importance. The
cathode is the positive terminal, which is used for injecting electrons (during
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charging) and accepting electrons (discharging). Cathode materials have
several nano and micro-structures, among which are particularly spherical
secondary aggregates (SSAs) and single-crystal cathodes (SCCs). SSCs are
quite similar to SSAs but are quite different in terms of physical as well as
chemical properties. SSCs/SSAs are crystal-like sub-micrometer or
micrometer structures for cathode materials with exposure to facets and other
dispersion characteristics [43, 44]. Merits and demerits of SSCs/SSAs
structures along with their chemical and physical structural details have been
detailed in [43]. The selection of appropriate single as well as mixed
transition metal oxide materials as cathode plays a crucial role in Li-ion
battery chemistry. Table 1.2 summarizes some of the cathode materials along
with their chemical, and physical details and applications. From Table 1.2,
LMO is bearing a quite high GED, so it should be researched critically for its
faithful applications. But [58] have reported a significant negative side of
LMO called the Jahn—Teller (J-T) effect, which restricts some of its use. J-T
effect states that any nonlinear molecular system having a spatially
degenerate electronic zero state undergoes a geometrical distortion to lower
the overall energy and remove this degeneracy, thus forming a low-energy
compound [59]. Substitution/doping method has been adopted in LMO
materials to inhibit the J-T effect by increasing structural stability (by altering
the atomic structure). NCA also has quite similar features to NMC but lacks
in cost. In NMC, nickel (Ni) provides good specific energy but lacks
structural as well as thermal stability; however, the incorporation of
Manganese (Mn) and Cobalt (Co) improves the stability problem (structural,
thermal, and magnetic) [60].

As the GED and cell-specific capacity of cathodes are the main parameters
behind the popularity of a Li-ion battery, various researchers have modified
the existing cathode materials with doping, coating, surface quality
modification, etc. Other than these enlisted cathode materials other cathode
materials with quite high GED and high intercalation voltage, such as
phosphate poly-anions LiCoPO4 (800 Wh/kg) [58], LiMnPO4 (700 Wh/kg)
[61], Li»CoSiO4 (1200Wh/kg) [5, 62], FeS,/C (1273 Wh/kg) [5, 63] are also
in the focus of current research work.
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Table 1.1 Comparison of different Li-ion battery anode materials

SL

Anode

Capacity

No. Materials (mAh/gm) Merits Demerits
Good flexibility,
electrical and Low
744[28], thermal .
1 Graphene 770-1115 conductivity, high coglomblc
. . efficiency and
[29] Li-intercalation high cost
rate, and high '
capacity.
Cost-effective, Low
1116, 1100 better tensile electro'ni.c
Carbon strength, good conductivity
[29], ~550
2 Nanotubes (MWCNTS) thermal and low
(CNTs) [30] conductivity, and capacity at
high reversible high discharge
capacity. rates.
High specific Limited life
3 Silicon 2800-5149 capzlic.ities, energy .cycle apd
[29, 31-33] | densities, and better | irreversible
safety features. capacities.
High specific Frequent
capacity, good volume
4 Germanium | 1623 [29] performance, and fluctuation
high cycling during lithium
reliability. intercalation.
Transition 320- Good specific POOT'
5 Metal Oxides 1200 [34- capacity, cost- COUImeIC
(e.g., TiO,, 35 effective, and eco- §fﬁc1ency,
Si0,) friendly. high voltage

hysteresis, and
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low life cycle.
. . Structural
Alloys with 993, ca aniltilsS:rf;ﬁCh instability due
6 et 2234, 536, | SoPACH 6 to high
Lithium Li-ion intercalation
994 [19] i volume
sites.
changes.
Lithium- ngh .spe01ﬁc Volu@e
. 1624, capacities and expansion
7| Germanium .
1384 [36] particle leads to anode
Alloys . . ..
pulverization rate. instability.
0,
8 Lithium- 4212, rfi mil(:)d and \Y 31’721%
Silicon Alloys | 3579[19] | Perormanceat oume
cycling reliability. expansion.
High storage
o 1286, capacity, stability, Limited
Lithiated low volume .
? Siligraphenes 2090 expansion, and Li/graphene
grap [37,38] P L interaction.
electrical
conductivity.

Table 1.2 Comparison of different Li-ion battery cathode materials

S1. Cathode GED Capacity Applications
No. | Materials (Whikg) (mAh/gm) pp
250, 274 180, 140 Cell phones,
! LCo [45] [19, 29] tablets, etc.
) LMO 184.64 19, 108 [44], Hany Vehlciles and
46] 148 [48] medical devices.
90-140 212 [49], EVs, Grid Energy
3 LFP [41, 49] 170 [50] Storage System
’ (GESS), etc.
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170 [52] Low-power devices
4 NMC-111 190 [51] 160 [51, 53] (tablet, laptop), EVs,
etc.
5 NCA 250-300 279 [56], a licalt\i/i)ildslcgi)wer
[54],869 [55] | 277 [57] pplications,
grids, etc

1.2.1.2.3 Electrolyte

Electrolytes are substances that bridge the gap between the anode and
cathode. Appropriate selection of electrolytes is the key factor for the safe
operation of Li-ion batteries. The ionic conductivity, volatility, solubility, Li-
ions mobility, Solid Electrolyte Interphase (SEI) formation capability with
anode current collector, thermal safety, and non-inflammable characteristics
are critical parameters that determine a suitable electrolyte for any
appropriate application [64, 65]. As EV industries are now dominating the
world and Li-ion batteries are fuelling these development processes, the
thermal characteristics of any Li-ion batteries are of critical interest. Studies
[64, 66] detail the thermal characteristics of various electrolytes with their
existing problems, along with their respective remedies. Electrolytes such as
ionic liquids, polymeric ionic liquids, and polymer electrolytes are now
replacing conventional electrolytes (LiPF¢) as they are more optimized than
LiPF¢ in terms of the aforementioned parameters.

1.2.1.3 Equivalent Circuit Models and Monitoring Techniques

Appropriate modelling of the Li-ion battery is essential for studying
battery dynamics during the charging and overcharging process.
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Fig. 1.3. Typical Equivalent Circuit Models of a Li-ion Battery
Three types of models that are applicable for determining battery dynamics

are the electrochemical model, the empirical model, and the Equivalent
circuit model. Different battery models bearing different properties are
adopted for various purposes. Table 1.3 shows the merits and demerits of
different battery models along with their applications [75]. This study
concentrates on discussions related to ECM. The Single RC Circuit Model
(SRCCM) was the first model to be used in analyzing battery dynamics. Now
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it is also utilized for its much-optimized accuracy and simplicity. Fig. 1.3a
shows a typical SRCCM of a Li-ion battery. In the diagram, "Upcy” is the
open circuit voltage of the cell, "I” is the branch current, "U," is the battery
terminal voltage, "R," is the internal resistance of the cell which signifies the
opposition nature of the electrolyte present (Ohmic polarization), "Rp" and
"Cp" are the resultant polarization resistance and capacitance which denotes
the transient behavior of the model due to various reactions that happens at
the electrode-electrolyte interface and bulk electrolyte solution. Here, the
diode connections are given for automatic selection of battery parameters
according to the charging or discharging process. In this context, the term
polarization refers to the potential drop due to various internal activities of
the cell [76]. Though it is used for its aforementioned advantages, but two
main disadvantages which restricts its utilization in some applications are 1)
Not able to reflect detail insights about some specific reaction, polarization
process and non-linear dynamics in Li-ion battery 2) As Ry, Rp, C, and Uocy
depends on some intrinsic or/and extrinsic battery parameters (such as SoC,
temperature, branch current, etc.), so, ignoring that may lead to inaccurate
battery analysis [77]. Several literatures [78] have proposed Two RC Circuit
Model (TRCCM) or so-called Dual polarization (DP) model. This battery
model solves the first disadvantage of the basic SRCCM up to a great extent,
by reproducing different polarization (electro-chemical and concentration
polarization) process (and non-linearities) with the in- corporation of double
RC blocks, thus reflecting the transient behavior accurately. Other proposed
models with incorporation of different modifications are also floating in the
research domain. Table. 1.4 gives information about the different proposed
models along with their area of modifications and cause. Fig. 1.3b shows a
TRCCM of a Li-ion battery (having two RC blocks). In the diagram, "Uocy”
is the open circuit voltage of the cell, "I" is the current branch, "U, is the
battery terminal voltage", "Ry" is the internal resistance of the cell which
basically signifies Ohmic polarization, "R;" and "C," are the electro-chemical
polarization resistance and capacitance, "R," and "C," are the concentration
polarization resistance and capacitance. Here also diodes arrangement shows
automatic selection of battery parameters according to charging or
discharging of the battery. But for simplicity the bi-direction battery
parameters are kept as quite similar for the ease of online implementation. As
the number of RC blocks increases in the ECM of the Li-ion cell, the
accuracy also increases along the same manner, because it incorporates other
side minor polarization effects, but the complexity of the circuit increases
making its computational burden higher, forcing the analysis to be done
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through iterative numerical methods or any robust ML algorithms. So, in
regards of this n-RCCM of Li-ion battery, there always has been a question
of optimization between the accuracy and the complexity in selecting the
number of RC blocks. It is quite evident from the Pulse Discharge (PD)
characteristics of both SRCCM and TRCCMs in [90], that the TRCCM
resembles much better with the experimental plot having a maximum relative
error of ~0.71% than the SRCCM, which has a maximum error of ~1.04%.

Table 1.3: Comparison of Different Battery Equivalent Models

SI. No. Models Merits Demerits Application
s
1 (E- Good, High High Cell dynamics
ChM) degree of non- execution time | study and cell
linearity and a huge design [69,
number of 70]
execution
parameters
2 EM High degree of | Low accuracy | BESS, Grid-
linearity, and fewer connected
easy online details about network [71,
implementation | battery 72]
dynamics
3 ECM Optimized Not too high Estimation of
accuracy and accuracy, not OCV, SOC,
complexity, accurate SOC | and other
easy online estimation, and | battery
implementation | not too much parameters in
adjacent to frequency and
physical time domain
interpretation [73, 74]

Table 1.4: Comparison of Different ECMs for Li-ion Battery

SI. No. | Existing Modified Cause for Reference
Models element(s)/ modification
Circuit(s)
1 Diffusion Adding extra | Replicating  the [79]
Resistance resistance in | diffusion process
Model series  with | in low frequency
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the internal

resistance.
2 Gaussian In series with | For reproducing [80]
Noise Model | an ohmic | miscellaneous
resistance battery dynamics
in the whole
frequency range
3 Fractional Adding a | For reflecting the [81, 82]
Order Model | temperature phenomena of
and SOC- | change in
dependent polarization
phase reactions and
element frequency
(CPE) in | dispersion due to
parallel with | the SEI layer
the
polarization
resistance
4 Self- Adding  an | For indicating the [83]
discharge extra parallel | self-leakage
run-time- R-C section | activity when the
based model | with a | battery is idle
variable
current
source
5 Hysteresis Extra series | To mitigate the [84, 85]
Equivalent R-C section | hysteresis gap in
Model with variable | OCV during
voltage charge-discharge
source
6 — Extra series | For LFP battery [86]
capacitor modeling to
with  ohmic | increase accuracy
resistance and physical
representation of
internal resistance
7 — Extra series | For representing [87]
and shunt | chemical/physical
resistors and | aspects:  double

_16-




Advanced Monitoring and Control Strategies for Li-lon Batteries and Smart Energy Systems

capacitors layer formation,
cell
interconnections,
self-discharge,
etc.

8 n-RC 'n' number of | To showcase | [88, 89]
integral R-C blocks in | multiple side
circuit model | series reactions and

polarization
phenomena
accurately

1.2.1.4 Applications Across Grid and Embedded Domains

As the global energy landscape shifts towards decarbonization,
decentralization, and digitalization, the efficient utilization of renewable
energy sources is becoming imperative. This transition demands enhanced
stability, flexibility, and controllability in power systems, which has driven
widespread adoption of Battery Energy Storage Systems (BESS). Li-ion
batteries, with their superior electrochemical properties, fast dynamic
response, and modular scalability, have emerged as a central technology for
both grid-scale and embedded system applications.

Due to their capability for rapid charge-discharge, high energy density, and
deep cycling performance, Li-ion batteries are extensively deployed in BESS
for critical grid applications such as short-term peak shaving, voltage and
frequency regulation, load leveling, energy arbitrage, and ancillary services
[91]. According to the U.S. Department of Energy (DOE), frequency
regulation remains one of the most dominant applications of Li-ion-based
BESS, particularly in deregulated energy markets [92].

In the context of market dynamics, the study in [93] shows how a
reduction in Li-ion battery pack costs has catalyzed broader deployment of
BESS across utilities and industrial sectors. In particular, New York has
reported a significant cost reduction to approximately $32/kWh for battery
cells (and around $133/kWh for battery packs) in 2023 [94]. Bloomberg New
Energy Finance (BNEF) forecasts this cost to decrease further, reaching
nearly $80/kWh by 2030. These declining costs are accelerating the
penetration of Li-ion BESS into both centralized and decentralized grid
architectures. Li-ion batteries also play a vital role in smart distribution
networks, acting as compensators and buffers in embedded applications such
as smart homes, commercial buildings, and microgrids. Their integration into
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behind-the-meter (BTM) setups enables functionalities such as self-
consumption optimization, peak demand mitigation, and time-of-use (TOU)
arbitrage for consumers. The flexible operation of Li-ion batteries under
embedded control systems also supports load forecasting, voltage
stabilization, and enhances resilience during outages [95]. Recent works [96]
highlight the escalating demand for BESS in national grids, reflected in year-
wise capacity installations. As reported, the United States alone recorded
8,900 MW of installed power capacity and 11,100 MWh of energy capacity
in Li-ion-based BESS by the end of 2022. These figures indicate a rapid
transition toward battery-integrated grids capable of managing renewable

intermittency and load volatility.
1.2.1.4.1 BESS Applications for Grid

BESS is in the umbrella of high demand due to its services, which include

voltage and power support, frequency regulation, black-start, energy
arbitrage, behind-the-meter, etc. [97].
Insights about some important BESS services are given below.
¢ Voltage imbalance in the power grid can occur due to unbalanced loads and
improper reactive power management. Incorporation of BESS helps to
address this issue by consuming (charging) or providing (discharging) active
power, which balances load and indirectly aids in maintaining voltage
stability. This active power compensation becomes more crucial when the
line impedance ratio value is 1 or close to 1. Again, as in recent times roof-
top photovoltaic cells associated in a microgrid structure are being utilized in
several smart homes, so power distribution and generation process of the
same should be studied properly. Literature such as [98, 99] provide enough
information about the generation-distribution power of photovoltaic cells.
Among which, the voltage irregularity problem is quite significant due to
fluctuations/ intermittency in solar intensity. So, to mitigate this problem
BESS has been introduced with each local roof-top photovoltaic cell. Various
publications [101, 102] have focused on designing various efficient BESS
algorithms for local voltage regulations in roof-top photo-voltaic cells by
performing programmed charging or discharging during voltage rise or
voltage down issues, respectively.
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e Frequency imbalance is a significant issue in power grid systems, often
stemming from the disparity between power generation and load demands. In
such cases, the distribution of active power, crucial for frequency control,
may vary at the load end. So, the frequency controlling is a major activity
that should be done in the power grid system. BESS are utilized in the grid to
mitigate this frequency imbalance issue. Fig. 1.4 shows a basic block diagram
representation (BDR) of the BESS in the power grid. According to the
diagram, Power Conversion System (PCS) plays the major role in frequency
regulation. During the time of low frequency power distribution in the load
end, the BESS discharges more power into the PCS thus injecting more
frequency dependent power to the load, called as up-regulation and similarly
during high frequency power distribution in the load end, the BESS charges
by taking active power from the PCS thus withdrawing frequency dependent
power from the load (down-regulation) [103,104]. The key parameters for
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frequency control are response time, provision time, and power output [103].
Among these parameters, response time plays a vital role in determining the
frequency response capability of BESS. Typically, BESS responses in
withdrawing/delivering the frequency-dependent power at the output as soon
as there is a frequency imbalance power supply at the output. So, normally, it
has very little response time and good response speed. As the permission of
frequency control service of BESS is given by higher authorities of different
operators, so, different operators like European Network of Transmission
System Operators for Electricity (ENTSO-E) in Europe, Federal Energy
Regulatory Commission (FERC) in the US, etc. have adopted various
nomenclatures for efficient frequency regulation service in the power grid.
[105] summarizes nomenclature and other details of the frequency control
service adopted by different operators in Europe.

e Energy arbitrage is one of the applications of BESS, which includes the
storage of energy (charging of battery pack) by BESS when the price is low
(low demand) and then dispatching the stored energy in the grid (discharging
of battery pack) when the price is high (high demand) [106, 107]. Energy
arbitrage is very much required in this era of renewable energy, due to the
irregularities of power sources (solar, wind, hydro, etc.) in different parts of
the day. Thus, an efficient algorithm should be programmed inside the BESS
controller so that it can send charge/discharge signals to the battery packs by
inspecting the energy prices in the market. But the problem may arise in
predicting the future energy prices as it is highly stochastic in nature [108].

eBlackout situations are seen frequently in power grid systems, which occur
due to any natural hazards, malfunctioning in the transmission cables, load-
shedding in power lines, or any faults, etc. [109]. So, after these blackout
conditions, the power system should be started by consuming some energy.
BESS also provides black start by injecting electric power to the distributed
system (or other electrical system) without letting the system rely on an
external power supply [110]. For implementing this black-start service of the
BESS, efficient restoration principal algorithms should be dumped inside the
BESS controller such that the sub-system/system responds quickly by
maintaining system reliability and not allowing any adverse environment
impact. Publications such as [111] give various BESS black start based
blackout restoration principles for faithful utilization of the service.
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1.2.1.4.2 Application Across the Embedded Domain

In addition to grid-level deployment, Li-ion battery systems are
increasingly integrated into embedded energy systems, especially in smart
homes, microgrids, commercial buildings, and electric vehicles (EVs). These
embedded domains are characterized by decentralized, often self-sufficient,
energy generation and storage units that rely heavily on battery-based
systems for enhanced autonomy, reliability, and optimization of energy
flows. A common scenario in embedded systems is the use of rooftop
photovoltaic (PV) systems in smart residential buildings. These systems,
when coupled with Li-ion BESS, enable consumers to generate, store, and
manage their own energy, effectively reducing dependency on the utility grid
and lowering energy bills. However, intermittency in solar irradiance leads to
voltage fluctuations and localized instability. To counteract this, researchers
have proposed localized BESS controllers that dynamically manage the
charge/discharge behavior of the battery to mitigate voltage rise during
excess generation and voltage drop during sudden load conditions [112],
[113],[114], [115].

Further, BESS in embedded systems enables load shifting and peak
demand management by storing energy during low-demand periods and
releasing it when demand surges. This practice not only improves operational
efficiency but also offers economic benefits by avoiding high energy tariffs
during peak hours. Moreover, these systems support time-of-use optimization
and net metering, which are integral components of smart home energy
strategies [116]. In mission-critical infrastructures such as hospitals or data
centers, BESS provides seamless uninterruptible power supply (UPS)
services. These embedded BESS setups are often configured with real-time
diagnostic and control systems, allowing predictive fault management and
battery health estimation through internal resistance monitoring and state-of-
charge (SOC) tracking [117], [118].

Another domain of embedded applications is electric mobility. EVs utilize
Li-ion BESS not only for propulsion but also for regenerative braking and
bidirectional vehicle-to-home (V2H) or vehicle-to-grid (V2G) energy
exchange. These embedded BESS configurations contribute to grid stability
and demand-side energy balancing in distributed energy networks [119],
[120]. Thus, the application of Li-ion BESS in embedded domains is not
limited to energy storage but extends to system-level integration, intelligent
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control, and cyber-physical interfacing, forming a backbone for modern
distributed smart energy systems.

1.2.2 Smart Energy Management Systems

The integration of Battery Energy Storage Systems (BESS), renewable
generation, and intelligent load control mechanisms has led to the emergence
of Smart Energy Management Systems (SEMS). These systems use real-time
data acquisition, analytics, and control algorithms to dynamically balance
energy supply and demand, enhance energy efficiency, and maintain system
reliability at both grid and localized levels. SEMS can operate across diverse
domains, including grid-tied environments, microgrids, and embedded
systems, where they coordinate distributed energy resources (DERs) such as
photovoltaics, wind turbines, and Li-ion batteries. With the rise in
electrification, particularly in transportation and buildings, SEMS serve as
the technological interface between consumer energy requirements and grid-
side flexibility provisions. A typical SEMS architecture consists of smart
meters, renewable generators, energy storage units, power electronic
converters, and embedded controllers running supervisory control algorithms.
The implementation of SEMS has enabled real-time demand response, peak
shaving, load forecasting, dynamic pricing, and fault-tolerant energy
scheduling, all of which are vital in achieving the goals of decentralized,
decarbonized, and digitalized energy infrastructures.

In the following subsections, the role of Li-ion batteries as enabling
storage units within SEMS is explained, followed by an examination of their
influence in the transition to distributed smart architectures.

1.2.2.1 Role of Li-Ion Batteries in Modern Smart Energy Systems

The role of lithium-ion (Li-ion) batteries in modern smart energy systems
has become increasingly critical due to their superior energy density, high
efficiency, rapid response capability, and long cycle life. These attributes
position Li-ion batteries as the backbone of decentralized and intelligent
power infrastructures, where reliability, flexibility, and responsiveness are
fundamental operational requirements.

In smart energy systems, Li-ion batteries are integrated as dynamic storage
components capable of balancing intermittent generation from renewables,
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regulating voltage and frequency, and ensuring continuity of power during
supply-demand mismatches. Their fast-discharge characteristics enable real-
time load balancing, particularly in systems with fluctuating renewable
energy inputs such as rooftop PV or wind installations [121]. In residential
and commercial smart buildings, Li-ion batteries function as behind-the-
meter storage to support demand-side management, peak shaving, self-
consumption enhancement, and backup power provisioning during outages
[122]. Furthermore, Li-ion batteries support grid-scale smart applications by
participating in ancillary services, such as frequency response, spinning
reserve, and voltage regulation. Their participation in energy arbitrage and
real-time market operations improves economic efficiency, especially in
deregulated and time-of-use tariff structures.

Smart energy systems are also characterized by interconnectivity and data-
driven decision-making, and Li-ion batteries play a central role in such cyber-
physical ecosystems. Embedded battery management systems (BMS) utilize
data from sensors and communication protocols to optimize battery usage,
estimate state-of-charge (SOC), state-of-health (SOH), and implement
predictive fault diagnostics. Integration of Li-ion batteries with smart
inverters and digital controllers enhances their compatibility with IoT-
enabled energy networks, allowing coordinated energy dispatch across
distributed resources [123], [124]. The advancement of energy storage
algorithms further improves the operational reliability of smart energy
systems. Model Predictive Control (MPC), fuzzy logic, and Al-based
optimization techniques have been developed to schedule charge-discharge
cycles of Li-ion batteries in response to forecasted energy profiles and real-
time pricing signals [125]. These control strategies not only extend battery
life but also contribute to sustainability goals by enhancing renewable
utilization and reducing fossil fuel dependence. The convergence of Li-ion
battery technology with communication systems, embedded control, and
artificial intelligence continues to transform smart energy infrastructures into
resilient, responsive, and self-optimizing entities.

1.2.2.2 Energy Transition to Distributed Smart Architectures

The contemporary energy sector is undergoing a paradigm shift from
centralized, fossil-fuel-based generation to distributed, renewable-driven
smart architectures. This transition is primarily fueled by global
decarbonization objectives, increased penetration of distributed energy
resources (DERs), and the proliferation of digital communication and control
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technologies within the power grid. The conventional top-down approach of
energy distribution is increasingly being replaced by bottom-up architectures,
where local generation, storage, and consumption are managed intelligently
to meet both user-level and system-wide objectives. Distributed smart
architectures integrate key technological components such as rooftop solar
photovoltaics, wind turbines, Li-ion battery energy storage systems, smart
inverters, advanced metering infrastructure (AMI), and embedded control
platforms. These systems form energy clusters or microgrids, which can
operate in grid-connected or island modes, offering resilience during
disturbances and operational flexibility under normal conditions [126], [127].

A critical feature of these architectures is the implementation of
bidirectional power flow and peer-to-peer energy exchange, which
fundamentally redefines the role of end-users as active participants,
“prosumers”, instead of passive consumers. Li-ion batteries in such systems
serve not only for energy storage but also as real-time balancing agents,
enabling the compensation of generation-demand mismatches, facilitating
demand response, and enhancing system stability [128]. The energy
management system (EMS) in distributed smart setups serves as the
supervisory layer, gathering data from distributed assets, performing
analytics, and dispatching control signals to optimize energy utilization. EMS
modules are increasingly embedded with Al-based algorithms, capable of
forecasting load and generation, detecting faults, and managing cyber-
physical threats. The tight integration of energy assets with the Internet-of-
Things (I0T) devices and machine-to-machine (M2M) protocols ensures real-
time monitoring and adaptive control across multiple layers of the system
hierarchy [129], [130].

Furthermore, regulatory frameworks and policy reforms in several
countries are actively encouraging distributed smart grid implementations.
Initiatives such as the IEEE 2030 standards, the EU's Clean Energy Package,
and India's National Smart Grid Mission (NSGM) are promoting investments
in decentralized infrastructures. These policies are complemented by dynamic
tariff structures, net metering provisions, and open-access mechanisms,
which economically incentivize consumers to deploy BESS and participate in
ancillary services markets. The transition to distributed smart architecture
represents a foundational step toward a resilient, low-carbon, and consumer-
centric energy ecosystem. Li-ion battery-based energy storage systems, when
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embedded within such architectures, are instrumental in ensuring operational
continuity, economic viability, and environmental sustainability.

1.3.Challenges in Existing Systems

Despite significant advancements in battery-integrated energy systems,
numerous technical, environmental, and systemic limitations continue to
hinder widespread, reliable adoption across grid and embedded domains.
These challenges are particularly critical in the context of Li-ion batteries,
which, while enabling enhanced flexibility, bring forth issues concerning
thermal stability, communication interoperability, and sustainability.

This section discusses the fundamental challenges that persist in existing
systems, grouped under three primary domains: thermal risks and safety
concerns, integration and communication hurdles associated with distributed
generation (DG), and environmental and economic considerations. These
limitations must be addressed to realize the full potential of smart, scalable,
and safe energy systems.

1.3.1 Thermal Safety and Operational Risks in Li-Ion Batteries

Li-ion batteries, despite their widespread use across energy storage and
mobility applications, present significant thermal safety concerns due to their
complex electrochemical behavior and sensitivity to environmental and
operational conditions. As these batteries operate within a narrow thermal
stability window, thermal runaway, capacity degradation, and mechanical or
electrical abuse can lead to irreversible damage, fire hazards, or even
catastrophic system failures [131], [132].

Thermal runaway in Li-ion batteries refers to a self-accelerating
exothermic reaction that occurs when the internal temperature exceeds a
critical threshold (typically around 150°C-200°C). This condition is often
triggered by internal short circuits, overcharging, external heating, or
mechanical puncture. The exothermic reactions involve the decomposition of
the solid electrolyte interphase (SEI), electrolyte oxidation, and cathode
material breakdown, releasing flammable gases such as CO, CO., and
hydrocarbons [133].

Moreover, non-uniform temperature distribution within battery packs
exacerbates the imbalance of cell performance. Variations in temperature
lead to uneven current distribution, unequal state-of-charge (SOC) among
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cells, and accelerated degradation of certain cells over others, leading to cycle
life reduction and efficiency loss [134].

Table 1.5. Major Thermal and Operational Risk Factors in Li-Ion Batteries

Risk Factor Cause Effect Mitigation
Techniques
Overcharging Poor BMS, Thermal Overvoltage
charger failure runaway, cell protection,
swelling redundant BMS
checks
High ambient Inefficient Accelerated Active/passive
temperature cooling, external | aging, thermal
heat electrolyte management
breakdown systems
Internal short Manufacturing Sudden heat Advanced
circuit defect, dendrite surge, fire risk separator designs,
formation internal

resistance-based
monitoring

Mechanical Impact, vibration, | Short circuit, Shock-absorbing

deformation or puncture electrolyte casing, structural
leakage reinforcement

Over-discharge Excessive depth- | Copper Voltage threshold

of-discharge dissolution, SEI | regulation

damage

Thermal Heat transfer Cascading Fireproof

propagation in from one cell to failure of separators, cell

pack

another

adjacent cells

spacing, thermal
barriers

Repeated fast
charging

Excessive C-rates

Lithium
plating, gas
formation

Controlled charge
profiles, adaptive
charging
algorithms
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In energy storage systems, particularly in stationary applications like grid-
connected BESS or embedded microgrids, safety-critical environments
demand real-time monitoring of thermal parameters. Several studies have
emphasized the importance of internal resistance estimation and temperature-
sensitive modeling of cells for accurate fault diagnostics and predictive safety
control [135], [136]. Integration of infrared thermal imaging, distributed
temperature sensors, and advanced battery thermal models in embedded
controllers further enhances early fault detection capabilities. Moreover, the
selection of cell chemistry also plays a vital role in thermal behavior. For
instance, LiFePOa4 (LFP) batteries exhibit higher thermal stability compared
to LiCoO: (LCO) or NMC chemistries, making them more suitable for
safety-critical applications, though often at the cost of energy density [137].

In high-power embedded applications such as electric vehicles (EVs),
aerospace, or robotics, the thermal dynamics of Li-ion batteries are even
more critical due to the compact design and high current throughput. Real-
time embedded systems must implement battery thermal models, model
predictive control (MPC), and state estimation algorithms to dynamically
regulate cell temperatures and prevent thermal runaway. The multi-
dimensional nature of thermal risks in Li-ion systems necessitates a holistic
approach encompassing material design, packaging architecture, thermal
management, and system-level monitoring algorithms, to ensure safe, long-
life operation under varying load and ambient conditions.

1.3.2 Integration of DG and Communication Challenges

The increasing integration of Distributed Generation (DG) into energy
networks, particularly from renewable sources such as solar PV, wind, and
bioenergy, presents several challenges related to synchronization, stability,
control, and real-time communication within smart energy architectures.
While DG offers significant benefits in terms of decarbonization and
localization of energy resources, its operational unpredictability and
intermittency necessitate the deployment of advanced control frameworks
and robust communication infrastructures [138], [139]. DG systems operate
at various voltage levels, often with asynchronous output characteristics, and
must be interfaced with the central grid through power electronic converters,
inverters, and phase-locked loops (PLLs). The harmonization of frequency
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and voltage, particularly in weak grids, becomes a technical bottleneck.
These systems are vulnerable to phase instability, unintentional islanding,
and voltage fluctuations, especially during sudden changes in load or
irradiance or wind conditions [140].

Furthermore, the coordination of DG units in a decentralized energy
environment requires real-time monitoring, dispatch control, and data
exchange, all of which depend heavily on communication protocols such as
IEC 61850, DNP3, and Modbus. The heterogeneity of communication
standards and the absence of unified interoperability guidelines can cause
latency, data loss, and control mismatch, ultimately reducing system
efficiency and safety [141].

The communication infrastructure faces several technical constraints,
including:

i.Bandwidth limitations in rural or remote installations.
ii.Latency and jitter affect the timing of control signals.
iii.Cybersecurity threats, which can compromise system integrity via
unauthorized access or malicious data injections [142].

These issues are further compounded when DG systems are interfaced
with Battery Energy Storage Systems (BESS) and Advanced Metering
Infrastructure (AMI) in a multi-layered energy ecosystem. Synchronizing the
operation of such systems requires not only robust communication pathways
but also time-synchronized data logging, fault detection and isolation, and
network redundancy strategies. Addressing the integration and
communication challenges of DG requires a multidisciplinary approach,
combining advances in control theory, embedded system design,
communication engineering, and cybersecurity practices. The deployment of
edge computing, machine learning for adaptive control, and blockchain for
secure energy transactions are promising future trends aimed at resolving
these limitations.

1.3.3 Environmental and Economic Considerations

The integration of Li-ion battery-based energy systems in modern power
architecture must contend not only with technical constraints but also with
profound environmental and economic implications. As energy storage
systems scale globally, particularly in smart grids, electric mobility, and
decentralized generation concerns related to resource availability, lifecycle
emissions, waste management, and economic feasibility are becoming
increasingly central to system planning and policy discourse.
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From an environmental standpoint, the extraction and processing of critical
raw materials such as lithium, cobalt, nickel, and graphite have a large
negative impact on the environment. Mining operations, particularly in
regions with weak environmental regulations, are associated with soil
degradation, water contamination, and the release of toxic byproducts. For
instance, cobalt mining in the Democratic Republic of Congo has raised
concerns over environmental harm and human rights violations, prompting a
push for alternative materials or improved recycling methods [143], [144].

In terms of emissions, while Li-ion batteries are often considered zero-
emission during operation, their production and end-of-life stages contribute
to greenhouse gas emissions, resource depletion, and chemical leakage risks.
Lifecycle assessment (LCA) studies indicate that battery manufacturing
accounts for approximately 50-70 kg of CO: equivalent per kWh of capacity,
depending on the supply chain and energy source used for processing [145].
Moreover, the disposal and recycling of Li-ion batteries present significant
challenges due to the presence of flammable electrolytes, toxic metals, and
complex component structures. Although battery recycling technologies (e.g.,
pyrometallurgical and hydrometallurgical processes) are under development,
their energy intensity, cost, and limited recovery rates hinder widespread
adoption. The lack of standardized recycling frameworks globally further
exacerbates the environmental risk of improperly discarded battery modules
[146].

On the economic front, while the cost of Li-ion battery packs has declined
substantially reaching approximately $130 per kWh in 2023, the overall
Levelized Cost of Storage (LCOS) remains high for certain applications,
particularly in developing markets or off-grid systems [147]. Factors
contributing to high LCOS include capital expenditure (CAPEX), operational
and maintenance costs, battery degradation, and uncertainty in second-life
applications. Additionally, the financial viability of deploying Li-ion storage
is heavily influenced by regulatory frameworks, market design, and incentive
structures. Time-of-use pricing, demand response programs, and renewable
integration mandates can enhance economic returns, but such mechanisms
are not uniformly implemented across regions. Uncertainties in battery
lifespan, especially under diverse thermal and cycling conditions, further
complicate long-term return on investment (ROI) projections [148].

Therefore, addressing the environmental and economic challenges
associated with Li-ion battery systems necessitates a combination of material
innovation, recycling infrastructure development, policy support, and system-
level optimization. Future pathways include the exploration of solid-state
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batteries, lithium-sulfur alternatives, and battery-as-a-service (BaaS) models
to align storage deployment with sustainability and affordability goals.

1.4. Advanced Monitoring Methods for Thermal Runaway
Mitigation

Thermal runaway is a critical safety concern in Li-ion batteries,
particularly in high-capacity and high-density configurations employed in
grid-integrated and embedded energy systems. The complex interaction of
thermal, electrical, and electrochemical phenomena under fault conditions
leads to abrupt temperature escalation, which can result in fire hazards or
system failures. As Li-ion systems are increasingly deployed in sensitive
environments, the development of advanced thermal monitoring and
mitigation frameworks has become indispensable.

Advanced monitoring strategies aim to detect the onset of thermal
anomalies, enable real-time health diagnostics, and initiate preventive or
corrective control actions before a critical failure occurs. Among these,
temperature-based sensing, internal resistance-based estimation, gas vent
detection, and model-based predictive techniques form the core of modern
thermal runaway prevention methodologies. This section presents the most
widely adopted methods, starting with temperature-based monitoring.

1.4.1Temperature-Based Monitoring Techniques

Temperature-based monitoring is the most basic and widely adopted
method for detecting early signs of thermal instability in Li-ion batteries. As
thermal runaway is preceded by a gradual or sudden rise in temperature,
observing temperature variations allows system operators to predict and
mitigate safety risks. This technique is embedded in virtually all commercial
battery management systems (BMS), making it an indispensable line of
defense in thermal safety assurance [149].

In practical implementations, various sensors such as thermistors,
resistance temperature detectors (RTDs), and thermocouples are strategically
placed on cell surfaces, between modules, or embedded within the pack
enclosure. These sensors are used to continuously monitor cell, module, and
ambient temperatures across different spatial locations in the system. The
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gathered data allows for real-time detection of abnormal thermal patterns,
enabling protective measures like load disconnection, forced cooling, or
system shutdown before the onset of thermal runaway [150]. Threshold-
based monitoring is commonly employed, where the absolute temperature,
rate of temperature rise (dT/dt), and temperature differential across cells are
compared to predefined safety limits. For instance, temperature increases
beyond a certain value, typically between 60-80°C for most chemistries,
trigger fault flags or emergency shutdown procedures. Moreover, standards
such as IEC 62660 specify operating limits and test protocols for thermal
safety evaluation [151].

The major benefit of this technique lies in its simplicity, affordability, and
ease of integration. Since it requires no intrusive internal measurements, it is
highly scalable for multi-cell and grid-level installations. However, one
limitation is that temperature sensors often lag the actual internal fault
progression. As they are mounted externally or on the surface of battery cells,
they tend to detect heat only after it has propagated outward. This leads to
delayed detection, especially in cases involving internal short circuits or
dendrite formation, where the thermal hotspot originates deep within the cell
[152]. In high-performance embedded systems and fast-charging
applications, temperature-based data are frequently integrated with intelligent
diagnostics, such as Kalman filtering, trend analysis, or thermal modeling.
These hybrid approaches help interpret temperature fluctuations within the
broader electrochemical and thermal dynamics of the battery. For example,
combining dT/dt with current and voltage data allows for the identification of
unexpected thermal spikes during normal operation, which can be early
indicators of abnormal internal behavior [153].

Temperature monitoring is also the basis of active thermal management
systems (ATMS), where real-time feedback is used to initiate dynamic
control actions such as activation of cooling loops, heat sinks, or phase
change materials (PCM). The integration of such systems has proven crucial
in maintaining uniform cell temperatures across battery packs, especially in
electric vehicles, aerospace, and high-density BESS installations [154].
Nevertheless, temperature monitoring should not be relied upon in isolation
for comprehensive thermal fault detection. Its effectiveness improves
significantly when used in conjunction with internal resistance analysis,
voltage response modeling, and gas vent detection. When properly integrated,
temperature-based techniques contribute effectively to safe, robust, and
intelligent thermal management systems in modern battery-powered
infrastructures.
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1.4.2 Internal Resistance-Based Thermal Runaway
Detection

Monitoring internal resistance has emerged as a reliable and proactive
approach to predicting thermal runaway events in Li-ion batteries. Unlike
temperature-based methods, which often detect issues only after significant
heat has been generated and dissipated to the sensor, internal resistance
monitoring allows for early identification of internal degradative mechanisms
such as electrode delamination, solid-electrolyte interphase (SEI) breakdown,
electrolyte decomposition, and internal short-circuit formational of which are
potential precursors to thermal runaway [155].

Internal resistance, often referred to as equivalent series resistance (ESR) or
impedance, represents the cumulative opposition to charge movement within
the battery. It encompasses resistive losses due to current collectors,
electrodes, electrolyte, and interfacial phenomena. Under normal operation,
internal resistance remains within a predictable range; however, abrupt or
accelerated increases in resistance are strong indicators of internal cell
abnormalities [156]. This resistance increase leads to enhanced Joule heating
(I’R) during charging or discharging operations, which further elevates the
temperature and promotes a positive thermal feedback loop, potentially
initiating a runaway process [157]. Internal resistance can be estimated
through various methods. The most direct approach involves current-pulse or
voltage-step techniques, where a transient current is applied and the
immediate voltage response is analyzed to extract resistive characteristics.
While accurate, these techniques are often limited to laboratory settings or
offline diagnostics. In practical systems, model-based estimation methods,
such as Extended Kalman Filtering (EKF) and Equivalent Circuit Modeling
(ECM), are preferred due to their ability to perform real-time, online
resistance estimation without interrupting battery operation [158]. Among the
ECM topologies, the Riyx model, the Thevenin model, and dual-polarization
RC networks are commonly used to characterize the dynamic behavior of
batteries. These models are calibrated using voltage, current, and temperature
measurements and then fitted to estimate real-time resistance values. By
analyzing the rate of change, absolute magnitude, and deviation from
expected resistance profiles, faults can be detected even before surface
temperature begins to rise [159].

Another significant advantage of resistance-based detection is its insensitivity
to ambient conditions. Unlike temperature or pressure measurements, which
are susceptible to external environmental fluctuations, resistance is an
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intrinsic electrochemical parameter and hence offers greater reliability in both
grid-connected and embedded environments. For instance, in systems with
high current ramp rates (e.g., UAVs, automotive propulsion), resistance-
based monitoring provides rapid fault identification even under transient
loads [160].

Despite its advantages, resistance monitoring is not without limitations. The
internal resistance of a battery is highly dependent on state of charge (SOC),
temperature, current amplitude, and cell aging. Therefore, context-aware
interpretation algorithms must be employed to distinguish between normal
resistance variations and those indicative of failure. Moreover, consistent
calibration and compensation for hysteresis effects are necessary for accurate
tracking across different operational regimes [161]. In recent years, hybrid
diagnostic frameworks have been proposed, integrating internal resistance
estimation with temperature, voltage, and gas detection metrics for multi-
parameter fault modeling. Such frameworks significantly improve the
reliability of thermal runaway prevention mechanisms and have become an
essential part of advanced battery management systems (BMS) in aerospace,
defense, and grid-scale energy storage domains.

1.5.Control Strategies for Grid-Integrated Battery Energy
Systems

The integration of Battery Energy Storage Systems (BESS) with modern
power grids plays a critical role in ensuring flexibility, reliability, and
resilience. With increasing deployment of Distributed Generation (DG)
sources, such as rooftop solar PV, wind turbines, and microturbines,
alongside BESS, the system dynamics become more complex, necessitating
advanced and coordinated control strategies. These strategies must address
not only the energy balancing and fault management requirements but also
the protection system coordination, particularly relay coordination, which
becomes increasingly challenging in DG-rich networks [162].

In conventional grid systems, overcurrent protection devices and
directional relays are coordinated based on predictable fault current paths and
system topologies. However, with multiple DG sources interfaced through
inverters or directly to the grid, fault current magnitudes and directions
become uncertain and bidirectional. This significantly complicates relay
grading, time—current curve coordination, and selectivity of protection
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schemes [163]. Furthermore, the presence of BESS introduces dynamic
power injections during transient or fault conditions, influencing fault
currents depending on its control logic and state of operation.

As such, the control strategies for grid-integrated BESS must be designed
to ensure both power flow optimization and protection selectivity, enabling
the system to distinguish between normal DG-induced current injections and
actual fault events. Modern control schemes embed adaptive relay
coordination algorithms within the BESS controller or centralized protection
coordination units. These algorithms dynamically adjust relay settings, such
as pickup current, time delay, and directionality, based on the real-time grid
topology, DG status, and BESS operating mode [164].

In terms of control hierarchy, the grid-integrated BESS operates under a
multi-layered framework:

i.Primary control ensures voltage and frequency regulation at the point
of common coupling (PCC), handling instantaneous disturbances.
ii.Secondary control performs load sharing and reference restoration.

iii. Tertiary control addresses economic dispatch, energy arbitrage, and
coordination with market signals [165].

In the context of protection, primary and secondary controllers are also
responsible for interpreting protective signals from relays and integrating
them into the BESS operation logic. For example, in case of upstream faults,
the controller can command the BESS to disconnect or shift to islanding
mode, based on relay coordination signals. In this way, the BESS supports
protection zone selectivity and minimizes nuisance tripping of upstream
devices. To mitigate relay coordination conflicts, especially under
bidirectional flow and fault current variability, several solutions have been
proposed:

i.Directional overcurrent relays (DOCRs) that discriminate against fault
directions based on DG and BESS locations.

ii.Differential protection schemes that can locally sense faults without
relying on current magnitude alone.

iii. Communication-assisted relays using IEC 61850 GOOSE messaging
to coordinate trip commands between relays and BESS controller
in real-time.

iv.Adaptive setting groups stored within intelligent electronic devices
(IEDs), triggered by system topology or DG operation mode
changes [166].
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Moreover, the BESS controller often incorporates grid-support
functionalities such as:

i.Grid-forming and grid-following control to either establish grid
references in island mode or synchronize with utility parameters.
ii.Black-start capabilities in coordination with protective relays to safely
energize de-energized zones.
iii.Fast frequency response (FFR) and voltage ride-through compliance,
ensuring contribution to grid stability during transient faults or
DG intermittency [167].

In DG-dense microgrids, the coordination of BESS and DG must also
address fault location accuracy, islanding detection, and selective load
restoration. Relay coordination, in this case, is tightly coupled with real-time
monitoring of BESS state-of-charge (SOC), thermal limits, and discharge
availability, which influences whether BESS can support loads post-fault or
needs to isolate itself. To ensure seamless operation, a protection-aware
control strategy is required, where BESS dynamically aligns its power
injection, fault ride-through, and disconnection protocols in accordance with
the relay settings and grid protection philosophy. These strategies are critical
in achieving selective fault isolation, system reliability, and safe operation
under varying fault scenarios.

In conclusion, the interplay between relay coordination and BESS control
strategies is a crucial design consideration in modern power systems with
integrated DG. Advanced algorithms leveraging real-time grid intelligence,
communication, and adaptive protection are essential for fault-resilient
operation and grid-supportive behavior of BESS in such contexts.

1.6.Scope of the Thesis

This thesis focuses on developing advanced monitoring and control
methodologies for Li-ion batteries integrated into smart energy systems. The
scope is motivated by the increasing need for intelligent, real-time
diagnostics and operational strategies to enhance the reliability, safety, and
efficiency of battery-based distributed energy frameworks. The thesis also
aims to address limitations in existing protection and control infrastructures
by proposing integrated solutions spanning from embedded system design to
grid-scale energy management. The framework of this thesis has been
presented in Fig. 1.5.
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A key contribution of this research lies in the formulation of a real-time
internal resistance-based monitoring framework for early detection of thermal
runaway events in Li-ion batteries. This includes the development of a
dedicated hardware-software prototype and its validation under controlled
testing environments. The framework is designed to detect precursors to
thermal faults, thereby initiating smart fault-handling mechanisms to avoid
catastrophic failures.

In addition to battery diagnostics, the thesis addresses the challenges
associated with the protection and coordination of Distributed Generation
(DG) systems in smart grids. A relay coordination methodology is proposed
that incorporates fault current limiter (FCL) devices and simulation studies to
optimize relay operating times, especially in the presence of DG units. This
enables improved system resilience and selectivity under fault conditions.

The research also proposes a microcontroller-based hybrid power factor
control algorithm, tailored for real-time energy management in embedded
environments. This algorithm is designed to optimize the power factor
dynamically based on load characteristics and frequency sensitivity, thereby
improving energy efficiency and reducing stress on the grid.

Another area of focus in the thesis is on the integration of smart metering
infrastructure (AMI) with grid and energy systems. The information flow,
data processing, and analytics required for intelligent energy control are
explored in depth, with particular attention to microcontroller interfacing,
load forecasting, and demand-side analytics.

The scope spans across six interlinked research domains:

Chapter 2 outlines the design of a real-time Fault Handling System (FHS)
for Li-ion batteries, with emphasis on early detection using internal resistance
estimation techniques.

Chapter 3 presents a resilient protection framework for distributed energy
systems, integrating relay coordination schemes and fault current limiters to
enhance fault response.

Chapter 4 describes the implementation of a real-time hybrid power factor

control algorithm, including logic-level design and its performance
evaluation on embedded platforms.
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Chapter 5 addresses the smart metering infrastructure necessary to
support intelligent grid-interactive battery systems, detailing AMI
components, protocols, and energy analytics.

Chapter | - Infroduction
Foundations, literature review, Li-ton battery & smart enid context, scope & origmality.

Safety gaps in Ch.1 -» necessitate IR-based
monitoring (Ch.2).

Chapter 2 - Real-Tme Internal Resistance-Based Monitoring and Fault Management
Develops IR monitoring framework with embedded prototype for early fault detection.

Chl develops monitoring = extends to
grid-level protection (ChL3).

Chapter 3 - Resilient Protection Strategies for Distributed Generation
Proposes GA-based relay coordination and FCL for selective, reliablz protection.

Ch3 ensures resilience=» tramsitions to
active EMS control (Ch4).

N
Chapter 4 - Smart Real-Time Hybrid PF Selection EMS
Introduces microcontroller-based real-time PF selection for efficient EMS operation.

Ch.4 local EMS control = can be scaled
with AMI/data mfrastructure (Ch.3).
'

At
{ Chapter 5 - Smart Metering and Data Infrastructure J

AMI. data flow. anpliance-level monitoring, analvtics & cvbersecurity.

{ Chapter 6 - Conclusions & Future Work Recommendation ]

Fig. 1.5 Comprehensive framework of this thesis.
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Chapter 6 synthesizes all the research outcomes and proposes
recommendations for future developments in battery-integrated smart energy
networks.

The overarching scope is to unify diagnostic precision, protection
adaptability, and energy intelligence within a single coordinated framework.
The methodologies developed herein are applicable to a broad range of smart
grid, microgrid, and embedded energy storage applications, aligning with
global trends in decarbonization, digitalization, and decentralization.

1.7.0riginality of the Thesis
To the best of the author’s knowledge, the current work has made the

following original contributions:

» Development of an internal resistance-based real-time fault handling
system (FHS) for Li-ion batteries and its validation through embedded
implementation.

» Analysis of relay operating characteristics and coordination time
intervals under various DG penetration levels and with and without
fault current limiters (FCLs).

» Prototyping and testing of a frequency-aware energy monitoring platform
using a microcontroller-based architecture.
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Real-Time Internal Resistance-Based
Monitoring and Fault Management in Li-Ion
Batteries

2.1. Introduction

Nowadays, due to environmental concerns and the fuel crisis with traditional
vehicles, Electric Vehicle (EV) industries are expanding rapidly worldwide.
Similarly, Battery Energy Storage System (BESS) industries are also
expanding significantly due to their ability to stabilize the grid through
various services. Their safety mainly depends on the type of battery used and
the design of the Fault Handling System (FHS) in the Battery Management
System (BMS). Li-ion batteries are widely used in these industries because
they offer high energy density, long cycle life, and a low self-discharge rate.
One of the major safety concerns in these battery-operated systems is
Thermal Runaway (TR) [168]. During overcharging, the battery eventually
develops internal chemical abnormalities, leading to the release of gases and
exothermic reactions that trigger TR [169]. Another important event during
overcharging is the change in the battery’s Internal Resistance (IR), which
occurs due to internal chemical reactions and subsequent polarizations.
Various studies [169, 170] have investigated the chemical and electrical
behaviour of Li-ion batteries during overcharging and proposed several Early
Thermal Runaway Sensing (ETRS) methods from a theoretical perspective.
Previous ETRS methods include mechanical strain detection, gas venting,
and electrochemical impedance spectroscopy (EIS) [171, 172]. However,
these approaches have limitations such as low detection sensitivity, safety
risks from vent gases, and complex setup requirements. Some other studies
have explored internal resistance monitoring methods, but these typically
works offline or rely on data-driven analysis, requiring system shutdown or
post-event analysis [173]. To overcome these limitations, this work proposes
an online internal resistance monitoring system that operates continuously
during system activity, offering real-time diagnostics without interrupting
battery operations. In this study, an efficient and low-cost microcontroller-
based prototype of an ETRS module for a smart FHS has been developed.
This module enables ETRS using an online IR sensing mechanism and
simultaneous monitoring of both temperature and internal resistance through
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two microcontroller units, thereby reducing the risk of data corruption.
Additionally, the proposed method sends SMS alerts via IoT to notify users,
helping to prevent critical fire accidents in the battery pack.

2.2. Proposed Methodology

In this work, a commercial Nickel Manganese Cobalt Oxide (NMC)
cylindrical cell (NMC 18650) having diameter and height of 1.85 cm and
6.56 cm respectively, electrical capacity of 2000 mAh and maximum
charging voltage of 4.2V has been utilized. Initially, the cell was discharged
to a voltage of ~4V for further processes.

BTE FHS Sending Alert

Y Tenses/

Fig. 2.1. Process Flow of the Proposed Design Setup.

CCs

Fig. 2.1 shows the process flow of this prototype, where Internal Resistance
Threshold and TR onset temperature are represented as “IRT” and “Tonser”,
respectively. The values of IRT and Tonset are obtained from the IR and
thermal behavior of the cell by monitoring it during the Battery Testing
Experiment (BTE). This BTE is the main part of the whole setup. The
evaluated values of IRT and Tonse are then used in the FHS design to sense
the early TR process effectively. The ETRS unit inside the FHS is also
capable of sending an alert message to the user’s phone and generating a
Charge Control Signal (CCS) to control the charging mechanism of the
batteries.

2.2.1. Battery Testing Experiment (BTE)

In this division, the previously discharged cell was used as the device under
test (DUT) and charged at a constant current of 1.5A (0.75C) with a
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commercial DC regulated power supply in the laboratory to push it into the
overcharging region for behaviour monitoring. For monitoring, two
microcontroller units were employed: Arduino-1 for thermal monitoring and
Arduino-2 for internal resistance monitoring, enabling parallel data
collection. This configuration reduces the processing load on each unit and
ensures more accurate real-time measurements, preventing data errors.
Additionally, an MLX90614 12C-based non-contact infrared temperature
sensor (I2C address 0x5A) was used to measure the cell temperature. The
setup also included an INA219 DC current sensor, a DC voltage sensor, a
5Q-5W power resistor (as load), and a dual relay module to form the online
IR sensor module for measuring the cell’s IR during charging. By connecting
a load resistance across the cell and sensing the circuit current along with the
EMF/Open Circuit Voltage (OCV), the IR was calculated using equation

Q..

r:[(E/]dis)_RL] (2.1

In (1), “Iss~ is the discharging current, “7” is the cell IR, “R;” is the load
resistance and “E” is the emf/OCV of the cell. The proposed online IR
computation algorithm and the block diagram representation are shown in
Fig. 2.2 and Fig. 2.3, respectively. In this work, the values of charging time
(1), idle time (#ae), and discharging time () have been chosen as 60s, 2s,
and 3s respectively by calibrating the system for efficient performance. In the
algorithm, the microcontroller first sets a timer for 60 seconds and allows the
cell to charge through the Charging Relay (CR). After 60s, the
microcontroller sets another timer of 2s to keep the cell in idle mode for
extracting the OCV. Once the OCV is extracted, the microcontroller sets a
timer of 3s and allows the cell to discharge through the Discharging Relay
(DR) for detecting Iz . It should be noted that this IR calculation is a
temporary event in each cycle and has a negligible effect on the overall
charging process. Moreover, IR calculation is possible only after evaluating
both OCV values and 1.

2.2.1.1. BTE Hardware Prototype

The hardware prototype of the BTE is presented in Fig. 2.4. As shown, two
microcontrollers (with different COM ports) are connected to a multi-USB
adapter using two USB cables. This adapter is then linked to the computer
through a single USB cable, enabling simultaneous serial communication for
parallel monitoring of IR and temperature variations. Another component in
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the experimental setup is a fire- and explosion-proof metal chamber, which
ensures a safe environment during the BTE process.

» Set Timer for
60s

¥

YES
DR remains OFF

Count<60s .| CR remains ON
?

* NO

YES )
Set Timer for 2s
CR remains OFF
YES | DR remains OFF
NO Count <25 ——— Sensing OCV &
IR < IRT 2 Storing it to
s Voltage Buffer
@ Set Timer for 3s
" CR remains OFF
Is:zg%";ﬁ:ﬁfg_ NO YES DR remains ON
e |e——  Count <35 ~—— Sensingldgis &
& Storing it to Py Storing it to
Resistance Buffer ‘ Current Buffer

Fig. 2.2. Flowchart of the Online Internal Resistance (IR) Sensing Algorithm
for ETRS.
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Fig. 2.3. Block Diagram of Online IR Sensor Board for Real-Time TR
Monitoring.
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Fig. 2.4. Experimental Hardware Sep for BT.
2.2.1.2. BTE Output Characteristics

The output curves for cell temperature and IR variations with respect to
time are shown in Fig. 2.5. From Fig. 2.5, it can be observed that, the
IRT value detects the TR event faster than the Tonser Value with a time
gap (also called Alarming Time Gap (ATG)) of A¢, whose value has
been extracted as ~234 seconds (~3.9 minutes) using (2.2).

At = ATS oy — ATS, 0
Here, Arrival Time Stamp can be abbreviated as “47S”. The IRT and
Tonset values along with their arrival time have been summarized in
Table 2.1. After Tonset point, the corresponding temperature value
decreases because the power supply has been turned off after extracting
the required parameters successfully.
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Fig. 2.5. Temperature and Internal Resistance (IR) Variation of Cell
during Charging and Onset of Thermal Runaway.
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Moreover, it should be noted that the TR event and IR variation are
strongly influenced by the aging of the Li-ion battery. As the battery
ages, it undergoes more charge-discharge cycles, which increases the
total cycle count and reduces the State of Health (SOH). In [174, 175],
the relationship of Tonset and IRT with aging has been discussed both
graphically and theoretically. From their graphical relationship with
SOH and/or cycle number, mathematical modelling using a curve-fitting
approach can be applied, which will make the proposed algorithm more
robust against the dynamic variations of Tonset and IRT caused by aging
effects.

Table 2.1
BTE Parameters, Threshold Values and Arrival Time Stamps (very low
values are artefacts due to the limitation of short OCV idle estimation)

Parameters Magnitude ATS

IRT 4.60 mQ 1979.75s
IRmax 106.79 mQ 2055.46s
Tonset 142.33°C 2213.75s

2.2.2. IR Computation Based Early Thermal Runaway Sensing

As is evident from the BTE output characteristics, the IRT point occurs
earlier than the Tonset point. Based on this cell behaviour, an online IR sensor-
based ETRS module has been designed for a smart FHS, using the IR sensor
module as the primary stage marker and the thermal management module as
the secondary stage marker for monitoring thermal behaviour and acting as a
backup. This module was designed using the same cell model, sensors, and
other components, while keeping all physical conditions constant. The
proposed ETRS algorithm utilizes the IRT and Tonser Values to reliably control
the cell and prevent TR. The flowchart of the proposed online IR sensor-
based ETRS algorithm is shown in Fig. 2.6. Additionally, in this design, an
L293DN dual motor driver with a brushless exhaust fan was used to ventilate
small amounts of vented gases released at the Tonset point. An extra Charging
Control Relay (CCR) was added to stop cell charging, along with stage
indicator LEDs and a 2-input OR gate. For sending loT-based SMS alerts to
users, an ESP8266 NodeMCU was connected to the AWS cloud server and
configured with an Application Programming Interface (API).
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Fig. 2.6. Proposed ETRS Algorithm for FHS.

2.3. Results and Performance Evaluation

IR
Thermal NO valuation
management [-&— module
module OK?
' ves
IR evaluation
Cell temp. S O
< Tonset
YES
IR<IRT |
NO 2
| » LED 1
NO Turns ON
LED 2 | =
Charging
Turns
OoN l_ S e — stops
| I [
CCR IoT based
| Fire | turns warning
I NG 2 I OFF To user
| *YES I
| Fire I Ventilation
| | fan remains
| |

2.3.1. Result of the Proposed ETRS Technique

In this proposed ETRS technique, an online IR sensing circuit has been
developed for a smart FHS, which is capable of continuously monitoring IR
variations in the cell and controlling its charging status to prevent it from
entering the TR region during overcharging. A thermal management system
has also been designed as a secondary safety stage and backup. Based on the
proposed ETRS algorithm, another cell with the same specifications as the
BTE was tested by overcharging it at the same C-rate to observe its
behaviour for analysis. The experiment started at 10:00:00 hrs (IST) in the
laboratory. Fig. 2.7 shows the IR and temperature curves of the cell during
overcharging after applying the proposed ETRS algorithm. From the curves,
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it is clear that they can be divided into two parts: part-A shows the cell
condition before IRT detection, and part-B shows the condition after IRT
detection. In part-B, after the [Rmax point, the IR value of the cell drops
quickly to its normal value because the charging process was immediately
stopped, and the cell temperature gradually decreased. The graphical details
of the curves and the SMS notification times from this experiment are
summarized in Table 2.2.

2.3.2. Performance Evaluation of ETRS Techniques

Among several ETRS techniques, venting is a widely researched technique,
where the authors have investigated venting based ETRS technique by
analyzing the chemical phenomena and other side reactions of the cell [9,
10].
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Fig. 2.7. Cell Temperature and IR Curve after Incorporation of Proposed
ETRS Algorithm.

TABLE 2.2
Graphical Details in Cell Behavior Output after Incorporation of Proposed
ETRS Algorithm
Parameters Values
IR max 4.60 mQ
Maximum Temperature (Tmax) | 96°C
IRT time stamp 10:33:58.62 hrs (IST)
SMS time stamp 10:33:59.00 hrs (IST)
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Despite the good detection speed and clear signals provided by venting gas
sensors, the venting technique is not safe for real-time warning methods due
to the limited feasibility of venting gas sensors and the explosive nature of
vented gases (especially Volatile Organic Compounds (VOCs)) [178].
Besides the venting gas technique, several other ETRS methods have also
been explored in research. Table 2.3 summarizes the ATGs of previously
studied ETRS techniques along with the ATG obtained from the BTE output
characteristics.

TABLE 2.3
Comparison between ETRS method of this work and other existing Studies
Alarming Method Type ATG Value | Ref.
Venting Technique
(CO,, CO, VOCs, and ~54s, [176]
solid-phase particle quantity
detection) ~(104 -103)s | [177]
Mechanical Strain Detection ~167.20s [172]
Phase Detection through EIS ~150s [171]
This work (IR detection) ~234s -

It can be observed from Table 2.3 that, since the ATG value of the proposed
online IR-based ETRS method is higher than in other studies, it can be used
as an effective practical tool to prevent cells from TR. It is because after
sensing the IRT, the algorithm gives enough time for the MCU board to take
the required safety measures quickly. While commercial Li-ion batteries
include circuits for managing charging currents and temperature, the
proposed ETRS module further improves safety by giving an early warning
based on real-time internal resistance calculation. This extra response time is
especially useful for EV and BESS applications, where proactive thermal
management helps avoid serious accidents.
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2.4 IR Sensing Methodology for Battery Pack

In a typical battery pack, different cells are connected in series and parallel
fashion to optimize the net voltage and capacity of the whole battery pack. In
general, a battery pack is made by connecting different battery modules (in
series or parallel), which further comprises of series and parallel connection
of cells. A typical battery pack design, highlighting the battery module
connections, has been shown in Fig. 2.8 along with the internal architecture
of battery module in Fig. 2.9. It should be noted that the parallel cell stacks
have been named as Cell Array (CA) for the ease of understanding the whole
concept.
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Fig. 2.8 Battery Modules
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Fig. 2.9 Cells inside each Battery Module

Thus, from Fig. 2.8 it is evident that the battery pack consists of eight battery
modules connected in 2P-4S (four stacks of two parallel modules connected
in series). Again, from Fig. 2.9, it is quite evident that in each module, the
cells are connected in a 4P-4S fashion (four Cas containing four parallel cells
connected in series).

_48 -



Advanced Monitoring and Control Strategies for Li-lon Batteries and Smart Energy Systems

As the battery pack consists of numerous cells, any cell in any module can
face the TR issue, which can also lead to a great disaster. Thus, a proper,
robust, and efficient TR sensing system is utmost needed for sensing the TR
in the correct area. In this work, the CA based IR sensing technique has been
adopted, where a single master IR evaluation board senses the IR of all the
CAs (of the battery modules) through a Time Division Multiplexing (TDM)
method. During the sensing process, if any cell(s) of any CA malfunction,
then the IR of that whole CA will be affected, which will be further reflected
in the IR sensing terminal. Hence, as a measure, that particular CA will be
replaced with a new one.

2.5. Conclusions

In this research work, a smart online IR sensor-based ETRS module has been
developed for a smart FHS module, which is capable of early detection of the
TR problem in Li-ion battery during overcharging. Here, two microcontroller
units, non-contact temperature sensor, voltage, and current sensor, load
resistance (5Q, 5W), and a dual relay module were used for BTE and
additionally an IoT module, 2- inputs OR gate IC chip, LEDs, motor driver,
exhaust fan, and an extra relay module were included for designing the ETRS
section in the FHS. The ETRS section disconnects the charging system after
encountering abnormalities in IR variation and sends an SMS alert to the user
about 3.9 minutes before the onset of TR. Based on the output results, it can
also be concluded that, with the help of sophisticated microcontroller units
and sensors, the proposed system works satisfactorily and can be
implemented in localized mini rooftop BESS and light EVs. For commercial
deployment with sophisticated hardware, this ETRS system could be
implemented either at the cell level for high precision or at the battery-pack
level with data aggregation to enhance scalability in large-scale battery
systems. However, the IR-based monitoring methodology was constrained by
several factors. Experimental low readings (~4 mQ) for IR appeared, arising
from short OCV idle estimation (2 s) and sensor resolution limits. Equation
(2.1) was applied to 3s discharge steps as an approximation of pulse
resistance, introducing modest deviation, and needs further investigation.
Furthermore, in future research, the proposed method can be investigated to
include a wider range of battery types (lithium-ion, solid-state, and lead-acid
batteries) and battery aging effects (such as capacity fade, impedance growth,
and thermal degradation) to increase its effectiveness and suitability for real-
world scenarios.

- 49 -



Advanced Monitoring and Control Strategies for Li-lon Batteries and Smart Energy Systems

Chapter 3

Resilient Protection Strategies for Distributed
Generation and Smart Grid Integration

3.1. Introduction

Real-time internal resistance-based monitoring enhances Li-ion battery
safety and fault handling at the device level. As modern power systems
increasingly integrate distributed generation (DQG) units, including renewable
sources and battery energy storage systems (BESS), the resilience challenge
extends from individual components to the entire network. The growing use of
DG is largely attributed to the economic and environmental advantages of
renewable energy resources [179], [180]. Despite these advantages, the
magnitude and direction of the short-circuit current change after the
installation of DG [181]. Short-circuit current is one of the most important
parameters in selecting protective equipment such as circuit breakers (CB),
fuses, current transformers, and relays. The installation of DGs alters the
operation and coordination of protection devices in the power network [182].
The mis-coordination of directional overcurrent relays (DOCR) is an
undeniable challenge in power systems due to the addition of DGs [183]. In a
power system network, relay settings should be arranged so that, when a fault
occurs, the primary relay detects it first, and if it fails, the backup relay operates
after a coordination time interval (CTI). However, installing DGs changes the
short-circuit (SC) level, which results in mis-coordination between DOCRs in
the power network [184]. Improper tripping occurs when there is no
coordination between the primary and backup relays. Hence, coordination of
relays is a prime concern for power system protection. In a power system, each
overcurrent relay (OCR) must be coordinated with the others for proper
protection [185,186]. For optimum coordination of OCRs, various heuristic-
based optimization techniques such as Genetic Algorithm (GA), Cuckoo
Search, and Particle Swarm Optimization (PSO) have been used [187].

In a power system network, a change in topology may cause a change in the
short-circuit (SC) level of the system. Hence, to reduce the SC level, a fault
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current limiter (FCL) is considered an effective solution. Optimization of the
FCL impedance value is also necessary for better relay coordination. In
practice, the impedance of an FCL is reduced to zero or nearly zero when there
is no fault in the power system. During a fault, the FCL reduces the short-
circuit level by increasing impedance, thereby restoring relay coordination.
With the incorporation of DGs, the fault current may reach the fault point from
different directions. Hence, reducing the short-circuit level using a single FCL
becomes difficult and challenging. Therefore, applying FCLs in a network
requires proper placement and optimized impedance values. In general, the
impedance of an FCL increases until coordination between relays is restored.
In a large power system network with many buses, transmission lines, and
relays, optimization techniques like the Genetic Algorithm (GA) and Multi-
Objective Genetic Algorithm (MOGA) are necessary to determine optimized
values of FCLs.

Considering changes in topology is important for solving the problem of
DOCR coordination in the presence of DG. Therefore, adaptive protection
schemes can be used. In [188], FCLs along with adaptive protection were
applied to microgrid systems. The authors of [189] adjusted DOCR settings
using adaptive schemes. According to [189], when topology changes, all
DOCRs are connected to a central processing unit (CPU), which adjusts the
settings based on the new topology. However, these methods are very complex
and time-consuming. They also require special infrastructure, which increases
the cost of implementation.

In this work, the problem of finding the optimum values of Time Multiplier
Setting (TMS) and Plug Setting Multiplier (PSM) for DOCRs has been
addressed. For this purpose, the GA optimization method was used to
determine the optimum values of TMS and PSM. To illustrate the proposed
method, two case studies were considered: one with a 3-bus system including
DG and 12 DOCR relays, and another 3-bus system without DG and with 11
DOCR relays. In addition, the required position of the fault current limiter
(FCL) in the same network was identified to reduce the fault current and
optimize the coordination time interval (CTI).
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3.2 BESS as Distributed Generation

The relay coordination methodology presented in this chapter is generic and
applicable to any form of distributed generation, including synchronous
machines and inverter-interfaced renewables. However, in the context of this
thesis, distributed generation is particularly relevant when realized as Battery
Energy Storage Systems (BESS). BESS units, integrated at the distribution
level, exhibit distinctive fault current profiles and dynamic behaviors
compared to conventional DG sources. While the GA-based optimization
described here is presented in a generic form, its implications for BESS-
integrated systems are especially significant, since the diagnostic framework
of Chapter 2 directly informs the health-aware operation of such assets.

3.3. Challenges for Directional Overcurrent Relays (DOCRs)
in Relay Co-ordination

Different optimization methods can be used to solve relay coordination
problems. The general solution to this problem can be addressed by using
constrained optimization. To optimize the OCR relay coordination, the
summation of operating times of used primary relays must be optimized

according to the optimal settings (TMS and PSM) as presented in (3.1).
minz=>) 1, 3.1
i=1

Where Z is the objective function, i is for index, ¢ is the time of operation of
the iy, primary relay for its near-end fault, and # is the total number of DOCRs.
The above optimization problem has the following constraints, which are based
on characteristics and the type of relays.

3.3.1. Relay Settings

Over-current relay has TMS and PSM. The PSM limit has been chosen based
on the minimum fault current to the relay and the relay characteristics. The
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TMS bounds are selected depending on the current-time characteristics of the
used relay.

PSM,

imin

< PSM, < PSM, (32)

rmax

TMS, . <TMS, < TMS, (3.3)

imin imax

Where, PSMin - minimum value of PSM of relay R;

PSM;yq - maximum value of PSM of relay R;

TMSmin - minimum value of TMS of relay R;

TMSimax - maximum value of TMS of relay R;

It should be mentioned here that TMS;,.i, and TMS;mq. have been taken as 0.025
and 1.2, respectively, according to relay characteristics [190].

3.3.2. Relay Operating Time Bounds

The overcurrent relay requires a specific minimum duration of time for
operation or to trip. However, a very large time for the operation of relays is
not acceptable. Therefore, mathematically it can be represented as (3.4).

t.. <t <t (3.4)

imin i max

Where, #imin and timq. are the minimum and maximum times to operate the relay
for a fault at various locations, respectively.

3.3.3.Backup-Primary Relay Coordination Time Interval

Backup and primary relay senses the fault simultaneously by the fault current.
To avoid maloperation, the backup relay should be activated immediately after
the failure of the primary relay. If R;is the relay acting as primary to the fault
at k, and R;is the backup relay for the fault at &, then the coordination constraint
can be represented as follows.

£y —t 2 A (35)
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Where, ¢« -Time of operation for the primary relay R;, for a fault at k. £ —
Time of operation for backup relay R;, for the same fault at £,

At - Coordination time interval (CTI).

The operating time of the relay is presented as (3.6).

AxTMS
t=_PSMo,02 _1 (3.6)

As A= 0.14 for normal inverse over current relay (OCR), (3.6) is simplified as
3.7.

3IxTMS
t=———— 3.7)
log(PSM)

In this work, the relay characteristic has been chosen as in IEC 255-3 [190].
3.4. Proposed Methodology

To address the problem, the proposed methodology involves checking relay
coordination, placing FCLs (Fault Current Limiters) for optimal system
protection, and using an adaptive method to adjust system parameters

dynamically. The Genetic Algorithm (GA) is used to optimize the
configuration and restore coordination.

3.4.1. Relay Coordination Problem

A simple radial feeder system has been considered for analysis as shown in
Fig. 3.1. This system is simulated using Power World Simulator.

_54-



Advanced Monitoring and Control Strategies for Li-lon Batteries and Smart Energy Systems

BUS3

Fig. 3.1 Simple 3 bus system for analysis.

In this system, the addition of DG at bus 2 changes the topology of the existing
system. The SC level in the entire network also changes with the installation
of DGs in the power system. The DGs in the power network create multiple
paths for the short-circuit current and increase the SC level. To determine the
effect of DGs on the mis-coordination problem, DOCRs were first coordinated
without DGs. Then, after adding DG, the constraints of DOCRs were evaluated
based on (8) to check whether any mis-coordination occurred.

t t >0.3 (3.8)

backup - primary

Considering (3.8), using GA the coordination between relays has been
optimized in this study.
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3.4.2. Simulation Studies of Faults at Different Line Locations
with and without Distributed Generation (DG)

The next step of this method is to place and size the FCLs. By minimizing the
fitness function while satisfying the constraints, the optimal number, location,
and size of FCLs were determined. Therefore, the coordination of the used
DOCRs was restored at minimum cost and with optimal operating time. The
fitness function for FCL values was defined based on restoring DOCR
coordination, reducing the operating time of relays, and considering the size
and number of FCLs. Reducing the size and number of FCLs lowers the cost
of the network system.

Fitness Function = az ¢+ bz chlj +m (3.9)

i=1 j=1
Here, a, b are weighting values, #is time operation of DOCRs, Zfcl;is FCL

impedance of j* number, and m is the number of FCLs. The constraints of the
problem are specified according to (3.8), (3.10), and fitness function in (3.9).

zfel; i, < 2fel; < zfel o etm (3.10)

Based on these functions, the value of the FCL-based adaptive protection
scheme is implemented.

3.4.3. Adaptive Protection Strategy Using Fault Current Limiter
The adaptive method relies on identifying the change in topology and,
therefore, activating FCLs to suppress fault current accordingly while

maintaining the coordination. Fig. 3.2 indicates the block diagram for the
proposed adaptive system protection scheme.
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Fig. 3.2 Adaptive Protection Scheme.

As shown in Fig. 3.2 receiver receives the state of CB and sends it to the
topology selector for processing. From the C.P.U., according to topology,
FCLs are selected for activation. The output signal is transmitted to FCL using
the transmitter to activate it.

3.4.4. GA Algorithm

Optimization has been widely used to achieve better results in various fields in
recent years. One of the most used optimization techniques is GA [191]. The
steps of the Genetic Algorithm are shown in Fig. 3.3 for optimizing relay
coordination and FCL values. First, relay coordination was optimized using
GA with the addition of DG. In the next step, the placement of FCLs was
carried out using GA. Finally, constraints were checked for different fault
locations, as defined in (3.2), (3.3), (3.4), (3.5), and (3.10).
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Fig. 3.3 Generalized flowchart to use Genetic Algorithm.
3.5. Results and Discussions

3.5.1. Relay operating time optimization with and without DG

The 3-bus distribution system shown in Fig. 3.4-3.7 was used to analyze the
results with the proposed methodology. The system consists of 4 lines, 3 buses,
and one generator. All lines were protected using DOCR relays. Faults were
considered at the midpoint (50%) of each line connecting the buses in the
system and named points A, B, C, and D. Fault locations A and C were taken
at the midpoints of the lines where relays 1, 2, 5, and 6 are placed. Two fault
points (B and D) out of four were shown pictorially with simulated values in
this section.
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Fig. 3.5 Analysis of fault at point B without DG.
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The GA method has been used to find optimum relay settings without
considering DG. Fig. 3.4 and 3.5 have been considered for demonstration of
fault at point B with and without DG, respectively. Similarly, Fig. 3.6 and Fig.
3.7 have been considered for the analysis of the fault at point D with and
without the DG effect.
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Fig. 3.6 Analysis of fault at point D with DG.
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Fig. 3.7 Analysis of fault at point D without DG.

The following equations have been optimized for optimizing coordination
between relays based on simulation results, considering worst-case fault

current for all fault locations using equation (3.7).
CASE I : When DG set is not present.
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3X1 N 3X2 N 3X3
2] o o

Y1 Y2 Y3
3X4 3X5 3X6

+ + + (3.11)
lo Q lo & lo ﬁ
& Y4 g Y5 & Y6

3X7 3X8 3X9

+ + +
lo 1.66 lo 6.86 lo 8.64
Nr7) ) Hre
CASE II : When DG set is present.
MIN (z) = 3X1 3X2 3X3

+ +
lo [334j lo (548] lo [334)
5 Y1 5 Y2 5 Y3
3X4 3X5 3X6

+ + +
lo 548] lo (745) lo (203)
5 Y4 5 Y5 & Y6

3X7 3X8 3X9 3X11
+ - + +
o 3.06 o 5.45 Io 2.09 o 7.48
8 Y7 s Y8 8 Y9 & Y11

Where, X1, X2...X11 = TMS VALUES

Y1,Y2.. Y11= PLUG SETTING VALUE

Equations (3.11) and (3.12) are subjected to considering minimum operating
time as 0.2 seconds and CTI (Co-ordination time interval) = 0.3, assuming a
200:1 C.T. ratio to get current values of relays. Next, (3.11) and (3.12) have
been minimized using constraints described as in (3.8). To prepare constraints,
Table 3.1 has been used. The miscoordination for some DOCRs has been

MIN (z) =

(3.12)
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shown in Table 3.2, and the optimized result of PSM and TMS values using
equations (3.11) and (3.12) is represented in Table 3.3.

TABLE 3.1
Description of Primary and Secondary Relays
Without DG With DG
Fault
point Primary Backup Primary Backup
Relay Relay Relay Relay
1 9 1 9
2 3 1 4
A
2 6 1 7
NA NA 2 11
9 3 9
4 1 3 2
B
4 6 3 7
NA NA 4 11
5 1 5 11
5 3 6 8
c 5 9 6 9
6 8 NA NA
8 9 8 9
7 1 8 2
D 7 3 8 4
NA NA 7 11
TABLE 3.2
Mis-coordination of DOCR Relays
Backup Relay Primary Relay Constraint
1 9 -0.80374
3 9 -0.45497
3 9 026218
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TABLE 3.3
Optimized Value for TMS and PSM

TMS and PSM TMS and PSM With
Relay Number | Without DG DG

TMS PSM TMS PSM
1 0.137 0.91 0.440 0.964
2 0.291 0.80 0.141 0.80
3 0.137 0.91 0.411 1.046
4 0.258 0.91 0.414 0.80
5 0.326 0.804 0.163 0.841
6 0.196 0.919 0.320 1.047
7 0.226 0.828 0.343 0.80
8 0.154 0.827 0.350 0.935
9 0.064 0.968 0.050 0.80
11(DG) NA NA 0.065 0.80
Objective
function value | 9.237 13.475

3.5.2. FCL Value Calculation

DOCRs coordination can be restored by incorporating FCLs in series in the
power network. Hence, two FCLs, i.e., FCL; and FCL,, have been used after
the main Generator and the DG set, respectively. The optimized values of
FCLs were calculated using GA and are shown in Table 3.4. In this method,
all topologies were considered to calculate constraints for different scenarios.
After finding the optimized FCL values, FCLs that help restore DOCR
coordination in the power system were grouped together. Then, after
identifying the network topology through the Topology Processor, signals
were sent to the processing unit to activate or deactivate the appropriate FCLs.
Again, using an adaptive protection scheme, time for optimized operation of
relays has been obtained and is shown in Table 3.5, where tl, t2...tn
correspond to the time of operation of relays related to the corresponding CBs.

TABLE 3.4
Optimized values of FCL in pu.
First Group Second Group
FCL 1.4 1.523
FCL, Not Required 2.463
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TABLE 3.5

Optimized values of time after installing FCLs
Time of operations of | Without DG set With DG set
relays
tl 3.568 0.858
t2 0.551 2.51
t3 3.111 0.793
t4 0.81 2.564
t5 0.681 1.979
t6 3.315 0.967
t7 1.823 1.373
t8 0.805 1.396
t9 3.887 3.692
t11(DG) NA 3.181

3.6. Conclusions

In this work, the impact of Distributed Generation (DG) on relay coordination
has been addressed by optimizing the PSM and TMS values using a Genetic
Algorithm (GA). Fault currents were simulated at different fault locations,
revealing instances of relay mis-coordination, as shown in Table 3.2. These
mis-coordination problems were successfully solved through GA optimization,
with the optimized PSM and TMS values presented in Table 3.3. Additionally,
Fault Current Limiters (FCLs) were used to reduce the short-circuit level by
adding impedance into the network, which helped restore relay coordination.
The objective function was optimized using MATLAB to reduce mis-
coordination, and the best values of FCLs were also calculated. The GA-based
relay coordination scheme demonstrated methodological feasibility but within
a constrained scope. Validation was limited to a 3-bus test system chosen for
clarity and computational tractability. Relay parameter ranges, including Plug
Setting Multiplier (PSM) and Time Multiplier Setting (TMS), were bounded
heuristically rather than systematically optimized. Future extensions should
involve scaling the method to IEEE benchmark networks, conducting
optimizer benchmarking, and evaluating FCL practicality under real-world
conditions.
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Chapter 4

Smart Real Time Hybrid Power Factor
Selection-Based Energy Management System

4.1. Introduction

Energy demand in daily life across the globe has raised serious concern
among researchers regarding better Energy Management Systems (EMS). In
this context, there is a need to find a way to manage domestic electric energy
consumption to embrace sustainability with energy generation. While
resilient protection strategies are essential for ensuring stability and fault
tolerance in distributed generation (DG) and smart grid networks, the
effectiveness of DG integration also depends on how intelligently the
generated energy is managed at the consumer end. Therefore, the focus
extends towards smart control mechanisms such as hybrid power factor
selection—based EMS, which enable optimal utilization of DG resources,
improve demand-side efficiency, and enhance overall system sustainability.
Advanced Metering Infrastructure (AMI) and load monitoring systems are
becoming increasingly important for household energy management [192—
193]. Effective implementation requires identifying high-consumption and
potentially unsafe appliances by measuring real-time power usage at variable
frequencies. This calls for an advanced energy measurement system with an
integrated safety detection module [194-195]. Analyzing the collected data
enables faulty device detection and supports better control actions, helping
users optimize appliance use and reduce energy consumption [196]. Such
real-time monitoring improves efficient demand-side management [197].
According to [198], Gunawan et al. employed a high-sampling-rate method
for true power calculation to determine the Power Factor (PF). This approach
requires significant computational power and hardware space, making it
relatively complex for real-time monitoring with frequency variations.
Additionally, Ibraheem Al-Naib et al. [199] implemented a PF determination
algorithm using a pure Zero Crossing Detector (ZCD)-based method with
optimized hardware for true power monitoring. In [199], the analog voltage
and current signals were converted into digital waveforms and XOR-ed using
a microcontroller program. The time delay between their rising edges was
measured using the micros() function (an internal Arduino library function),
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which returns the elapsed time in microseconds. This delay was then used to
calculate the phase difference and the corresponding PF. However, this
function becomes unstable and inaccurate within the commercial frequency
range (~50Hz or ~60Hz), making the pure ZCD algorithm unsuitable for
real-time power monitoring across the entire range of supply frequencies in
household and commercial applications.

These challenges can be addressed by implementing an efficient real-time
power monitoring selection algorithm that balances accuracy with hardware
complexity. This paper proposes a hybrid PF selection algorithm (HPFSA)
that enables frequency-resilient load monitoring while reducing hardware
requirements.

4.2. Challenges in Microcontroller-Based EMS

Microcontroller-based energy management systems (EMS) have become
low-cost solutions for real-time monitoring, control, and optimization of
distributed energy resources (DERs), particularly in residential and small-
scale embedded applications. Although their use is growing because of low
cost, simple programming, and easy modular interfacing, several technical
and operational challenges still restrict their scalability, accuracy, and
reliability in changing power environments.

i) Limited Precision in Timing and Measurement

Most EMS implementations rely on 8-bit or 16-bit microcontrollers such as
the ATmega328P, commonly used in Arduino-based platforms. These
controllers provide limited timing resolution (about 4-8 ps using functions
like micros()), which reduces the accuracy of zero-crossing detection (ZCD)
in PF estimation algorithms. As grid frequency increases, even small timing
jitters cause large phase angle errors, which seriously affect displacement
power factor (DPF) estimation. This issue becomes especially critical near
the 50 Hz nominal frequency, where sensitivity to deviations rises sharply
[200].

i) Inadequacy for Harmonic-Rich Loads

Standard microcontroller-based EMSs typically measure apparent and active
power using simple sampling or timing-based methods without performing
spectral analysis. This works well for linear loads but causes errors in
nonlinear systems such as LED drivers, SMPS, and inverter-fed equipment.
These loads produce significant current harmonics, causing the true power
factor (TPF) to differ from the measured displacement power factor (DPF).
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Without harmonic decomposition techniques such as FFT or wavelet
transforms, which are too computationally demanding for basic MCUs,
accurate power quality analysis is not possible [200], [202].

ii1) Static Thresholding and Lack of Adaptivity

In many embedded EMS implementations, thresholds for control logic (such
as PF correction switching or load shedding) are fixed based on initial
testing. In the HPFSA framework, for example, a fixed threshold frequency
(49.5 Hz) is applied to switch between ZCD-based and load-analysis-based
PF computation. While this is experimentally valid for a specific test set,
such static logic fails to account for changing loads, grid fluctuations, or
environmental noise. Adaptive thresholding or self-calibration has not been
widely explored in low-cost EMS designs [200].

iv) Limited Multi-Channel Capability and Isolation

Conventional microcontroller boards offer only a limited number of analog
input channels (e.g., six in Arduino Uno) and do not provide true galvanic
isolation between input sensors and digital processing stages. This restricts
the number of loads that can be monitored at the same time and increases the
risk of electrical interference or safety hazards. Some systems use external PF
transducers with analog voltage outputs (0—5 V or 4-20 mA), but these also
have limited resolution and depend on accurate scaling and calibration [202].
v) Regulatory and Standards Compliance

Most microcontroller-based EMS designs, especially in academic or
prototype environments, do not fully comply with grid standards such as
IEEE Std 1547.2-2023. These standards set strict requirements for voltage
and frequency measurement, accuracy, communication latency, and DER
interoperability. For example, frequency detection must achieve +0.1 Hz
resolution within the 49.0-51.0 Hz range to ensure reliable grid operation
[203]. Meeting this requirement with low-cost microcontrollers requires
accurate hardware design, stable clock signals, and advanced filtering
techniques, which are often missing in typical setups.

4.3. Experimental Set-Up for Microcontroller Based EMS

In this study, a cost-effective energy management system was developed
and tested in a laboratory environment. The system comprises an
ATmega328P-based Arduino microcontroller (with accuracy (+0.1 Hz within
the 47-65 Hz range) and Timing Resolution: 4 us (based on 16 MHz system
clock)), five current sensors (ACS712-5AT), a voltage sensor (ZMP101B), a
16x2 LCD, and an ESP8266 (NodeMCU V3 with CH340 chip) module. Each
current sensor is dedicated to an individual appliance, enabling real-time
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current measurement across five loads. The voltage sensor captures the
system voltage, and both current and voltage data are processed by the
microcontroller. For remote monitoring, the processed data are transmitted
via the ESP8266 module and logged into a Google spreadsheet through an
API, leveraging its built-in Wi-Fi capability. For industrial deployment, the
STM32 Nucleo-32 board is a suitable alternative to Arduino Uno, offering a
72 MHz clock, 32-bit processing, and multiple ADC channels for higher
execution speed and sensor scalability. In this work, the ACS712-5AT
current sensor (5 A rating) and the ZMPT101B AC voltage sensor (250 V
input, ~5V output) were used for their compatibility and industrial-grade
performance. Fig. 4.1 presents a schematic diagram of the developed power
monitoring system, and Fig. 4.2 shows the actual hardware setup. As shown
in Fig. 4.1, the system is equipped with current sensors that utilize a linear
Hall circuit to sense the current. The sensed Hall voltage is expressed in

@.1).

= X XeX
V,=(IxB)/(nxext) @1
Where "V5" represents the Hall voltage, “I” is the current flowing through
the conduction path, "B” is the magnetic field strength, "n" is the number of
charge carriers, "e" is the charge of an electron, and "#" is the thickness of the
conductor. It should be noted that the final output voltage of the current
sensor is the sum of the Hall voltage and the offset voltage. The output
voltage is presented in (4.2).
I/:mt = I/ojﬁ'et + VH (42)
Where, "V,." is the final voltage sensor output voltage and "Vog.,” is the
calibrated offset voltage.
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Fig. 4.1. Schematic diagram of the developed Energy Management System
(EMS) for real-time true power calculation.

Fig. 4.2. Developed hardware-based power monitoring module developed in
the laboratory.

According to (4.1), the sensor current has been modified and expressed in
4.3).

Isensor :[((V;ut_I/ojfset)xnxext)/B]-'_VH (4 3)

Where, "Lsensor" 1s the sensor current, and "B” is the Magnetic field.
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4.4. Proposed Methodology

Power factor (PF) estimation in embedded systems is highly sensitive to
supply frequency variations, especially near the lower operational limit of
49.5 Hz. Experimental analysis on different load types revealed that PF
deviations beyond this point exceed +7%, making true power estimation
unreliable. This threshold also aligns with recent under-frequency control
schemes [201], reported performance degradation in low-cost APFC systems
[202], and IEEE Std 1547 recommendations to maintain frequency detection
accuracy within +0.1 Hz [203]. Hence, a frequency-aware PF tracking
mechanism is essential to ensure accurate load monitoring under variable grid
conditions. Since true power depends on PF, which fluctuates with input
frequency (due to PF calculator performance variations), an efficient load
monitoring system is required to capture PF fluctuations and keep true power
independent of input frequency. In this section, the proposed HPFSA is
introduced along with its key characteristics. The proposed HPFSA algorithm
is designed for power monitoring in systems with predominantly linear and
non-linear loads with low Total Harmonic Distortion (THD). In HPFSA, the
threshold frequency (finreshold), Which varies for different load types, plays an
important role in deciding the switching mechanism between the two PF
evaluation processes. Therefore, a threshold frequency analysis was carried
out for each load to determine fureshola. In this process, a variable-frequency
power supply was used, and a frequency sweep was performed from 45 to 65
Hz (with a step size of 0.5 Hz) for a particular load. Each frequency sample
was held for a time period “Thold” (60 s in this work). During this Thold
interval, the absolute error for the load at each timestamp was calculated
using (4.4). For that specific load, the RMS value of the absolute error (from
(4.4)) was then computed using the time window (Thold) through (4.5), and
the cumulative average RMSE value was calculated using (4.6) by averaging
the RMSE across the three loads.

E’ﬂmd (':;’fu:l — |Theoretical(PF—Measurad (PF)| + 100 (44)

Theoretical (PF)

RMS _ |ET|:=?! ol (£l ga)”
load [%j - | T (45)
\ hald
TE_ (ERM3,.
Efvg (%) = ==t (4.6)
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Fig. 4.3. PF computation error plotted against input supply frequency using

the ZCD method. The error increases rapidly beyond ~49.5 Hz, indicating
instability in PF estimation at higher frequencies
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Fig. 4.4. Threshold Frequency Analysis Process of the proposed HPFSA.

The cumulative average RMSE—frequency plot is shown in Fig. 4.3, with a
limited frequency range since no significant results were found beyond it.
Fig. 4.4 shows the observed PF variation along with its alignment with PF..¢
variation for three loads, using both the stand-alone ZCD and the HPFSA
algorithms. The plots (Fig. 4.3 and 4.4) show that below ~49.5 Hz, the PF
error stays within the acceptable margin of 7%, and phase jitter is minimal.
When the supply frequency exceeds 49.5 Hz, PF error and fluctuation
increase significantly across all three loads (resistive, inductive, and
nonlinear, under constant load conditions), as shown in Table 4.1. Therefore,
49.5 Hz was chosen as the threshold frequency (finreshold) in this study. To
maintain PF accuracy and reduce error beyond this threshold, a high-
frequency PF computation mechanism is required. Accordingly, a Load
Analysis Process (LAP) block was introduced, employing a multiplication
and integration-based approach for PF calculation in the higher frequency
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range. This mechanism ensures stable and accurate real-time power
monitoring.

Table 4.1
Different Parameters for Various Loads
Executi PF error after
Obser | ontime | PF Error fihreshold
Powe ved for Range
Load r (W) Nature finreshol | ZCD (Belgw
a(Hz) | (stand- | finresold)
alone)
Incand 60 Pure ~50.5 High <6.5% Linearly
escent Resisti increases
Lamp ve
Pedest 70 Inducti | ~49.5 | Modera | <6.8% Linearly
al Fan ve te increases with
(Motor some kink
Load) points
Laptop 65 Nonlin | ~48.8 Low <6.2% Non-linearly
Charge ear increases
r (SMPS
Adapte -based)
r

To enhance performance across varying frequency ranges, the proposed
system hybridizes the ZCD-based and LAP-based PF determination
techniques, resulting in an efficient and adaptive real-time power
computation algorithm.

Fig. 4.4 shows the RMS PF values in the threshold frequency (finreshold)
window of three loads versus input frequency to confirm the finreshold
identified in Fig. 4.3. The upper subplot uses only the ZCD algorithm, while
the lower subplot uses the hybrid HPFSA. The frequency sweep and hold
procedure is the same as in Fig. 4.3. Up to about 49.5 Hz, PF varies smoothly
for all loads with errors below 7%. Beyond this point, PF oscillations and
error magnitudes increase sharply, confirming 49.5 Hz as the finreshos. Hence,
the proposed HPFSA performs better than the stand-alone ZCD algorithm,
and the finreshola Obtained from Fig. 4.3 is validated. In the full setup of the
proposed algorithm, the MCU first determines the fineshoia by connecting the
load to a variable-frequency supply, using known PF values (from datasheets
or a meter), and running an error detection routine to find the point where PF
error remains within preset limits. Once this point is found, the variable
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supply is disconnected, and the load is switched to household mains. The
MCU then measures the actual input frequency (based on the time interval
between voltage and current zero crossings). If the frequency is below the
threshold, the ZCD routine computes PF; if above, the MCU switches to the
LAP routine. In either case, the resulting PF is then used for the true power
calculation. The pseudocode of the proposed HPFSA algorithm is shown in
Fig. 4.5.
Algorithm 1: Pseudo Code for Frequency Resilient HPFSA Algorithm
Input: Veltage signal Vit), Current signal Ift), PF.
()Lll‘plll! HJHI Tr'J'rJr' Tj'hr' Pu-u'l'l'

Computation of Vgys and Igys internally from V) and It}
RMSE =1
.f. vl"'urrnr-r-h'u_q ”ﬂ' !lmrf for I'.Fir' .\ll;sfr'rrr',

while BMSE < 7% do
Load remains connected with VFPS,;

Tuning the load for time Thog with cach frequency step;
Computing input supply frequency;

Computing the PF al exch time stamp with stand-alone ZCD
algorithm;

e = (PFt ) computea — PFroq): PF(t) :- PF at time stamp "t"

e B
fw="hold 3

BRMSE + Vo ¢

end

2. fibreshiodd +— Tuned frequency where RMSE reaches T9;
while 'VFPS disconnected from load do

|  Waiting for disconnection;
enil
& Connecting the load with household power souree point;
4. Computing the input supply frequency ()

if f =< finreshors then
Erecuting £CI algorithm;
PF +— PFyop: Commont - Switching to £CD computation
routine
olse
if f > fehreshold then
Ezeeuting LAP algorithm;
PF — PFpap; Comment - Switching to LAP computation
rouline
ond
e
5 Powergue &= Vs f ome PF;

Fig. 4.5. Pseudocode of the proposed algorithm. The algorithm dynamically
selects between ZCD-based and LAP-based computation methods based on
input supply frequency
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4.4.1. Load Based Power Factor Computation

In this method, the MCU samples the voltage and current signals at 1 kHz
(samples per second), which provides better accuracy while keeping the
computational load optimized. Experimental results show that when the
sampling frequency is increased beyond 1 kHz, accuracy decreases, and the
computational load increases. In this process, each voltage sample is
multiplied by its corresponding current sample. The resulting products are
summed, and the result is divided by the signal's period to obtain the true
power (Puw.). The mathematical representation of this process is given in
4.7).

Ptme = Z(Vk Xlk)/T
T 4.7)

Here, “T” represents the signal time period, while “V;” and “[;” are the
“k"” voltage and current samples, respectively. Again, captured RMS values
are used to compute the apparent power (Py,,) using (4.8).

papp = Vrms X Irms (48)

Where, “Vrms” and “Irms” are the RMS voltage and current values,
respectively. Finally, by utilizing the apparent and true power, the
microcontroller calculates the PF wvalue through (4.9). The complete
flowchart of the LAP is shown in Fig. 4.6.

PF =P . /Papp 4.9)

In Fig. 4.6, T is the time period of the signals, “Vims” and “Iims” are the
RMS voltage and current values, respectively, "LTS" is the Latch Controlling
Signal, and "CS1,2,3,4" are the control signals used to operate switches
“S1,2,3,4” for proper data flow paths. The voltage and current buffers store
the voltage and current samples fetched from the sensors. During the first “T”
cycle, the MCU fetches the voltage and current signals from the sensors and
stores them in the corresponding buffers (20-25 AC cycles per interval).
Initially, switches S1 and S2 are opened, allowing the MCU to multiply the
buffered voltage and current samples and store the result in a latch. The MCU
then waits for 1 ms, after which the switches are closed. After another 1 ms,
the MCU fetches new voltage and current samples, stores them in the buffers,
and reopens the switches. The new samples are multiplied and added to the
previous latch wvalue, updating it accordingly. This sampling and
accumulation process continues throughout the first “T” cycle. In the next
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“T” cycle, switches S1 and S2 remain closed while S3 and S4 open, sending
the buffered data to the RMS calculator for further processing.

s D |

‘ Delay 1mS ‘
NO YES - *
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LTS v
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Fig. 4.6. Flowchart of the Load Analysis Process (LAP) used for PF
computation.

4.4.2. Zero-Crossing Detection Logic

As mentioned earlier, the pure ZCD technique for PF measurement is not
implementable for real-time monitoring due to its instability within the entire
range of commercial frequencies. However, before the finreshotd, ZCD performs
well. The flowchart for the ZCD mechanism of PF determination is detailed
in [199].

4.5. Results and Discussions

After incorporating the HPFSA approach, the efficiency of the PF
computation has been enhanced, making it feasible for real-time monitoring
by optimizing the hardware space and computational accuracy.
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TABLE 4.2
Performance Comparison of Pf Values

Loads Std. Ref | Proposed PF | MAE | RMSE
PF calculation
method
Lamp 1.00 [204] | 0.97 —0.99 1.77 0.66 %
%
Fan 0.94 [205] | 0.96 1.1% | 0.3%
0.97
Laptop | 0.53- | [206] | 0.52-0.97 12.89 | 7.6 %
0.99 %
';I" [1E1] ' :
=
- [1r |
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a | ——PF of Fan
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Fig. 4.7. Time Series Plot for Frequency Variation and its corresponding PF
fluctuation, by taking a real-time case study.
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Table 4.3
Performance Comparison with Existing Work

Refs Loads Hardware PF Accuracy Computati
Complexity onal power
[198] Lamp Moderate High Moderate
Fan Moderate High Moderate
Lapto High Moderate High
p
[199] Lamp Low Moderate at high Low

frequency and high at
low frequency.

Fan Moderate Low at high Moderate
frequency and
moderate at low

frequency.

Lapto Moderate Extreme low at high Moderate
p frequency and
moderate at low

frequency.
This work | Lamp Moderate High Moderate
Fan Moderate High Moderate
Lapto Moderate Moderate Moderate

In this study, the term ‘efficiency’ refers to the system’s ability to calculate
PF accurately with low processing effort and reduced hardware cost. This is
achieved by adaptively applying either a lightweight ZCD method or a more
precise LAP method, depending on the input frequency. ‘Adaptability’
denotes the system’s ability to dynamically switch between the two
algorithms to maintain PF accuracy across a wide range of supply
frequencies, as shown by the error behavior in Fig. 4.3. By connecting the
selected test loads in the prototype and applying the proposed PF
computation method, the PF values were extracted and compared with the
standard PF values of the loads to calculate statistical deviations, as presented
in Table 4.2. Table 4.2 clearly demonstrates the efficiency of the proposed
method. A comprehensive comparison of the proposed model with existing
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models has also been made in terms of hardware cost, accuracy, and
computational power, as shown in Table 4.3. Fig. 4.7 shows the system’s
response to real-world frequency fluctuations recorded from a nanogrid
[207]. The upper subplot shows the grid frequency, while the lower subplot
shows the corresponding power factor (PF) of each load. During LAP
operation, the PF error remained within 2-3%, whereas during ZCD
operation, it stayed below 7%. Overall, the proposed HPFSA significantly
suppresses PF fluctuations while keeping deviations within the acceptable
7% limit.

4.6. Conclusions

In this work, a frequency-resilient HPFSA is proposed for accurate PF
calculation, enabling real-time power and energy monitoring with improved
accuracy and stability across the full permissible supply frequency range.
This algorithm is adaptive, balancing the ZCD-based method with the high-
sampling-rate PF detection method depending on the input supply frequency.
The proposed system architecture supports future integration with intelligent
load analytics, particularly Non-Intrusive Load Monitoring (NILM) using
Spiking Neural Networks (SNN), which can provide more hardware-efficient
NILM implementations. Although the Embedded Management System,
incorporating the Hybrid Power Factor Selection Algorithm (HPFSA),
showed performance improvements, it also carried methodological
limitations. The fixed switching threshold of 49.5 Hz has been derived from a
threshold graph and restricted to under-frequency grid control mechanisms,
which limit its generalizability across diverse grids and operating conditions.
Moreover, the observation that accuracy declined above 1 kHz sampling was
not fundamental but rather a limitation of the prototype microcontroller,
which suffered buffer overflow and timing jitter under oversampling
conditions. Future research should focus on adaptive thresholding, validation
across multiple datasets, and detailed quantitative benchmarking to ensure
robustness.
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Chapter 5

Smart Metering and Data Infrastructure for
Intelligent Energy Systems

5.1. Introduction

Although hybrid power factor selection enhances real-time EMS
efficiency, its effectiveness in large-scale power systems depends on accurate
metering, reliable communication, and intelligent data infrastructure. The
major driver behind the development of smart energy grid systems was the
blackout in Ontario, Canada, on 14th August 2003 [208]. Today, one of the
leading examples of a smart grid is the Independent Electricity System
Operator (IESO), Ontario’s modern smart grid. A layout of Ontario’s Grid is
shown in Fig. 5.1.
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Meter Data Management
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collector and sends it to

MDM/R

Fig. 5.1. Sample Layout of Ontario’s AMI System.

Two-way data communication is regarded as extremely important for
monitoring and controlling electricity usage. This type of communication not
only helps in making better decisions but also enables the self-healing of the

-8I-



Chapter 5

grid by supporting real-time decision-making during problems. According to
[209], power demand is expected to rise by 150% to reach 53.6 billion MWh
by 2050. This rising demand further increases the need for smart meters.
However, with the existing AMI infrastructure, it is difficult to handle such a
large volume of data, prevent theft securely through private networks, and
process information using big data analytics. As highlighted in [210], nearly
700 million smart meters were installed worldwide in 2019 alone. Many of
these smart meters can automatically provide real-time information about
consumer load consumption, outage notifications, and power quality
measurements.

In an AMI infrastructure, smart meters are installed at the consumer end
and provide near real-time information on electricity usage, utility
consumption, power quality, and tariffs. The data from these meters is
delivered to the Local Distribution Company’s (LDC) server through NAN.
For further analysis, the collected data is sent to the grid’s service provider
and stored in MDM/R. According to the Edison Foundation, the 46 million
smart meters installed in the United States alone generate about 1 billion data
points per day [211]. This is a massive amount of information for the AMI
system to handle. Therefore, improving the existing AMI infrastructure is
essential to manage the growing data from smart meters.

In this study, recent developments in AMI infrastructures and their
subcomponents, such as smart meters, NAN, and MDM/R, in smart grid
technology have been discussed. Additionally, a new approach for MDM/R
storage and repository services has been proposed to help consumers manage
their electricity usage and control costs more effectively.

5.2. Components of AMI and Data Infrastructure

AMI stands for Advanced Metering Infrastructure. It includes Smart
Meter, Advanced Metering Communication Device (AMCD), Advanced
Metering Control Computer (AMCC), and Advanced Metering Regional
Collector (AMRC) [212].
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5.2.1 Smart Meters and Control Devices

5.2.1.1. Smart Meter

In the AMI system, the purpose of the smart meters is to transmit data over
the network to the Data Collection System. The types of data that are
transmitted through the smart meter are listed below.

i.Register Read: total/accumulated reading, starting from 0 on Day 1

ii.Interval Read: consumed energy over an interval of time, such as
hourly usage

iii.Demand Read: maximum demand over an interval of time

iv.Events: set as flags for events such as power outage, test mode and
tamper detection

5.2.1.2. Advanced Metering Communication Device (AMCD)

In the AMI system, each customer is assigned to a service delivery point
(SDP), which is associated with its smart meter by its local distribution
company (LDC). Again, in a multi-LDC environment, the interface that maps
a particular LDC to its service delivery point is known as the Universal
Service Delivery Point (USDP). The generation of USDP takes place in the
MDM/R application, and responses are fed back to the LDC through the file
transfer service (FTS) via LAN. Moreover, another communicating device
inside the smart meter is AMCD, which stands for Advanced Metering
Communication Device. The purpose of AMCD is to draw the total electrical
energy by a residential house, a business, or an electrical device and transmit
an amount of data to an Advanced Metering Control Computer (AMCC)
[212].

5.2.1.3. Advanced Metering Control Computer (AMCC) and
Advanced Metering Regional Collector (AMRC)

Another important component is AMRC, which means the Advanced
Metering Regional Collector, is a sub-component of the AMI system
responsible for collecting read data from Smart Meters and transmitting that
same data to the AMCC.
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AMCC retrieves temporarily stored data from meter reading and transfers
that data to the MDM/R [212].

5.2.2. Information Flow and Meter Data
Management/Repository (MDM/R)

5.2.2.1. Information Flow in AMI

In this section, information flow in the AMI system has been discussed.
Information that gets stored in AMCC is used to detect maintenance and
transmission level abnormalities and also to deliver reports on the general
health of the AMI system to LDC, as shown in Fig. 5.2.

Under AMCC, web Services provides read-only access to LDCs or
authorized agents for a Universal Service Delivery Point (USDP) for up to
100 days for the following purpose.

i. Quantity related to Billing
il. Consumption data for Intervals (Time-of-Use only)
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Fig. 5.2. Information Flow in AMI System.

In any metering and communicating infrastructure, there remains a
gateway that monitors the transfer of data. WebSphere Partner Gateway
(WPQG) is a platform that helps MDM/R in business-to-business (B2B)
transactions to transfer and translate files. This application provides a
gateway between LDC and MDM/R for processing the data before it gets
placed in MDM/R.

Meter read files from LDC and sent those files to WPG. Thereafter, from
WPG, those files are copied to the FTS archive before sending them to the
MDM/R system for processing. After processing, files get preserved in the
MDM/R system, and those files are used for generating and sending reports
to LDCs through WPG.

Modules/Applications involved in meter read processing are briefly
described in the following.

* AMI Adapters: AMI adapters perform checking and parsing meter data
from the meter read interface to MDM/R.

* Message Bus: This module acts as a channel for inter-process
communication.

* Cleaner: This is a persistent multi-instance (meaning queues)
application, used for processing and performing validations on raw data
coming from smart meters into clean messages on the message bus.
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* Validator: This module checks whether the data is valid or not like data
with future dated is not valid so, this data is thrown as exception.

* Archiver: This module handles the things processed by validator and
stores them.

* Framer: With the Framing process, interval data is assembled into
Billing Quantities. Framing is a persistent single—instance application. It
places intervals from smart meters read into Time-of-Use (TOU) bins, which
are configured by the utility (LDC), and puts the data into different buckets,
like peak data, mid-range data.

Moreover, Framer is classified into two types as stated in.

RTF (Real Time Framer): If the data can be processed in real time, it gets
assigned to RTF.

PPF (Post Processing Framer): If the data cannot be processed at real
time, then it is assigned to PPF, after putting the data in the database.

* AMI Database: Finally, the processed data is stored in the AMI Database.

5.2.2.2. MDM/R

MDMJ/R is an important application in this two-way communication system.
The duties performed in MDM/R are as follows.
* Once WPG validates meter read data from smart meters, MDM/R
processes them in the advanced metering infrastructure.
» Consumers whose meter readings count for small volumes are transmitted
as hourly data taken after the end of every hour. Generally, the demand is not
monitored for small consumers every hour.
* Commercial & Industrial Consumers contribute meter reads in large
volume, and the metering of load demand is needed. Meter readings are
transmitted at an interval of five, fifteen, or sixty minutes, and data are taken
at the end of each interval.
* Whether the correct data is coming through the AMI system to the
MDM/R is being ensured by LDC.

* LDC determines and controls the use of Billing Quantity data supplied by
MDMJ/R. Billing data is further required for preparing the billing report.
» The MDM/R processes Meter Read data files in AMCC formats, which are
deployed in the Grid in a uniform format with respect to each AMCC
technology.
* A relationship between Meter ID and SDP needs to be established. Hence,
the MDM/R meter directory (MMD) can receive data. Meters with no SDP
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assigned cannot deposit data to MMD, and it is only possible after LDC
establishes a relationship between the meter ID and SDP.

+ Billing Quantities are framed on a daily basis and occur within calendar
(EST) days.

* Response of billing quantities includes the first read of the interval of the
first period of daily read data to the last interval of the last period of daily
read data.

* LDCs frame billing quantity data as TOU, which gets delivered as TOU
consumption data for the time period.

* LDCs frame SDPs on a Hourly basis as spot pricing. Billing data of
consumption gets delivered as Hourly data of consumption corresponding to
each day

5.3. AMI Protocols and Security

MDM/R uses File Transfer Services (FTS) and web service protocols for file
transactions. For transferring large files in a business-to-business model, FTS
is used between the LDC and MDM/R. The purpose of web services is to
provide read-only access to LDCs and billing agents [213].

FTS commonly uses the Applicability Statement 2 (AS2) protocol. AS2

supports a feature called Message Disposition Notice (MDN), which sends a
confirmation back to the sender. The MDN is used by MDM/R and FTS to
inform users about the file processing status, and its format varies depending
on the AS2 package.
Before transmitting files to MDM/R, they must be digitally signed as
explained in [214, 215]. A mutually authenticated SSL connection is used to
send the signed files, allowing the sender and receiver to verify each other’s
identities. Self-signed digital certificates must be exchanged between the
application server and MDM/R for SSL encryption and digital signatures.

The following types of certificates are generally used for secure transfer
[216].

» Self-Signed Certificate: This type of certificate is generally issued by
individual LDCs.

* Root CA Certificate: This type of certificate is common for all LDCs and
can be issued by the IT service provider of the grid itself.
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5.4. Application of AMI and Data infrastructure

5.4.1 Load Forecasting and Demand-Side Analytics

In any power system, load forecasting is essential to match supply with
demand and to avoid disturbances in the grid. To successfully forecast a
day’s demand, historical time-series data of consumer load consumption for
the same group of users should be available. A key role is played by smart
meter data stored in the MDM/R at specific intervals. The combination of
real-time load consumption data from meters and the historical database
provides accurate predictions for supply and demand [217, 218].

The real-time TOU (Time-of-Use) data from the AMI system, displayed on
the consumer’s graphical web portal or smart meter interface, helps
consumers schedule their smart appliances at suitable times of the day, as
shown in Fig. 5.3 [211].

This helps the grid to maintain a flatter load curve through peak-clipping and
valley-filling. Demand-side management of energy consumption during peak
and off-peak hours in real time supports both grid stability and cost savings.
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Fig 53. Appliance Scheduling Optimization based on TOU Data [211, 219 - 220].
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An energy audit is the first step in understanding how energy is used, which
in turn helps identify losses during transmission and distribution. It can also
help prevent energy theft and tampering of energy data.
An energy audit report helps commercial and industrial consumers identify
the costs and benefits of adopting energy-efficient measures and energy-
management practices, as discussed in [221]. Everyone associated with the
electrical system can benefit from efficient energy use. Participation in
energy-efficiency programs helps reduce the demand for new power plants
and transmission lines, thereby lowering the need for new investments, as
highlighted in [222]. Another advantage of energy efficiency is that it helps
businesses and communities compete more effectively—not only through
cost reductions but also through broader benefits. Improved energy
management methods can help organizations save money while also
enhancing productivity, workplace safety, and overall performance.

5.4.2 AMI Integration with Smart Energy Systems

In this section, based on the AMI infrastructure, a networking framework has
been proposed for monitoring and billing appliance-level data through the
Meter Data Management and Repository (MDM/R). In a conventional AMI
system, each customer is assigned a unique ID called a Service Delivery
Point (SDP). Metering systems are usually installed by Local Distribution
Companies (LDC) at this service point. In this work, a unique ID is also
assigned to each appliance, known as an Appliance Level Delivery Point
(ALDP), which acts as a subset of the consumer’s SDP ID. The Advanced
Metering Communication Device, implemented using an IoT-enabled
ESP8266 module, transmits appliance-level energy consumption data to the
Advanced Metering Control Computer (AMCC) for storage. Another
important function of the AMCC is to detect abnormalities in the
transmission level. The flow of the collected data in AMI is illustrated in Fig.
5.4.
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From Fig. 5.4, appliance readings are transmitted to MDM/R through the
LDC, followed by the WebSphere Partner Gateway (WPG), which mainly
manages business-to-business file transactions. This file transfer takes place
using various protocols, such as the applicability statement defined by the
File Transfer Service (FTS). MDM/R is primarily responsible for processing
register reads, interval reads (data collected over specific time intervals),
generating reports, and maintaining Service Level Agreements (SLA).
The proposed sensing method (described in Chapter 4) ensures that
appliance-level energy consumption related to USDP is recorded in MDM/R.
Domestic consumers provide hourly data to MDM/R because their
consumption volumes are small. However, for commercial and industrial
customers, meter readings are taken every five or fifteen minutes, depending
on the level of consumption [222]. For any missing data not transmitted to
MDM/R, the system alerts the corresponding LDC and requests
retransmission of the missing files. After this, billing reports are generated
under the supervision of the LDC, which may vary from one LDC to another.
Finally, appliance-level billing reports that reflect grid conditions are
delivered to end customers based on Time-of-Use (TOU) tariffs.
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5.5 Conclusions

This study focuses on how a smart grid communication network works, and
how technologies such as AMI and MDM/R support the optimization of
electricity use and management. For this purpose, recent developments in
AMI infrastructures and their subcomponents, such as smart meters,
Neighborhood Area Networks (NANs), and MDM/R, have been discussed.
From the discussion, it can be seen that with the advent of the AMI system,
the network topology has become highly complex and harder to manage and
maintain communication. With the increasing demand for electrical energy, it
can be concluded that in the future, the integration of renewable energy with
conventional energy will become a routine practice.
Moreover, in the AMI system, data flows from the end user to the
management server through different file management services and a network
gateway. This process helps maintain grid reliability. Nowadays, as the grid
becomes more digital, the risks of data tampering and theft also increase.
Therefore, this article highlights the importance of using several security
protocols [223] to ensure secure data transmission between parties.
Furthermore, this study proposes end-to-end encrypted communication as a
solution to these security challenges, which is essential for any digital grid to
operate in a smarter and safer way.
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Chapter 6

Conclusions & Future Work

6.1. Conclusions

In this thesis, a comprehensive framework has been developed to address
multiple challenges in advanced monitoring and control of Li-ion battery-
integrated smart energy systems. This objective is achieved by investigating
embedded-level diagnostics, coordinated protection, and intelligent metering
strategies that enhance the safety, stability, and reliability of energy networks
using Li-ion batteries. A detailed literature review is presented in Chapter 1,
highlighting key challenges such as thermal instability, unreliable protection
in DG-integrated systems, and limited control intelligence at the edge level.

To address these challenges, an internal resistance-based early sensing
method for thermal runaway detection is proposed and implemented on a
microcontroller platform. The embedded implementation has been validated
for real-time use and fault detection capability, as discussed in Chapter 2.
Chapter 3 introduces a GA-based coordinated protection scheme for
distribution networks with DG integration, incorporating fault current
limiters (FCLs) to improve selectivity, minimize tripping errors, and maintain
relay grading margins. Simulation studies were carried out to evaluate system
resilience under fault conditions and optimize coordination time intervals.

Chapter 4 presents the design of a microcontroller-based real-time energy
monitoring platform capable of tracking power factor and frequency
variations under hybrid load conditions. This system effectively identifies
threshold frequency zones for different load types, thereby enabling better
energy quality control in embedded applications. Chapter 5 discusses the
integration of advanced metering infrastructure (AMI) and embedded control
mechanisms for data-driven energy flow management. The architecture
leverages smart meter intelligence and relay actuation to enable decentralized
decision-making for power distribution and fault isolation.

Altogether, the thesis establishes an integrated control and monitoring
platform where battery diagnostics, distributed energy control, and smart
protection schemes operate together in a unified embedded ecosystem. The
findings and experimental validations presented across the chapters reinforce
the thesis premise and provide a clear roadmap for intelligent Li-ion battery
integration in modern smart grids.
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6.2 Scope of the Future Works

While this thesis has demonstrated proof-of-concept contributions in IR-
based diagnostics, relay protection, EMS optimization, and AMI integration,
the findings are subject to several limitations. Internal resistance values were
estimated using short idle OCV methods, which introduce bias and
occasional low outliers. Protection strategies were validated on a 3-bus
system, and scalability to larger networks was not tested. The HPFSA
framework employed a fixed switching threshold and prototype hardware
with sampling constraints, limiting generalization. Integration into AMI was
conceptual and lacked pilot-scale security validation. Finally, all experiments
were conducted at laboratory scale on single cells and small networks;
industrial-scale validation remains future work. These limitations frame the
scope of the contributions and highlight avenues for further research.

To strengthen and extend the outcomes of the present work, the following
future research directions are proposed:

» Integration of electrochemical-thermal coupled models to improve
early fault prediction in Li-ion batteries under dynamic loading and
varying environmental conditions.

» Use of data-driven and Al-based methods to enhance fault
classification and state estimation through internal resistance and
frequency-based monitoring parameters.

» Design of scalable embedded diagnostic units to support peer-to-peer
coordinated energy sharing in distributed smart grid frameworks.

» Incorporation of wireless communication protocols (e.g., LoRa,
ZigBee) with AMI-enabled battery systems for decentralized
monitoring and remote protection control.
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