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Abstract

In the past few years, the integration of automation techniques with the traditional transportation
system has minimized on-road hazards and traffic congestion. Further, this also assists in
communication among the vehicles. The researchers have developed diverse techniques and
methods such as Advanced Driving Assistance System (ADAS), Intelligent Transportation
System (ITS). However, none of these techniques provide prior safety-related information
to the users. Safety-as-a-Service (Safe-aaS) is one of the uniquely developed platforms that
provide safety-related customized information to the users.

Typically, Safe-aaS comprises five layers- device layer, edge layer, decision layer, decision
virtualization layer, and application layer. In the Safe-aaS environment, heterogeneous forms
of stationary and mobile sensor nodes are present in the device layer. The stationary sensor
nodes are deployed at a particular geographical location. On the other hand, sensor nodes are
either inbuilt or externally placed into the vehicles. These sensor nodes sense and transmit
data to the edge layer/cloud, depending upon the time-critical nature of data. Thereafter, the
primarily processed sensed data is transmitted to the decision layer for further processing.
The generated decisions are logically mapped with the user’s selected decision parameters in
the decision virtualization layer. Finally, the customized decisions are provided to the users.
During registration, the users provide their credentials, select the decision parameters, and make
payment through the web portal. In a road transportation environment, decision parameters
may include a number of sharp turnings, number of potholes, speed limit, distance between
neighboring vehicles, sudden weather conditions, and driver’s behavior.

In a Safe-aaS implemented scenario, a huge volume of data is generated and transmitted to
the cloud/edge. Therefore, the processing, analysis, and storage management of this colossal
volume of data is a complex task. In case of any delay in delivery of their decision/delivery
of incorrect decisions, may lead to a hazardous situation. On the other hand, the sensor
nodes present in the device layer, are energy-constraint in nature. Sensing, processing, and
computation of the same data may result in unnecessary energy consumption. Therefore, it is
necessary to conserve this energy for future applications as well as timely delivery of accurate

decisions.



To fulfill the above-mentioned criteria, we propose the adaptive decision-generation mech-
anism named as "Dec-Safe". In " Dec-Safe", we categorize decisions as static and dynamic.
Static decisions are generated from the relationship mapping between static parameters such as
a number of sharp turns on a road, the location of potholes, and the location of speed breakers,
whose value does not vary frequently with time as static. Therefore, the utilization of storage
units and the number of overall sensor nodes required are reduced. As a result, the overall
energy utilized for decision generation is reduced. On the other hand, dynamic decisions are
those whose value varies frequently such as weather, road conditions, and sudden hazardous
situations. Dynamic decisions are generated when users select dynamic decision parameters.
The decision parameters selected by the users may overlap with each other. We apply the clus-
tering method to extract similar decision parameters. Therefore, the same dynamic decision is
delivered to multiple users simultaneously with minimum delay and certain customization.

In Safe-aaS, the registered users access the safety services during their journey from the
source to the destination. The users make payments for the services through the web por-
tal.Safety Service Provider (SSP)s are the centralized entities, which manage the entire Safe-
aaS platform. The sensors and vehicle owners rent their sensor nodes to the Safe-aaS platform
and receive the amount. The profit of the SSP is the remaining amount after providing the
rent to the sensor and vehicle owners, and maintenance charges. Therefore, complex transac-
tions take place among these sensor and vehicle owners, SSPs, and users. As these decisions
are time-critical, maintaining the Quality of Service (QoS) and providing optimal prices to
the users for their requested decision parameters, are major concerns of the SSPs. Based on
these above-mentioned reasons, the SSP suggests low and high-price parameters to the users
periodically.

Typically, in Safe-aaS, customized time-critical decisions are generated and delivered to
the users. The processing, analysis, and storage of this generated data is quite complicated.
Moreover, another major challenge associated with the Safe-aaS platform is to provide accuracy
in the generated decisions. To improve the accuracy and minimize the latency incurred in
decision generation, we place the edge servers at the network edge. Therefore, unlike the
traditional Safe-aaS platform, the analysis and storage of data are done at the user’s location.
The edge servers are deployed at certain geographical locations. As a result, the overall
computational and processing costs are also minimized. Therefore, we introduce the edge
intelligence layer in the Safe-aaS platform to provide accurate decisions with ultra-low latency.
We apply one of the popular Artificial Intelligence (AI) models, Artificial Neural Network
(ANN), at the edge nodes to classify and select edge servers. The fuzzified decisions are
generated at the edge server, and further, these decisions are propagated to the decision layer.
Therefore, latency in decision delivery is also minimized.

In the Safe-aaS environment, the users are likely to select decision parameters as per their

requirements. However, we introduce that based on their geographical location, the decision



parameters are suggested by the SSP. In that scenario, the users are not charged for enjoying
the safety services. Generally, the processing cost of the decision parameters is quite high.
Therefore, the total price charged from the users is based on the selection or de-selection of
parameters or number of times safety services are availed by them. In such cases, the decision
is not generated by the ANN on the server side if there is no parameter selection. Hence, the
profit of the SSP is determined by estimating the cash outflow and inflow of the number of

users, sensor types, number of active sensors, and their geographical location.

Keywords— IoT, IIoT, IoV, ITS, ADAS, Autonomous Vehicles, Safe-aaS, Road-Safety,
Safe-Driving, Service-Oriented Architecture, RSU, Sensors, AI, ANN, Machine Learning
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Introduction

In the last few decades, applications of wireless and mobile communication technologies
have been used to implement the Internet of Things (IoT) [1] in the transportation industry.
The automation of vehicles and subsequent improvement in on-road vehicle safety [2] has
been driven by IoI-based technology in the transportation sector. With the additional diverse
static and mobile sensors, these on-road vehicles gained further intelligence and security.
Mobile sensor nodes are incorporated or deployed within vehicles, whereas static sensor nodes
are placed at various locations. In Industrial Internet of Things (IloT) [3], [4], [5], various
physical devices, sensors, and machines are interconnected and communicated through the
Internet, and IoT-based solutions [6] help to address various industrial problems. Internet of
Vehicles (IoV) [7], an essential domain of the Industrial Internet of Things (IloT), improves the
traffic control system [8], [9] to handle vehicular traffic smoothly by reducing on-road accidents
and traffic congestion in the transportation industries. In the IoV environment, vehicles equipped
with heterogeneous sensor nodes and Road-Side Unit (RSU)s communicate among themselves
through mobile or wireless networks. IoV has proved to be the most remarkable application
of IoT [10] in the field of on-road automobiles. Modern vehicular networks mainly focus on
Vehicle-to-Vehicle Communication (V2V), and Vehicle-to-Infrastructure communication (V2I)
communications. Tang et al. [11] focused on challenges that arise in a real-time environment
with a 6G network. They identify resource allocation and network traffic delay as the significant
challenges and focus on the solution approaches by applying intelligent tools such as Machine

Learning (ML). ML-based intelligent systems are capable of solving several issues in vehicular
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networks [12—-14].

On-road safety or driving safety is the major concern in the growing number of vehicles. In
addition, a large amount of data is generated with the increasing rate of autonomous vehicles.
To ensure provisioning safety, existing research works have tried to solve various on-road safety
concerns, such as driver drowsiness [15], [16], detection of manhole covers [6], trajectory
planning, and other safety threats. Therefore, loV improves traffic management by implement-
ing the ITS [2], ADAS [17], to minimize the rate of accidents and congestion. Cutting-edge
technologies such as ANN, and ML, are utilized in intelligent IoV [18] to detect and predict
traffic congestion. Researchers in this article use ML models to classify on-road traffic based
on the situation. Analyze the reasons for traffic congestion in smart cities, examine its effects,
and propose solutions.

In the context of road transportation, prior information regarding real-time safety helps to
avoid hazardous conditions in dynamic environments. Safe-aaS [19] is a newly developed cloud-
based platform where customized safety-related decisions are provided as a service to the end
users. It provides safety-related information on a pay-per-use basis. The users register for the
service through the web portal/application. After successful login, they select certain decision
parameters such as inter-vehicular distance, number of turnings and potholes, road conditions,
and weather conditions at the time of registration. Based on the selection, customized decisions

are provided to the users.

1.1 Safe-aaS: Overview and Challenges

Safe-aaS is a Service-Oriented Architecture (SOA) with five layers such as the Device, Edge,
Decision, Decision Virtualization, and Application layer as in Fig. 1.1. The device layer
comprises heterogeneous types of static and mobile sensor nodes, which sense and transmit

their sensed data to the edge/cloud. The static sensor nodes are installed at a particular

Interface between

Application Layer
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of Decisions Decision Virtualization Layer
Decision Layer Decision
Processing of Edge Layer
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Ficure 1.1: Layers of Safe-aaS Architecture
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geographical location, while vehicles are equipped with mobile nodes. Based on their time-
sensitive nature, these sensed data are primarily processed at the edge nodes. In addition, these
primarily processed data are delivered to the decision layer, where the decision is generated.
Finally, the logical alignment of decision parameters specified by end-users and the resulting
decisions is accomplished within the decision virtualization layer. Conversely, the application
layer serves as the intermediary between end-users and the Safe-aaS infrastructure.

Layer-wise processes of Safe-aaS are described in Fig. 1.2. End-users register, select
certain decision parameters, and make payments through the Web portal. The safety services
are provided to the users in the form of safety decisions, depending upon their requirements. In
a dynamic environment, the decision parameters may be the number of potholes, sharp turnings,
traffic signals, weather conditions, and causes of congestion/accidents.

In a Safe-aaS environment, similar decisions are delivered to multiple users. Therefore,
re-sensing, transmitting, processing, and storing the decisions incur unnecessary energy con-

sumption and time delay. Moreover, the sensor nodes are energy-limited in nature. Therefore,
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it is necessary to conserve their energy for future utilization. Generated decisions are time-
sensitive, so, any delay in the delivery of decisions may cause sudden accidents or other
hazardous situations. The edge nodes are not capable of processing time-sensitive information
beyond their capacity with limited storage space.

From a business perspective, in Safe-aaS, various actors such as sensor vendors, vehicle
owners, end users, and SSPs play major roles.The sensor and vehicle owners lease their sensor
nodes and receive compensation as determined by the Service Supply Providers (SSPs). In
addition, end-users benefit from these safety services on a pay-per-use basis. Therefore, the
remaining amount from the payment done by the end-users and the rent paid by the sensor and
vehicle owners is the profit of the SSP. The SSPs possess a tendency to maximize their profit,
while the end-users desire to avail of these services at a lower price. However, as safety-related
decisions are delivered to the end users, it is essential to maintain the quality of the safety-related

decisions provided to them.

1.2 Key Challenges in Safe-aaS

* Resource Optimization: To manage the large number of sensor nodes, storage space, and
minimizing response time delays, is a highly complex task during decision generation. Re-
sensing, processing, and storing massive volumes of data repeatedly leads to unnecessary

resource consumption.

* Pricing Mechanism: To design an effective pricing model that balances the SSPs and
users while maintaining high QoS.

* Processing Overload at Cloud Layer: Continuous data transmission from both mobile
and static sensor nodes leads to a heavy processing burden on cloud servers, resulting in

delays and inefficiencies in real-time decision-making.

* Decision Flexibility and Efficiency: To develop a mechanism that adapts to both static
and dynamic decision parameters, while ensuring timely, accurate, and cost-efficient

delivery of decisions to users.

1.3 Motivation and Scope of The Work

In transportation industries, safety is a major concern with the increasing number of on-road
vehicles. Prior delivery of safety-related information such as road conditions, weather, maneuver
detection, and frequency of road accidents, reduces the risks of congestion or road accidents.
We consider a Safe-aaS platform for delivering tailored safety-related recommendations to

users. The safety-related decisions are generated based on selected decision variables by the
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end users after login to the web portal. Typically, decision variables are location, and number
of potholes, number of turns. The static decision parameters, generated from roadside sensors
placed in various geographical locations, are not modified frequently. On the other hand, the
mobile sensor nodes are attached to the vehicles, and sense the dynamic environment such as
weather conditions, road conditions, and congestion.

Safe-aaS infrastructure comprises heterogeneous mobile and static sensor nodes that sense
and transmit data to the edge/cloud for primary processing. These edge nodes are placed in
various geographical locations with limited storage and computation capability. In real-time
situations, time-critical data is partially processed at the edge nodes. Additionally, in a dynamic
environment, time-critical decisions are delivered with a certain time delay which may lead
to sudden road accidents or hazardous conditions. Consequently, sensor nodes collect and
transmit analogous data to the nearest edge nodes or cloud, depending on the time sensitivity
of the information. Thus, in such situations, re-sensing, processing, and computation on the
same data to generate decisions, results in unnecessary energy and time consumption. On the
other hand, these sensor nodes, placed on roadsides, are energy constrained in nature. In the
above scenario, any middle-layer processing entities such as edge servers lower the storage
and computing burden of the edge/cloud. In existing research, it is proved that several Al
models/methods can reduce the computation overhead of any entity in the network and lower
the time delay for delivering messages in [oV. By optimizing sensor usage, unnecessary energy
consumption can be minimized.

From the business perspective, in Safe-aaS, end users register themselves for the safety
services through the web portal, request decision parameters, and make payments for service
usage. Safety-related decisions are generated based on the selected decision parameters. Users
select parameters from the parameters suggested by SSP. There is a possibility of rejection
to choose the parameters by the users at any moment during their journey. In addition, the
parameters suggested by the SSP, are not suitable for generating decisions in the current situation.
Finally, users make payments for the overall service usage through the web portal.

The satisfaction of the end-users for the QoS provided by the SSP is another important issue
in Safe-aaS. On the other hand, multiple actors such as sensor owners, vehicle owners, end-users,
and SSPs, exist in the Safe-aaS infrastructure. Therefore, complex cash inflow and outflow take
place for each of the actors, which infuses a business perspective. Further, the existing pricing
schemes do not provide customized prices for decisions, as per the varying demand of each
end-user. In the Safe-aaS architecture, decision virtualization results in dynamic changes in
the price charged by the SSP. As no specific pricing scheme exists for the use of Safe-aaS, we
design a dynamic and differential pricing scheme to use with it.

Existing research works on Safe-aaS focus on minimizing response time delay [20], energy
consumption [21], optimizing total sensor nodes usage [22], and pricing [23]. We identify

certain research lacunae related to resource management, as illustrated in Fig. 1.3.
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In particular, we consider the application scenario of Safe-aaS in road transportation and
focus on the management of resources such as storage capacity, total number of sensor nodes
usage, effective energy consumption, response time delay, and QoS-aware pricing.

The scope of the Thesis is outlined as follows:

* In Safe-aaS, resources like sensor data storage, energy for data processing, and timely
decision-making are critical for ensuring efficient and effective safety services. This
objective is to create a system that continuously adapts based on real-time conditions to
ensure the efficient and prompt delivery of safety-related information to the end users.
We Propose a mechanism that dynamically adjusts decisions to optimize the use of key
resources such as storage, energy consumption, and sensor deployment, and minimize
response time delays. The mechanism would intelligently optimize resources depending
on current demand and system load, ensuring a balance between cost-effectiveness and

performance.

* QoS plays a significant role in customer experience, especially for safety services where
timely and reliable responses are crucial. This objective aims to create a pricing mech-
anism that adjusts based on QoS metrics such as latency, availability, and reliability.
In Safe-aaS, users pay according to the service use as per their requirements. Service
providers benefit from the mechanism that allows them to scale their service offerings
while ensuring profitability. This mechanism ensures the needs of both users (who want
high performance at low costs) and service providers (who need to maintain profitability
and service quality). We develop a pricing strategy that ensures both user satisfaction

and service satisfaction for SSPs.

* In Safe-aaS, safety-related decisions are generated and delivered from the centralized

server. The prompt decision delivery to the end users is crucial for on-road safety.
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The introduction of the edge intelligence layer may ensure decentralized computation
and decision-making by leveraging local devices (such as edge servers) closer to where
the data is generated from sensors or IoI devices. This reduces the processing burden
on central servers, minimizes latency, and ensures that real-time decisions are made
locally, enhancing system responsiveness and reducing bandwidth usage. The edge layer
performs tasks like pre-processing, data filtering, and local analytics, allowing for faster,

real-time decisions, particularly for time-sensitive safety applications.

» Safety services often require instant responses, especially in critical situations such as
emergency alerts or hazard detection. This objective focuses on creating a pricing model
where users can pay for prioritized access to safety decisions with ultra-low latency.
The mechanism would take into account various factors such as the level of urgency,
system load, and available resources, offering premium services for ultra-fast decision-
making while ensuring that this pricing structure is still cost-effective for users. We
design a pricing mechanism that guarantees users can receive safety-related decisions

with minimal delay.

* The dynamic environment refers to the fluctuating nature of risks, threats, and hazards
due to factors such as weather changes, and infrastructure malfunctions. SSPs must con-
tinuously monitor these changes in real-time, using sensors, analytics, and data streams,
to provide up-to-date safety recommendations. A dynamic environment requires SSPs to
make quick decisions, such as advising evacuations, shutting down critical infrastructure,
or altering traffic routes to prevent accidents. SSPs function within specific geographic
areas, such as urban centers, industrial facilities, or smart cities, to monitor environmen-
tal conditions, security threats, and safety measures. Safety recommendations by the
SSPs within their operating zone after analyzing safety SSPs must continuously monitor
these changes in real-time, using sensors, analytics, and data streams, to provide up-
to-date safety recommendations. A dynamic environment requires SSPs to make quick
decisions, such as advising evacuations, shutting down critical infrastructure, or altering

traffic routes to prevent accidents.

1.4 Problem Statement and Objective

In this Thesis, we provide the technological solutions to manage resources such as the total

number of sensor nodes, required storage space, and response time delay during decision

generation. Also, we concentrate on the effective pricing scheme in Safe-aaS infrastructure.
We explore the transportation sector industries as the application area of Safe-aaS infras-

tructure. In Safe-aaS, after successfully logging into the web portal, customized safety-related
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decisions are generated and delivered to the end users based on their selected decision pa-
rameters. Decision virtualization is introduced in Safe-aaS, which provides the same decision
to multiple users dynamically. Moreover, end users select a certain number and type of de-
cision parameters as per their requirements. Static decisions should be generated every time
when users select static decision parameters that are not modified frequently and dynamic de-
cisions must be delivered to the users whenever any modification in dynamic parameters such
as weather, certain road conditions, or driver’s behavior. We propose an adaptive decision-
generation mechanism based on static and dynamic decision parameters to minimize storage,
computation complexity, and time delay. With this proposed mechanism, flexibility to switch
any of the modes- static and dynamic at any time.

Heterogeneous static and mobile sensor nodes in the device layer of the Safe-as-a-Service
infrastructure are responsible for sensing and transmitting huge volumes of data to the edge/
cloud depending upon the time-sensitivity. Similar data is generated and transmitted to the
edge/cloud from the roadside sensors. Therefore, re-sensing, processing, and storing this
colossal amount of data is a complex task. Task distribution to the edge servers, placed near
to the edge nodes minimizes computation and processing delay. These edge servers have the
capability of storing and processing time-sensitive data. Therefore, overall time delay and task
overload are minimized in the cloud. We introduce an edge-intelligence layer in traditional
Safe-aaS infrastructure.

In Safe-aaS, various key users such as end users, SSPs, sensor owners, and vehicle owners
play a key role. End users register themselves into the web portal to receive safety-related
decisions and provide credentials including source and destination location for their journey.
Finally, in the end, they make payment for the service usage through a web portal. The SSPs
pay rent to the sensor owners for the sensors deployed in the vehicles. There are certain cash
outflow and inflow present in this scenario. Therefore, optimization of sensor usage helps to
reduce a certain amount of cash outflow from the SSP side. We can reduce sensor usage for
static decision generation. Sensors present in vehicles and at the roadside, generate the same
parameters. Therefore, re-sensing is not required if there is a logical mapping between static
parameters and static decisions. And these parameters are treated as low-price parameters and
dynamic parameters are typically considered as high-price parameters. Simultaneously, QoS
is a major concern in Safe-aaS. QoS is measured based on the optimum sensor usage, data
processing cost, and overall response time delay.

The specific objectives of this Thesis are as follows:

* Adaptive Decision Generation Mechanism: Development of an adaptive mechanism
for generating decisions that optimize key resources such as storage space, energy con-

sumption, sensor usage, and response time. By classifying decision parameters as either
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static or dynamic, the system can avoid re-sensing and re-processing data for static pa-
rameters that do not change frequently. This reduces the overall load on sensors, storage,
and computational resources. For dynamic decisions, the system can process updates
only when there are changes in dynamic parameters (such as weather, traffic, or driver be-
havior), ensuring real-time responsiveness. The proposed adaptive mechanism provides
flexibility to switch between static and dynamic decision modes, ensuring efficient use of

resources.

* QoS-Aware Pricing Mechanism: The thesis aims to develop a pricing model that
satisfies both the end users and service providers (SSPs). Static decisions, which rely on
parameters that change infrequently, are considered low-cost, while dynamic decisions,
which require real-time data processing, are priced higher due to the greater computational
and sensor usage demands. The pricing model takes into account with some factors such
as sensor usage optimization, data processing costs, and overall response time delay,
balancing cost efficiency with service quality for both SSPs and end users. By reducing
unnecessary sensor activations for static decisions, the model minimizes the cash outflow

for service providers, while still ensuring timely and accurate decision delivery to users.

* Introduction of The Edge-Intelligence Layer: To address the issue of processing
overload at the cloud level, the thesis introduces an edge intelligence layer in the Safe-
aaS architecture. Edge servers, located closer to the data-generating sources (such as
roadside, and vehicle sensors), are used to process and store time-sensitive data. This
reduces the computational and processing burden on the cloud, resulting in lower latency
and faster decision generation. By offloading tasks to the edge, the infrastructure can
handle large volumes of sensor data more efficiently, ensuring that decisions are delivered

to users with minimal delay.

» Ultra-Low Delay-Based Pricing Mechanism: The thesis proposes a pricing mecha-
nism that guarantees ultra-low delay in delivering safety-related decisions to users. This
mechanism would incentivize faster processing and prioritize time-sensitive decisions,
particularly for dynamic safety parameters. The pricing model ensures that users receive
safety decisions with minimal delay, which is critical in scenarios like real-time traffic up-
dates, weather alerts, or accident avoidance recommendations. Task distribution between
edge servers and the cloud is optimized to minimize the time lag in decision generation

and delivery.

* Development of Safety Recommender System:
The thesis also aims to develop a safety recommender system that operates using Safe-
aaS platform services. This system would provide customized safety recommendations

based on users’ journey data (such as source and destination), preferences, and real-time
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sensor inputs. The recommender system would generate both static and dynamic safety
decisions, depending on the user’s needs, providing personalized safety guidance during
their travels. By leveraging both static and dynamic parameters, the recommender system
ensures that users receive relevant and timely safety information, enhancing overall road

safety and user satisfaction.

1.5 Contributions

Considering the objectives mentioned above, the key contributions of this thesis are outlined

below.

* We propose an adaptive decision generation mechanism, Dec-Safe [24], which is a
robust and flexible scheme for the end users. In this mechanism, based on the selection
of decision parameters (static and dynamic), the decision generation (static/ dynamic)
method is altered for the users as per their requirements during their whole journey. In
the static approach, the users select decision variables, whose values do not fluctuate
frequently with time. However, they may add some additional parameters at any time,
based on real-time requirements. In the case of a dynamic approach, the type and number
of parameters requested by the users may vary from their starting to destination point.
In our scheme, users can switch their service mode anytime, anywhere. Because of this
flexibility, users can get cost-effective good quality service minimizing storage space in

the cloud, effective energy consumption, and sensor usage.

* We design a suggestion-based pricing scheme, Q-Safe [25], where the SSPs provide
decision parameters to end-users based on their geographical position. We categorize
the decision parameters selected by the end-users as low-cost and high-cost variables.
Further, we estimate the effective total cost from the optimal number of selected decision
parameters. In Safe-aaS, the end-users possess a tendency to avail of the safety services
at a lower price, while the SSPs desire to enjoy higher profits. To satisfy both the SSPs

and the end-users, we formulate the total cost as an optimization function.

* We present the concept of an edge intelligence layer in the Safe-aaS platform [26],
which comprises distributed edge servers. we compute total delay with/without the edge
intelligence layer. We observe that with the introduction of the edge intelligence layer,

the total delay is minimized compared to the delay without the edge layer.

* We introduce a scheme to jointly minimize the latency incurred in decision generation
and the payment received from the users. To increase the usage of the safety services,

SSP suggests active decision variables to the users. These parameters are produced from
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the corresponding activated sensor nodes. On the other hand, the registered users chose

these decision variables to receive safety-associated decisions.

* We propose a decision recommendation system that takes into account various factors
such as weather, road conditions, and the driver’s risk profile. This system will analyze
safety-related decision parameters to calculate a safety score and a risk score for each
decision parameter. The proposed system not only generates a personalized safety plan
for the user but also shares this plan with neighboring vehicles, fostering a collaborative
approach to road safety. This integration of multiple safety factors into a cohesive
recommendation system represents a novel contribution to the field, aiming to enhance

the overall safety of road transportation environments.
In summary, the thesis addresses:
* Resource optimization (sensor usage, storage, time).
* Pricing mechanisms to balance cost and service quality.

* Task distribution and edge-intelligence to handle processing load.

Flexibility in decision-making (static vs. dynamic).

* A safety recommender system for real-time, customized user guidance.

1.6 Organization of the Thesis

In this section, the organization and content of the following chapters are described briefly.

Chapter 2 provides a thorough analysis of the research literature on vehicular safety, driving
safety, and road safety for on-road vehicles to provide Safety-as-a-Service to the transportation
industry. A comprehensive literature survey reveals several on-road driving risk factor sets and
addresses safety solutions for those. It explains methods for technical solutions using several
mathematical models, including categorization models. Therefore, we identify the limitations
and future scopes and explore the approaches, methodology, technologies, and modalities of-

fered in such works.

Chapter 3 presents Dec-Safe, an adaptive decision generation mechanism where we present
two approaches- static and dynamic. The safety services are provided to the users in the form
of safety decisions, depending upon their requirements. Several environment variables are
considered decision variables or parameters in this mechanism. End users have the flexibil-

ity to switch to any of the approaches during their whole journey based on the on-road conditions.
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Chapter 4 describes O-Safe, a QoS-aware pricing model in which the low-price and high-price
parameters suggest to end users. Prices are recommended for parameters that are impacted by

two categories of parameters: dynamic and static.

Chapter 5 addresses the problem of task overloading at the edge/cloud introducing edge
servers near the edge nodes. The overall load is distributed among edge nodes, edge servers,
and the cloud. In a growing number of on-road vehicles, a huge amount of time-sensitive data is
uploaded to the edge node. Processing the data with limited storage and computing capability
at the edge nodes is difficult. Introducing distributed edge servers near the edge layer tasks of

edge and cloud layer are distributed among edge servers. It minimizes response time delay.

Chapter 6 discusses a pricing scheme Safe-Price, in which optimized price is charged from
the end users by minimizing processing cost and optimizing decision parameters. Also, SSPs

make a profit after analyzing cash inflow and outflow.

Chapter 7 addresses the problem of optimized safety plan generation and delivery of the

safety plan to neighboring vehicles in minimum delay.

Chapter 8 finally concludes the thesis by summarizing the previous chapters and envision-

ing the open scopes of future work in these domains.






Related Work

This chapter presents an in-depth exploration of the existing literature in the field of provisioning
safety-related services to on-road vehicles in the transportation sector. First, we discuss existing
works regarding the impact of WSN and Al-based classification of risk factors for safety mea-
sures related to on-road vehicles in the transportation sector. Additionally, we discuss research
works that address the challenges that arise in cloud-based, WSN-applied transportation. Next,
we focus on the existing works on real-time safety-related issues in IoI-based transportation.
We address the challenges of resource and pricing management in Safe-aaS and examine how
existing research methodologies have attempted to resolve these issues to enhance safety for
on-road vehicles in the road transportation industry. Our literature survey has three directions
- identifying safety measures for on-road vehicles, existing resource management to provide
safety-related information to on-road vehicles, and pricing mechanisms for provisioning on-road

vehicular safety in a dynamic environment.

2.1 Safety Measures for On-Road Vehicles

Safety measures in on-road vehicles are crucial for preventing accidents and reducing the
severity of injuries. Researchers investigated various risks associated with on-road driving and
subsequently developed safety measures to address these concerns. This discussion highlights

the work of earlier researchers who introduced safety measures after identifying different risks.

13
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2.1.1 State-of-the Art: Risk Analysis of On-Road Vehicles

One of the primary reasons for sudden injury or death to human beings and financial losses
is motorized vehicle accidents. Surveys indicated that the number of accidents is increasing
daily. Most vehicle accidents result from poor driving practices. Sensor technology with
provisioning alert messages to the drivers improves the driving experience in real-time environ-
ments. We categorize on-road risk factors into six categories- road condition, on-road traffic,
driver’s distraction, weather condition, vehicle malfunctioning, and network-based inefficiency
as identified in Fig. 2.1.

Risk Category 1: Road Conditions Road conditions significantly impact the safety, ef-
ficiency, and reliability of transportation systems. The risks associated with road conditions
encompass a variety of factors, including surface quality, weather impacts, infrastructure design,
and maintenance. Studies have shown that damaged road surfaces, such as potholes, cracks, and
uneven pavement, increase accident risks due to loss of vehicle control and damage to vehicles.
Researchers [27], [28] concentrated on the detection of potholes and speed breakers to identify
risks for real-time support of vehicles. Ikeda et al. [29] described the detection of road surfaces
after natural disasters. Three-axis accelerometers and GPS of the smartphone have been used
to sense the road surface after natural disasters and rescue cars and people. The detection
of pedestrians and the road surface has been achieved through sensing techniques. Satoh et
al. [30] estimated road condition as the Angle of Inclination (Aol), evenness, and stability in
places where pedestrians wear shoe-mounted sensors at the time of walking. A pair of sensors
was attached to pedestrians’ shoes to help them navigate various road surfaces. Researchers
classified collected data into two categories of road surfaces - flat and other. On-board sensors
might sense the road and traffic conditions to classify obstacles into two categories- static and
moving objects to predict road situations. Chang et al. [31] introduced the framework of an in-
teractive intelligent driving assistance system that can detect on-road obstacles. It helps to avoid
road accidents. Another reason for road accidents is rough road surfaces. Excessive friction in
rough surfaces causes sudden accidents. Du et al. [32] analyzed the sensed data by utilizing a
deep neural network with the knowledge base to estimate the right friction on the road to avoid
sudden clashes for autonomous vehicles. Road manholes are common in road transportation
for various purposes such as passing rainwater, drainage, and power cables. If this cover is
removed or broken somehow then it is difficult to maintain smooth driving at night specifically.
Manhole cover detection is one of the major challenges in road surfaces. Yu et al. [6] proposed
an automated algorithm on Mobile Laser Scanning (MLS) data and applied a supervised deep
learning model to discover the manhole covers. Greg et al. [33] design a Bayesian belief
network-based Road Safety Assessment System. They assess the safety performance of road
designs by integrating technological solutions before development.

Risk Category 2: Traffic Condition Safe speed is always safe for transportation and to
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avoid collisions or accidents. In prior research, IoT-based intelligent transportation systems
used cost-effective cellular network-based speed estimation techniques. Chaturvedi et al. [34]
proposed a cellular network-based multi-modal system to estimate edge level speed. Sharp
lane departure is an issue for collision on-road transportation. A GPS-enabled vehicle with
a smartphone is enough to estimate traffic parameters in the research works [35]. Several
approaches have been proposed by researchers to identify unexpected lane departure events.
When this situation occurs, drivers will receive a warning message to reduce the speed for the
avoidance of accidents [36], [37].

Risk Category 3: Driver’s Behavior Two primary causes of road accidents and the
associated financial losses are driver lack of attention and drowsiness. To improve safety and
efficiency in road transportation, ITS is the technology that allows to control, monitor, and
manage different elements of roads. Driver’s driving measures are the major issue in the
occurrence of on-road hazardous conditions. Although various ADASs [38] have highlighted
and guaranteed safe driving on the road with certain limitations. Further, in the research
work by Fazeen et al. [39], they described that smartphones equipped with limited sensors
can improve driver safety. But driver’s driving characterization [40] is measured in different
aspects such as facial features, head movement, and eye movement. A fuzzy rule-based system
classifies drivers’ profiles based on behavioral characteristics. In survey works, [41], [42],
researchers identified driver’s drowsiness and distraction as the most important behavioral
characteristics behind sudden accidents. They focused on smartphones and wearable devices
for safe driving in Vehicular Adhoc Network (VANET)’s primary purpose of driving safely.
ECG-based drowsiness detection scheme [43], classifies drivers’ drowsiness by proposing a
Drowsiness Detection Classifier (DDC) which helps to detect the stage of drowsiness and sends
an alert message in that way.

Risk Category 4: Weather Condition The impact of weather conditions on highway traffic
is classified into three dimensions such as traffic safety, traffic flow, and traffic flow relationship.
Agarwal et al. [44] described the impact of heavy rain and snowfall on urban roadways. They
determine how variations in precipitation intensity affect the speed, headway, and capacity of
roads. It categorized rain and snow occurrences according to their intensity levels. They define
operating speeds and capacities to the different intensities of rain and snowfall. Unusual weather
patterns also increase the risk of accidents on the roads. The main goal of traffic operations
is to comprehend how road weather conditions affect the frequency and severity of crashes.
The major risk factors are lack of clear visibility and high wind speed. Collision risk increases
on roads in rural areas. Pavlou et al. [45] studied the impact factors of the on-road risks on
rural roads due to adverse weather conditions. Weather condition-based driving simulator [46]
detected eleven distinct weather conditions, encompassing clear skies, four categories of fog,
four intensities of rainfall, and two classifications of snowfall.

Further, we discuss the technological solutions in the handling of safety services provided
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to on-road vehicles in automobile or transportation industries. These technologies are broadly
classified as sensor-based and ITS-based [47]. Inthe above Fig. 2.1, itis shown that sensor-based
technologies with various mathematical models improved IoI-based solutions to increase on-
road safety. We concentrate on ITS-based solution approaches in IoV network. In IoV, wireless
communications are established between vehicles (V2V), between vehicle and Infrastructure
(V2I), and vehicle, and everything to deliver information about various risk factors related to

the road, real-time environment, and vehicle malfunctions. It creates Social IoV (SIoV).

2.1.2 State-of-the Art: Technological Solution Approach

In SIoV, various ITS technologies such as Global Positioning System (GPS), Dedicated Short
Range communications (DSRC), wireless communications, radio waves, infrared, and mobile
technologies are used for communication, navigation, and connection. DSRC is a one-way or
two-way communication channel with a 5.8GHz wireless spectrum. It is mainly used for V2V
and V2I communications. In the SIoVs, vehicle nodes share and exchange data with various
entities, forming a type of transient, socially conscious network equivalent to conventional
social networks [48]. vehicles connect, and access the internet with 5G network [49]. Sheng-
hai et al. [50] presented an integrated model in which cars had distance sensors in addition to
DSRC, and GPS. The vehicle was notified to maintain a safe distance using distance sensors,
that determine the distance between vehicles. Sensors in vehicles and roadside locations
continuously monitor the environment, generating a vast amount of data in what is known

as Data Driven Intelligent Transportation System (D2ITS) [50]. These systems allow users
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to access and utilize data resources related to transportation, providing more reliable and
convenient services that enhance the overall performance of transportation systems. It is
intended for cloud computing to enhance transport services and products in the automated
sector. Since numerous automobiles are equipped with internet-accessible devices, Olariu
et al. [51] suggested combining cloud computing, onboard devices in vehicles, a lot of sensors,
and existing transportation networks to establish Vehicular clouds. Al and ML techniques
are playing pivotal roles in enhancing the safety of on-road vehicles, especially in dynamic
environments. These technologies enable real-time data processing and decision-making,
which are crucial for ensuring the safety of autonomous and connected vehicles. This survey
explores the applications of Al, and ML in this context, and focuses on recent advancements,

methodologies, and case studies.

Al and ML Techniques for Vehicle Safety

Existing research works reveal that machine learning models are widely used models to detect
and reduce road accidents in order to improve on-road safety. In the state-of-the-art discussion,
researchers [52], [53], [54] used various ML models to monitor traffic behavior and identify vehi-
cles deviating from typical traffic patterns as potential indicators of road accidents. Saravanan et
al. [55] developed a system with a proposed ML model to analyze potential safety concerns and
deliver prior information to avoid accidents. Despite improvements in road and vehicle safety,
traffic accidents continue to rise, highlighting the need for effective solutions. Researchers [56]
introduced an intelligent traffic accident detection system leveraging VANETS, where vehicles
exchange real-time data such as speed and coordinates to enhance road safety. Simulated data
from VANETs is analyzed using supervised machine learning algorithms, including ANN,
SVM, and Random Forest (RF). Reinforcement learning (Reinforcement Learning (RL)) algo-
rithms, such as those discussed by Lillicrap et al. [57], are used for making real-time driving
decisions in dynamic environments. Predictive models, such as those employing Recurrent
Neural Network (RNN), and Long Short Term Memory (LSTM) networks, are used to forecast
potential collisions and other hazardous events. Studies by Mozaffari e al. [58] highlight the
use of predictive analytics in vehicular safety systems. Al and machine learning are increasingly

used for predictive analytics, improving the accuracy and reliability of safety systems [59], [60].

Predictive Modeling

* Accident Prediction Models Earlier researches reveal how ML algorithms, such as
Support Vector Machine (SVM) and Neural Networks, can predict potential accidents
by analyzing historical traffic data and real-time vehicle sensor inputs. There are several
reasons identified by researchers such as driving behavior, harsh driving nature, a sudden

street slopes. Researchers in [61], [62], analyzed the dataset which contains several
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attributes such as vehicle type, age sex, time of the day, and weather. They present a
comparative study among various ML algorithms and drivers are alerted about the traffic

accident risks.

* Driver Behavior Analysis: One of the leading causes of car accidents and incidents is
driver distraction. Tango et al. [63] analyzed visual distraction data of driver’s driving
and studied with various ML models. They estimate SVM as the best-fitted model for the
dataset. Kaplan et al. [41] studied driving behavior and categorized it into two categories-
driver’s drowsiness and distraction. They consider both visual and non-visual features

for classifications using traditional as well as modern ML models.

» Environmental Hazard Detection: The Advanced Driving Assistance System provides
safety-related information such as driving, driver, road conditions, and emergence of
hazards. Kim et al. [64] proposed an active driving assistance system that provides
collected information about the environment to the vehicles or the driver’s smartphone.
Various neural network models such as Backpropagation Neural Network (BP) network,

and Neuro-fuzzy [65] were used to predict accidents based on real-time traffic conditions.

Real-Time Data Processing in IoT-based Solutions

* Sensor Based: Combining data from multiple sensors such as Light Detection and
Ranging (LiDAR), radar, cameras enhances the accuracy of environment perception.
Research by Chen et al. [46] explored sensor fusion techniques for autonomous vehicles,

demonstrating improved object detection and tracking capabilities.

* Cloud-Based: One of the major issues in ITS, is the improvement of traffic assessments,
and lowering the number of accidents. Sensors installed in vehicles or roadside, generate
huge volumes of real-time data. Edge devices such as onboard sensors in vehicles, and
RSUs are unable to process huge time-sensitive data at any instant. Cloud computing of-
fers extensive computational resources for processing large volumes of data generated by
vehicles. Studies by Zhang et. al. [27] examined the integration of cloud computing with
vehicular networks for enhanced data analytics and decision-making. The emergence
of the IoT and cloud computing provided an excellent opportunity to further address
the growing transportation-related challenges, like congestion, heavy traffic, and vehicle
safety. Recently, several approaches that leverage cloud computing to construct ITSs have
been developed by researchers [66]. Cloud-based traffic management system [67] con-
troled and optimizes real-time traffic conditions. In recent advancements, vehicle data is
uploaded to the cloud platform, He et al. [68] proposed to use cloud computing and the IoT
as an enabling infrastructure. Cloud-based vehicular safety leverages cloud computing to
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enhance the safety features of vehicles through improved data processing [69], [70], com-
munication, and scalability [71]. This includes integrating Vehicle-to-Everything (V2X)
communication, autonomous driving technologies, and ADAS. The cooperative aware-
ness between vehicles [72] reduces accidents in V2V communication significantly. Other
communications such as V2I, and V2P with integrated cloud infrastructure [ 73], [74], [75]

played significant roles in provisioning safety.

* Safety-as-a-Service:Safe-aaS Safe-aaS [19] platform is emerging as a unique cloud plat-
form in the transportation ecosystem, requiring efficient pricing and resource management
strategies to ensure timely and reliable service delivery. This survey explores existing
literature on pricing models, resource management techniques, and their applications to

real-time vehicular safety systems.

2.2 Issues in Resource Management for The Safe-aaS Platform

Safe-aaS is an IoT-enabled framework that enhances transportation safety by leveraging dis-
tributed sensors, data processing, and real-time decision-making. It is designed to provide
customized safety-related information to on-road vehicles. It is a unique and common platform
where several business entities such as sensor owners, vehicle owners, and drivers/end users,
SSPs are involved. Safe-aaS is based on a service-oriented architecture with a pay-per-use
basis. In Safe-aaS, decision virtualization is introduced to provide safety-related decisions to
multiple end-users simultaneously. End users request the service by registering themselves in
the web portal or application. Effective resource management in Safe-aaS ensures service qual-
ity, cost efficiency, and scalability. Below are the challenging aspects of resource management

in Safe-aaS:

» Sensor Deployment and Utilization: Sensors are deployed in vehicles or along the
roadside in the Safe-aaS platform. Roadside sensors are situated in various geographical
locations with differing features. The effectiveness of Safe-aaS relies on optimizing sensor
placement and ensuring redundancy. Sensors and devices should be adjusted based on
data collection frequency, energy consumption, and real-time traffic or environmental

conditions. There may be instances where redundant sensor data is being stored.

* Latency and Real-Time Processing: Safety services often require real-time data process-
ing to ensure timely responses to emergencies or incidents. However, using cloud-based
architectures might be challenging in this regard. Delays in processing safety, data may
lead to catastrophic outcomes, such as accidents. If real-time processing is performed

closer to the source such as vehicles, or road infrastructure, latency may be reduced. To
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address this, it is beneficial to integrate edge computing, which processes time-sensitive

data locally while utilizing cloud resources for more analytics and storage.

* Adaptability to Dynamic Environments: Safety requirements can change rapidly due to
evolving risks, or new operational environments. Static systems are often less effective
at responding to emerging threats or adapting to different safety requirements. Utilizing
Al and machine learning to monitor trends can help to adjust safety provisions. Addi-
tionally, adopting flexible, modular architectures allows for better adaptation to changing

environments.

* Scalability: Safe-aaS must be designed to scale to accommodate growth in users, devices,
and data volume as clients’ safety needs expand. If it fails to scale effectively, the service
performance may degrade, and safety measures could be compromised. It’s essential
to design the cloud architecture with scalability in mind, utilizing load balancing and

distributed computing to manage increased demand efficiently.

¢ Incident Response and Recovery: Safe-aaS service providers should establish compre-
hensive incident response and recovery plans to effectively manage emergencies or system
failures. Inadequate incident response can exacerbate safety issues and prolong recovery
time, potentially resulting in harm and damage to reputation. To manage incidents ef-
fectively, it is essential to implement automated alerting and response systems, conduct

regular drills, and develop thorough recovery protocols.

* Pricing and Resource Allocation The provision of high-quality Safe-aaS is costly, as
it requires investments in technology, training, compliance, and maintenance. High op-
erational costs may affect the making of profit for the SSP. Optimization of resource
allocation may reduce operational expenses with the cost-effective cloud solution. Dab-
bagh et al. [76] proposed an online pricing scheme for resource allocation in the cloud
minimizing energy consumption, and maximizing the profit of the service provider. In
a dynamic environment, region-wise road conditions vary. Price charged from users
vary region-wise as safety-related parameters may differ. The RegPrice [77] frame-
work demonstrates cost-efficiency and fairness in IoT-based safety services with varied
costs due to geographic and infrastructural differences. Dynamic or pay-as-you-go mod-
els [78] adjust the price according to system demand or risk level. Studies in research
works [11], [79], use game theory to model pricing decisions in a competitive environ-
ment where multiple Safe-aaS providers operate. These models help to optimize pricing
based on factors such as bargaining between SSPs and users, demand for service, and

service quality.
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Ficure 2.2: Proposed Solution Approach

2.3 Summary

There are two main perspectives to consider: real-time safety for on-road vehicles and the
business aspects of the transportation industry. For ensuring safety, resource management
is a critical issue within the Safe-aaS platform. Edge devices and servers all have limited
resources, and the increasing number of vehicles on the road at any given time creates hazardous
conditions such as congestion and road accidents. This makes it challenging to manage and
deliver timely and accurate safety-related decisions. Our extensive solution approaches address
the management of resources such as storage space, computational capability, and response
time delays.

In the Safe-aaS platform, end users pay for the services they utilize based on their specific
needs. The primary requirement for these end users is the provisioning of high-quality service.
On the other hand, SSPs make a profit after deducting the payments owed to sensor vendors
or other SSPs from the revenue generated from the end users. QoS is dependent on effective
resource management within Safe-aaS. We propose solution approaches as in Fig. 2.2 for

effective resource management and pricing management.






Dynamic Adaptive Decision Generation

This chapter presents "Dec-Safe," a dynamic decision-generation framework for effectively
managing resources like cloud storage, sensor usage, response time delays, and service utility.
This is an adaptive decision-generation mechanism for the Safe-aaS platform. End users
receive safety services as safety-related decisions after the selection of decision parameters
by logging in to the portal. We categorize decision parameters as static and dynamic for the
two approaches - static decisions and dynamic decisions respectively. Automation has been
adopted throughout numerous industrial sectors in recent years through the combination of
traditional and state-of-the-art technology. Researchers proposed various mechanisms [80-82],
and real-time assistance system [19, 83-89] in the field of road transportation. To reduce
the number of traffic accidents, the road transportation industry depends on the safety of its
drivers and cars. Various vehicular technologies, including ITS and ADAS, are implemented
in vehicular networks to enhance low-latency traffic flow. Moreover, Al-based techniques are
employed to improve on-road safety for vehicles [11]. One of the uniquely designed platforms
that serves many users with dynamic safety-associated decisions is Safe-aaS. Considering road
transportation as the Safe-aaS implementation scenario, we create a decision-making process
to ensure safety.

The users enter their starting and destination locations while registering for the on-road
safety services in Safe-aaS, choose some decision variables, and pay through the Web portal.
We introduce static and dynamic approaches for availing the safety services. Depending upon

the selected approach and chosen decision variables, a decision is transmitted to the users. In
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the static approach, the static parameters, whose values do not vary regularly with time, are
suggested to the users. The users have the flexibility to select additional parameters as per their
requirements in a real-time environment. The parameters are associated with certain decisions.
On the other hand, in the dynamic approach, users can alter the selected parameters at any time
instant until reach the destination.

In our proposed decision-generation mechanism, "Dec-Safe", we evaluate and analyze the
cost incurred by the users for availing the static and dynamic decision-generation services.
Several strategies have been proposed in the research works on road safety to reduce accidents
and enhance driver safety, including on-board training [86], road manhole cover detection [88],
and traffic management in smart cities [87]. Safe-aaS is one of the developed schemes to provide
safety-related decisions to the end users in a dynamic environment. Sometimes users select
certain decision parameters with similar characteristics. At any time instant, a huge volume
of registered users requests for similar decision parameters which leads to huge energy loss
of the sensors as the sensing, transmission, and processing of these similar decision variables
consume unnecessary energy and time. Safety decisions are time-sensitive and any delay in
the delivery of the decisions may cause unwanted incidents or accidents. The sensor nodes are
also energy-constrained in nature, therefore, it is necessary to conserve the energy for future
applications. Decision generation incurring minimum delay is desirable to avoid road accidents.
Owing to the above challenges, we develop a dynamic decision-generation mechanism in the
Safe-aaS platform. As Safe-aaS provides safety-related decisions on a pay-per-use basis. In
this decision-generation mechanism, users have the flexibility to choose any of the decision-
generation mechanisms as per their requirements during the entire journey. We propose static
and dynamic approaches to avail safety services by the end users. By mapping the decision
variables with the generated decisions in a static approach, we minimize the quantity of cloud
storage utilized and computing complexity. In the dynamic approach, we present the concept of
decision clustering and apply maximum likelihood estimation on correlated decision variables
within the users’ selected parameters. Finally, generated decisions are delivered to the end
users. The same decisions are not generated repeated times for multiple users in the decision
clustering method. As a result, the suggested parameters give consumers the flexibility to
choose the safety services that best suit their needs in customized costs. In this chapter, we try

to address the following issues that arise in the safety-related decision-generation mechanism.

* Provision of flexibility in safety services: Our adaptive decision generation mechanism,
"Dec-Safe", provides safety-related decisions to the users. It consists of two approaches-
static and dynamic. End users possess the flexibility to choose any of the approaches.
In the static approach, users select decision parameters whose status and values do not
change frequently with time. On the other hand, in the dynamic approach, parameters

change their status with time and it depends on the dynamic on-road environment. During
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the entire journey, users may change the mode of decision-generation mechanisms. As
Safe-aaS is a pay-per-use service then customized price is calculated against service usage

by end users with adaptability.

* Minimization of memory space needed at the cloud server to generate decision applying
our static decision generation mechanism: We propose a modified Boolean multiplica-
tion operator to generate decisions for the static approach. First, we group the users who
select similar decision variables. Thereafter, we define a mapping function to ensure the
delivery of these decisions simultaneously, to multiple users. We design a utility func-
tion for users and formulate a min-max optimization problem, such that the similarity
among the decision variables is maximized when the optimum volume of memory space

is utilized.

* Minimization of the usage of sensor nodes, computing time and response time delay
with our dynamic approach: In the case of the dynamic approach, we apply a clustering
approach, which is performed by finding the maximum likelihood probability estimator
for similar selected decision variables. The generated decision is provided to the users,
based on clustering. The limited number of sensors is used in the clustering process.
Sensor usage is almost constant in our approach. We calculate the utility per user and
formulate an optimization problem to minimize the utility for an optimal value of response

time delay and effective residual energy.

* Reduction of energy consumption by the sensor nodes for our scheme: Exhaustive
analysis of the results of "Dec-Safe" signifies that the overall cost incurred in the case of
the static approach is less compared to the dynamic approach. Additionally, regression
analysis of the average storage, effective cost (static and dynamic approach), utility, and

effective energy illustrates the future variation in the trend of these parameters.

* Minimization of delay in the decision delivery: Response time is one of the important
factors in providing safety-related decisions to the users. We provide extensive simulation
results of response time delay for the users. In our dynamic approach average response
time is increased in increasing trend of user range but per user delay maintains a constant/
decreasing pattern in the certain number of iterations. The reason behind the pattern is

time to deliver the decision decreases as clustering progresses.
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3.1 Decision Making In Safe-aaS Infrastructure

Safe-aaS is the widely used infrastructure in the ITS application scenario. It consists of five
layers- device layer, edge layer, decision layer, decision virtualization layer, and application
layer. Heterogeneous types of sensor nodes are present in the device layer. Sensors are
deployed in vehicles or placed on the roadside. These sensors sense the environment and
transmit to the edge layer/cloud layer based on the time sensitivity. The primarily processed
data are transferred to the decision layer for the decision-generation process. Both the decision
layer and decision virtualization layer are responsible for the decision generation. The generated
decisions at the decision virtualization layer are logically mapped to the decision variables that
the end users have requested. Users create an account on the Safe-aaS platform through the
web portal to access safety services on a pay-per-use basis. Certain chosen variables in the real-
world scenario might not change over time in a dynamic way. These parameters are regarded as
static decision factors, whereas dynamic decision variables are those that vary with time. The
layer-wise modified system architecture of "Dec-Safe" is described in Fig. 3.1.

The generated decisions are logically mapped with decision variables. In our scheme,
decision variables are categorized into two categories- static and dynamic. The detailed decision
generation mechanism is shown in Fig. 3.2, End users have the flexibility to choose either type
of variable. Based on the selection of variables, any of the decision generation modes is
activated and price is charged from them. Users select static parameters at the beginning of
their journey and these parameters are not alterable. The static decisions are generated when
the end users select static parameters and when users select dynamic parameters during the
journey, dynamic decisions are provided to the users. We apply a decision clustering approach

to generate dynamic decisions based on the decision parameters selection.
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3.2 Dec-Safe: Mathematical Model

We consider D! = {di,d>,--- ,dn} as a set of N decision variables, such that d; € D! and
1 <i < N, at any time instant ¢. These decision variables are either static or dynamic in nature.
Therefore, D! = D' U D! where D*-' and D! represent the subsets of static and dynamic
decision variables, respectively. We denote any i generated decision as ;. Further, the set of
registered users, & = {E1, E», - - - , E,,}, requests for the safety-related decisions. Any of the j*"
user, E;, may select k decision variables from the set D'. Additionally, & = E; U SEay, Where
&Es and &gy represent the set of users requesting for static and dynamic decision variables,
respectively. The users select the type of service - static and dynamic - during registration, as

per their requirement, on payment basis.

3.2.1 Static Approach

The users who select static parameters during their registration, are provided with static services
by the SSP. We represent the set of static decision variables as D*-'={d?, d;, e ,d‘]i}, where
any parameter d*; € D*, such that 1 < i < k and D*' € D'. Any user E; € &;, such that
&y € &E. As the value of decision variables does not fluctuate frequently with time, therefore,
the decision generated with these static-type parameters are temporarily stored in the decision
layer. To minimize the computation time and storage space required, we map these generated
decisions with the static parameters requested by the users. Further, we represent this mapping
between the stored decisions and the requested decision variables in the form of a matrix, Mg,.
We mapped the decision variables demanded by each of the users with the total registered users

at a particular time instant to find the overlapping decision variables. Mathematically,
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o 1, E;selects d;
/»1es[l][]] = ) (3.1)
0, otherwise
Thereafter, the mapping of the requested decision variables with the decisions generated is

represented as,

1, if d]s is required for decision Dy

Map[jllk] = (3.2)

0, otherwise
where D; represents the generated decision. We consider that the users need to select a
minimum P number of decision variables, where P is a non-zero integer value set by the SSP.
To find the final mapping, Mp of the users with the decision variables requested by them, we
apply a Boolean function. We introduce a modified Boolean multiplication operator combining

two different logical operators, which is mathematically expressed as,

Mp [x][y] = Mp[x][y] & (Mesx][z] A Mapz][y]) (3.3)

where ] <x <m,1 <y <land 1 < z < k. As the function, Mp generates decision(s)
based on the users selected decision variables, the response time and memory usage is minimized
per response by grouping those decision variables with the similar decisions. We represent Ep
as the set of end users, whose demanded decision variables match any specific decision d;, such
that Ep, € Ep.

Definition 1. We define effective memory space required to process the decision variables
chosen by any user as a ratio of the residual memory of the server at the time instant, t to the
total available memory. Mathematically,

Mg;

M;= —LVjeE, (3.4)

tot

where MR, is the residual memory of the server after serving the j th wser and Mo, is the

total available memory.

Definition 2. We map the decision variables used to generate a decision for the j'* user with
the set of available decision variables. We termed this function as effective parameter matching,

which is represented as,

Yk d,.
F(dy.dj) = S5—"Vj € E, (35)
r=1"7rj

where ds,; and d,j is the set of decision variables selected by the 7' user and the ones

available, respectively.
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Algorithm 1 Static Approach

INPUT: (source, destination) = (S;,d;), Es, ds ;
OUTPUT: Decision D; is delivered to multiple users
PROCEDURE:

1: for m End users, k decision variables do

2 Map each ds ; with each Eg in Mgs;

3: end for

4: for [: Decisions, N: decision variables do
5: Map each dg ; with each decision D in Mg
6
7
8
9

: end for
: for m: End users and /: Decisions do
Mp mapping: operation on M., and Mg,: decision generated;

while time = 7 do > 7: short time duration
10: SSP suggests j parameters — i'" user - (S;, d;);
11: if /' user agrees then
12: Decision generated;
13: Price and Utility is estimated;
14: else
15: Select new set of parameters;
16: end if
17: end while
18: end for

The primary objective of this work is to reduce the volume of memory utilized for the
decision generation. To achieve this, we maximize the parameter matching between the selected
and available set of decision variables. We define a resource utilization function U; for the j’ h

user,

(L{j=CL’F(de,dj)XﬁMj (3.6)

where o and 8 are pre-defined constants used for application-specific requirements. We
consider that the value of these constants are user-defined and 0 < (a@,B) < 1. Further,
we formulate the utility of the user as a Linear Programming Problem. Our primary aim is
to minimize the optimal memory space required for decision generation and maximize the

matching of decision variables. Mathematically,

argmin max U, 3.7

M; F '
subject to, p < dy < kand 0 < F < 1. p represents the minimum number of decision
variables to be selected by the j'”* user. First, we maximize the matching of parameters to
minimize the response time delay for any decision. Thereafter, we minimize the utility of any

user for an optimal value of effective memory space. This is because both the decision variables
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and generated decisions are stored in the database of the server, in case of static approach.

3.2.2 Dynamic Approach

In the dynamic approach, the decision is generated for the users considering the dynamic
fluctuations in the value of decision variables. Further, based on the requirements of the users,
the decisions provided to them are updated in real-time. Therefore, the decision generation
process is quite complex due to the dynamic variations in the value of the decision variables.
We aim to optimize the response time delay and residual energy to generate the decision. As
the sensor nodes are energy-constrained in nature, therefore it is necessary to preserve their
energy for future applications. Considering these aspects, we apply clustering mechanism to
group the similar decision variables selected by the registered users at any time instant, . We
apply maximum likelihood function to find the probability of the selected decision variables.
Suppose, Dgy = di,d>, - ,d, is the set of sample decision variables at any time instant, ¢
selected by any user, such that D4, C D*'. The category and number of parameters in the
set D4y, may vary with time and the requirement of the user till he/she reaches the destination.
Suppose, P is the probability of the emergence of the decision variables requested by each user.
We assume that the decision variables chosen by users are normally distributed with respect to
the generated decision. The probability density function is represented as f(dy, d2, - , dn|p)
where p is the total probability of parameters. We represent the individual probability of the

i'" decision parameter, d;, as F (d;|p),

1, if d; appears in parameter space
d; = i app p p (3.8)
0, otherwise
and the probability as, F(d;|p) = p% (1 — p)1=%). Therefore, the probability of the
appearance of any decision parameter in parameter space is, 7 (1|p) = p(1 — p)(!=1) = p, and
the probability of disappearance is represented as, 7 (0|p) = p°(1 — p)(1=9 = (1 — p). The

total probability of n selected decision variables is expressed as,

F(dy,d, -+ dulp) = pP1 (1= p)! =9 ... pdn(1 - p)l=dn

n . . 3.9
— npdl(l _p)l—dl
i=1

Further, in case of similar selected decision variables from the user end, the joint probability

18,

PXi=di-- X, =d) = | [ p"(1=p) ™ =L (3.10)
i=1
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where R < k < n. R represents the minimum number of decision variables to be selected
by the user at any time instant . L denotes the likelihood of similar decision variables and is

mathematically expressed as, L = [T, pXi (1 - p)(1=%1). Additionally, L attains the maximum

dr dL
> dp > dp

process in dynamic environment. Considering this fact, we apply the logarithm function to

value when = 0, therefore =0 > P. Safety-related decisions generation is continuous

estimate the maximum likelihood of the decision variables. Therefore,

Iy =1logL = log ( pri(l — p)1=X)
i=1 3.11)

=nX;logp +n(1 - X;)log(1 - p)

As derived in Equation (3.7), we calculate the likelihood estimator, after equating the

first-order derivative of Equation (3.11) to zero.

%:n)_(logp+n(1—)?)log(1—p)=0 (3.12a)
p

nXX_nx(l—X)_
P 1-P

Therefore, P = X. Suppose, the probability of any decision generation is P. We calculate

0 (3.12b)

the maximum likelihood estimator from the set of safety-related parameters demanded by the
users as the mean value of the set. Based on the number of decisions generated, the formation of
the number of clusters is determined by the SSP. Suppose, N clusters are formed at a particular
time, 7, is denoted as a set C' = {C1,Cy,---,Cn}. Therefore, any cluster C; is represented
as, C; = d; € DY'|C;(d;) = 1, where d; is the decision parameter selected by the i*"* user. d;
is randomly selected to minimize the error between the maximum likelihood estimator and the
probability of any generated decision. The objective function to choose the decision variables

for C; is,

G(C)) = %Zﬁl(P - P;)? (3.13)

In the dynamic approach, the number of clusters is not defined at the beginning of the
decision generation. The number of clusters formed till the mean squared error, e is almost
equal to 0. Each of the clusters is formed from similar selected decision variables. Initially,
the clusters are formed, thereafter, we apply the concept of decision virtualization for providing

safety services to multiple users.

Definition 3. We define the effective residual energy of the j'"* sensor node as the ratio of the

leftover energy of that sensor node to its initial energy.
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Algorithm 2 Dynamic Approach
INPUT: (source, destination) = (S;, d;), Eg4,, D!

OUTPUT: D;
PROCEDURE:
for Source to Destination do
2: for Each user E4, do
if £ == newly registered then
4: for Each sample set of selected parameters do
Find maximum likelihood,?.
6: for Each decision D; do
Generate random probability, P.
8: end for
Calculate e between P and P.
10: end for
if ¢ ~ O then
12: Form cluster, C;.
end if
14: end if
end for
16: Decision is generated.
end for
F(Ns, Ry = N x 215 RS (3.14)
Further, Ref f = R,f,{,- where ij 7 is the effective residual energy of the j*”* sensor node

and Ns is the number of sensor nodes requlred for the generation of the decision. Further,
the leftover energy and initial energy of the j* sensor node is represented as Rﬁ"j and R;.'”

respectively.

Definition 4. We define the response time delay required to generate the i'" decision as,
Trs,i = (Tei +Tp i), where T, ; is the time required to collect the sensed data and T, ; is the

time required to process the data.

In Safe-aaS platform, decision is received by the users purely depending upon the chosen
parameters. We assume that there exists a upper and lower limit for the selection of the
parameters. Further, the number of sensor nodes used for decision generation is optimized in
the dynamic approach. We define an utility function in terms of the effective energy of the

sensor nodes and the response time delay. Mathematically,

:_Z( FNERINYTX € (3.15)
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where 7; is the total time required by the ;' h user to reach the destination. x represents the
factor that signifies the importance of the parameter 7;. We formulate an optimization function

to minimize the response time delay and residual energy of the sensor nodes.

Minimize U; (3.16)
7;,v,i aRfff
subject to Ng > k, 0 < ij ! < 1, and 7,5; < 7;. The minimum number of decision

variables to be selected by any user is represented as k. The Lagrangian form of given

optimization function in Equation 3.16 is represented as:

L =U; - 1(Ns = k) + (1= RID) 4 pi3(T5 - 7,5 ) (3.17)

where u, uo, and p3 are the Lagrangian constants. Further, we solve this Lagrangian form

using Karush-Kuhn-Tucker (KKT) conditions such as dual feasibility and slackness conditions.

0L _ ii FNERIN TV — iy =0 (3.18a)
87;_9,1' - 7; i=1 ¥ e T ‘
a-LJ N eff
— FNELREYTE Co— 3 = 0 (3.18b)
aRfff ‘7; :Z
@iX =0, and y; > 0,Vi = {1,2,3} (3.18¢)

Therefore, the optimal value of the response time delay and effective residual energy are as

follows:

. 275 D
Trsi = ( N NG RIDG (3.19a)
ReSI #3j (3.19b)
l m=1,m#i f(Nm’ Eff)c rs i .

3.2.3 Cost Analysis

In Safe-aaS, the users choose certain safety-related parameters and make payments through
a web portal. Therefore, the users only pay for the services availed by them, as per their
requirements. As static and mobile sensor nodes are present in the device layer, sensed data is
transmitted to the cloud/edge nodes. We consider that two types of services are availed by the
users — static and dynamic.

In the static approach, the price charged from the users is calculated in terms of the
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TasLE 3.1: Simulation Parameters of Dec-Safe

Parameters Values
System reserve memory 512 units
Chin 4 units

Poin 1000 units
Poaa 1000 units
Cy 1000 units
D;o: 10000 units
D i 500 units

Ny 1 — 600 units
Cpo 100—-200 units
Rinit 1 — 100 units

minimum number of parameters to be picked up by them, p,,,;,,, and the minimum per unit cost
of these parameters, Cy,;,,. Further, if the user has chosen a static approach and requires some
additional information, he/she may request the decision variables from the service provider.
The supplementary decision variables to be provided are denoted as p,44 and the per unit cost
of these decision variables is C;. Suppose, D, is the distance for which the Safety Service
Provider (SSP) charges the minimum price per unit of the decision variables. In case any user
requests safety services for a distance, Dy, such that D, > D, per unit cost of decision variables
is Cq (Cgq > Cumin). Motivated by the concept of penalty cost discussed in Safe-aaS platform,
we consider that penalty cost, C,, is given by the SSP, if the safety services are provided with a
response time delay, 7,5 of 75 > Taiiw. Tanw 1S the maximum allowable time duration beyond

which the penalty cost is charged. Mathematically,

Cst = Cin X Pmin T Caa X Padd + Ca X (Dt - Da)
(Trs — Tatiw) (3.20)
op 60

In the dynamic approach, we consider that X’, Y?, and Z' are the number of decision
variables initially requested, added later, and reduced, by the i”* user, while traveling from the
source, sr to the destination, des. We consider that the values of these decision variables may
be updated with time by the user. Hence, we sum these fluctuations in the number of decision

variables added or reduced by the user, and the price charged as Cqyy.
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Ficure 3.3: Mobility Region of Vehicles and Safety Assessment

3.3 Performance Evaluation

3.3.1 Simulation Design

To evaluate and analyze the performance of our proposed scheme, "Dec-Safe", we use Python
and Anylogic as the emulator tools to simulate our environment. We consider a simulation
area of 10 x 10km?, 10 types of decision variables, and 5 types of generated decisions. We
perform the simulation of our proposed mechanism, Dec-Safe in two phases. In the first phase,
we model the mobility of the vehicles applying Anylogic and in the second phase, we model
the safety analysis using Python. Anylogic is a multimethod modeling tool that is applied
in different sectors such as road traffic, healthcare, and supply chain management, to design
business-oriented models. Additionally, Anylogic helps to visualize the scenario with the user
interface, defines the traffic flow, and analyzes the real-time data generated from the model.

Further, we consider two approaches - static and dynamic - using which the users avail safety
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Ficure 3.5: Variations in Effective Cost

services from the Safe-aaS platform. The static sensor nodes are deployed at a particular
geographical location, while the mobile sensor nodes are placed in vehicles. Fig. 3.3 illustrates
the mobility region of vehicles within the simulation area. We use the Anylogic platform to
estimate the mobility of vehicles and their response time. We consider the traffic at a particular
geographical location - Haldia, West Bengal, India. We utilize the open available driving
dataset to analyze the safety of drivers, considering various risk factors such as the motion of
the vehicle, distance from neighboring vehicles, and time left to reach their destination. We
apply the dynamic clustering algorithm to estimate the risk above which the drivers are provided
safety decisions. In the case of motion-based factors, we consider sudden break, acceleration,
and sharp turns. Exhaustive regression analysis for every parameter is performed to predict the
future trend of the results as we consider a random number of parameters and users. The details

of the simulation parameters are given in Table 6.1.

des n

Cdy :Cmin X Pmin +ZZ (Xti+Yti _Zlf) ><CI7 _C"P

sr t=1

3.21)
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3.3.2 Benchmark

We compare the proposed decision-generation mechanism with the existing traditional Safe-
aaS platform. Roy et al. [19] proposed a unique platform, the first of its kind, for provisioning
safety-associated decisions to users. They theoretically designed the platform and analyzed the
transactions among the actors of Safe-aaS. However, they did not consider the memory space,
residual energy, and utilization of sensor nodes for decision generation. We also compare the
static approach of our proposed scheme with DQ-Map [90] in Fig. 3.4. The authors in DQ-Map
considered the decision variables requested by users as decision queries and proposed a decision
query mapping mechanism to minimize the usage of sensor nodes and decision generation time.
They find the similarity score among the requested decision variables. We observe that as the
similarity score increases, the usage of sensor nodes is also increased, in the case of DQ-Map.
On the other hand, in our proposed approach, the usage of sensor nodes seems to be almost
constant with the increase in parameter matching. In Fig. 3.5, we observe that the effective cost
is significantly low in Dec-Safe compared to the traditional Safe-aaS platform, for both static and
dynamic approaches. In Safe-aaS, the authors analyzed the cost involved among the various
actors. The possible reason behind this is the mapping of the requested decision variables
with the generated decisions, in the case of the static approach. On the other hand, in the
dynamic approach, we cluster similar decision variables by applying the maximum likelihood
function such that the computation time required is minimized. We compare our algorithm with
three widely applicable clustering methods — K-Means [91], Mini Batch K-Means [92], and
COOLCAT [93] clustering mechanisms. Fig. 3.6 illustrates the performance of four algorithms
in the presence of 3000 samples. The training time of Dec-safe is much lesser compared to the
other two clustering algorithms, though the centroids are different. Further, the computation is
much less in the case of Dec-Safe. We generate the random probability of the decision variables
to find the likelihood estimator and thereafter, we cluster these parameters based on the number
of decisions. We generate a Silhouette score for each of the clustering algorithms with our
samples. It generates scores 40%, 39%, 42%, and 28% in K-Means, Mini Batch K-Means,
Dec-Safe, and COOLCAT [93] respectively.

3.3.3 Result Analysis

We analyze the performance of the proposed static and dynamic approach for the delivery of
safety services to the users under various performance metrics, which are:

Static Approach

We interpret and discuss the results obtained using the static approach in terms of parameter

matching, effective storage, and total average cost.
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FiGure 3.6: Comparison among Different Clustering Algorithms

Average Effective Storage Vs End Users

&b &b

£ s £

£ 70 S S

gng'g — A S 60

Z 750 100 150 200 250 % 50 100 150 200 250
Number of End Users Number of End Users

*—* |terationl e—o® |teration3 <+ lteration5
a4 [teration2 vV—v |teration4 > |teration6

Ficure 3.7: Effective Storage Usage

Parameter Matching: In the proposed static approach, the utility of the j** user is computed
based on the value of effective parameter matching and memory space required to generate the
decision. We aim to increase the parameter matching, such that the utility of the users is
maximized for an optimal value of the memory space required. In Fig. 3.7, we observe that
with the increase in the number of users, the average storage space required reduces. This is
because the matching between the decision variables is maximized. Additionally, we perform
a regression analysis of the fluctuations in the memory space with the number of users.

Effective storage: Fig. 3.7 illustrates the variations in the effective memory space without
maximizing parameter matching by retaining the number of users from 50-250 along the x-axis.
The value of effective memory space initially increases. However, as the number of iterations
increases, the value of average memory space decreases by 20-30%. The reason behind such a
trend is that as the number of users increases, the probability of matching the decision variables

also rises. As a result, the utility of the users is minimized and the memory space required



3.3 PERFORMANCE EVALUATION 38

Average Effective Cost Vs End Users

1150
1100
1050
1000

950 ! I | ! | !
50 100 150 200 250 50 100 150 200 250

Number of End Users Number of End Users

Effective Cost
Effective Cost

*+—+* |terationl e—e |teration3 <+ [teration5
r—4 lteration2 v—v |teration4 > |teration6

Ficure 3.8: Cost Analysis

is reduced. However, as the decision parameter matching is not maximized, so we observe a
random trend in the memory space.

Total Average Cost: Fig. 3.8 illustrates the variations in the average effective cost with the
iterations. In iteration 1, as the number of users increases, the average effective cost initially
rises. However, we observe that the value of effective cost attains an optimum value after
150 users. The rate of increase in the effective cost reduces as the number of users increases.
Further, the parameter matching value increases, and the memory space required to generate
the decision minimizes. Therefore, the price charged by the users decreases. We observe a
decreasing trend in the regression analysis with the increase in the number of iterations. On
the right side of Fig. 3.8, we noticed that after 200 users, the average cost attains a stable
value. Overall Utility: Fig. 3.9 demonstrates the variations in the overall utility of the users
when they select the static approach. We observe that with the increase in the number of users
from 50-250, the utilization of the sensor nodes decreases. The possible reason behind this is
that the chances of overlap of decision parameters requested by users increase. As a result, the
probability of parameter matching increases. Therefore, the effective memory space utilized to
generate the decision decreases. On the other hand, with the increase in the number of available
decision parameters, the sensor usage initially increases. However, we observe that with the
increase in the number of iterations, the sensor nodes utilized seems to follow a decreasing
pattern. Further, the overall utility also attains an optimal value with the increase in the number

of decision parameters.

Dynamic Approach

In the dynamic approach, we introduce the concept of a clustering mechanism to generate the

decisions for similar decision variables selected by the users. The final decision is obtained from
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Ficure 3.9: Static approach: Overall Utility

the likelihood of similar decision variables. Depending upon the error function, we fabricate
the clusters. Our primary aim is to minimize the error between the probability of decision
generation and the joint probability of the decision variables.

Decision clustering and Decision generation When registered users require any safety-related
information, they select some decision variables. Typically, the decision is generated depending
upon their selected decision variables. In this paper, we present a decision-generation mech-
anism. The proposed clustering technique works on the similarity measure of the selected
parameters to provide same decision simultaneously to multiple users. Based on the concept of
decision virtualization, the users are grouped to receive the same or similar type of decisions at
any time instant in a dynamic environment. In Fig. 3.10, the first figure describes the population
of total selected parameters, which are random in nature, and the clustering of parameters in
five types of decision by estimating their maximum likelihood among similar parameters. Fig.
3.10 demonstrates the formation of clusters for decision generation with the increase in the
number of users. Each time any user modifies the decision variables requested by them, the
clustering process is undergone and a decision is generated. Fig. 3.10 illustrates the formation
of clusters with the increase in the error. The utility per user is analyzed based on the following
parameters -

Overall Utility: Fig. 3.11 demonstrate the variations in the utility of the users, who have selected
a dynamic approach, with the increase in the number of users. We observe that there exists a

decreasing trend in the value of average utility in Fig. 3.11. However, with the increase in the
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Ficure 3.11: Dynamic Approach: Effective Utility Analysis

iterations, we observe that the rate of decrease in the value of overall utility is almost constant.
Further, regression analysis of the utility illustrates a similar decreasing trend with the increase
in the number of users. The possible reason behind such a trend is that with the increase in the
number of users, the number of decision parameters requested by them increases. However, we
apply a clustering mechanism to group similar decision parameters, which reduces the number
of sensor nodes utilized for decision generation and response time delay. As a result, the utility

initially decreases steeply and attains an optimal value with the increase in the number of users.

Optimized Utility: Fig. 3.12 illustrates the value of utility attained with the rise in the
number of users from 50-250. We compute the average utility as per Equation 3.15 and find the
minimum value for the optimal response time delay and effective residual energy. The average
utility decreases with the number of iterations. However, we observe that for all the iterations,
average utility attains a stable value after a certain number of users. Similarly, the regression
analysis of the average utility also demonstrates the same increasing trend.

Average Effective Energy: Fig. 3.13 demonstrates the effective energy utilized with the vari-

ations in the number of iterations. The effective energy initially follows an increasing trend
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Ficure 3.13: Sensor Usage, Effective Energy Analysis for Dynamic Approach

with the number of iterations. However, as the number of users increases, the value of effective
energy attains a stable value. The regression analysis of the effective energy illustrates a similar
increasing trend. As a result, we conclude that the proposed decision-generation scheme is
energy-efficient.

Average Response Time: We define response time as the time required from the selection of
safety-related parameters by the registered users to the delivery of decisions. In this proposed
scheme, we calculate total latency in terms of the response time delay. Fig. 3.14a demonstrates
the variations in the average response time from generation to delivery of the decisions. We
find an increasing trend in the response time with the increasing number of users. However,
the increase in the average response time seems to be constant with the increase in the number
of iterations. The regression analysis of the response time also illustrates a similar pattern.
This increase in the average response time is due to an increase in the number of requests from
registered users. Practically, in a real-time environment, the value of decision variables such as
congestion/weather-related information fluctuates with time. As we apply clustering for similar

decision variables, the increase in the total response time is quite low. We also detect that the
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Ficure 3.14: Response Time Delay Analysis

number of sensors used to sense data is reduced. In Fig. 3.14b, we represent the delay for each
user. The total average response time increases with the number of users. On the other hand,
the per-user delay decreases/remains constant with the number of iterations.

Effective cost: Fig. 3.15 demonstrates the fluctuations in the average cost of users, in case
of dynamic approach. We apply the proposed approach over user ranging from 50-250 for 6
iterations. It is observed that the effective cost initially increases. However, with the increase in
the number of users, the effective cost seems to attain a stable value. The regression analysis of
the effective cost demonstrates a similar increasing trend at the initial stage. We observe that the
effective cost decreases after 150 users. Cash inflow from the user end, in case of static approach
is quite lower compared to the dynamic approach. As the similarity among the selected decision
parameters is increased, effective cost fluctuates randomly with time. Therefore, the average

cost charged from the users decreases.
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Ficure 3.15: Effective Cost Analysis

3.4 Conclusion

In conclusion, this chapter introduced a dynamic and adaptive framework designed to enhance
real-time road safety services within a rapidly evolving transportation ecosystem. By addressing
the dual nature of safety-critical decision variables, we provided a comprehensive methodology
to ensure a nuanced and context-aware approach to road safety.

Static variables, such as inherent road characteristics like potholes and sharp turns, were
addressed using a similarity-based algorithm. This method ensures computational efficiency
by generating recommendations with minimal memory usage while maintaining accuracy.
Conversely, dynamic variables, which include transient factors like weather conditions and
traffic congestion, were tackled using a clustering-based approach. This method leverages user-
selected variables to improve decision accuracy by applying the maximum likelihood function
to predict and respond effectively to real-time changes.

The proposed mechanism demonstrated superior performance through simulation studies,
showcasing a notable reduction in the average effective cost compared to traditional Safe-as-a-
Service (Safe-aaS) platforms. By delivering timely and actionable safety insights, this method
empowers drivers to make informed decisions, avoiding hazardous conditions, and ensuring
safer journeys. The results underscore the potential of adaptive mechanisms to transform road
safety dynamics, paving the way for more robust and user-centric transportation solutions.
To further improve this safety-service mechanism, we emphasized the importance of accurate
decision-making by the SSP. Providing incorrect or partially correct information could lead to
accidents. Future efforts will focus on implementing a task distribution approach within the

decision layer to enhance performance and accuracy.






QoS-Aware Pricing

In the previous chapter, we describe flexibility in safety-decision generation mechanism as per
the requirements of end users in Safe-aaS platform. The primary focus of this chapter is to
develop a QoS-aware pricing scheme with the flexibility of choosing decision parameters based
on the on-road situation for the users. The advancement of the IoT in road transportation
helps to reduce road accidents and other hazardous situations by ADAS. Safe-aaS is one of
the unique platforms in which users receive safety-related information in real-time on-road
hazardous situations. The end users enter the source and destination locations, choose certain
number of decision parameters from the suggested ones and make payments through web portal
in Safe-aaS platform. The end users receive the decision based on the parameters they have
chosen as per their requirements. Safe-aaS is a new platform that offers personalized safety
services dynamically to end-users. Decision virtualization allows for numerous end-users to
receive generated decisions at the same time. Researchers provide pricing schemes such as
static [94], and dynamic [95] pricing schemes, resource utilization-based pricing mechanisms
for cloud [96-98], and pricing schemes for sensor cloud platform [99-101]. Tetta et al. [102]
designed a dynamic pricing scheme to optimally manage the traffic. Various pricing schemes
were designed by the researchers for WSNs applied cloud services [97,103], at the network edge
for low latency applications [104], and dynamic pricing in mobile social network [105]. Guijarro
et al. [97] designed a platform, which acts as a broker between the human users and the WSNs.
The researchers addressed various problems related to pricing in the domain of WSN and cloud

platforms such as profit maximization of users and service providers [97], maintenance of QoS
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parameters [101], resource allocation [104], dynamic pricing for revenue maximization [105],
and performance-based pricing [106]. In cloud computing, the service providers primarily
provide preservation of available resources and on-demand plans to the consumers. Ardagna et
al. [107] proposed two solution approaches for provisioning services in the form of generalized
Nash game and proved the existence of equilibrium. Further, there exists heterogeneous types
of sensor nodes and multiple sensor owners in a sensor cloud platform. Considering such
an oligopolistic market scenario, Chakraborty et al. [99] proposed a dynamic pricing scheme
to impose trust among the sensor owners to maintain the QoS requirements for provisioning
Se-aaS services. Similarly, Roy et al. [108] proposed a pricing scheme for provisioning mobile
Sensors-as-a-Service (mSe-aaS) such that the profit is optimally distributed among the different
actors. We provide a summary of fog/cloud-based pricing schemes in the table 4.1 for road
transportation. However, none of these above pricing schemes provide customized prices to the

end-users.

TaBLE 4.1: Summary of The Existing Research Works on Road Safety and Pricing

Applications IoT Pricing Fog/cloud QoS Latency
Safe-aaS [19], [83] v D v x v
mSe-aaS [108] v D v v v
Se-aaS [109], [101] v D v x x
Smart road pricing [110], [102] D Vv x X
Resource allocation [104] v D x(edge) x v

[Legend: Pricing - Static (S)/ Dynamic (D)]

In this chapter, we develop a QoS-aware pricing scheme to provide end users with per-
sonalized, virtualized choices in road transportation in the Safe-aaS application scenario. In
this flexible pricing scheme, all the decision parameters are categorized into two categories-
low-cost and high-cost parameters.

Generally, in a road transportation environment, low-cost parameters are those that remain
unchanged over time, such as the number and depth of potholes, manhole locations, and sharp
turns on the road. On the other hand, certain decision parameters such as weather, and road
conditions, change their state with time and are set as high-cost parameters. SSPs may tend
to suggest high-cost parameters to increase their profit. In a similar way, the end users try to
minimize the price to be paid for the service usage to the SSP. This pricing scheme balances
the profit earned by the SSPs and the price to be paid by the end users. Several research works
focused on the real-time assistance system to minimize road accidents, traffic forecast and
evaluate traffic measures by providing alert messages. Safe-aaS provides a common platform
where customized safety-related decisions are virtualized to the registered end users as per their
requirements. As Safe-aaS is designed for transportation industries, various types of business

entities such as sensor vendors, SSPs, end users, and vehicle owners are actively involved in
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this. End users select decision parameters based on their requirements and pay for them. SSPs
make a profit from this payment after paying sensor vendors or other SSPs. There are complex
monetary transactions established among actors. Sometimes SSPs may demand higher prices
for the service provision from the users. Q-Safe pricing scheme satisfies SSPs and end users as
well. In the Q-Safe pricing scheme, we solve the trade-off between minimum price charges from
the end users for service usage and quality service provision in terms of correct and accurate
decision-making by the SSPs. The overall contribution of this scheme is based on the following

issues-

* We provide a flexible pricing scheme for the end users. Price is determined based on
the suggested and selected parameters by SSP and end users respectively. We categorize
decision parameters as low-cost and high-cost parameters. SSP suggests parameters
based on geographical locations and dynamic situations. The final total cost is decided

on the optimal number of parameters and type of the parameters.

* We analyze the scenario in which multiple SSPs and users access the service at the
same time. We use the Non-Cooperative Multiple-Leader-Multiple-Follower Stackelberg
game-theoretic framework to analyze the relationships among SSPs and end-users. SSPs
interact as leaders with the end-users as followers. Additionally, we establish the existence

of Stackelberg equilibrium in our scenario.

* In safe-aaS, end users tend to reduce the charging price to avail of the service. Similarly,
SSPs intend to earn more profit from users. To satisfy SSPs and end-users, we optimize the
entire cost. We use the Lagrangian function and Karush-Kuhn-Tucker (KKT) conditions
to determine the ideal number of low-cost and high-cost decision parameters that minimize

the price charged by SSPs.

* We evaluate and analyze the proposed scheme, Q-Safe, in Python considering various
metrics. Extensive analysis results of our proposed scheme proved to be beneficial in
terms of the average profit of the service provider and the utility of the end-user, compared
to the Per-Subscriber model [97], RegPrice [77], and Prime [108].

4.1 Q-Safe: The System Architecture

We consider ITS-enabled road transportation as the application area of Safe-aaS. Safe-aaS
platform with service-oriented architecture comprises of five layers-device layer, edge layer,
decision layer, decision virtualization layer and application layer. The device layer of Safe-aaS
contains heterogeneous static and mobile sensors. The locations of Static sensors are fixed
where locations of mobile sensors are changed as vehicles move from one location to another

location. The sensed data is primarily processed at the edge layer based on the time-sensitivity.
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The pre-processed sensed data is transmitted to the decision layer to generate safety-related
decisions. In the decision virtualization layer, logical mapping between decision parameters
requested by the users and the decisions generated is established. Thereafter, generated decisions
are virtualized to multiple users through virtualization layer. In the application layer, end users
select decision parameters after logging into the system and make payments for service usage
through the web portal.

There are various business entities such

as end users, vehicle owners, SSPs, and sen- arged by SSP

sor owners are involved in this Safe-aaS plat- Suggests decision p.arameters

form. Complex monetary transactions take =7 Pt Pn | 4" étﬂé
place among them. Sensor and vehicle own- SSp rs
ers rent out their sensor nodes for an amount Application

determined by the SSPs. Further, end users

acces safety services on a pay-per-use basis. Decision Virtualization

As a result, the SSP’s profit is determined t t m
by the remaining amount after payments for Decision

the rent from sensor and vehicle owners from t t

the end users payments. SSPs try to maxi- LE18zre

mize their profits, whereas the end users pre- Device

fer to receive these services at lower prices.

However, as safety-related decisions are de-

livered to end users, it is crucial to maintain Layers of Safe-aaS
the Quality of Service (QoS) of the decisions
they receive. In this scheme, Q-Safe, SSPs Ficure 4.1: Q-Safe: The System Architecture
recommend decision parameters to end users based on their geographic location. We catego-
rize the chosen parameters as low-price and high-price. Low-price parameters are those whose
values do not fluctuate frequently over time. However, the values of the high-price parameters
change with time. The price is charged to end-users based on the decision parameters provided
by them and alterations made after considering SSPs’ suggestions, as shown in Fig. 4.1. We
present Q-Safe, a QoS-aware pricing strategy, to reduce end-user total costs by selecting the

appropriate high- and low-price decision parameters.

4.2 Problem Definition

LetE = {ey, e2, -, e, } be the set of n registered end-users of the Safe-aaS platform. These reg-
istered end-users select certain decision parameters from the set P, where P = {p1, p2,- -+ , pm}-
On the other hand, Ny represents the set of heterogeneous sensor nodes present in the device

layer of Safe-aaS. As discussed in Section 4.1, the SSPs set the price for each of these decision
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parameters, based on the fluctuation in the value of these parameters with time. Further, the
SSPs maintain a mapping between the decision parameters and the price. We characterize this
mapping as the one-to-one map. Each of the decision parameters possesses a unique price.
On the other hand, based on the price of the decision parameters set by the SSPs, we classify
these parameters as — (i) P; - the set of decision parameters with low-price, and (ii) Pj, - the
set of decision parameters with high-price. Cj, is the cost of a high-price decision parameter,
PZ. Similarly, Cy,,, be the cost of a low-price decision parameter, P;'. The proposed pricing
scheme, Q-Safe, has two perspectives — (a) End-user/customer and (b) Safety Service Provider.

End-user’s perspective: Suppose, the number of parameters selected by an end-user is P;.

The properties of these selected parameters are characterized as follows:

Property 1. P; c P and Py, C P. Therefore, P = P; UPy,, where Py NPy, is not possible, as there

are no common parameters between these two sets.

Property 2. The cost of low-cost decision parameters are always lower than the cost of high-

price decision parameters, such that Cy,y, < Chign, and (Ciow, Chign) > 0.

Let £! and 7-{;) are the number of low- and high-cost decision parameters selected by the
end-users from the set P; and Py, respectively. Therefore, the total number of parameters
selected by the i”* end-user is

P, = Ly, +H] 4.1)

where £i and H, li are the number of parameters from the set P; and Py, respectively.
Safety Service Provider’s perspective: The SSPs are responsible for the estimation of the final
price for the end-users and check the utility of the available resources. The decision is generated
from the data sensed by heterogeneous sensor nodes. We consider N; as the number of sensor
nodes involved to provide low-price decision parameters and Nj, for the high-price decision
parameters. Therefore, the total number of sensor nodes utilized for low-cost and high-cost

decision parameter depend upon the selected decision parameters is described as,

Niot = L x Ny + H} x Ny, 4.2)

The SSP maintains a mapping between the decision parameters and price in M, ,.

o Ciow,  parameter of P;
Mpp [7] [J] = (4.3)

Chigh, parameter of Pj,
The sensor nodes in the device layer are mapped with the decision parameters using their
unique identification number. This mapping is maintained by the SSPs, which is mathematically

expressed as,
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1, if p; is generated from Ny, ;
M, (71171 = P e s (4.4)
0, otherwise
Centralized Service Utility: In this proposed approach, we aim to satisfy both the SSPs and
the end-users, such that both are benefited. The SSPs deliver the generated decisions to the
end-users, and price is charged from them. Based on the number of active sensor nodes at any

time instant, the effective energy of the j*” sensor node is estimated as,

resi sense trans
E. —\ & + &
eff _ i (&5 i)
g7l = — 4.5)
J ginit
J
where &7¢%, g5¢"%¢, £/79"% and &' represent the residual energy, energy consumed for

sensing, energy required for transmission, and the initial energy of the j*” sensor node at any

time instant. Therefore, effective energy consumed to deliver safety services to the i end-user
eff

for n sensor nodes being utilized to generate the decision is 8ff f = Z;.l:] g Further, to
provide real-time safety services, any delay may result in a hazardous situation.
Algorithm 3 Q-Safe: Price Charged from End-Users
INPUT: (source, destination) = (S;, d;), Py, Py, Ll H].
OUTPUT: Price charged from i’" end-user.
PROCEDURE:
1: fori=1tondo > n: Number of end-users
2 for j =1to kdo > k: Number of decision parameters displayed in the Web portal
3 i end-user selects decision parameters
4 P! is computed
5: Estimate price charged from i’ end-user and his/er utility
6 while time = 7 do > 7: short time duration
7 SSP suggests j parameters to i*" end-user, based on (S;, d;)
8 if i’ end-user agrees then
9 Price and Utility is estimated
10 Decision generated
11: else
12: Go to Step 5
13: end if
14: end while
15: end for
16: end for

Algorithm 4 provides an overview of the minimum price charged from the end-users. Steps
3 — 5 computes the price charged by the end-users, as per the decision parameters selected. In
Steps 6 — 14, a periodic time is used for price re-evaluation. During this period, the minimum

price charged from the end-users is estimated by incorporating the decision parameters suggested
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by the SSPs, until the optimal number of high-price and low-price decision parameters is
computed.
The effective time required for this whole process of computation of price charged from the

end-users is mathematically represented as,

Np,i X P-IFfixed,i + Teval,i + Tr,i

T/ = (4.6)
Tcomp,i

where N, ; is the number of times re-evaluation request is processed. T fixeq,; is the fixed
amount of time required for each time of re-evaluation. T,,4;; is the utility evaluation time
for each period, T, ; is the response time, and T¢,.p,; Tepresents the total computation time.

Therefore, the utility of the safety service to be provided to the i*” end-user is represented as,

A2

— N eff
Ui = Ny X |41 X & +T?ff
12

4.7)

where 4; and A, represent the constants for the rate of change of effective energy of the

sensor nodes and effective time, such that 1 > (17, 1) > 0.

4.2.1 Pricing Strategies

The end-users and the SSPs interact among them and agrees to the pricing scheme when both
are satisfied. The end-users have the intention to select the low-price parameters, such that the
price charged by the SSPs is minimized. On the other hand, the SSPs may tend to increase
their profit by suggesting high-price decision parameters to the end-users. Therefore, the price
charged from end-users must satisfy both the end-users and the SSPs. Considering the above

scenario, we design three cases which are discussed as follows.

* Case 1: When an end-user selects all low-price parameters, the end-user have to com-
promise with the real-time safety service, however they have the option to select other

parameters. In such a case, the initial price charged by the SSP is represented as,

Cinit = -Ea X Ciow + C()pt + Cp (4.8)

where C,,; represents the optional cost of other decision parameters selected by the

end-users and C,, is the processing cost.

* Case 2: When an end-user selects mixed parameters — both low- and high-price parame-
ters. This situation provides average quality of service to the end-users within affordable

price. In this case, the initial price charged by the SSP is,

Cinil = -Ea X Clow + 7—{b X Chigh + Cp (49)
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* Case 3: When an end-user selects only high-cost parameters, the initial price charged by

the SSP is mathematically represented as,

Cinit = Hp X Chigh +Copr +C), (4.10)

After all the above cases, we represent the total price charged by any SSP from an end-user

for these above-mentioned cases as follows —

Np
Ciotal = ), (Clyy +C) @.11)
j=1

where C! is the re-evaluation cost for N, re-evaluation requests. To maintain the quality

of service (QoS) provided to the end-users, satisfy the utility of service provided to them, and

select the appropriate number of high- and low-price decision parameters is an essential aspect

of concern. Therefore, a trade-off is to be maintained between the satisfaction of the end-users
and the price charged by the SSPs.

 val = BXClyy X Ui +Cf (4.12)

init

4.2.2 Quality of Service (QoS)

Typically, in Safe-aaS, depending upon the decision parameters selected, the end-users make
payment. In Q-Safe, the SSPs suggest to the end-users certain decision parameters. Further,
QoS depends on the efficiency of the heterogeneous sensor nodes. In a recent research work,
Roy et al. [108] proposed an optimal pricing scheme considering the quality of service. The
authors designed QoS in terms of the efficiency of sensor nodes. Further, the service return of
the service provider is measured in terms of the type of end-users and time factor. Motivated

by this concept, we mathematically define the efficiency, E’, and quality of service, Q' for i’"

end user as,
e X (T + T )
E' = (4.13)
Tr,i
Therefore, Q' is represented as,
Q' = a xE x U, (4.14)

where T, ; and T, ; are the time required to collect and transmit data from edge layer by j*”

sensor node for i*”* end user. T, ; is taken to response to i’ h end user.
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4.2.3 Game Formulation

In Safe-aaS, the customers register to the platform, select certain parameters and make payment
through the Web portal. A decision is delivered to them. In our proposed pricing scheme, we
introduce a suggestive method using which the end-users select their decision parameters. The
SSPs suggest certain decision parameters to the customers, depending upon their selected source
and destination details. To map the strategic interactions among the end-users and the SSPs,
we apply Non-Cooperative Multiple Leaders Multiple Followers Stackelberg game-theoretic
approach. The SSPs act as leaders and the end-users act as followers. Suppose, E*, such that
EX c E and (1 < x < n), set of end-users which act according to the pricing scheme declared
by the SSPs, Z2”,1 <y < g.

Non-Cooperative Stackelberg Game - The Justification: The end-users first select certain
decision parameters, among the ones displayed in the Web portal. Thereafter, based on their
source and destination details given by the end-users and to maintain the Quality of Service
(QoS), the SSPs suggest certain decision parameters. The price charged from the end-users and
their utility is estimated during each re-evaluation. The SSPs possess the intention to increase
their profit as well as satisfy the end-users with the price charged. Therefore, a dynamic scenario
exists, where we map the interactions among the SSPs and the end-users with a non-cooperative
game. Each of the players, the leaders and the followers, take their decisions independently
in the game. The leaders first put forth their strategies or suggest the decision parameters.
Based on their strategies or suggested decision parameters, the followers/end-users select their

decision parameters.

Lemma 1. The event of selection of the decision parameters by the end-users and those

suggested by the SSPs is a pairwise, dependent event.

Proof. We consider P* as the decision parameters initially selected by the end-users and P> as
those suggested by the SSPs. We design the selection of the decision parameters as an event.

Suppose, the probability of occurrence of these events be denoted as P. Therefore,
P(PY N P*) = P(P*)P(PY|P¥) (4.15)

where P(PY|P*) represents the probability of occurrence of the event PY when P~ has already

occurred. O

Therefore, the strategic form of the game is defined as —

fi = (Zy UEX)(xEn,yeq))a (Sy’ ;:7 (Z/{zv ;:)(ien,yeq) (416)

The various parameters of the game are — (i) Z”, set of leaders/SSPs,(ii) E*, set of followers/end-

users, (iii)S?, strategies of the leaders, (iv)S L, strategies of the followers, (v) U Y the utility
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function of the leaders, and (vi) UL, the utility function of the followers.

Strategies of the leaders: The leaders put forth their strategies depending upon the different
pricing strategies, which are described in Section 4.2.1. Therefore, strategy of the leaders is
mathematically represented as, SZ = {Cinit> Ciow> Chign, Cp }.

Strategies of followers: The followers place their strategies, Si., depending on the type of
decision parameters selected by them. Therefore, S} ={Las, Hp}.

To satisfy the end-users as well as the SSPs requests, we aim to minimize the total costs,

depending on the optimal number of low-cost and high-cost decision parameters selected.

Theorem 1. There exists a unique Stackelberg equilibrium, for the total costs charged by the
SSPs from the end-users. To estimate the total cost, we consider a given re-evaluation cost,
effective residual energy of the sensor nodes, number of sensor nodes used, and time required
for the entire process of decision parameters selected by the end-users and suggestions provided
by the SSPs.

Proof. In our proposed pricing scheme, each of the end-users requests certain decision parame-
ters, and decision is provided by the Safe-aaS platform. Further, the SSPs tend to minimize their
utility and increase their profit, such that the decision is provided to the end-users, utilizing the
minimum number of sensor nodes and their energy consumed, within a bounded time period.

Therefore, the optimization function is mathematically represented as,

argmin Ctioml “4.17)
LLHE

subject to, m > (L + 7—(12), Chigh > Ciow, C- 2 0, C, > 0, Ni, > 0,and 0 <
(sff 1 Tff f ) < 1. The maximum number of decision parameters displayed in the Web portal is
represented as m. In order to simplify the optimization function, we apply Lagrangian function,

which is represented as,

L'=-C ., — (L +H —m) - 12(Ciow — Chign)
~ 13(Cp) = a(Cr) = ps(N,) = (e = 1) (“.18)
— (T = 1)

where w1, us, 43, Ua, Us, tg, and uy represent the Lagrangian Multipliers. Further, to
solve Equation 4.18, we use Karush-Kuhn-Tucker (KKT) conditions. The dual feasibility and

complementary slackness conditions are represented as follows:
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oL _
- = —(BClow + BLN1) + 1 =0 (4.192)
0L,
wi(X)=0 andy; >0,Vi={1,2,---,7} (4.19b)

where X represent the constraints of the Equation 4.17. On solving Equation 4.19, we
obtain the optimal value of £i. Similarly, we perform the first order derivative of Equation
4.18, with respect to ‘H;? and applied the KKT conditions, to obtain the optimal number of
high-cost parameters. Therefore, the optimal value of £5* and H, ;’* are represented as:

; L ( )
L= — ~1 4.20a
Nla (ﬁclow ( )
[ % 1 M1
H = — | — -1 4.20b
b Npp (ﬁChigh ) ( )

Based on the optimal values of .EZI* and (HI{ **, we obtain the minimum total cost charged
by the SSP from the end-users. O

4.3 Performance Evaluation

4.3.1 Simulation Design

To evaluate and analyze the performance of the proposed pricing scheme, Q-Safe, we vary the
user entities from 0 to 500 and the number of sensor nodes from 200 to 600, in a simulation area
of 10 x 10km?. We randomly deploy the sensor nodes in the simulation region. The various

simulation parameters used are listed in Table 4.2.

TaBLE 4.2: Simulation Parameters for Q-Safe

Parameters Values

Py, Pp 10

Ny, Ny, 200
Decision parameters 10

Cases for price charged | 3

Ciow 100 - 500
Chigh 501 — 1000
C, 100

A1, 41, B 0-1
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4.3.2 Benchmark Solution

Existing research works discussed various dynamic pricing schemes to fulfill the demand of
both SSP and customers, in terms of profit of SSP and maintain the quality of service (QoS).
Guijarro et al. [97] proposed a two-sided payment scheme in a service platform, based on
WSNs. Their designed platform acts as a mediator between the consumers and the WSNss,
where both the service providers as well as consumers post their prices to maximize their
profit. On the other hand, Roy er al. [108] proposed a dynamic pricing scheme for providing
Sensors-as-a-Service (Se-aaS) in the mobile sensor cloud environment. They considered the
quality of service provided by the sensor nodes in terms of service return, the price charged by
the Sensor Cloud Service Provider (SCSP). Additionally, we compare another recent research
work on pricing in the Safe-aaS platform as a benchmark scheme. Considering the type of
road in different geographical regions and the presence of homogeneous sensor nodes, Roy et
al. [77] proposed a region-based pricing scheme. The authors calculated the price charged from
the end-users based on fixed cost, variable cost, and maintenance cost. We termed the pricing
scheme proposed by Guijarro et al. [97], Roy et al. [108], and Roy et al. [77] as Per-Subscriber
Model, PRIME, and RegPrice. However, none of these existing schemes consider the quality
of service to be provided to the end-users in terms of their requirement, and suggestion is not
given by the service provider.

We analyze the profit of SSP with the increase in the number of end-users, as illustrated
in Fig. 4.3. We observe that the average profit in the proposed scheme, Q-Safe, is improved
by 70.88%, 52%, and 77% compared to the Per-Subscriber model, PRIME, and Reg-Price in
the presence of 200 sensor nodes. We increase the number of end-users from 50-500 along the
x-axis. The possible reason behind the increase in the profit of SSPs is the rate of increase in
the demand of safety services by the registered end-users. Moreover, these end-users select the
optimal number of high- and low-cost decision parameters. We observe that the profit of the
SSPs varies randomly with the increase in the number of customers. As the price charged to
the customers varies with the number and type of selected parameters by them, therefore, the
average profit of the SSPs also fluctuates. Fig. 4.4 demonstrates the variations in the utility of
the proposed scheme, Q-Safe with the existing benchmark schemes, Per-Subscriber, PRIME,
and RegPrice. We vary the number of end-users from 0 upto 500 with an interval of 50, along
the x-axis. Interestingly, we observe that the average utility of Per-Subscriber model decreases
with the increase in the number of end-users, whereas the utility of Q-Safe increases in the
presence of 200 sensor nodes. We observe that the value of average utility is reduced by 5%,
16%, and 17% with respect to PRIME, Per-Subscriber, and RegPrice. One of the possible
reasons behind this trend in the average utility is that the effective time required to generate a
decision decreases with the increase in the number of end-users. The possibility of similarities

among the decision parameters selected by the end-users increases with the rate of increase
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Ficure 4.3: Profit Analysis

in their number. Therefore, the time required in processing, analysis, and generation of the
decision reduces. Fig. 4.5 illustrates the variations in the average cost of end-users in the
presence of 200 sensor nodes in the environment. It is studied that the cost or price charged
from end-users using our proposed scheme is quite low compared to the other existing schemes.
The price charged from the end-users is highest in case of Per-Subscriber model, in contrast to
PRIME and RegPrice. The possible reason behind this is that the concept of low- and high-price
decision parameters and the suggestion provided by the service provider. Based on the selected
type and number of decision parameters, the price is charged from the end-users. Further, the
decision is provided to the them accordingly. Fig. 4.6 demonstrates the variations in the QoS
of the proposed scheme with other existing schemes, PRIME, RegPrice, and Per-Subscriber
model. It is shown that the QoS values follow raising trend with the increase in the number
of customers. However, the rate of increment in QoS is comparatively high in Q-Safe with
respect to other benchmark mechanisms. One of the possible reasons behind such a trend is
that the value of utility and effective energy is high compared to the other existing schemes, as
illustrated in Fig. 4.4 and 4.7.
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4.3.3 Result Analysis

In our proposed approach we describe how price is charged from end users through maintaining
the quality of service. To maintain QoS of the safety services, we consider various parameters
involved in the proposed pricing scheme such as utility of service, total cost, energy consumed,
time, error characteristics, and optimal number of selected parameters by the end-users, to
characterize it. In this section, we study and analyze the behavior of these parameters for
helping customers by delivering safety services at an optimal cost.

Effective Energy: Fig. 4.7 illustrates the variations in the effective energy consumed, with
200 sensor nodes. We vary the number of end-users from 20-200 at an interval of 40 along the
x-axis. We observe an increasing trend in the average effective energy, both in case of high-

and low-cost decision parameters. The probable reason behind this is that with the increase
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in the number of end-users, the number of decision parameters (high- and low-cost) selected
by them increases. Therefore, the total sensor nodes in the decision generation process also
increases. We consider the energy consumed by used sensor nodes for five iterations. As a
result, the effective energy consumed increases. In another analysis of Fig. 4.7, we observe that
with respect to the increase in the number of end-users, the number of sensor nodes involved
in the decision generation correspondingly increases. As a result, the number of sensor nodes
required to provide the information of the low- and high-cost decision parameters also increases.

Total Cost: Fig. 4.9a demonstrates the average total cost of the decision parameters incurred
by an end-user at different iterations during the re-evaluation of the cost before optimization. In
our proposed approach, the price is charged from the end-users, based on their selected decision
parameters. SSP provides two types of parameters- high- and low-cost. Based on the decision
parameters selected by the end-users, the total cost is estimated. We observe that the average
total cost follows a decreasing pattern for different iterations and an increasing pattern with the
increase in the number of end-users. In Fig. 4.9a, the total average cost after iteration 1 is
quite high. This signifies that most end-users select high-cost decision parameters. However,
after iteration 4, the average total cost is quite high compared to iteration 3. The possible
reason behind this is that the end-users select more high-cost decision parameters than low-cost
parameters in iteration 4. As a result, the utility of the service to be provided to the end-users
changes. Further, selected parameters vary with the inclusion of decision parameters suggested
by the SSPs. Moreover, as the decision parameters recommended by the SSPs are incorporated,
the average total cost charged from the end-users decreases, after each re-evaluation.

Effective Time: Fig. 4.9b illustrates the variations in the average effective time with the
increase in the number of end-users. We observe that the effective time decreases with the
increase in the number of end-users by 58.12%, in the presence of 200 sensor nodes. Addi-
tionally, the effective time decreases with different iterations. The possible reason behind this
trend is that the number and type of decision parameters selected by the end-users may overlap.
Therefore, the time required to evaluate and generate the decision, and the number of times

re-evaluation requests are processed, are minimized.

Utility: Fig.4.8c demonstrates the variation in the utility of safety services to be provided
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to the end-users. We observe that with the increase in the number of end-users, the utility of
service increases by 34.35%. We estimate the utility of safety service as per Equation 4.7. The
utility of the services provided to the end-users increases with the increase in the number of
decision parameters selected and decreases with the increase in the time required for decision
generation. From Fig. 4.7, and 4.9b, we study that the effective energy consumption increases
and the effective time required for estimation of total cost decreases with the increase in the
number of end-users. Therefore, as per Equation 4.7, with the increase in the effective energy
consumed and decrease in the effective time, the utility of service also increases.

Optimal number of parameters selected: Fig. 4.10 depicts one example of the optimal
number of high-price and low-price decision parameters selected by the end-users, such that the
total price charged by the SSPs is minimized. In Fig. 4.10, we consider the optimum number of
high-range and low-range parameters are selected in the presence of 10 end users. We estimate
the optimal value of Lé’* and H, l{ " from the solution of the optimization function, as given in
Equation 4.20. Therefore, the optimal number of decision parameters selected by the end-users
vary. Fig. 4.9 demonstrates the variation of optimal cost and average utility with the increase in
the number of end-users from 20 to 200. We observe that both the minimum total cost charged
by the SSPs and average utility at different iteration vary randomly in the presence of 200 and
600 sensor nodes.In comparison with Fig. 4.9a, the total cost is significantly minimized with
every iteration for 200 sensor nodes.

However, there exists arising trend with the increase in the number of end users. The possible
reason behind this trend is for a similar number of high-range and low-range parameters, the
number of end users are increased.

Error Characterization: Fig. 4.11 illustrates the characterization of error in the estimation
of energy, utility, time, total cost, and the optimal number of high-price and low-price decision
parameters selected. We compute the energy consumed based on selected parameters by the
customers (error estimated in Energy1 graph) and used sensor nodes in the decision generation
(error estimated in Energy?2 graph) process. We observe that the error occurred during different

iterations is significantly low in case of energy consumed, while the error is quite high in case
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of utility, effective time, total cost, and the optimal number of high- and low-cost decision
parameters. Error characterization is required to provide the clear concept about the trend of
variations in the parameters. We observe the outcome after five iterations and found that the
error is minimum for every parameter. However, the total cost varies because of different types
of parameters chosen by the customers. From the error characterization graphs, the future

behavior of all the decision parameters can be predicted over the number of end-users.

4.4 Conclusion

In this chapter, we introduced a QoS-aware dynamic pricing model called Q-Safe, designed
to deliver customized safety services to end-users. The Q-Safe framework employed a two-
way pricing mechanism that is mutually beneficial for both end-users and SSPs. The model
leveraged high-price and low-price decision parameters, displayed on a user-accessible Web
portal, to guide pricing decisions. Initially, end-users select certain parameters based on
their preferences, after which SSPs can recommend additional decision parameters tailored
to the users’ geographical location. This approach enabled a dynamic interaction between
users and SSPs, which we modeled using a non-cooperative Multiple-Leader-Multiple-Follower
Stackelberg game-theoretic framework.

To implement this dynamic pricing scheme, we considered various factors, including the
effective energy consumed, the computational time required to calculate the total cost, and the
sensor nodes utilized in the decision-making process. These elements were used to construct

a utility function representing the quality of service provided to end-users. By analyzing the
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utility and decision parameters selected by users, we determined the total cost incurred by
end-users for the service.

Further, we formulated an optimization function that aims to minimize the overall cost
charged to end-users by selecting an optimal mix of high-cost and low-cost decision parameters
while ensuring the desired QoS levels. Through this optimization, the Q-Safe model can offer
an adaptable and efficient pricing strategy that balances cost and quality for both end-users and

service providers.






Edge-Intelligence Based Safe-aaS

The recent advancements in the field of ITS are primarily due to the wireless vehicular sensing
and communication technologies, which resulted in improved on-road safety of individuals.
Fallgren et al. [111] examined the 5G technologies required for the convergence of communica-
tion among the vehicles with the help of mobile applications. The key objectives of 5G-based
communication technologies are to minimize latency, enhance reliability, increase scalability,
and secure inter-vehicular communications. On the other hand, the improvement in the traffic
efficiency and minimization of on-road congestion are the essential aspects of concern for both
safety of vehicles and drivers. Lin et al. [112] proposed an edge computing-based public vehicle
system for enabling smart transportation. Similarly, Boban ef al. [113] found the research gap
in the V2X communications and proposed a V2X random access network for 5G scenario.
Various artificial intelligence tools are used to analyse traffic and accidents to reduce real time
hazards. Cafiso et al, Vasmari F et al [114] proposed fuzzy control system for traffic analysis to
reduce road accidents. Ali et al. [115], Izquierdo et al. [116] studied the characteristics of the
drivers, traffic and applied ANN method to study the hazard created by driver’s behaviour in the
accidents. The authors proposed a mechanism to alert the driver to avoid road accidents. The
primary objective of the automation is to reduce vehicle collisions and prevent hazards. Roy et
al. [19,83,90] developed a unique platform for transferring safety-related decisions to end users.
In Safe-aaS, the SSPs manage and maintain the platform in centralized manner. To ensure un-
interrupted services for end users, the authors designed a dynamic service handoff mechanism

among the SSPs. Ranadheera et al. [117] proposed a distributed mechanism for computation

63
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offloading and for activating the appropriate mobile edge computing server. They utilized the
theory of minority games to develop a solution for their proposed approach. However, none of
the existing schemes address the implementation of an edge server that delivers safety-related
information to users with ultra-low latency. As safety-related decisions are provided to the
end-users, so any delay in delivery of these decisions is undesirable. Further, another major
challenge associated with the Safe-aaS platform is to maintain accuracy of the generated deci-
sions. Edge servers are widely popular for their computational and processing capabilities at the
“edge” of the network [118]. Typically, based on their location, the edge servers are categorized
as regional, network, and on-premises edge. Unlike traditional methods, the complex analysis
and storage of data are done at the user’s location. The edge servers are selected with the criteria,
which include computation capability constraints and previous performances. Edge severs are
placed at a certain geographical location. The overall computational and processing costs are
also minimized. Motivated by these facts, we introduce the concept of edge intelligence into
the existing Safe-aaS platform for providing accurate decisions to the end users with ultra-low
latency.

In this proposed scheme, we intend to introduce the concept of edge server in the Safe-aaS

infrastructure. The specific contributions of this work are as follows:

* We present the concept of edge intelligence layer in the Safe-aaS platform, which com-
prises distributed edge servers. The sensed data is primarily processed at the edge nodes.
We apply ANN at the edge nodes to classify the edge servers and fuzzify the decisions
at the edge server end, thereby minimizing the computing overload of the cloud server.

Decisions are further propagated to decision layer.

* We design an algorithm to select the appropriate edge server for processing the sensed
data and decision generation. We estimate the computing density to mark edge servers in

the active or inactive state. We show that the computing density is normally distributed.

* We provide unique decision generation mechanism at the edge server with the help of
fuzzification. We categorize the decision parameters to generate the decision class in

which these parameters belong.

 Lastly, we compute total delay with/without the edge intelligence layer. We observe that
with the introduction of the edge intelligence layer, the total delay is minimized to 90.58%

compared to the delay without the edge layer.

5.1 Necessity of Edge Server in Safe-aaS

In the IoT scenario, the edge servers compute, process, analyze, and store data near the location

of the end-users. Typically, in a traditional Safe-aaS platform, the edge layer comprises edge
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nodes, which primarily process the time-sensitive raw sensed data. The sensed data, which
are not time-sensitive, are processed in the cloud. As road-safety information are delivered to
the end-users, so any form of delay in delivery may lead to a hazardous situation. Depending
upon their type, the edge nodes present in the edge layer possess limited computation and
processing capability. In the presence of edge servers at the edge layer, the delay incurred in
the processing and delivery of the decisions is significantly reduced. Further, the management
of the security of these generated decisions and credentials of the end-users is necessary. The
following attributes characterize the edge server-enabled Safe-aaS platform:

Minimizes latency/delay incurred in decision generation: We consider that the edge layer of
the Safe-aaS platform consists of distributed edge servers. Because of this distributed nature,
the decision is generated at any of the activated servers, hence, the delay incurred is minimized.
Further, the generated decisions are stored at these edge servers placed close to the end-users.
On the other hand, multiple end-users register and request decision parameters at the same time.
Therefore, the decision parameters requested by them may overlap. The corresponding deci-
sions can be cached and stored at the edge servers. Hence, the cache access time is minimized.
Facilitates computation offloading: Each of the edge nodes possesses two modules - com-
munication and computation. In the traditional Safe-aaS platform, the communication module
uploads the time-sensitive data from the edge nodes to the cloud, after primarily processing
them. Based on the type of these edge nodes, their processing and computation capability differ
from each other. Therefore, when the edge nodes offload the task to the cloud, high bandwidth
is necessary. Due to limited bandwidth, a delay is incurred in uploading the data and some data
packets may be dropped. Further, any drop of data packets may result in the generation of in-
appropriate/partially correct decisions. However, the distributed edge server-enabled Safe-aaS
platform minimizes the network overhead costs, while uploading the data and offloading the
tasks.

Extends storage and processing:The edge servers enable storing the generated decisions and
the credentials provided by the end-users during registration. Additionally, the information
regarding the sensor and vehicle owners, and sensor nodes rented by them to the Safe-aaS plat-
form is stored in these servers. The processing of the sensed data and application of complex
analysis techniques is done at the distributed edge servers.

Eliminates the issues associated with the performance of SSPs: A SSP is a centralized entity,
who manages and maintains the entire Safe-aaS platform. The SSPs pay an amount as a penalty
in case of delay in delivery of the generated decisions to the end-users [?]. The integration of
the edge server with the Safe-aaS platform helps to achieve ultra-low latency. Therefore, the
profit of SSPs increases because the penalty cost reduces. As a result, the performance of SSPs
as well as end-users satisfaction, is improved.

Imposes security on the generated decisions: The raw sensed data are directly processed at the

edge servers and decisions are generated. Therefore, any form of external malware attacks on
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data can be avoided and the security of the generated decision is managed. Further, the creden-
tials of end-users, sensor owners, and vehicle owners are stored in the distributed edge servers,
without permitting any third party to access these data. Hence, the security of the decisions as

well as information of end-users, sensor nodes rented, and their owners is preserved.

5.2 Distributed Edge Server-Enabled Safe-aaS Infrastructure

In Safe-aaS platform, registered end users select certain decision parameters among the ones
available and pay the service charge through the Web portal. End users get benefited by the
safety decisions made from the selected parameters. The end-users possess no knowledge
regarding the sensor nodes and the decision generation process. To minimize the delay incurred
in decision generation, improve computation offloading, upgrade the end-users experience, and

increase the profit of SSPs, we introduce the concept of edge Server into the Safe-aaS platform.

Safety Service Provider@@

Centralized
with end-users’ requests Storage Cloud end

[ Mapping of decisions

Edge

|
i Distributed
|
i Server end

Device
layer

Ficure 5.1: Edge Server-Enabled Safe-aaS

We consider that the edge layer of Safe-aaS platform is replaced by the distributed edge
server-enabled layer. The SSPs are responsible for the management and maintenance of the edge
servers. The various layers of the Distributed Edge Server-Enabled Safe-aaS infrastructure

are as follows:
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Device Layer: This layer comprises heterogeneous types of static and mobile sensor nodes,
which are either deployed at a geographical location or placed into the vehicles. These sensor
nodes sense and transmit data to the edge layer for processing, analysis, and decision generation.
Edge Server Layer: This layer is a newly introduced layer into the Safe-aaS platform to enable
the distributed computing environment. We consider that the distributed edge server layer and
decision layer together form the distributed edge server end. Initially, the raw sensed data is
transmitted to the edge nodes. After primary processing, these data are processed at the edge
servers. Fig. 5.2 demonstrates the mapping of the edge nodes with the edge servers. The
mapping of edge nodes to the processed data and the data to the edge servers is a many-to-many
relationship. We apply Artificial Neural Network (ANN) to train the processed data for the
selection of the appropriate edge server. Further, the decision is generated and propagated to
the decision layer using fuzzification. The detailed architecture of the Distributed Edge Server-
enabled Safe-aaS platform is illustrated in Fig. 5.1. We categorize this layer into two different

sub-layers, which are -

» Edge Data Computation Layer: In this layer, different edge devices generate real-time data
which are collected, stored, and pre-processed. The pre-processed data are propagated
to the next layer for further computation. The edge nodes form the key elements of this

layer.

* Edge Data Intelligence: The edge servers and decision layer are part of the edge data
intelligence layer. Based on the volume of data present at the edge nodes, the edge servers
are activated and the decisions are generated. The selection of the appropriate edge server

takes place using the ANN process.

Decision Virtualization Layer: Mapping between the generated decisions and the selected
decision parameters by the end-users is involved in this layer [19]. Typically, we consider that
the processing of this layer is performed centrally in the cloud. Further, the decisions, the
present value of decision parameters, and information transferred by the end-users are stored
for a long term in this layer.

Application Layer: This layer acts as an interface between the Safe-aaS platform and the end-
users. The end-users register to the platform, provide their starting and destination details,

select the decision parameters, and make payment.
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FiGure 5.2: Mapping of Edge-nodes with The Edge Servers

5.3 Characteristics of Edge Server Computing in Safe-aaS

The edge server-enabled Safe-aaS platform provides customized safety-related decisions to
the end-users incurring ultra-low latency. We introduce the presence of distributed edge
servers in the edge layer of the Safe-aaS platform. The primarily processed sensor data are
transmitted to the selected edge server, where the decision is generated. Depending upon the
distance between the edge nodes and the edge server, task execution capability, and their storage
capacity, the appropriate edge server is selected. Individual computing density is calculated
with these parameters at server end. The edge server with positive and high computing density
is activated. The chosen edge server is activated to process the data for decision generation. We
apply Artificial Neural Network (ANN) to train the sensed data and select the appropriate active
edge server. Fig. 5.2 demonstrates the mapping of the edge nodes with the edge server. We
represent the computation density of each of these edge servers in terms of their computation
capability. The computation capability of the i*" edge server is mathematically represented as,
_ Sc X (Prax — (Pw +Py))

L= 1
Cf Smax X Pmax (5 )

where S, is the present processor speed and P, denotes the maximum number of pro-
cesses to be executed. The number of processes at the waiting state and the number of processes
presently being executed at the i*" edge server is represented as P,, and P,. S, denotes the
maximum processor speed. We model the computing density, X? of the i’ edge server as a

random variable that is normally distributed. Therefore,
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CJ‘; xPj;lT X M!x 1;
Ti

X' = (5.2)

where Pﬁ’nT represents the volume of data or the number of processes input to the edge server
at time instant 7. M ll denotes the memory space of the i*" edge server. Further, the time taken
to process and analyze the data is represented as #; and 7; is the maximum time required by
the i’ edge server. The probability density function of the computing density of the i** edge

server is represented as,

-X2/2

2r

e

f(Xi) =

(5.3)
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Activated,
&l = and P, > (P +P,) (5.4)

if C} is high with positive value

NotActivated, otherwise

Classification of edge servers: The edge servers are categorized based on their geographical
location and the volume of data processed by them. We identify each edge server and edge node
with its unique ID and geographical location. So one edge server & is identified by < 82 1D I >
and one edge node ¢; is identified by < e} ,,,l; >. The Euclidean distance between the edge
servers and edge nodes is computed from the geographical location of the edge servers and
nodes. The edge servers situated at a minimum distance are selected for processing the data.
Further, we apply a supervised Artificial Neural Network (ANN) to classify the edge server
through training of available edge data. We consider the scenario where a single edge server
is chosen at a particular time to process the data. Thereafter, the excitatory weights of the
corresponding links are updated. Fig. 5.3a demonstrates the classification of edge servers
with the help of available sensed data at the edge nodes. We take random data as training and
testing samples for the classification. After applying the training sample Some of the edge
servers are selected. a similar type of result is shown for the testing set. Servers 6 to 10 are not
selected because they are not activating with these random data samples. For the testing set The
computation capability of these edge servers is estimated which is one of the important criteria
in their selection. We compute the computation density of each edge server using Equation 5.2.
The edge nodes offload their task to their nearest connected edge server.

Selection of Appropriate Edge Server: To process the end user’s request and generate decisions
for them, the selection of the appropriate edge server is necessary. Further, the edge servers differ
from each other depending upon the distance of these servers from edge nodes and computing
density. Algorithm 4 provides a comprehensive overview of the selection of appropriate edge
servers. Edge servers are activated through the equation 5.4. We apply the ANN network to
train the edge server using the available sensed data at the edge nodes, as demonstrated in Steps
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5 and 6. Thereafter, the decision is generated from the primarily processed data transmitted to

the selected edge server.

Algorithm 4 Edge Server Selection

INPUT:

1: Source, Destination, Set of Edge nodes, Set of Edge data, Set of Edge servers.
OUTPUT: Selection of edge server
PROCEDURE:

1: for Each edge node do

2: Calculate Euclidean distance with the edge servers from edge node

3 Select edge servers placed at minimum distance

4 for Data at edge nodes and selected edge servers do

5: Update the link weights of the edge servers
6: Train the network
7
8
9

Appropriate edge server is selected
Compute computing density of the edge server
: if Computing density is low then
10: Repeat Step 2

11: end if
12: end for
13: end for

Decision Generation at Edge Servers: Fuzzification and fuzzy inference is another type of
artificial intelligence tool that is used to fuzzify a crisp set of parameters to fulfill the criteria of
the decisions. Decision parameters are categorized into five categories based on membership
value range. Here we consider Dg to D¢ as weather type decisions, in the same way, the rest of
the decisions are classified as congestion (D4 to Dg), another type (Dg to D4). For any specific
input value of the parameter, decision D; is generated. Fuzzified D; consists of two things-
decision type and membership value of the specific type. So the fuzzified set is represented as

{D;, ,uf’ } where {0 > ,uf < 1}. Fuzzification is represented mathematically-

weathertype, ifDg > ,ufl < Djg
D; = { Congestiontype, ifD4 > ,ufl < Dg (5.5
Othertype, ifDgo > ,uf < Dy

Computation of Delay Incurred: Without an edge intelligence layer, sensed data is locally
processed and then uploaded to the cloud server for further decision generation. Decisions are
virtualized through the virtualization layer to the end users or decisions are downloaded. For

this scenario, total delay(7;;) is calculated mathematically as -

Ta1 =X (S, XN+ P+ UL + DY) (5.6)
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Total delay is generated for several factors such as delay in sensing the current environment
(S4), processing delay (P4), uploading delay (Uy), Dy. Here m signifies as number of times
the server has been accessed. Delay in processing occurs due to lower processing speed, which
is expressed as
. (SE =81y x NI
P, = —( z tC) : 5.7
After introducing the edge intelligence layer total delay may occur due to the computation
density of the edge server instead of uploading, downloading delay and termed as
. : . C}' x P
Ta2 :2;.‘:1(SCJI><NSJ +le+ ” ) (5.8)

where P is the total number of processes at any time. The total delay for every user is incurred
by the number of times the user has to access the edge or cloud server. Total latency is reduced
by 90.58% using edge server than using cloud server in Fig. 7.5. Data upload/download to/from
the cloud server is not required in our approach. Most of the computations are done at the edge

server side.

5.4 Performance Analysis

5.4.1 Results

In our proposed scheme, edge servers are classified by the edge data with computation capability.
The nearest edge server from the edge node is selected for further processing of edge data.
Computation density is calculated to mark the edge server as an active server and then perform
fuzzification of decision parameters to generate decisions. We characterize the results in the
following way:

Classification of Edge Servers: Sensed edge data is divided into two sets such as training set and
testing set. Here we take 70% of data as a training sample and 30% as the testing sample. The
proposed ANN is trained using a training sample with random weights and randomly generated
data. In the training process, we get 99% accuracy as shown in Fig. 5.3a and in the testing
phase, above 88% of accuracy.

Computational Power of Edge Server: It is necessary to determine the computation capability
of the selected edge server. Computation capability depends on some parameters such as
computation speed, the total number of processes running at this moment, and the maximum
number of processes an edge server can process at a time. In Fig. 5.3b, we compare the results
for two different samples. We find that computation density is normally distributed and it goes
down when the number of edge servers is increased. The possible reason behind this is, that

as edge servers are increased, computation is more distributed into several edge servers, so
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computing density is decreased.

Fuzzification: We categorize the decisions into three categories. Further, we consider 10
decision parameters and 5 generated decisions. Fig. 5.4 illustrates that the fuzzified parameter
value 7.5 belongs to the descent and good region. The decision for this input falls under the
weather type decision. We apply three rules to make a fuzzified decision.

Delay Incurred: We calculate the total delay for our proposed approach. Introducing edge
intelligence layer in Safe-aaS, the delay is minimized up to 90.58% than traditional Safe-aaS.
Fig. 7.5, the blue line is marked as the delay incurred for traditional Safe-aaS and the green
line for Safe-aaS with edge intelligence layer. We observe the increasing trend of delay in both
cases in an increasing number of sensor nodes. The possible reason for this trend is as number
of sensor nodes usage rises, more decisions are generated. As a result, the more total delay is

incurred.

Total Delay

T T

Total Dela
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Number of Sensor Nodes

FiGure 5.5: Delay Calculation

5.5 Conclusion

In this chapter, we focused on minimizing decision-generation delays within the Safe-as-a-
Service (Safe-aaS) platform, ensuring that end-users receive timely and accurate safety infor-
mation. Recognizing that delays in generating and delivering safety decisions could compro-
mise the effectiveness of on-road guidance, we designed our platform with mechanisms that

emphasize both speed and reliability in information processing and dissemination.

* Bandwidth Optimization for Data Processing and Storage: One of the primary chal-
lenges in delivering real-time safety information is the need for sufficient bandwidth
during data processing, decision storage, and analytics at the network edge. To address
this, we proposed an enhanced bandwidth allocation strategy, specifically aimed at expe-
diting the upload of processed data and ensuring seamless storage and retrieval of safety
decisions. By focusing on improved bandwidth at critical stages, we aim to reduce data

transmission delays and optimize the responsiveness of the Safe-aaS platform.
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* Integration of Distributed Edge Servers: To further minimize delays and enhance
computational efficiency, we introduced the concept of distributed edge servers within
the edge layer of the Safe-aaS platform. These servers are strategically positioned to
process and store data closer to end-users, thus reducing latency and improving data flow
across the network. For effective resource management, we estimated the computational
density of each edge server, enabling the platform to assign workloads based on each

server’s capacity and availability.

» Application of ANN for Optimal Server Selection: To facilitate rapid decision gen-
eration, we deployed an ANN model at the edge nodes. This ANN model dynamically
evaluates the computational demands of incoming tasks and selects the most appropriate
edge server based on its processing capacity and current load. By employing an ANN,
the system can make intelligent, data-driven decisions in real-time, selecting the optimal

edge server for decision generation and thereby reducing processing delays.

* Fuzzification for Decision Generation at Edge Servers: To further enhance decision
accuracy, we implemented a fuzzification process at the edge servers. This process clas-
sifies incoming data based on predefined risk factors and decision parameters, allowing
the edge servers to generate safety decisions with greater precision. The fuzzified data
facilitates a more nuanced understanding of safety risks, enabling edge servers to produce
decisions that are both accurate and timely. Additionally, we analyzed the probability
density function of the computational density across the edge servers, offering insights

into server utilization patterns and potential areas for improvement.

Further, the proposed edge server-enabled Safe-aaS platform leverages distributed edge comput-
ing and ANN-driven server selection to create a responsive and reliable safety recommendation
system. By strategically managing bandwidth, computational resources, and decision accu-
racy, this approach enables the Safe-aaS platform to deliver high-quality, low-latency safety

information to end-users, supporting safer and more informed journeys.






Adaptive Pricing Mechanism

This chapter introduces a novel smart pricing scheme, *Safe-Price’, designed to enhance Safe-
aaS in ITS. The scheme focuses on dynamically adjusting the price charged to users based on
the safety-related services they utilize during road trips. Users input their starting and terminal
coordinates into a Web portal to request safety information, such as hazardous road conditions,
weather updates, and sharp turns. The SSP suggests active decision variables to users based on
real-time data from sensors, which they can choose to accept or ignore.

To minimize computational delays in generating safety decisions, an ANN is employed to
process sensor data efficiently. The pricing mechanism takes into account the number of decision
variables chosen, how frequently users access the service, and whether they follow the SSP’s
recommendations. Two cases are explored: when users select the suggested safety variables
and when they do not. This chapter also highlights the architecture of the Safe-aaS platform and
its five-layer SOA, with a particular focus on the role of the decision layer and the application
of ANN to improve decision-making speed. ITS have introduced advanced technologies and
improved real-time road safety of vehicles and drivers. Abuelela et al. [119] proposed that
with the growth of vehicular networks, embedded devices, and cloud computing, the concept
of vehicular cloud computing, VC2, emerges. On the other hand, proper coordination among
the automated vehicles is essential to minimize congestion. The uncoordinated lane change
and departure from the location of automated vehicles affect the traffic flow. Taking this fact in
consideration, Meissner et al. [120] proposed an approach which is based on the organization of

the automated vehicles such that the exit success rate of vehicles is maximized with minimum
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impact on the present traffic conditions. The authors considered different decisive aspects
for safe departures such as identification of the vehicles which intend to change their lanes
towards exit and identifying the destinations by using vehicle to infrastructure (V2I) service.
They proposed the flow mechanisms to maintain balance in traffic flow and safe speed for fuel
efficiency. Further, the estimation of right friction on road helps to avoid crash. Also, the
autonomous vehicles are not properly designed with anti-skid control. Yuchuan et al. [121]
collected real-time data and analyzed them by applying deep neural network with domain
knowledge concentrating on the texture of road identification. Cloud services are usually
applied for processing and management of huge real-time data. End users receive customized
safety-related decisions and pay according to their usage in Safe-aaS platform. In Safe-aaS
enabled mechanisms [83, 100, 122, 123], vehicles are equipped with wireless sensor nodes to
communicate with other vehicles and on-road infrastructures. Considering the different types
of road, Roy et al. [90] proposed a region-based pricing mechanism for provisioning safety
services, such that it satisfies both the service providers as well the users. Further, Pradhan et
al. [122] categorized the decision parameters as high and low price parameters, to balance the
quality of service and price charged from the users using the Safe-aaS platform. In another
aspect, Mansouri et al. [124] proposed a pricing mechanism through two-level optimization.
The authors proposed an optimal pricing strategy for the users through the profit maximization
of the cloud service provider. Roy et al. [123] formulated an optimization function applying
multiple leaders multiple followers Stackelberg game to satisfy both the SSPs and the users.
Several research works, related to safety in road transportation, proposed different prototypes,
schemes, and platforms [125]. Safe-aaS is one of the prevailing platforms, which delivers
personalized dynamic safety-associated decisions dynamically to multiple users. The registered
users select certain decision variables and pay the amount charged through a Web portal. During
their journey, the users may change the decision variables chosen by them. With the dynamic
variation in their selection, the price charged from them also changes. Further, the generation of
decisions from the sensed data is a complex task and any kind of delay caused in transmission
of information may create an abnormal condition. Therefore, jointly minimizing the delay and
delivery of appropriate decisions is a non-trivial problem. Motivated by this fact, we design
a pricing scheme for the users depending upon their utilization of safety services. We adopt
ANN to process accurate decisions which are delivered to the users. Therefore, safety-based
information are simultaneously generated and delivered to the users incurring minimum latency
and price charged.

In this chapter, we discuss a pricing scheme to determine the optimal payment charged from

the users, as per their service usage. We aim to resolve the following research questions:

* RQ1: How to generate safety-related decisions with minimal computation to reduce the

latency in the entire process?
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¢ RQ2: How do the users access these services?
* RQ3: How to determine the optimized price charged to the users?
The most significant contributions of this proposed scheme are as follows:

* We introduce a scheme to jointly minimize the latency incurred in decision generation
and the payment received from the users. To increase the usage of the safety services,
SSP suggests active decision variables to the users. These parameters are produced from
the corresponding activated sensor nodes. On the other hand, the registered users chose

these decision variables to receive safety-associated decisions.

* To minimize the processing time, we apply a supervised ANN training-learning technique
to generate a decision. We first train the network with the training data set, which consists
of active decision variables and generated decisions. Further, based on the selected
decision variables, the network is tested and it proves above 80% accuracy between the
actual and predicted values in testing samples. We design the utility per user as per
the decision variables chosen by them, energy consumed, and time required in decision

generation.

* We design a pricing mechanism considering the cases when the registered users select
or do not select the active decision variables suggested by an SSP. From their source to
destination, the users may modify their selection of decision variables. Based on the
selected variables, the price is received by them. In our proposed approach, the payment

received is decreased from 58% to 36%.

» Extensive mathematical and simulation-based evaluation of the proposed scheme explores
that the sensor usage in decision generation reduces. Therefore, the energy consumed in
the generation of a decision is minimized and the service charge received from users also

fluctuates with their selection of decision variables.

6.1 Problem Definition

We consider an ITS-implemented environment, where Safe-aaS platform is applied. Safe-aaS is
a five-layered platform - device, edge, decision, decision virtualization, and application layers.
The device layer contains heterogeneous types of stationary and mobile sensor nodes, which
sense and transfer the data to the edge layer/cloud, depending upon the time-sensitive nature of
the data. Practically, the sensor nodes are either placed at different geographical positions or
into the vehicles, which are activated at various time intervals. Based on their energy levels and
reputation, the activated sensor nodes are selected for decision generation. Further, the decision

is generated from the sensed data transmitted by various sensors. Therefore, depending on
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the type of activated sensor nodes, the corresponding decision variables are determined and
suggested. The registered users, choose some the available decision variables and pay the
amount charged for availing the safety services through a web portal. Based on their preferred
decision variables, customized decisions are provided to them. On the other hand, a decision
is generated after complex analysis of data in the decision layer and virtualized to users. Then,
we apply ANN in this layer to train the pre-processed data generated from the edge layer/cloud.
The logical mapping between the generated decisions and decision variables requested by the
users is performed in this layer applying ANN approach.

We consider A as the set of different types of sensors in the device layer, which is represented
as N={S!,82,--- , 8N}, such that 1 <i < N. Further, we categorize the sensor nodes based
on the type of data sensed by them such as weather conditions, traffic congestion, and presence
of pedestrians. We consider that x types of sensors working in the environment. Therefore, the

number of activated sensor nodes is mathematically represented as,
NS={S,'ZS[H(SVM),S,'ECX,S[EN} (6.1)

where S and M represent the stationary and mobile sensor nodes. The category or type
of sensor node is denoted by C. We define the reputation of the sensor nodes in terms of the
number of times these nodes are transmitting the sensed data with respect to the normal sensing
data rate. Therefore,
ni

R = — Xrg (6.2)
Ntn

where R; is individual reputation of the i’”* sensor, n; is the frequency of transmitting
sensed data, n,j, is the threshold frequency to transmit sensed data, and r is the rate of sensing.
As mentioned earlier, practically, at any time instant, some of the sensor nodes are activated.

Mathematically,

Active,  Energy level/Reputation value is high

Si = (6.3)
Inactive, Energy level is low and needs power

Sensors are activated when the energy and reputation of the sensor nodes are above their
threshold value. The corresponding available decision variables from these activated sensor
nodes are denoted as P’a] Each of these activated decision variables belong to the set of
available decision variables #, such that Pi,j € P. In case the i’" decision parameter, Pi,’j is
active, a random weight is generated for it. The weightage of each decision variable belongs
to the range 0-1. Further, depending upon learning rules, these values are updated. During the

training of decision variables, the weight update takes place, till the decision is generated. We
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represent the set of users as, & = {E', E2,--- , E™}. Based on the number and type of decision
variables chosen by users, the decision is generated. The value of these decision variables are
also updated, after a duration of 7,. On the other hand, ANN is applied for decision generation

in the decision layer, the entire process is discussed in Section 6.1.1.

6.1.1 Decision Generation

In our proposed pricing mechanism, we apply supervised ANN on the primarily processed data.
The input layer comprises the available active decision parameters. Thereafter, we define two
hidden layers and set the weights with random values. For the activated decision variables,
the weights are updated immediately. First, we train the primarily processed data generated by

the heterogeneous sensor nodes. Then, the weights of their corresponding decision variables
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are updated. These decisions are further classified, depending upon the category of sensors.
We consider that certain sensor nodes are activated within a time duration. Therefore, the
corresponding decision variables also become active during that time. The training is undergone
with these active decision variables for our randomly generated sample data set. Depending
upon the decision variables selected by the users, the decision is generated after training. We
represent the number of decisions to be generated as a set, D = {Dy, D, -+, Dy }.

Training Process: ANN is trained with the active decision variables, corresponding to the
sensed data, at the input layer, and the decision is generated at the output layer. Considering
the energy level of the sensor nodes, the weights of the decision variables are set by the SSP.
Suppose, the hidden layer comprises m neurons. The weight vectors of the hidden and output
layer are denoted as W = {W, Wy, -+ , Wy} and Z = {Zy1,Z12, - , Zmx} respectively.
Every hidden neuron uses the sigmoid function on the weighted sum from input layer. The
stream of output vectors from the input layer which are propagated to the hidden layer is denoted
as {Y11,Y12,--- ,Yum},and Y;; = f.‘:] P?J.Wl-j + b, where k is the number of decision variables
chosen by the a'”* user. Suppose, H is the set of outputs generated from the hidden layer. After
applying sigmoid function, the generated decision at output layer is V; = 27:1 H;Z; + by,
where ¢ is the number of outputs combined to generate the decision. After applying the linear
activation function at the output layer, the network provides the final output. Further, we

calculate the mean square error as,
1 2
Ej=3x (f(Vj)=Dj) (6.4)

Motivated by the mathematical model of ANN in [126], parameters are updated in terms of
weights and bias by the learning process.

We consider that before occurring any hazardous situation, specific sensor nodes are acti-
vated and decision variables are generated from the sensed data. These data are analyzed, the
generated decision is transmitted to the registered users. In our proposed approach, we compute
the usage of the safety services, based on number of times and time duration, the users access

the service. The utility of the j** end-user is -
N ..
U= (P&, 1) 6.5)
i=1

where Pif is the decision variables selected by the j'" end-user. We consider that any end-user

selects a maximum of N decision variables. Tff ! represents the time required to process the

users’ requested decision parameters. Therefore,

perr _ T+ T4 T = T = )

i T (6.6)
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Algorithm 5 Price and Utility Computation

INPUT: (Starting, Destination) = (S;, d;), P,ij, Ps.
OUTPUT: Service charge payment by i’” user.
PROCEDURE:

1: for n: Number of users do
2 for K: Number of active decision variables do
3 i*" user selects decision variables
4 P! is computed
5: Call Algorithm 6 for decision generation
6 Per selection price charged and utility is computed
7 while time =7, do > 12 short time delay
8 Go to step 2 until d; is reached.
9 if i user satisfied then
10: Decision is delivered
11: Total Price is estimated
12: else
13: Jump to line no. 5
14: end if
15: end while
16: end for
17: end for

where 7, 7;, and 7, denote the time period for which the selected decision parameters are
active, time required to transmit the sensed value of the decision variables, and the response
time for each decision parameter, respectively. The i’" decision parameter becomes inactive
beyond the time duration 7;,. Additionally, we consider that a delay of 7;" is incurred to process
the decision parameter. The maximum time required to process the decision is denoted as 7;.

The decision variables are active for a time duration tf, beyond which the energy level of
these sensor nodes tends to decrease. We consider that t; < ti , Where ti ,, 18 the time duration
for which the energy level of the i*”* sensor node is high. Eff 7 is denoted as the effective energy

of the sensor nodes corresponding to the decision variables. Mathematically,

eff E;‘esi (NSa _ NSX) + (E;‘ens +E§rans)

E init
Ei X Nsa

6.7)

where ]E:“i, Efens, BI"4"S | and Eﬁ”"’ represent the residual energy, energy consumed for
sensing, energy required for transmission, and the initial energy of the i’ sensor node. The
number of active decision variables and chosen decision variables by the users are represented
as Ng, and N, . In this proposed approach, we primarily focus on satisfying both the SSPs and
the users, such that both are benefited. The SSPs provide the generated decisions to the users,

and claim the payment from them, during which the service is requested.
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6.1.2 Pricing Mechanism

In this proposed scheme, we consider that the SSP recommends some active decision variables
to the registered users, depending on their requirement. The sensor nodes possess limited
energy, therefore, the decision variables corresponding to them become inactive after a certain
time period. Moreover, the sensing, transmission, processing, and decision generation take
place in real time. We assume that the processing charge, C),, is quite high for these active
decision variables. Further, the users are charged, depending upon the number of times they
availed the safety services. We consider three cases of pricing, which are as follows:

Case I: Suppose the end-user initiates his/her journey at time instant ¢;. The SSP suggests
active parameters, among the ones available in the Web portal. In case, the end-user does not
select any active decision variable advised by the SSP, then minimum service price is charged.
Since the Safe-aaS platform does not process the active parameters in this case, processing

charges are not included with the price charged. Therefore,

(M-K)
Clhi= D) NiCi+((Pa=PY)Cp) = Ca) + (KCpin) (6.8)
i=1

where C; is the price charged for the active sensors used NC{ . st is the number of decision
variables chosen by the j'”* end-user. C » represents the processing charge incurred to generate
the decision. We assume that a discount, Cy is allowed by the SSP for selecting safety services.
The SSP recommends active parameters M times and the end-user did not select any of the

parameters K times. Therefore, minimum charges C,,;,, is incurred, which depends on K.
Case II: When the end-user agrees with the decision variables recommended by the SSP,

the total payment received is represented as,

M
Cly = D NEXCo+ (Pa—PY) X Cp = Ca (6.9)

i=1
Case III: In a dynamic scenario, the users may have the option to select/remove any
previously chosen decision variables at different points from their source to destination. This is
a hybrid form of previous two mechanisms. In case the users select the decision variables, then
pricing is calculated as per Case 1. On the other hand, if the users remove any selected decision
variables, then pricing is calculated as per Case II. But total price charged by SSP includes all

the prices calculated during journey.

6.1.3 Profit Analysis

In our “Safe-Price" scheme, the SSP acts as the centralized entity and is responsible for

controlling the end-to-end safety services. Profit of SSP is determined by estimating the cash



6.1 PROBLEM DEFINITION 83

outflow and inflow on the basis of the number of users, sensor types, number of active sensors
and their geographical location. We consider L as the set of geographical locations which
comprises [ locations within the same SSP region. If K categories of sensor nodes are working
on decision generation, then the number of sensor nodes involved in each category is considered
as variable N', where 1 < i < k. The location-wise cash outflow is mathematically represented

as,

S % Cy (6.10)

Further, the cash inflow is the price charged from the end-user at any particular location.

Therefore, the profit, # of SSP is computed as-

i=1,j=1 4
Pssp — (L] X Crorl) = CoiF) (6.11)

out
n,l

Algorithms 5 and 6 depict the overview of payment received from the users and decision
generation procedure. In Step 3 of Algorithm 5 the end-user selects the decision variables.
Based on their selected decision variables and those suggested by the SSP within time 7, the
price charged and their utility is computed, in steps 7 to 12. On the other hand, we apply
supervised ANN for the decision generation. In Algorithm 6, the neural network is trained from
steps 2 to 4. Further, the network is tested with data sets and error is calculated in steps 6 and
7. Thereafter, the decision variables are updated, depending upon the error in steps 8-11. The

generated decision acts as input in step 5 of Algorithm 5.

Algorithm 6 Decision Generation

INPUT: P, Ps.

OUTPUT: Decision for i’ end-user.

PROCEDURE:
1: Create MLP neural network with hidden layers
2: for N: Number of training sets do
3 Train MLP neural Network
4: end for

5: for k: number of testing sets do

6

7

8

9

Test the network with testing sets
Error estimation
if error=true then

Update parameters of the network

10 end if
11: Possible decision is generated
12: end for

Time Complexity Analysis of The Algorithm: In Algorithm 5, we are calculating price



6.2 PERFORMANCE EVALUATION 84

" Simulation - Anylogic Personal Leaming Editicn

readMetworkDescriptor
trafficLight

roadNetworkDescriptor

root. roadietworkDescriptor: Roadl
—————————————————————— Road Network:  roadietwork
Roads: 4

- Intersections: 1
—————————— F —_—————— e Parking lots: 0

Bus stops: 0

Cars: 18

Road section length: 50 meter
Enable density map: false
Gresn speed level: 60 kilom
Rad cread Tausls SR P

Ficure 6.3: Vehicular Mobility

charged from the users. The K decision parameters are modified after every 7, delay in total
journey until destination reached. This means if first parameter is suggested at t?, time, then
next suggestion takes place at tll, and t%) respectively. Therefore, until destination is reached,
it takes log(t,) time for certain iterations. In Algorithm 6, decision is generated for the Py,
selected parameters, through the MLP layers - input, hidden, and output. Output layer provides
linearity in decisions, so it takes O(n?) time, in the worst case. The overall time taken for N
users is - T(N) = N xI; x (n? + k +c), where k is the time taken for testing dataset in Algorithm
6 and c is the constant time required for calculating price and utility. Therefore, overall time

complexity is O(n” x log(t p)) per user. In worst case, overall time complexity is 0(n?).

6.2 Performance Evaluation

6.2.1 Simulation Design

In Safe-Price mechanism, we use Python as programming tool and Anylogic as the emulator
tool to simulate the proposed environment. We consider a road segment of 100 meters with one
intersection point. It is developed with traffic flow mechanism. Anylogic is multi-method mod-
eling tool. Models are created for a number of industries, including supply chain management,
healthcare, and traffic. Fig. 6.3 illustrates the mobility of the vehicles through intersection.
We apply traffic signals at the intersection point to control the flow of vehicles. Road network
descriptor describes the various traffic-related information such as speed of the cars, number of
cars moving on the road. In our simulation environment, we vary the number of users from 50
to 250 in the presence of 1000 randomly deployed stationary and mobile sensor nodes for the
performance evaluation. The various parameters are analyzed by extensive simulation and they
are listed in Table 6.1.
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TaBLE 6.1: Simulation Parameters

Parameters Values
Active Parameters 15
Sensor Nodes 1000
Minimum parameters selected 4
Cases for price charged 2

C, 100

Cp 100

Cy 0-100
Coin 200

6.2.2 Benchmark Solution

We analyze the performance of the proposed pricing mechanism, Safe-Price in two perspectives
- profit of SSP and utility of the users. We compare “Safe-Price" with three existing pricing
schemes - Per-Subscriber model [97], Reg-Price [90], and PRIME [108]. Guijarro et al. [97]
proposed a both-sided pricing scheme, which acts as the link between the users and Wireless
Sensor Networks (WSNs). The proposed per-subscriber model considered the cost paid by
users and cost paid to WSNs, such that their profit is maximized. In “Safe-Price" scheme, we
compute the total utility, considering the two cases - users are not accessing the service and
users accessing the service both. We consider another regional-based pricing scheme proposed
by Roy et al. [90] as the benchmark. The authors calculate the utility in terms of sensing zones,
responsiveness and sensor categories. Similarly, we also consider that the vehicles are moving
through various geographical regions. However, we calculate the utility of users in terms of
the decision variables selected, residual energy of the sensor nodes, and time duration. In
another pricing scheme, Roy et al. [108] proposed a pricing mechanism for provisioning mobile
Sensors-as-a-Service (mSe-aaS).

Fig 6.4 illustrates the fluctuations in the utility of the existing and proposed schemes. It
is discovered that the utility has a declining tendency in comparison to the rising trend of
consumers. From the five iterations undergone during simulation, we observe that the utility of
the users in Safe-Price is improved by 67%, 70% and 50% (approx.) compared to PRIME, Per-
Subscriber, and RegPrice respectively. However, fig. 6.5 demonstrates the fluctuations in the
profit of the SSP in five iterations. We noticed that the profit of service provider is improved by
4%, 65%, and 15% (approx.) compared to PRIME, Per-Subscriber, and RegPrice respectively.
The overall sensor usage to generate a decision, is minimized in Safe-Price. Therefore, the
cash outflow is reduced, and the profit of SSP is enhanced from the other existing schemes.
Additionally, the energy consumed in decision generation is minimized.

Performance Analysis of classification Models in Decision Generation: We evaluate the

various machine learning models with our random sample dataset. The dataset contains 15
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decision variables and 5 decisions. We split them into training and testing datasets with 70%

and 30% data respectively. We compute the performance score for the classification/regression

models to analyze the datasets. Table 6.2 demonstrates that all the models are performing

well except Support Vector Machine, for testing dataset. However, all these models other

than ANN are not working properly on unknown or validation data. Our randomly generated

dataset contain nearly 800 samples. The testing dataset contains 230 samples and the validation

dataset contains 30 samples. Though all models are responding for the test samples, but are not

performing well for unknown dataset samples.
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TaBLE 6.2: Classification Report of Various Models

Models Testing Dataset Validation Dataset
Precision | Recall | F1 | Support | Accuracy | Precision | Recall F1 Support | Accuracy
ANN 0.99 0.99 | 0.99 230 1.0 0.85 0.85 0.85 30 0.99
RF 1.0 1.0 1.0 230 1.0 0.03 0.028 | 0.028 30 0.05
KNN 1.0 1.0 1.0 230 1.0 0.26 0.405 | 0.302 30 0.5
SVR 1.0 1.0 1.0 230 1.0 0.56 0.31 0.38 30 0.74
MLPR 1.0 1.0 1.0 230 1.0 0.6 0.2 0.3 30 0.2
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We evaluate the overall performance in various aspects.

Decision generation: In our proposed approach, the decisions are generated through basic

training-learning process with randomly created data set. We observe that the training-learning

process is successfully performed with accuracy score 1.00 using the training data set, 0.99

in testing and above 0.9 in unknown data set. Fig. 6.6 illustrates how the training-learning

is evaluated with the training, testing, and unknown data set. During the process of decision

production, we analyze the various parameters used for the evaluation of service utility.
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FIGURE 6.8: Activated Sensors

Sensor Usage and Utility: In this pricing scheme, our primary aim is to minimize the
charging price from the users, the energy utilized in decision generation through the reduction
of sensor usage. Further, we minimize the overall utility per user in respect of energy consumed
and sensor nodes used. Fig. 6.7 demonstrates the fluctuation in the usage of sensor nodes,
before and after the selection of SSP’s suggested active decision variables by the users. As
recommended by the SSP, the utilization of sensor nodes is reduced from 60 — 68% to 20 — 30%
in the five iterations in incremented number of users. Additionally, in Fig. 6.7, we observe that
after considering the active decision variables recommended by the SSP, the number of acting
sensors decreases. The overall consumable energy decreases by almost 80% with the iterations.
The possible reason behind such trend is that the only sensor nodes corresponding to the active
decision variables are utilized for decision generation. Further, the sensor nodes are activated
based on their reputation and effective energy after certain threshold value at that particular
moment, as discussed in Fig. 6.8.

Pricing Analysis: In “Safe-Price" scheme, the SSPs recommend some significant active
decision variables to the users. Further, service charge payment by the users, is directly related
to the variable selection at any instant. As a result, sensor usage in the decision generation
fluctuates. We consider three cases - one, when the end-user does not avail safety services, when
the end-user selects the suggested decision variables and when users consider mixed approach.
In Fig. 6.9 we found that the average service charge from the users trend to decrease by 36%
with the increased number of users. On the other hand, Fig. 6.9(b) illustrates the variations
in the price charged, when the users do not select the SSP’s suggested decision variables. We
observe that the average price received from them is much less than the previous one throughout
their journey. Fig. 6.9(c) demonstrates a comparison in the payment received from users, when
the service is availed and not availed by them. We observe that the payment against the service

usage, received from the users is decreased from 36% to 58%.
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6.3 Conclusion

In this chapter, we introduced a dynamic pricing scheme aimed at facilitating accurate safety-
related decisions for users while optimizing the utilization of sensor nodes. The primary
objective of our approach was to strike a balance between reducing the operational usage of
sensor nodes and maintaining high accuracy in the decisions generated.

To achieve this, we employed a supervised ANN approach for training and decision-making.
The scheme includes an SSP that recommends specific active decision variables to users. Users
then select these variables during their journey, from the origin to the destination. Based on
the chosen active decision variables, the corresponding service charges are applied to the users.
Importantly, only the sensor nodes linked to the selected variables are activated, resulting in
significant optimization of sensor usage.

The effectiveness of our proposed scheme was thoroughly validated through a series of
extensive simulations that were carefully designed to assess various performance metrics. The
results obtained from these simulations indicated that the profit margins associated with the
SSP are significantly influenced by the geographic locations in which they operate, as well
as by the total number of sensors that are deployed within those areas. Furthermore, our
observations revealed a clear trend: as the number of iterations in our testing increases, both

the residual energy levels of the sensors and the overall usage rates of the sensors show a
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consistent decline. This trend underscores the efficiency of our approach in the management
and allocation of resources within the network. Ultimately, this dynamic pricing model that
we have implemented not only ensures a high degree of cost-effectiveness but also actively
promotes the sustainable operation of sensor networks over time, thereby contributing to their
long-term viability and efficiency.

In future works, we have plans to introduce a novel decision-generation scheme aimed at
significantly reducing the computation delay that can occur within a 6G environment. This
innovative approach will take into account the unique challenges and requirements of such
advanced network technology. Additionally, we intend to develop a comprehensive scheme that
will enable us to thoroughly analyze the overall Quality of Service (QoS) delivered by the SSP
throughout the various message communication links. This analysis will be based on a range of
critical network parameters, including but not limited to response time delay, packet delivery
ratio, and throughput. Each of these parameters plays a vital role in assessing the performance
and reliability of the network. Moreover, ensuring safety recommendations that encompass all
these factors is an essential aspect in the context of a Safe-as-a-Service (Safe-aaS) environment,

as it is crucial for maintaining high standards of service and user trust.






Safety Recommender System

This chapter presents a framework for a Safety Recommender System that offers Safe-aaS
in IoT-based transportation systems, aiming to enhance real-time safety for on-road vehicles.
Timely and accurate delivery of safety-related information to road users can greatly reduce
the risk of accidents. Existing research efforts focused on enhancing road safety through
different technological and methodological approaches. Real-time safety parameters encompass
both environmental factors and vehicle-related safety, including compliance with certain road
standards. Pecht et al. [127] developed a safety detector system aimed at identifying defects
in vehicles, which is critical for ensuring that vehicles meet safety standards. The challenge
of identifying pedestrians in the IoV environment has also been a focus of research, given
the increasing complexity of urban traffic. Sharma et al. [128] proposed a system designed
to detect pedestrians approaching vehicles, contributing to the on-road safety of pedestrians,
a group that is particularly vulnerable in traffic environments. Driver drowsiness has been
identified as another significant contributor to road accidents. Caban et al. [129] analyzed
the causes of accidents and emphasized that drowsy driving is a critical factor that needs to
be addressed to improve road safety. In addition to physical safety measures, the behavior
of drivers is a key factor in road safety. Fernandez et al. [40] proposed a framework and a
fuzzy rule-based system to classify driver behavior, which can help in identifying risky driving
patterns. Similarly, Kaplan et al. [41] explored the various factors that contribute to driver
distraction, another major cause of road accidents. Martinezet al. [130] further studied driving

behavior and classification, contributing to a better understanding of how driver actions impact
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road safety.

Extreme weather conditions pose additional challenges to road safety, and Intelligent Trans-
portation Systems (ITS)-based solutions have been proposed to mitigate these effects. Dey et
al. [131] and Coolser al. [132] investigated ITS-based services designed to maximize on-road
safety despite adverse weather conditions. Nassar ef al. [133] also studied the impact of dy-
namic weather conditions on road safety, emphasizing the need for adaptive safety measures in
changing environments.

Al-based techniques have been increasingly applied in this field, particularly in the de-
velopment of recommender systems. Saranyadeviet al. [134] developed a fuzzy-based rec-
ommender system that analyzed accident datasets to uncover various factors influencing road
safety. Soumya et al. [135] provided an Intelligent Traffic Management system combined with
a recommendation system, showcasing the potential of Al to enhance road safety through data-
driven insights. In this chapter, we discuss a decision recommendation system that takes into
account various factors such as weather, road conditions, and the driver’s risk profile.

The proposed system integrates several phases, including data collection from sensors,
self-supervised learning, and the generation of personalized safety plans. The system analyzes
dynamic on-road conditions, weather patterns, and driving assistance parameters and provides
tailored safety recommendations to registered users through the Safe-aaS platform.

In an IoT-based transportation system, vast amounts of data are generated by sensor nodes,
creating challenges related to data storage, processing, and analysis, especially in edge devices.
To address this, the system utilizes a fuzzy rule-based learning approach to optimize safety
recommendations, ensuring minimal processing delay and low latency in delivering safety-
related decisions. A safety score is computed from the pre-processed data, followed by a
user-specific similarity score and risk score to create customized safety plans. The chapter also
introduces a user-friendly application interface for real-time implementation of the system.

Extensive analysis demonstrates the system’s effectiveness in detecting on-road risks and
adjusting recommendations in dynamic environments, such as varying road conditions and
weather. By delivering timely safety decisions, the recommender system plays a crucial role in

minimizing road accidents and improving overall vehicle safety in IoT-based transportation.

7.1 Recommender System for Safe-aaS

Autonomous vehicles are mostly equipped with various types of sensor nodes. These sensor
nodes sense, and generate enormous information regarding driver behavior and the surrounding
environment. Generated data are analyzed to improve the on-road safety of the drivers. We
consider a Safe-aaS implemented scenario, which comprises a cloud platform for the storage
and analysis of the generated data. Safe-aaS is a five-layered architecture - device, edge,

decision, decision virtualization, and application. The safety-related decisions are generated
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in the decision layer of Safe-aaS architecture. Further, these decisions are transmitted to the
decision virtualization layer, where logical mapping between decisions and decision variables,
takes place. On the other hand, in an IoV environment, the information is shared among the
registered and neighbored users in real time. Therefore, the latency incurred in the delivery
of decisions to a huge number of users is minimized. We propose a framework for a decision
recommender system that provides customized safety services. The values of the decision
parameters are stored in the cloud server database. Further, the risk values are calculated for the
dataset considering different parameters. Fig. 7.1 illustrates the proposed recommender system,
which works at the sub-layer of the decision layer in Safe-aaS. We observe that the vehicles in
the device layer are interconnected. The registered users receive a safety plan, which they share
with neighboring registered users as they are wirelessly connected. The major key processes
of the proposed recommender system are: (a) storing and prepossessing of sensed data, (b)
essential features extraction by self-learning, (c) possible decision parameters are suggested by
SSP to the users and the safety score of the safety measures is computed simultaneously, (d)
the registered users select parameters and the risk value is calculated for them, and (e) if SSP
approves, then safety plan is provided to the users. (f) Each of the registered users maintains a
user profile that contains GPS location, destination, transport registration ID, and past record
of any accident. (g) If the risk value is greater than the safety score of the corresponding zone
of the location, then a safety plan is recommended with different safety measure values to the
users. (h) SSPs validate and optimize the safety plan by minimizing errors between the safety
score and risk score. Self-learning is important to learn the system with already known facts
or datasets. A fuzzy rule-based system learns from the rules defined and provides fuzzified
risk values. Thereafter the generated risk values are compared with the calculated risk score
of selected parameters by the users. In Fig. 7.2, we describe the fuzzy learning phase. In this
phase, crisp values of different parameters are inserted as the input and then converted into
fuzzified values by the triangle fuzzification method. Lastly, the rules are applied to learn and

generate the output.



7.1 RECOMMENDER SYSTEM FOR SAFE-AAS

94

Start approval
process

s_CD"EEt Decide

data from decision
edge parameters

Fuzzy
Input [

‘Weather
condition

Road
condition

Driver
behavior

e ]

FiGure 7.2: Self-Learning

Fuzzy

~—— | Output

(Risk

score)




7.2 Risk ASSESSMENT AND SAFETY-DECISION GENERATION 95

7.2 Risk Assessment and Safety-Decision Generation

In Safe-aaS, the registered users are recognized with their unique ID, which contains
(l,d,reglD, pasthistory), where [ is the current location, and d is the destination location.
SSPs are aware of the working zone from the current location. Sometimes the distance between
l and d is splitinto several working zones. ReglID is the transport registration number along with
the safe-aaS registration number whereas past history of the vehicles contains vehicle condition
details and driving score. The higher the value of the score indicates a more safe and skilled
driver. Suppose the total distance between [ and d be divided into {z1, z2, - - - , zx} operating
zones of the SSP. Suppose, U = {uy,us, - ,u,} is the set of registered users. We consider
different safety measures for each zone, which are stored in the cloud server database. Each
sensor data is pre-processed at the edge devices and then transferred to the server. Suppose road
condition data setis R = {r, 1o, - - - , rq}, weather condition data setis W = {w,wo, - -+ ,wp},
and driver condition data set is Dr = {dr,dr,,--- ,dr.}. The safety score of a zone, i, is
estimated as,

f(zi) = (SC(R;) x SC(‘W;) x SC(Dr;)) mod Rs; (7.1)

Where Rs is the previous risk value of a particular zone, SC is the safety score considering
each of the safety measures. Each of the users selects the decision parameters from all types of
safety measures, during registration. We assume a set of decision parameters generated from
the sensed data, P={pi, p2,--- , pn}. The mapping between the users and the parameters is
represented as,

ML [y] = I, if user u, selects parameter p, (72)
0, otherwise

where 0 <x <mand0 <y < N.
Further, the proposed system searches for users with similar types of needs at a particular
zone with a similar selection of parameters from the above. In our approach, the similarity
score decides the similar requirements of the users in neighboring vehicles. The likelihood
score between the two registered users is determined based on the parameter selection of both
users. The similarity score S between the user and other neighboring users is mathematically

represented as

S(a) =L (7.3a)
v
£=np, ( pi’:;m) (7.3b)
plfsum

where p! and p! are the selected decision parameters by other neighboring users and current
users, whose decisions are being processed, respectively. We consider @ to possess a positive

value, which varies from Oto 1. L represents the likelihood function by observing N neighboring
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vehicles in each zone. For each zone, the delivered decision parameters are randomly distributed.
In this work, we consider that the same SSP is working in multiple zones within the destination.

However, certain hand-off mechanisms are applied for the continuation of service.

ifa > 6, same decision plan for the other users

(7.4)
ifa <, new decision plan
where 6 is a threshold value decided by the SSP for each zone. 6 is represented as-
6= f(zi) (7.5)

Self-learning: The self-learning phase of the recommender system works on the various types
of dynamic parameters with the help of fuzzy learning technology. The dynamic road and
driver behavior parameters such as harsh braking, harsh acceleration, and max speed, while
minimum temperature, maximum temperature, Humidity, and amount of rainfall act as the
weather condition parameters. The scalar value of the parameters enters into the self-learning
phase and the class of risk values is computed. In our fuzzy system, crisp values are fuzzified
using the triangular fuzzification method. The risk value class is categorized into three classes
{low,isk, medium,isk, high,isk}. We consider x, y, and z as the linguistic variables which
specify the different safety measures value such as road-specific, environment-specific, and

driver-specific. Therefore, the fuzzy rule-based technique defines how the risk class is decided.

If xisr;, yis w;, zis d;, risk(R ) is low,isk (7.6a)
Ifxisrj, yiswj, zis dj, risk(Ry) is medium,isk (7.6b)
If x is ry, y is wy, zis dy, risk(R ) is high,isk (7.6¢)

From the above equations, the risk factor is classified and corresponding fuzzified risk mem-

bership values are generated according to the below equations.

R
'ulo]:/vrisk = max(#xi’ﬂYi’ﬂZi) (7.7a)
Ry
Hmediumyisk = max(/"Xj’ﬂYja/JZj) (7.7b)

R -
it isk = Max(ix, by, 1z, (1.7¢)
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For example, triangular fuzzification method works as,

B} PS B
—d
e, < <b,
pi(P) =92
—p5» b<P<qc,
0, c <

Each time the above risk factor (Ry) is trained whenever alteration in the corresponding safety
measure value.
Optimized Safety Decision Plan:

Therefore, the new decision plan is generated and delivered to the users after analyzing the risk
scores. In Equation 7.8, we generate the risk score after analyzing the parameters selected by
users. The users select parameters whenever they require safety services during their journey.
The decision is delivered by the SSP to the users. Therefore, the decision may vary from time
to time, whenever new sensed data is transmitted to the system. Risk score(R;) per user is
computed as-

n

Ry=f(> pi mod0) (7.8)

i=1
Further, a safety decision plan is generated based on risk factor value. The decision plan may
contain several pieces of information such as maintaining the speed limit, weather being bad
after x km, harsh driving, and the suggestion of an alternate route. As a decision plan is generated
based on the risk factor value, optimization takes place by minimizing the error between this

risk factor value and the previously mentioned risk score for k£ zones. Mathematically -

_ (Ry—Ry)?

&
k

(7.9
We formulate the decision plan after optimizing the below function, which is represented as
Minimize & (7.10)

subjectto Ry > 0, Ry > 0, Ry # Ry.

7.3 Performance Analysis

Performance analysis of the following parameters is determined in the Python emulator tool
with a sample Kaggle dataset. The dataset contains more than 3000 samples on various types
of attributes such as weather-specific, road condition-specific, driving specific. Our system

analyzes the following parameters evaluates risk factors and delivers an optimized safety plan
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to the users.

Risk Analysis: We consider different risk parameters such as weather, road condition, and
driving behavior, and a dataset that contains the scalar values of these parameters. Risk analysis
is an important factor in our recommendation system. The system analyzes the risk factors
for each of the parameters. Additionally, this dataset contains the location-wise movement
of the vehicle - longitude and latitude values. The sample driving movement of a driver is

demonstrated in Fig. 7.3a.

Road Condition: We consider harsh breaking, harsh acceleration, and harsh turning as
the parameters to calculate the risk factor due to road conditions. We take twenty-three driver
samples to determine Cumulative Distribution Function (CDF) and then the overall risk is
evaluated. The risk score for the specified road conditions is shown in Fig. 7.3b. We observe
that harsh acceleration is responsible for the risk, though all are participating as the risk factors.

Road risk is 50% higher than the driver risk score.
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Weather Condition: The various weather condition parameters such as minimum temper-
ature, maximum temperature, and rainfall, generate risk scores. We observe that the value of
risk generated is quite high when there is heavy rainfall in specific locations. In Fig. 7.3c, the
trend of risk values generated depends on the rainfall amount other than temperature values.

The reason behind this is that heavy rainfall causes accidents and congestion.

Decision Recommendation: Each of the parameters is fuzzified using our defined fuzzy
logic technique. We generate seven types of membership values for the road, weather, and
driving parameters. The different classes of membership value for the parameters are dismal,
poor, mediocre, average, decent, good, excellent. We define ten rules in a fuzzy inference
system to get fuzzified decisions. The fuzzified decision has three membership classes such as
low, medium, high. We put the rule in such a manner that any worse value of the parameters
may result in a risky situation. An example of a fuzzified decision is analyzed in Fig. 7.4a.
In this case, the decision is in low to medium risk and a certain safety plan is delivered to

the driver. Before providing the safety plan, the risk values are optimized with safety scores
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Ficure 7.4: Result Analysis

for driving to a particular location such that different risk measures or factors as in Fig. 7.4b.
Delay Incurred: We calculate the total delay for our proposed approach. Introducing edge
intelligence layer in Safe-aaS, delay is minimized upto 90.58% than traditional Safe-aaS. Fig.
7.5, delay1 is marked as the delay incurred for traditional Safe-aaS and delay?2 for Safe-aaS with
edge intelligence layer. We observe the increasing trend of delay in both cases in the increasing
number of sensor nodes. The possible reason for this trend is as number of sensor nodes usage

raises, more decisions are generated. As a result, the more total delay is incurred.
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7.4 Conclusion

In this work, we proposed a recommendation system structured into three distinct phases: data
preparation, self-learning, and decision plan generation. The goal of this system is to provide
on-road vehicle drivers or owners with optimized safety plans, leveraging data-driven insights
to enhance journey safety. We achieve this by dividing a driver’s journey into several "operating
zones," each managed under a single SSP, and by analyzing various risk factors within each
zone.

Data Preparation Phase: In this initial phase, we gather and organize data essential for
calculating a comprehensive safety score. This score incorporates various safety measures,
including road conditions, weather conditions, and driver behavior. These factors are quantified
to form a holistic risk profile for the driver’s environment and actions.

Self-Learning Phase: In the second phase, we implement a fuzzy rule-based technique
that "learns" from the dataset. By applying fuzzy logic, our system can interpret data with
varying degrees of uncertainty and convert it into actionable risk values. This learning process
enables our system to dynamically adjust to new data and understand complex patterns in road
safety risks. Additionally, we calculate a similarity score to determine the relevance of safety
plans from other neighboring users who share similar risk profiles. This score helps the system
identify drivers who are facing comparable risk factors, enabling effective and context-aware
sharing of safety plans.

Decision Plan Generation Phase: In the final phase, an optimization function generates
a tailored decision plan for each user. This function aims to provide a decision plan that not
only maximizes safety but also minimizes unnecessary interventions, offering a practical guide
for a safe and smooth journey. Based on the generated decision plan, users receive actionable
insights and recommendations, improving their awareness of potential risks and empowering
them to take preemptive actions.

Overall, this recommendation system leverages a blend of data analytics, self-learning tech-

niques, and optimization to deliver accurate, context-sensitive safety guidance. By continuously
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learning from real-world data and adjusting its recommendations, our system strives to enhance
the quality of Safe-aaS, helping drivers navigate journeys with a greater sense of security and
confidence.

In the future, we intend to focus on showcasing the cost efficiency of our system in a detailed
manner. This presentation will highlight various aspects that contribute to its economical
advantages. Additionally, we have plans in place to further enhance the features within our
application interface, making it more user-friendly and intuitive. Alongside these improvements,
we also aim to develop a more tailored safety plan that specifically addresses the potential risks

of collisions and accidents, ensuring that our system prioritizes safety for all users involved.






Conclusion and Future Scope

This thesis proposed and demonstrated an effective framework for pricing and resource man-
agement in Safe-aaS platforms, specifically designed to provide real-time safety decisions for
on-road vehicles. The study addressed the technological and economic challenges associated
with delivering accurate, timely, and cost-effective safety services in a dynamic vehicular envi-
ronment. By integrating multiple technological layers and intelligent pricing mechanisms, this

work provided a robust, adaptable solution for modern transportation systems.

8.1 Key Contributions and Findings

Adaptive Decision-Generation Mechanism (Dec-Safe): A foundational element of this work
is the development of the Dec-Safe mechanism, which enables Safe-aaS to make adaptive,
efficient safety decisions by distinguishing between static and dynamic parameters. Static pa-
rameters, such as road conditions and geographical data, do not frequently change, allowing the
system to conserve sensor and computational resources by avoiding redundant data collection.
Conversely, dynamic parameters such as real-time traffic or weather updates are processed in
real-time, ensuring that critical safety information is promptly delivered to users. This adaptive
approach optimizes storage, reduces sensor fatigue, and minimizes decision delivery time, di-
rectly enhancing the overall efficiency and reliability of Safe-aaS platforms.

QoS-Aware Pricing Model (Q-Safe): Pricing in a service-oriented, real-time safety platform

requires balancing cost efficiency for users and profitability for SSPs. The Q-Safe model
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addresses this need by offering an intelligent, differentiated pricing structure. It categorizes
decision parameters into low- and high-cost based on their static or dynamic nature, while con-
sidering each user’s demand and location-based needs. Through a game-theoretic formulation,
Q-Safe optimizes pricing to maintain high QoS without inflating costs, thus ensuring that the
system remains accessible to a broad user base. By incentivizing users to select efficient deci-
sion parameters, Q-Safe aligns user preferences with SSP goals, fostering sustainable growth
of the Safe-aaS ecosystem.

Introduction of Edge-Intelligence Layer: Addressing latency is paramount in any real-time
safety platform, especially one involving the immediate needs of on-road vehicles. The addi-
tion of an edge intelligence layer in this thesis distributes data processing closer to the point
of data generation (i.e., vehicle or roadside sensors), reducing the cloud’s processing load and
lowering latency. Edge servers near data sources process time-sensitive information locally,
thereby significantly minimizing the delay in decision generation. The edge intelligence layer
also decreases the bandwidth requirements of Safe-aaS, enhancing scalability and efficiency as
the number of on-road vehicles and data volume increases.

Ultra-Low Delay Pricing Mechanism for Critical Safety Decisions: A central challenge
in Safe-aaS systems is ensuring ultra-low delay in delivering time-critical safety information,
which can make the difference between a safe journey and a hazardous incident. To address this,
the thesis proposes an ultra-low delay pricing mechanism that prioritizes quick decision deliv-
ery by leveraging edge resources and cloud resources selectively. For high-priority decisions,
this mechanism dynamically adjusts pricing to ensure that latency-sensitive data processing
is prioritized. This pricing structure provides an economic incentive for SSPs to prioritize
high-impact, low-latency services, contributing to overall road safety.

Development of a Safety Recommender System: This thesis extends the Safe-aaS framework
by developing a Safety Recommender System that provides personalized, real-time safety rec-
ommendations to users based on their selected routes, user-specific risk factors, and the broader
traffic environment. By aggregating both static and dynamic parameters, the recommender
system offers a customized safety profile to each user, which can also be shared with nearby
vehicles. This approach enables a collaborative safety model, where multiple users can benefit
from shared safety insights, thus enhancing the resilience and proactive safety of the entire

vehicular network.

8.2 Implications of the Research

The proposed Safe-aaS framework’s contributions are twofold, impacting both technological
advancements and the business model of safety services in transportation:
Technological Impact: The integration of adaptive decision-making, edge computing,

and QoS-aware pricing contributes to a more responsive, reliable, and resource-efficient safety
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platform. By leveraging Al and IoT at the edge level, this work paves the way for ultra-
low latency applications that can operate at scale, even in congested urban environments.
Additionally, the flexible decision-generation model introduced here could serve as a prototype
for other time-critical IoT systems, providing a scalable architecture for various applications in
healthcare, public safety, and IIoT.

Economic and Operational Impact: The Q-Safe pricing mechanism allows SSPs to
maximize profitability without compromising service quality. As Safe-aaS platforms grow,
they require a business model that balances high service quality with cost control for end-users.
This work demonstrates a financially viable pathway for Safe-aaS, which can adapt dynamically
to user demand and market fluctuations, ultimately ensuring that safe driving technology can

become accessible to a broad range of vehicle owners and fleet operators.

8.3 Future Directions

This research opened multiple avenues for future work in Safe-aaS and related fields:

Enhanced Machine Learning for Decision Customization: Future studies might explore
advanced machine learning and predictive analytics techniques to further customize decision
parameters based on user profiles, driving habits, or environmental conditions. Real-time
learning algorithms could adapt safety recommendations based on user history, making Safe-
aaS more responsive to individual driving styles and risk factors.

Data Privacy and Security Enhancements: Safe-aaS platforms deal with sensitive user
data, requiring robust privacy and security protocols to prevent unauthorized access or misuse.
Future work could focus on implementing advanced cryptographic techniques to secure Safe-
aaS data transmissions and storage without compromising performance.

Scalability in Multi-Region Safe-aaS Deployments: As transportation networks expand,
Safe-aaS platforms will need to operate across multiple regions and jurisdictions, each with
unique regulatory and operational challenges. Expanding the framework to accommodate cross-
region data sharing, localized pricing models, and region-specific risk factors will be essential
in scaling Safe-aaS platforms to larger, global networks.

Integration with Autonomous and Connected Vehicles: With the ongoing rise of au-
tonomous vehicles, Safe-aaS systems must evolve to integrate seamlessly with autonomous
driving platforms. Future research could investigate how Safe-aaS can enhance the safety of au-
tonomous vehicles through real-time data sharing, predictive analytics, and adaptive responses
to environmental changes.

Exploring Blockchain for Decentralized Trust Management: Given the number of stake-
holders in Safe-aaS—ranging from users and SSPs to sensor vendors and vehicle owners—decentralized
trust mechanisms such as blockchain could enhance transparency, accountability, and transac-

tion security. Future research could explore blockchain’s role in managing data provenance,
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payment transactions, and decision validation in a decentralized Safe-aaS network.

In summary, this thesis provided a comprehensive framework for delivering real-time,
user-centered safety services through Safe-aaS, with practical applications in the emerging IoT
and connected transportation ecosystems. Through advanced resource management, adaptive
decision-making, and intelligent pricing, this research created a foundation for a scalable,
efficient, and sustainable approach to on-road safety, offering a substantial contribution to the

future of intelligent transportation systems.
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