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Abstract

Wireless communication has grown explosively and significant efforts have been made for
increasing the data transmission rate over a bandwidth-limited wireless channel with high
reliability simultaneously causing low power consumption. One of the most prominent
solutions can be regarded as the ambient Radio Frequency (RF) Energy Harvesting (EH) which
is a potential green communication technology and an energy efficient approach to energize
the relay devices while preventing battery drainage issue and simultaneously enabling data
transmission as well.

The integration of RF Wireless Power Transfer (WPT) technology in relay-aided

communication systems have led to the implementation of green communication systems. The
performance of communication networks can be improved using the best relay from multiple
relay communication. Two-way relaying techniques have emerged as a spectral-efficient
scheme for bidirectional message exchange between two users and have shown to increase
diversity capacity and thus improve the range of wireless communication.
For improved Spectral Efficiency (SE) and capacity enhancement, Non-Orthogonal Multiple
Access (NOMA )-assisted cooperative network has emerged as an effective and efficient scheme
to support the rigorous demands of Fifth Generation and Beyond (5G+) wireless networks.
However, maintaining Energy Efficiency (EE) and sustainability in the design and operation of
wireless communication systems is a major concern. Thus, the concept of energy-efficient
NOMA or ‘green” NOMA has been introduced in the upcoming 5G mobile network design to
cater for the goal of achieving a low cost, self-sustaining, environment-friendly wireless
network. Although NOMA technique is far superior to traditional multiple access ones, there
is still a paucity of research contributions on investigating the security issues of NOMA with
EH. Therefore, Physical Layer Security (PLS)-aware RF-powered NOMA systems have gained
much interest from researchers.

An important application of WPT that plays a crucial role in time-critical applications
is the time requirement for charging a battery/supercapacitor. Battery usage and recharging is
challenging especially for autonomous operation of ultra-low battery-powered smart sensors
in applications of Internet of Things (IoT) and Wireless Sensor Network (WSN). RF-WPT
provides reliable and stable energy supply to the in-built batteries by transmission of RF energy.

Motivated by the above research trends and challenges, different relay selection
strategies have been implemented with Interference-Aided (IA) EH. Moreover, new two-way

relaying schemes have been developed under realistic assumptions to achieve improved

Xi



performance related to energy efficiency, secrecy capacity and harvested power. Simulations
are performed in MATLAB 2022b. Additionally, Netsim v13.1 modeller tool has been used to
create a virtual Industrial IoT (IIoT) scenario. To validate the proposed model, Bluetooth-
enabled PowerSpot RF Wireless Power Development Module (P1110-EVAL-PS) has been
utilized to charge various sensors and multiple consumer devices using the harvested RF power.

In the first instance, performance of RF-powered one-way single relay networks has
been investigated. The throughput performance of a DF relay system has been studied using
Hybrid TSR-PSR protocol architecture with IA-EH scheme. Next, Destination-based Jamming
(DBJ) technique has been incorporated in an ideal interference-free environment to investigate
the system security in the presence of an Eavesdropper (EAV). Moreover, a secure one-way
communication model has been presented in an interference-limited untrusted environment.

In the second scenario, various relay selection strategies have been applied to analyse
the throughput and secrecy performance of multi-relay cooperative network. The throughput
analysis of a Multi-Source Multi-Antenna Cooperative Relay Network (CRN) with RF-EH has
been carried out using maximum energy accumulated selection and optimal relay selection
schemes in an ideal interference-free environment. Next, a generalized RF energy harvesting
framework has been designed with Hybrid TSR-PSR protocol for AF, DF and hybrid AF-DF
relaying schemes under the Weibull fading channel. Additionally, the security performance in
multi-relay network with a friendly jammer has been evaluated.

In the third part of our research, the performance of two-way cooperative networks has
been analysed. Here an energy-efficient and secure transmission scheme has been devised for
bidirectional IoT relay network with energy accumulation using RF-EH in interference-limited
environment. The untrusted relays accumulate the harvested energy from the surrounding RF
sources and Co-Channel Interferers (CCls) and utilize that energy to forward the confidential
information to the respective destinations.

In the fourth instance, the impact of RF-EH in NOMA-assisted CRN has been shown.
The performance of an autonomous and energy-efficient RF-powered Multi-Device (MD)
Diamond Relay Network (DRN) in an IoT environment has been studied using an improved
Adaptive NOMA (A-NOMA) protocol. Alongwith this, the secrecy performance of a two-user
Cooperative NOMA network has been examined under the influence of a cluster of interferers
using jamming cancellation scheme.

Finally, the impact of RF-WPT on Rechargeable Wireless Sensor Network (R-WSN)

has been observed in I1oT application.

xii
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Chapter 1
INTRODUCTION

1.1 BACKGROUND

Spectrum scarcity, security threats, limited battery power of wireless nodes, greater energy
consumption, large volume of data transmission with greater reliability, long distance coverage
and so on are some of the issues in upcoming Fifth Generation and Beyond (5G+) wireless
networks. Cooperative relaying techniques can be used in cooperative communication
networks to alleviate fading and attenuation issues by placing relay nodes between a transmitter
and a receiver. As a result, network performance characteristics such as efficiency, throughput,
and reliability can be enhanced. An energy-constrained relay node, on the other hand, cannot
ensure acceptable Quality of Service (QoS). In extreme situations, replacing or recharging the
traditional power supply is impossible. For instance, devices implanted in patients to monitor
health data are increasing in number; however, these devices are expensive, and their batteries
can be difficult to replace. This issue has increased the demand for wireless battery charging
using external sources or battery-free wireless charging, which has fuelled the emergence of
wireless Energy Harvesting (EH) [1]. Conventional EH technologies depend on external energy
sources like wind, vibration and solar which 1s intermittent in nature and suffers from the time-
varying issue as well as material inefficiency. Since Radio Frequency (RF) signals carry energy
as well as information without frequent monitoring and maintenance, Radio Frequency Energy
Harvesting (RF-EH) has emerged as a potential green communication technology facilitating
the low power devices to collect energy from the surrounding environment.

One Way Relaying (OWR) or unidirectional networks have been widely applied in
practical data communication for long-distance information transmission in wireless networks.
Owing to its superior spectrum efficiency, Two Way Relaying (TWR) [2] has gained significant
attention as an efficient scheme for bidirectional data transfer that improves the coverage and
capacity of wireless networks. Relay Selection (RS) is a practical solution to exploit the

cooperative diversity in a wireless network where multiple relays are available. In EH-assisted



relay networks, the transmit power of relays is not restricted by the volume of their batteries.
Instead, the energy used for relaying is harvested from the received signals.

The broadcasting nature of wireless communication medium enables any node within
its range to pry on the confidential information. As a complementary and alternative technology
to traditional cryptographic approach, Physical layer security (PLS) has drawn attention as a
security provisioning scheme for 5G+ networks and beyond as it explores the random
characteristics (i.e., fading and interference) of the transmission medium. In the context of two-
way cooperative relaying, a practical and attractive area is the untrusted scenario, where a relay
assists communication between two nodes as a legitimate entity but acts as a silent
Eavesdropper (EAV). Generally, in practical Internet of Things (IoT) environment, interference
is an obnoxious phenomenon in wireless communication system since it becomes a menace to
the wireless channel capacity if not being totally decoded and removed. Contrary to this view,
recent interests have emanated on innovative approaches that consider interference as a useful
resource for developing energy efficient and secure communication systems [3]. However, it is
still an open research problem to design new methods to exploit Co-Channel Interference (CCI)
signals efficiently in a two-way loT network with EH capability that can simultaneously
improve the performance of the network and promote continuous energy transfer.

Due to its low cost, low complexity receivers, and lack of Inter-User Interference (IUI),
Orthogonal Multiple Access (OMA) was thought to be a practical technique for Fourth
Generation (4G) wireless networks. In order to support the high demand of multimedia traffic
in IoT network, an efficient Multiple Access (MA) technology referred as Non-Orthogonal
Multiple Access (NOMA) [4] has been designed to provide high Spectral Efficiency (SE) as
required for 5G+ wireless networks. NOMA offers massive connectivity, broader coverage,
enhanced data rate, high SE and reliability by sending superimposed RF signals over the same
radio resources from multiple users by allocating different power factors followed by
Successive Interference Cancellation (SIC) scheme. However, one prominent disadvantage is
that it imposes extra receiver complexity in order to reduce the IUI using SIC. When the
interference is severe, the throughput of NOMA declines dramatically and can eventually fall
below that of OMA. Another distinctive feature between OMA and NOMA is that OMA may
be a preferred option for a small network where the near-far effect is negligible; whereas
NOMA would be the better solution for a larger network. The above discussion points towards
the need of an adaptive MA scheme to dynamically select the proper access mode between

OMA and NOMA to enhance the sum rate of the network. Although Cooperative NOMA (CR-



NOMA) improves transmission reliability due to openness of wireless channel, security in the
physical layer is still a major issue.

For devices powered by EH from the ambient environment, the energy arrival process
is inherently time-varying in nature. Such fluctuations in the energy arrival process may affect
the transmission delay of an EH device, i.e., there may not be sufficient energy available at the
device when it has to transmit information, thus, it has to wait until there is sufficient harvested
energy. Therefore, how to accurately measure and control the delay in EH wireless
communication network is a very important problem, especially for time-relevant wireless
applications, such as a status-monitoring Wireless Sensor Network (WSN). Energy
provisioning has led to the development of Rechargeable Wireless Sensor Networks (R-WSN5s)
[5,6] where sensors are equipped with a rechargeable lithium-ion battery and an energy
harvesting module. In R-WSNs, the sensors recharge their batteries by harvesting renewable
energy from ambient sources (wind, solar, etc.) or electrical power from wireless chargers.
However, the success of Renewable EH (REH) for R-WSNs remains very limited in practice.
This is because the amount of energy harvested from REH is a function of the deployment
environment. In contrast, RF Wireless Power Transfer (RF-WPT) technology [7] has gained
significant interest as a prospective technology for enabling stable and reliable energy supplies
to the rechargeable sensors through transmitting RF energy and has a powerful advantage in
Industrial IoT (IIoT) as it exploits low level, ambient RF power to sustain autonomous

operation of sensor motes.

1.2 MOTIVATION

In the recent past, RF-EH has gained interest in enabling sustainable power supply for stable
operation of wireless networks. Due to limited battery capacity of a relay node, a wireless
network does not remain operational in perpetuity. To prolong the network operational lifetime,
many strategies and techniques have emerged; the most recent being the EH technique. There
are two main categories of RF-EH. The first category uses ambient RF power. For example,
the ambient TV signals or cellular signals can be harvested for energy. Unlike the conventional
batteries or mains connections that have fixed power supply, the power supply from harvested
energy is not fixed any more. Hence, many works in the literature have investigated the
exploitation of EH for wireless communications. The second category uses intentional
(dedicated) RF power. For example, in hybrid access point systems, the Base Station (BS)

broadcasts wireless energy to the remote devices in the Downlink (DL), and then the remote
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devices transmit their data in the Uplink (UL) using the received power. In power beacon
systems, power beacons are used to provide power coverage for mobile devices in the network,
in addition to the BSs that provide information coverage. To satisfy the requirements of
security, Energy Efficiency (EE) and SE simultaneously, some recent works have explored the
combined effect of PLS and RF-EH for relay networks.

Generally, in practical IoT environment, CCI signals result in degradation of the system
performance by corrupting the message signals. However, these interferer signals can
purposely be used as a new energy source to empower the relay nodes [8,9] where the extra
energy acquired from the interferer is utilised to improve the system performance. When power
is extracted from a noisy environment, the Signal-to-Noise Ratio (SNR) decreases because
energy is harvested from the same noise that contributes to the interference. This reduction in
SNR leads to a lower channel capacity and, hence, reduced throughput. EH can compensate
for the reduction in channel capacity caused by noise by allowing increased transmission power
which can offset the negative impact of a lower SNR. By harvesting energy from co-channel
interferers, the additional power from the harvested energy can be used to boost the
transmission power of the receiver or to enhance the processing capabilities of the receiver’s
circuitry. This effectively reduces the impact of noise relative to the signal, thus improving
SNR. Hence, it is still an open research problem to design new methods to exploit CCI signals
efficiently in a two-way loT network with EH capability that can simultaneously improve the
secrecy of the network and promote continuous energy transfer.

A significant amount of research was carried out to investigate the impact of integrating
IoT with EH, NOMA and cooperative communication. Along with significant increase in SE,
the energy consumption in NOMA-enabled system increases with the average cluster size
growth. Thus, integration of RF-EH technology into CR-NOMA has gradually become an
innovative research direction.

Redesigning existing wireless networks to support both information transmission and
RF-EH is becoming increasingly important as the demand for WPT grows, particularly in
applications like IoT devices, wireless sensor networks, healthcare monitoring, and smart
cities. Traditional wireless networks are optimized primarily for data communication—
ensuring high throughput, low latency, and reliable connectivity. However, when RF-EH is
introduced, the network must now balance the energy transfer efficiency with the data
transmission performance. This creates a new set of requirements that existing systems aren’t
optimized for resource allocation where wireless networks need to allocate resources (like

spectrum, time slots, power) between information signals and energy signals, which can be
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challenging without a redesign. RF-EH often operates in the same frequency bands as data
communication. This can cause interference between energy signals and data signals,
degrading network performance. To mitigate this, networks may require advanced frequency
allocation schemes (like dynamic spectrum access) and interference management techniques
(like beamforming, adaptive coding). In general, the amount of harvested energy is small.
Hence, one of the main application scenarios of EH communications is low-power WSNss.
Interestingly, the latest breakthrough in WPT technology has shown its strong and high
potentials to address these fundamental bottlenecks surrounding the finite node lifetime and
operational performance of IIoT applications.

Being motivated by the above research trends and the progress in the field of RF-EH in
different areas of wireless communication networks, some efficient and improved relaying
schemes and protocols have been proposed to achieve better network performance. The
effectiveness of the proposed works has also been established by comparing the performance

with some existing relevant network models in terms of several performance parameters.

1.3 OBJECTIVES

Specifically, our research objectives are:

e Developing sophisticated RS strategies for better reception reliability in OWR and TWR
networks with Interference-Aided EH (IA-EH)

e Improving the secrecy performance in untrusted scenarios by developing different network
schemes and protocols

e Improving the EE, SE and secrecy performance by integration of RF-EH technology into
CR-NOMA network

e Addressing the problem of long-term autonomous operation of a network in IloT

environment by applying RF-WPT technology

1.4 METHODOLOGY

The global energy crisis has urged the development of green technologies which aim to
improve energy utilization. In this dissertation, an attempt has been made to design efficient
RF-EH schemes for secure communication in wireless networks. Based on the idea of energy

reuse, RF-EH has been recently applied to cooperative communications, where the information



delivery from a source node to a destination node can be assisted via single or several
intermediate energy-constrained relay nodes. Inception of cooperative relaying in EH
technology has been shown to enhance the EE, improve the network connectivity and increase
the reliability [10]. Considerable research effort has been devoted to develop different relay
selection strategies in multi-relay networks with IA-EH in presence of EAVs. However,
conventional OWR involves additional time phases to complete bi-directional signal
transmission, which reduces SE. To address the issue, new TWR schemes have been developed
under realistic assumptions to achieve improved performance related to EE, Secrecy Capacity
(SC) and harvested power.

Further enhancement of secrecy in NOMA has been accomplished. Furthermore, RF-
powered Multi-Device Diamond Relay Network (MD-DRN) has been designed to boost the
Achievable Sum Rate (ASR) and EE of the network using A-NOMA. The performance analysis
of the proposed models has been carried out and compared with the existing benchmarks with
respect to various network parameters by considering mathematical operations involved in the
models. The above investigations are based on analytical modelling and its validation by
simulation frameworks developed by us. Simulations are performed using MATLAB 2022b in
Windows operating system. Simulation results are supported by analytical results wherever
possible.

Recent advances in wireless energy transfer have made it possible for self-sustainable
relays that power themselves by capturing ambient energy wirelessly. For our real-world usage
tests, commercially available of-the-shelf measurement tools have been utilized to calculate
the battery recharging time of on-board rechargeable batteries. Bluetooth-enabled PowerSpot
RF Wireless Power Development Module (P1110-EVAL-PS) [11] has been used to charge
various sensors and multiple consumer devices using the harvested RF power. Measurements
are taken at different distance using vertically polarized PCB dipole and patch antennas. Apart
from that, Netsim v13.1 [12] has been used re-create the IloT environment. Here the residual
energy as well as energy consumption in each battery node has been estimated by battery model
metrics table. Rechargeable or EH mode represents the harvesting sub-module to increase
battery residual energy periodically. In NR or no-harvesting mode, each node in the network is

powered solely by its own battery.



1.5 CONTRIBUTIONS

The pertinent contributions of this research are summarized below:

e A Hybrid TSR-PSR scheme has been proposed in a cooperative relay network considering
interference as an energy source. Here, comparison of throughput with respect to several
parameters such as EE, relay position and location of interferer for each of Time Switching
Relaying (TSR), Power Splitting Relaying (PSR) and Hybrid protocols, with and without
the influence of CCI has been studied.

e Destination-based Jamming (DBJ) technique has been introduced in Cooperative IoT
(CIoT) network with beacon aided RF-EH to analyse the secrecy performance in terms of
Secrecy Rate (SR) analysis and System Energy Efficiency (SEE) over dissimilar faded
channels (Rayleigh/Weibull, =~ Weibull/Rayleigh, Hoyt/Rayleigh, Rayleigh/Hoyt).
Furthermore, joint effect of IA-EH and DBJ has been studied for improving the SR.

e A novel architecture of a cooperative relay network containing multiple sources with
multiple antennas and RS over Rayleigh fading channel has been developed incorporating
two improved RS schemes namely Optimal Relay Selection (OPT-RS) and Maximum
Energy Accumulated Relay Selection (MEA-RS).

e A generalized RF-EH system model has been proposed by optimizing the throughput
expression with hybrid TSR-PSR protocol and performance of the model has been
investigated for Amplify and Forward (AF), Decode and Forward (DF) and Hybrid AF-DF
(HDAF) relaying schemes under the Weibull fading channel.

e An RF-powered multi-relay network has been proposed to analyse the secrecy performance
in terms of SOP and SC. Subsequently, the best node scheduling scheme has been applied
to enhance the secrecy of the proposed network.

e Abidirectional HD multi-relay multi-antenna adaptive relaying network over the Nakagami
fading environment has been proposed in Delay-Limited (DL) as well as Delay-Tolerant
(DT) transmission modes and detailed analyses have been presented.

¢ A novel method of RF-EH in Two Way Communication (TWC) with Maximum Harvested
Energy Antenna Selection (MHE-AS) protocol has been presented to enhance the security
of the system in terms of SC in the presence of an interferer.

e A secure and energy-efficient scheme for RF-powered two-way untrusted IoT relay
network has been proposed in an interference-limited environment and the closed form

expressions for Secrecy Outage Probability (SOP) and accumulated harvested energy have
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been derived. Also, Average Secrecy Capacity (ASC) has been analyzed using monte-carlo
simulations. An in-depth analysis on the accumulated harvested energy and SC of the
network in terms of saturation power threshold for non-linear mode has also been
performed.

e (CR-NOMA network with IA-EH has been designed in an untrusted scenario where the
effectiveness of the proposed model has been investigated in terms of SOP considering
various key parameters such as source transmission power, transmit power of jammer,
number of interferers and interferer transmit power. Also, the Ergodic Secrecy Rate (ESR)
of individual users has been evaluated highlighting the impact of allocated power factors
on ESR for both near and far users.

¢ An improved Adaptive NOMA (A-NOMA) protocol has been applied in an RF-powered
Multi-Device Diamond Relay Network (MD-DRN) to enhance the Achievable Sum Rate
(ASR) in an IoT scenario. Also, the Bit Error Rate (BER) performance and Energy
Efficiency (EE) of the proposed model has been studied.

e A realistic virtual IloT environment has been developed using NETSIM and tested with the
commercially available of-the-shelf PowerSpot® RF Wireless Power Development module
to analyse different system parameters namely battery recharging time, network energy
consumption, Network Lifetime (NL) and throughput. Also, the effect of antenna gain on
the battery recharging time has been observed with respect to variation in distance and

Depth of Discharge (DoD).

1.6 DISSERTATION OVERVIEW

This main body of this dissertation is organized into eight chapters with five contributory
chapters. The thesis is outlined as follows:

Chapter 1 discusses the background, motivation, objectives, methodology and contribution of
the present work and outlines the organization of the thesis.

In Chapter 2, an extensive survey of existing literatures on the current state-of-the-art
techniques related to RF-EH has been carried out. A comprehensive summary of various EH
schemes, RS strategies, fading models, security issues as well as application of RF-WPT in
IToT has been discussed in this thesis.

In Chapter 3, the performance analysis of one-way single relay network has been carried out.

A Hybrid TSR-PSR protocol for IA-EH in a Cooperative Relay Network CRN has been



presented to improve the network throughput. Moreover, an energy-efficient RF-EH scheme
has been presented in the next system model to evaluate the secrecy performance in an IoT
network using cooperative communication approach in an interference-free environment. Here,
new analytical expressions for both SC and EE in Rayleigh, Hoyt and Weibull fading channels
have been obtained. Apart from that, our next framework incorporates DBJ approach to
increase the system security in the presence of an interferer.

In Chapter 4, various RS strategies have been implemented for better reception reliability in
multi-relay network with RF-EH. The performance of the network has been investigated in
both interference-limited and interference-free environment. Also, the secrecy performance has
been analysed in multi-relay network using best node scheduling scheme.

In line with Chapter 3 and 4, a Two-Way Multi-antenna Relay network has been designed in
Chapter 5 where the throughput performance of a two-way multi antenna multi-relay network
over Nakagami fading has been carried out for both DL and DT transmission modes. In
addition, the secrecy performance has been evaluated with IA-EH using MHE-AS scheme.
This model has been further extended to analyse the secrecy in an RF-powered TWR
comprising of two untrusted relays where the joint effect of PLS and IA-EH under
accumulation of the harvested RF energy for both linear and non-linear scenarios has been
highlighted.

In Chapter 6, a secure transmission scheme in CR-NOMA network employing IA-EH has
been depicted to enhance the system security performance by introducing jamming cancellation
technique. Apart from that, design and analysis of an RF-powered network has been carried
out using an upgraded A-NOMA protocol where the IoT relay devices are deployed in a
diamond relay topology and are empowered by ambient RF energy for sustainable operation
of the network.

In Chapter 7, a practical approach and real-time implementation of an RF-enabled EH-WPT
technique has been presented to demonstrate the application of RF-WPT in IIoT using
Powercast energy harvesters and Netsim Modeller tool.

Chapter 8 provides the main findings of the thesis and discusses some possible future research

directions.



Chapter 2
LITERATURE SURVEY

2.1 OVERVIEW

Advancement in communication technology demands for promising solutions to power a large
number of devices for a longer time. In this regard, RF Energy Harvesting (RF-EH) has come
up as a potential solution for energy constrained networks such as the Internet of Things (IoT)
by converting RF signals into electrical energy which can be used to satisfy the energy needs
of the smart devices in order to prolong their lifetime. RF energy refers to the amount of energy
harvested from the RF signals both ambient and dedicated, emitted by a transmitter and
received by the harvesting circuit to generate an electrical energy [13,14]. This chapter presents
a detailed survey of the existing approaches for various Relay Selection (RS) strategies and
security issues in EH-enabled wireless relay networks. The relaying protocols and schemes of
EH along with some potential applications of EH technology have been outlined and discussed.
Various metrics for network performance such as Outage Probability (OP), throughput, Secrecy
Capacity (SC), Bit Error Rate (BER), Energy Efficiency (EE), Network Lifetime (NL) etc.
have been studied. The performance analysis of NOMA using RF-EH has also been studied.
Finally, the concept of Wireless Power Transfer (WPT) using RF-EH has been presented. For
better understanding, the reviews of the relevant research articles have been summarized in

distinct sections.

2.2 RADIO FREQUENCY ENERGY HARVESTING

With the enormous use of RF signals for wireless communication and technology, RF-EH has
attracted a lot of attention due to ambient RF energy residue present in the surrounding. Major
RF sources are Bluetooth, mobile phone, Wireless Fidelity (Wi-Fi) signal transmitters,
television/radio broadcasters, mobile phones, Base Stations (BSs) and any RF transmitter that
transmits RF signals of certain frequency present in the environment [15]. Fig. 2.1 represents
schematic of a general RF-EH system [16]. The key elements of an RF-EH network include

the following components: a receiving antenna, for capturing RF signals radiated by an RF
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transmitter; an impedance matching circuit, to optimize the power harvesting by aligning the
impedance of the receiving antenna with the rectifier; and an AC to DC rectifier, that converts
the collected signals into usable electrical power. Depending on its application, an RF-EH may
consist of a voltage booster or regulator at the output end to boost up the output voltage level

for specific applications at the cost of size and efficiency of the harvester.
Transmission
Antenna

a Antenna
A

RF
Impedance Rectifier/

Matching Voltage
Network Multiplier

» Il 2

Generator

Power

Management Applications

Fig. 2.1 An RF-EH system conceptual block diagram [16]

2.3 RF ENERGY HARVESTING IN COOPERATIVE
RELAY NETWORKS

Cooperative relaying is a novel technology which improves the EE and the reliability of
wireless networks by employing intermediate relay nodes between various source and
destination nodes [17]. Van der Meulen [18] presented the first classical relay channel in his
1971 PhD thesis. As presented in the literature, two distinct receiver architectures namely
Time-Switching (TS) and Power-Splitting (PS) [19] were taken into consideration when
examining cooperative relay techniques for an RF-EH network. Particularly, for low data
transmission rate, the TS protocol can achieve higher OP and throughput performance than that
of PS scheme. However, PS protocol is better than TS protocol for high data transmission rates.
The TS protocol is considerably easier to achieve than the PS protocol when comparing the
two. On the other hand, theoretical research has demonstrated that the PS protocol can provide
far superior trade-offs between harvested energy and transmission rate. Furthermore, in the TS
protocol, precise time synchronization between the transmitter and receiver is necessary, and

the receiver's switching function must be adjusted in accordance with the transmitter's time
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information. Therefore, in the practical systems, the PS protocol is more suitable to be utilized
than the TS protocol, and most of the research works are based on the PS protocol. Authors in
[20] established a Hybrid TS-PS protocol which showed the superiority of the protocol over
both Power Splitting Relaying (PSR) and Time Switching Relaying (TSR). However, the above
works focused on system performance over Rayleigh fading channel which is valid only for
outdoor wireless channel. In contrast, for indoor environment, the OP of the system was studied
by adopting PSR and TSR over log-normal fading channel [21]. In [22], a modified TSR
protocol had been presented in multi-destination network with Simultaneous Wireless
Information and Power Transfer (SWIPT). The disadvantages associated with these protocols
were addressed by introducing a new Adaptive Relaying Protocol (ARP) [23]. In this work, the
ARP for bidirectional Half Duplex (HD) system was investigated over Rician fading channel
including a single relay with single antenna between the source and destination nodes.

In practice, HD relays are preferred over Full-Duplex (FD) as they are easier to
implement than the latter. However, half-duplexing comes at the cost of multiplexing gain loss
as compared to full-duplexing. In [24], the OP of the FD relay system was investigated. In
[25], the FD Cooperative Cognitive Radio Network (CCRN) with multiple FD secondary users
had been analysed, and the optimal system throughput had been derived. However, the EH
technique was not implemented in the above works. This issue was addressed in [26, 27] where
the FD relay system was investigated using EH with TSR protocol to optimize the time
allocation aiming at improving its own performance.

Depending on the network configuration and available resources, two well-known
relaying strategies i.e. Decode-and-Forward (DF) and Amplify-and-Forward (AF) have been
introduced in [28]. In [29], the ergodic capacity and throughput of a DF relaying protocol was
examined. In the following year, the OP and throughput for a TSR network operating in AF
protocol was investigated in [30]. In AF relaying, relays simply scale the received signal by a
predefined gain factor and retransmit it. Thus, AF relays have relatively less complex circuitry
and cost. However, as simple repeaters, AF relays are well known for transmitting an amplified
version of noise signals over the communication channel since it amplifies the noise parts as
well as the signal during the scaling process. In contrast to AF relaying, DF scheme limits the
propagation of noise at the expense of circuit complexity. However, if the signal is commuted
over multi-hop paths, DF relays propagate the errors over the network. The AF relays have a
number of drawbacks, including noise introduced by the information receiver and non-linear
distortion. Whereas AF retransmits and amplifies signals without decoding, DF decodes, re-

modulates, and re-transmits the received signal. The DF complexity compared to AF relays
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significantly high due to its full processing capability. The DF protocol also requires an
advanced media access control layer, which is not required for the AF protocol. On the other
hand, a Hybrid AF-DF (HDAF) relaying protocol could be used in certain applications [31].
The aforementioned literature focused on One-Way Relay (OWR) system where data
transmission occurs in one direction. In comparison with the FD-OWR system, the OP and
throughput calculation of the FD Two-Way Relay (TWR) system is more complicated, as both
destination nodes are to be considered simultaneously. In [32], a PS-based SWIPT with a DF
scheme had been employed at TWR to harvest energy from RF signals. In [33], a new system
model of DF-FD relaying network over the Rician fading environment was introduced. SWIPT
for the AF-based TWR networks had been adopted in [34]. In [35], the performance of the EH
scheme had been investigated in a WSN showing that the HDAF protocol outperformed the

conventional DF and AF protocols.

2.4 RF ENERGY HARVESTING IN TWO WAY
COMMUNICATION (TWC)

The idea of bidirectional or TWR was first introduced by Shannon in [36]. Subsequently, OWR
or unidirectional networks had been widely applied in practical data communication for long-
distance information transmission in wireless networks. Fig. 2.2 presents a simple TWR
technique. In transmission phase 1, both the source and destination transmit their information
simultaneously to the relay, whereas in phase 2, the relay amplifies/decodes the received signal
and broadcast the information. To achieve EH and information decoding, TSR and PSR
architectures of the receiver were proposed in [37-39]. Joint TS and PS schemes have been
presented in [40—43] as an extension of these studies for TWR networks with an energy-
constrained relay node. In [44], the authors considered the scenario where the Secondary Users
(SUs) or relay nodes share their reporting channel with the Primary User (PU). Their Proposed
Voting Rule (PVR) optimized the majority rule by exploiting the difference in outage of the
reported information due to the presence or absence of the PU in the channel. Opportunistic
Amplify and Forward (OAF) relaying and Partial Relay Selection (PRS) was considered in
[45]. Previous research had investigated TWC in SWIPT-enabled CCRN employing PS, TS,
and HPTS protocols [46,47]. Moreover, in the performance analysis of SWIPT in [48,49], the

non-linear EH mode and piece-wise linear EH model have been taken into consideration. A
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dual-hop AF TWR system with a non-linear amplifier was introduced in [50, 51]. Based on TS

or PS scheme, the throughput performance had been analyzed and formulated.

R R
V N’z hs/ Y
S D S D
Transmission Phase 1 Transmission Phase 2

Fig 2.2 Two-way relaying in wireless communication

2.5 RELAY SELECTION (RS) STRATEGIES

In wireless cooperative networks, several intermediate relay nodes are available to assist
communication between a pair of data source and destination. These nodes have different
locations and so each transmitted signal from source to destination must pass through different
paths causing different attenuations within the signals received at the destination which results
in reducing the overall system performance. To minimize this effect, design of proper relaying
strategy is an essential issue where high-quality links can be chosen by using proper RS
techniques. The most interesting one had been discussed in [52], where Bletsas proposed the
idea of totally distributed RS, i.e. the network did not require centralized Channel State
Information (CSI) to select the best relay. In multi-relay cooperative networks, selection of the
best relay is highly required. Two different best RS strategies were proposed in [53]. In the first
strategy, the best relay was selected based on the harvested energy during the current block of
time, whereas the second strategy was based on harvested energy during current block of time
as well as stored energy from the previous blocks of time. The relay with the lowest energy
consumption was picked as the best relay in [54]. In [55], a multi-relay scenario with a SWIPT-
assisted cellular IoT network was examined where the optimal relay was chosen by maximizing
the energy gathered from both the source and CCI signals. For networks with multiple relays
operating with TS protocol, an RS protocol had been discussed in [56], where the best relay
was selected based on maximum harvested energy from the signal of source. The authors in

[57] studied two RS methods, Partial Relay Selection (PRS) and Opportunistic Relay Selection

14



(ORS), in a multi-relay DF wireless EH network. In PRS, the relay that aids S-D transmission
was selected based on the CSI of either S-R or R-D hop; whereas, in ORS, the relay that ensures
best end-to-end path between S and D was selected as the best relay. The performance of both
the schemes had also been evaluated in terms of OP, where ORS scheme clearly outperformed
PRS. The authors in [58] had studied the comparison between three RS schemes where the
effect of various parameters on throughput and OP had been studied. However, the analysis
was limited to a single source with a single antenna. A distributed RS strategy had been
proposed in [59] in order to incorporate fairness among the relay nodes in terms of equal energy
consumption, where a central unit numerically calculates a weight factor for each relay node
such that the power consumption for each relay is almost equal. The model proposed by [60]
derived an optimal PSR value in order to maximize the end-to-end SNR of a link. However,
neither [59] nor [60] had considered the arbitrary relay positions for selection of the best relay

channel.

2.6 PHYSICAL LAYER SECURITY (PLS) in RF
ENERGY HARVESTING

Physical Layer Security (PLS) is an information-theoretic procedure that achieves secrecy by
using signal processing techniques and channel codes. The main idea of PLS is to utilize
wireless channels and interference environments to keep the secret message from
eavesdropping [61-63]. Wyner conducted the first research on PLS in [64] comprising of a
three-node configuration including a Source (S), a Destination (D), and an Eavesdropper (EAV)
as depicted in Fig. 2.3. PLS techniques based on cooperative relay transmission are especially
important in situations where devices typically have limited power supplies and coverage
ranges for reliable communication. In the past decade, substantial research had been made to
deal with the problem of PLS in cooperative relay networks. However, these existing secure
schemes are based on the assumption that the nodes in the network are ideal i.e. secure, and
they are designed to prevent interception from the EAVs outside. Nonetheless, in certain
scenarios, such as heterogeneous networks, relays could be considered unreliable because they
could act as potential EAVs, attempting to illegally decode the information signal received from

legitimate sources while aiding in S-D transmission. To overcome this problem, He and Yener
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[65] proposed a breakthrough in one-way untrusted relay network by employing a friendly

jammer without direct transmission to obtain a positive Secrecy Rate (SR).

(a) (b)

Fig. 2.3 (a) Wyner’s wire-tap channel [64] (b) Wire-tap channel with cooperative relaying for
enhanced security

The secrecy performance of HDAF was observed in [66] and compared with AF and DF
schemes. Furthermore, it had been observed that the performance improves with increasing
number of cooperative relays. The work presented in [67] applied a Cooperative Jamming (CJ)
scheme for harvesting energy using a multi-antenna. PSR and beamforming methods had been
used by [68] to increase the SR by applying Destination-based-Jamming (DBJ) that deteriorates
the Signal-to-Noise Ratio (SNR) at the EAV. The study in [69] used different RS strategies to
improve the network performance in terms of Secrecy Outage Probability (SOP). In [70], the
secrecy rate performance of an untrusted unidirectional relay network with EH was evaluated
under the impact of hardware impairments in interference-free environment. [71] had
investigated secrecy performance of DF relay system over k-i shadowed fading channels. The
exact closed-form expressions of SR and SOP had also been derived. The secrecy performance
of DF relay network had been analyzed in [72] under composite Weibull/Lognormal fading.
More interestingly, the confidentiality of a single-hop EH relay network was studied in [73].
Comparing AF relay with DF relay, it was concluded that the confidentiality rate of AF relay
is higher than those of DF relay in both EH and conventional systems. Despite considerable
contribution of the aforementioned study, very few investigations have been conducted to
investigate secrecy and EE performance under Nakagami-q (Hoyt) or Weibull fading.
Furthermore, the results for SR analysis across Hoyt and Weibull fading in a hybrid
Cooperative [oT (CloT) network have not yet been reported in literature. A detailed study on

EE performance with beacon-assisted EH was carried out in [74] under a Rayleigh fading
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environment. But, the concept of cooperative relaying and jamming was not addressed.
Although the work by [75] provided secure communication via EH untrusted relay, the authors
did not demonstrate how EH affected the system performance. By incorporating the advantages
of conventional relaying schemes, a new adaptive scheme i.e. HDAF protocol was applied in
[76] and [77] where the secrecy performance had not been analysed. Energy can be harvested
by using multiple antennas at the relays as in [78], but in the case of a single antenna at the
relay, the relay may not be able to harvest the sufficient energy in a single transmission frame.
The accumulation of harvested energy was explored in [79], where the destination transmitted
a jamming signal after its battery was fully charged. On the other hand, a backup energy source,
such as a grid or a battery power supply, may be used during the frames when the captured
energy is insufficient and is being stored. In [80], the performance of a linear TWR network
has been assessed for a case that is limited to equal power transmission by the two transmitters
considering a single interferer node. Here a separate external jammer has been deployed for
maintaining security of the network. Meanwhile, the work in [81] has incorporated a Parallel
Interference Cancellation (PIC) technique to achieve enhanced secrecy rate in a linear RF-

powered TWR network.

2.7 ROLE OF INTERFERENCE IN RF-EH

The interference network is a fundamental type of topology for multi-user networks, where
each transmitter provides independent information to its associated receiver, and the signals
received at the undesired receiver are considered interference. Interference is traditionally
considered to be one of the major challenges in wireless communications due to its detrimental
effects on throughput and secrecy. Considering the practical implications, interference
modeling in wireless networks is a very interesting problem. Interference induced in wireless
networks, commonly referred to as Co-Channel Interference (CCIl), depends mainly on
physical factors, such as the spatial distribution of interferers, interfering channel fading and
the power of the interferers. The presence of CCI in EH-enabled wireless communication is
expected to have an intriguing impact on the system performance. On one hand, it can be
considered as a useful source to scavenge additional energy through the RF-EH technique. A
OWR strategy was investigated in [82] under three schemes where the EE was optimized. In
literature, various cooperative EH protocols were examined under two different relaying

scenarios: single-relay [83—85] and multi-relay [86, 87], where the transmitted power of source
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was considered as the main source of harvesting energy. In [86], a model has been studied
where source node selects the best relay to transmit signal to the base station. An algorithm has
been established to calculate the highest throughput of the best relay. Most of the research
works on Interference-Aided (IA) wireless EH has been conducted in cooperative networks,
where the interferences among users might be used as a source of extra energy for wireless EH.
The authors in [88,89] developed a single relay-aided EH protocol where both CCI signals and
source signal were considered as potential energy sources for powering the relay node during
the EH phase while CCI signals were treated as noise during the information decoding phase.
A three-node cooperative RF-EH protocol had been proposed in [90], where the relay node
operated in EH mode when the CCI signals were very strong and harvested energy from both
CCI signals and source signal. On the contrary, when the CCI signals were weak, the relay
node processed information by operating in information decoding mode. Hence, it remains an
ongoing research challenge to propose new strategies to exploit CCI signals efficiently as a
source of power to recharge energy constrained nodes with minimal decrease in system
performance. A significant contribution on harvesting energy from the interference was
illustrated in [91], where the EE of data transmission was maximized for an Orthogonal
Frequency Division Multiple Access (OFDMA)-based non—cooperative communication
system. A CRN had been considered in [92], where the energy—limited relay harvested energy
from the received signal and interference, and then exploited the energy for relaying operation.
Although the authors of [93] developed a closed-form equation for throughput for cooperative
communication networks with EH capability, they did not give any security framework for
such systems. A hybrid protocol for IA-EH was developed in [94], in which the power-
constrained relay collected energy from both the source and the interferer's signals. In order to
choose which EH source is better, two different cases were considered in [95]. While the relay
in the first scenario harvested energy only from the source signal under the assumption of
negligible interference signal, in the second situation the relay harvested from both the source
as well as the interfering transmitter. It has to be noted that [93], [94] and [95] had considered

single relay operating in the cooperative networks.

Similar to OWR, TWR systems are also affected by CCls due to heavy spectral reuse, which
can be regarded as a constant energy source and has a major role to maximize the SC under an
EAYV attack. The authors in [96] had proposed an opportunistic IA-EH scheme for two-way
multi-antenna relaying networks in presence of CCI. Because of security vulnerability along

with energy insufficiency in TWR networks, both EH framework along with PLS had been
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included together in CRNs [97]. In [98], the system performance of a bidirectional multi-antenna
relay network had been investigated in interference free scenario. The authors in [99] had
studied the impact of CCI on the outage performance of an EH-assisted two-way DF relaying
system. whereas in [100], a relay selection policy that maximizes the achievable secrecy rate
was developed. Some recent works [101-106] had explored the combined effect of PLS and RF-
EH for TWR networks. The authors in [107] had analysed the security performance in
interference-limited environment where the impact of EH on the existing model was ignored.
In contrast to this work, [108] had introduced an approach to demonstrate the positive effect of
CCI for a linear TW cognitive network. Authors in [109-111] had assumed linear EH model
where the problem of maximizing the sum throughput of TWR networks with wireless powered
nodes was studied. The problem related to this work is that linear EH model is too idealistic and
impractical as this model is unable to demonstrate the nonlinear behaviour of any practical EH
circuit. The work in [112] had modified the logistic EH model to address the sensitivity issue.
Meanwhile, the authors in [113-116] had proposed a nonlinear EH model where a resource
allocation algorithmic model was designed to improve the harvested energy. Here, the results
for non-linear model were shown to outperform linear model in terms of throughput. Despite
the above achievements, joint effect of PLS and IA-EH in TWR under accumulation of

harvested energy for non-linear scenario was not applied in the above existing works.

2.8 RF ENERGY HARVESTING IN NON-
ORTHOGONAL MULTIPLE ACCESS (NOMA)

A significant amount of research was carried out to investigate the impact of integrating [oT
with EH, NOMA and cooperative communication [117], [118] and [119]. For the past few
decades, OMA was considered a viable approach for 4G wireless networks due to its cost-
effectiveness, low complexity receivers and lack of inter-user interference. In this context, a
unique approach to increase the resource block efficiency in small cell networks by lowering
cell interference was proposed in [120]. Here, based on Quality of Service (QoS) criteria, the
resources were distributed dynamically. The outcomes revealed a decrease in interference and
an improvement in Spectral Efficiency (SE). Different from [120], the authors in [121] had
applied the OMA technique to a macro-base station-only network to increase the network
throughput by allocating optimal energy and time. However, restricted bandwidth and the use

of multiple OMA approaches in 4G technology made it insufficient to meet the increasing
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capacity requirement for smart gadgets and mobile internet usage in 5G+ [122]. This is because
the user was assigned an orthogonal subcarrier, which resulted in lower network throughput.
NOMA was initially proposed in [123], where the authors demonstrated how NOMA-enabled
systems outperformed OMA systems with respect to fairness and SE. In [124], the authors
studied a cellular Downlink (DL) network with randomly scattered users and compared NOMA
and OMA systems with respect to fairness and sum rate. In contrast, the average sum capacity
of both the systems was investigated and compared in a cooperative relaying power line
communication system [125]. A Cooperative NOMA (CR-NOMA) network had been
presented in [126], where Power Allocation (PA) was used to improve global EE. In line with
this, the performance of DL CR-NOMA using fixed or adaptive gain had been evaluated in
[127]. The authors in [128] calculated the OP and Achievable Sum Rate (ASR) in a NOMA-
functioned DL scenario. While all of the studies described above focused on DL networks,
several researchers also made an effort to explore UL scenarios. It was discovered in [129] that
employing NOMA in 5G wireless networks can increase SE and fairness. In comparison to
[126], similar investigations were conducted for the UL NOMA-based network in [130].
Although NOMA offers many benefits, including enhanced resource allocation, improved SE
and lower latency, one major drawback of NOMA is the additional receiver complexity that is
necessary to eliminate the IUIL. Although NOMA reduces both signaling overhead and
transmission latency, it may still introduce additional latency as a result of the SIC process,
which can be reduced by limiting the number of users that rely on SIC. Since multiple users
are accommodated within the same spectrum in the network, NOMA suffers from high
decoding delay and complexity problems. All of these issues were addressed with the hybrid
NOMA (H-NOMA) protocol [131, 132]. In [131], a resource allocation scheme developed for
a “hybrid time division multiple access (TDMA) — NOMA” network with opportunistic time
allotment. For 5G DL, an accurate PA strategy was implemented in a “hybrid code division
multiple access (CDMA)-NOMA” network with the user clustering technique called “Best
with Poor Model” [132]. Both of the above works improved the system's overall capacity and
performance while preserving the SE.

Along with the significant increase in SE, the energy consumption in NOMA-enabled
systems increases with the average cluster size growth. Integration of RF-EH technology into
CR-NOMA to develop the brand-new RF-powered CR-NOMA network has gradually become
an innovative research direction. In this contest, the joint effect of NOMA -assisted relaying
systems with RF-EH was studied in [133, 134]. The authors in [133] designed a cellular-based
IoT network combining EH with NOMA, where the throughput was maximized under different
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density of Base Stations (BSs). In [134], the end-to-end BER had been examined in an RF-
powered CR-NOMA system with two users. It had been demonstrated in [135] that integrating
self-sustaining EH relay devices into CR-NOMA networks with FD relaying significantly
increased SE and EE. In [136], the authors presented an IA-SWIPT based [oT CR system by
employing PSR, TSR and NOMA. The authors showed that the improved performance of the
proposed system could successfully be used in various [oT applications, e.g., coal mines,
underwater applications and hazardous environments. An RF-powered system adopting
NOMA protocol was designed in [137] for a multi-relay scenario, where the network
performance was assessed in terms of ergodic sum capacity. In [138], a SWIPT-based model
was proposed where the BER was explored for DL NOMA networks. The authors in [139]
examined the OP in a NOMA -enabled AF CR network. In a very recent study [140], the outage
performance of an RF-powered CR-NOMA-assisted [oT system had been successfully
analysed. The main disadvantage of this work is that it did not consider EE which is one of the
most essential and practical concerns in wireless systems. The authors in [141] introduced the
Adaptive NOMA (A-NOMA) protocol in the CR network, where the EE of the network was
found to be better compared to that of OMA and NOMA. However, EE and BER analysis in

RF-powered MD-DRN still remains an unexplored area of research.

2.8.1 RF ENERGY HARVESTING IN DIAMOND RELAY
NETWORK (DRN)

The Diamond Relay Network (DRN) model has recently attracted considerable attention as an
efficient cooperative networking configuration in wireless Ad Hoc networks that offers a higher
achievable data rate. This network can take advantage of NOMA for both UL and DL
transmissions. Based on the max-min criterion and Maximal Ratio Combining (MRC), the work
in [142] demonstrated that the network outperformed the other existing cooperative networks in
terms of sum rate. Subsequently, they improved their work in [143], in which an analytical
expression of the ergodic sum rate (ESR) was derived. A PA scheme for DRN was investigated
in [144]. Meanwhile, in [145], a joint PA approach for increasing the achievable rate of NOMA -
based DRN was reported where the proposed method offered a higher achievable rate. In
continuation, the authors in [146] introduced an efficient algorithm that provided a much higher
achievable rate than the other existing approaches. In contrast to the above works, the authors

in [147] examined the security performance of an untrusted DRN with a CJ scheme. The
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drawback of the above works is that they did not assess the BER and EE of the network. This
was taken care of in [148], where the BER performance in DL NOMA networks using BPSK
modulation was shown through simulations and real-time tests. Meanwhile, the authors in [150]
attempted to improve the BER performance of the single DRN earlier designed in [149] using
a joint maximum likelihood detector. Although the performance in [150] was improved
considerably, an error floor was still observed. All the above works on NOMA-based DRNs
were limited to a single-relay scenario where the advantage of EH was not explored. To meet
this requirement, a NOMA-enabled DRN model was deployed in a multi-relay scenario in [151]
where an RS scheme was applied to obtain higher transmission reliability. Since DRN is an
efficient cooperative strategy to improve the achievable rate of the network, DRN powered with

RF-EH can be an efficient approach to enhance the ASR and EE of the network.

2.8.2 PHYSICAL LAYER SECURITY IN NOMA-ENABLED
NETWORKS

Although CR-NOMA improves transmission reliability due to openness of wireless channel,
security in physical layer is still a major issue. From a security view-point, when multiple users
are utilizing the same time-frequency resource, there may be concerns regarding keeping
information confidential Thus the notion of PLS that is currently among the hot spots in
wireless communications and information security was initially proposed in [152]. Afterwards,
PLS had been incorporated in NOMA system [153], where the SOP played a significant role.
The effect of PLS on the performance of NOMA framework had been studied for both external
and internal eavesdropping environment [154] in interference-limited system. In [155], the
security performance analysis of NOMA in PLS had been carried out under jamming
cancellation technique in interference-free environment. But the influence of EH on the
performance of the system had not been addressed here. Authors in [156] developed UL and
DL NOMA scheme in untrusted environment where the influence of EH had not been explored.
From literature, we find that the impact of CCI on the secure performance of CR-NOMA

network with incorporation of RF-EH has not been addressed yet.

22



2.9 RF ENERGY HARVESTING IN WIRELESS
SENSOR NETWORK (WSN)

Wireless Sensor Network (WSN) is an essential part of [oT and that has been widely used for
information collection including patient health monitoring, smart buildings, object tracking,
habitat monitoring, emergency circumstances, and monitoring of air quality. Also, WSNs play
a crucial role for an actuating environment by alerting the accidental events like changes in
pressure, temperature, or humidity, leakage of toxic chemicals or gas emissions, humidity,
vibration, fire, and many other safety signals. However, the most well-known issue with WSN
is energy consumption, as battery power is now the main energy source in sensor nodes. A
sensor node loses its ability to function in the network when its energy is exhausted. So, it
requires an uninterrupted power supply continuously, whether the sensor node is in active mode
(communicating and processing data), sleep mode, or inactive mode. These entire aspects

encourage the usage of EH in WSNs.

2.9.1 WIRELESS POWER TRANSFER (WPT)

Due to their energy limitations and short operational lifetime, conventional WSNs require an
optimization of the Network Lifetime (NL). On the other hand, the EH-WPT WSNs are
designed to sufficiently consider the network's operational lifetime in order to achieve energy
neutrality and an infinite lifetime of operation when installed in an environment with a
consistent energy supply. The technology behind WPT dated back to the early 20th century had
been credited to Nikola Tesla [158]. WPT could increase the portability and can meet the high
demand of new smart devices that currently utilize wireless technology for various operations
and communications, such as Wi-Fi, which is nowadays used in laptops and smartphones for
internet access. The study in [159] provided some insights into the recent applications of WPT
technology in the following domains: mobile phones, medical implants, Electric Vehicles
(EVs), Unmanned Aerial Vehicles (UAVs), WSNs and audio players. Meanwhile, [160]
investigated the performance of distributed WPT system and found that distributed wireless
charging has numerous advantages in terms of coverage probability as long as the optimal
beamforming is available in the distributed WPT system. Low-power transfer efficiency was a

problem for RF-WPT systems, which are used to power IoT devices, because of the significant
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power attenuation of electromagnetic waves. In [160] and [161], the distribution of antenna
systems was taken into consideration as a feasible solution to the EM wave attenuation
problem. A sensor node's power supply subsystem can be categorized into two types based on

the battery type: rechargeable and non-rechargeable.

2.9.2 RF-ENABLED EH-WPT IN IOT

"Smart-X" applications, like smart city, homes and transportation have become increasingly
important in our daily lives as a result of growing interest in IoT, of which WSN is one of the
enabling technologies [162]. Since the sensor network's limited energy resources prevent their
deployment in applications requiring unattended and long-term operation, such as control of
air quality in cities, detection of combustible gases, etc, the integration of EH technology in
IoT has proven to be a popular trend over the last 20 years [163,164]. The widespread
development and use of digital TV, cellular and wireless communications operating at
900/1800/1900 MHz and 2.4 GHz, has created plenty of opportunities for far-field RF-EH and
its application in powering small, autonomous WSNs [165]. The WPT approach relies on the
intentional EH in which an active component (e.g. RF transmitter) is utilized to provide the
desired energy needed in the environment for the devices. This type of approach is implemented
by Powercast with RF transmitter (3W,915MHz) and receivers (P2110 and P1110) [166].
Powercast's ongoing objective is to provide long-range wireless power capable of remotely
charging equipped devices, as well as better efficiency in harvesting RF energy to power
embedded devices. Powercast had helped in finding solutions to wireless charging issues, such
as RFID tags, waterproof designs and reusable wristbands. Powercast used its contactless
charging technology to supply wireless power to numerous enabled devices that came within
the charging range without the need for any direct line of sight. In [167], a comparison of two
RF-based power harvesters and WPT technologies for IoT-WSN scenarios was discussed.
According to the experimental results, P2110 power harvesters are more effective for long-
range applications, and P1110 power harvesters are more effective for short-range applications.
The experimental findings also revealed that the P1110 power harvester provided a higher RF-
to-DC conversion efficiency than P2110 power harvester for the same transmission range.
However, it required a longer recharge time than P2110 power harvester for the same

transmission distance. These results essentially provided useful insights into the uniqueness of
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the two RF-based power harvesters for their different requirements and application scenarios

in WSNs.

2.9.3 RF WIRELESS POWER TRANSFER (RF-WPT) IN
RECHARGEABLE WSN (R-WSN)

In the present-day wireless communication network, due to the advancement of the silicon
technology that reduces the power requirement for electronic devices, there is a rising number
of low-powered devices used, that can be wirelessly charged by the RF-EH technique. Energy
provisioning methods include Renewable EH (REH) [168] where the sensors recharge their
batteries by harvesting renewable energy from ambient sources (solar, wind etc.) and WPT
[169] where battery recharging takes place using electrical power from wireless chargers. The
authors in [170] proposed a cooperative integration of ambient RF-EH with dedicated WPT
that could prove to be an effective approach for different power-constrained sensor networks.
The key benefit of RF-EH over WPT is that the power does not have to be intentionally
provided by the operator of the harvester, making it a "free" energy source. However, the
success of ambient RF for Rechargeable WSN (R-WSN) is very limited in practice as the
amount of harvested energy can be very low [171]. Also, RF-EH is considered to be one of the
most challenging energy sources since the amount of energy harvested using REH is a function
of the deployment environment i.e. the available harvestable power varies with time, frequency,
distance from the energy source, location and various environmental conditions. Moreover, the
biggest hurdle of ambient RF energy is the low energy density due to spreading loss.
Furthermore, the power density from RF-EH is limited compared to other renewable energy
sources. Moreover, appropriate circuit design is required to improve the RF-to-DC efficiency
keeping the harvester small in size. In contrast, RF-WPT technology [172,173] had gained
significant interest as a prospective technology that provided stable energy supply to the
sensors through transmitting RF energy and had a powerful advantage in Industrial IoT (IToT)
as it exploited low level, ambient RF power to sustain autonomous operation of sensor motes.
However, there is currently no published work which analyses the potential of powering [loT
applications through RF-WPT using P1110-EVAL-PS.

Low-Rate Wireless Personal Area Network (LR-WPAN) [174] has emerged as an appealing
communication system in IloT. ZigBee/ IEEE 802.15.4 [175, 181] is a low cost WSN for

industrial application that operates in the unlicensed RF worldwide (915 MHz Americas, 2.4
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GHz global or 868 MHz Europe). EH using dedicated RF source has gained popularity due to
its ability to provide stable energy supply to the sensor motes. Four battery chemistries had
been investigated in [176] to determine the best battery type for loT applications. In [177], the
total harvested energy was typically modelled linearly. However, in practice, EH circuits result
in a non-linear end-to-end WPT. A realistic parametric non-linear EH model based on a logistic
function was designed in [178] based on logistic function to represent the dynamics of the RF
energy conversion efficiency at various input power levels. In contrast to [178], the authors in
[179] proposed a quadratic RF-EH efficiency model that obtained better results. Meanwhile,
the authors in [180] had designed a piecewise linear approximation model and obtained better
performance but they did not analyse the battery recharging time. In contrast to existing
simulators like Castalia, EKHO, and COOJA that do not have energy modelling metrics table,
Netsim v13.1 [12] provided EH model where the residual energy as well as energy consumption
in each battery node was estimated by battery model metrics table. In [181], an agricultural
simulation environment of WSN was modelled with solar EH model in Netsim where
recharging state and recharge current duration were used to determine the longevity of the
sensor network with and without EH feature. Authors in [182] found out the Network Lifetime
(NL) curves of the sensor nodes deployed in an [oT environment using NetSim and evaluated
the throughput and battery life. In recent years, flourishing achievements have been made for
improving the system performance of RWSNs in terms of path planning, charging scheduling,
charging direction, and so on. However, little attention has been paid on the network lifetime
issue using RF-WPT for battery-driven sensor motes. It has been shown that environmental EH
from external sources (e.g., thermal energy, solar power, wind energy, vibration energy etc) can
potentially prolong the network lifetime of WSNs. However, climate has a significant influence
on energy harvesting from these sources, and their erratic availability can pose a threat to their
continuous operation.

There is an inverse relationship between charging time and harvested RF energy. In other
words, the charging time decreases as the harvested RF energy increases. In [183], the battery
recharging time was analyzed when multiple RF sources were available. In [184], a statistical
distribution model had been proposed for RF-EH systems. Here, an RF-EH system including
multiple RF sources had been analyzed. Depending on system variables, the distributions of
charging times had been shown. The impacts of the number of RF sources and wireless channel
conditions on the charging time were demonstrated by simulations. Although the study
provided an insight about the charging time theoretically, the experimental studies on the

charging time is still missing in the literature.
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2.10 DISCUSSION

Comprehensive analysis in the relevant research on RF-EH networks has been presented in this
chapter. Firstly, an overview on the architecture of RF-EH has been provided along with various
relaying schemes and protocols. Next, a brief survey on various wireless relaying strategies in
unidirectional and bidirectional networks has been presented. Moreover, the security issues in
RF-EH have been highlighted. In addition, the coexistence of RF-EH with PLS and NOMA
has been briefly explained to understand the potential benefits of this incorporation. Lastly, a
thorough analysis and discussion on the application of RF-WPT in WSN has been provided.
This review enlightens the progress of various EH techniques with their benefits and
shortcomings. The review presented in this chapter also indicates that there is enormous

possibility of enhancement of work in this arena.
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Chapter 3

RF ENERGY HARVESTING IN
ONE-WAY RELAY NETWORKS

3.1 OVERVIEW

This chapter presents the performance analysis of an RF-powered one-way single relay
network. Firstly, a novel Interference Aided (1A)-EH scheme is proposed by incorporating DF
relaying over Rayleigh fading channel using hybrid TSR-PSR protocol. Here, a single
interference node is exploited to replenish energy for the relay. The impact of various
associated parameters such as, location of relay, position of interferer and conversion efficiency
is studied on the throughput performance of the system. In the next section, Destination based
Jamming (DBJ) technique is incorporated in an ideal interference-free environment to enhance
the system security in the presence of an Eavesdropper (EAV). Three fading scenarios namely,
Rayleigh, Weibull, and Nakagami-q (Hoyt) are considered to examine the effect of fading on
the secrecy performance of the system. Finally, in the last section, a secure one-way
communication model with IA-EH is provided in presence of a single EAV to observe the
effect of interference power and jamming on the secrecy performance of the cooperative

system.

3.2 BACKGROUND

In conventional relaying, Co-Channel Interference (CCI) deteriorates the system performance
[93] and thus needs to be eliminated either by applying interference alignment approach or by
decoding the interfering signals when they are strong. As opposed to this, the CCI signals are
depicted as a new source of power for relay recharging. Motivated by this, an IA-EH
cooperative relaying scheme adopting hybrid TSR-PSR protocol has been proposed to improve
the network throughput. [66] showed that source and destination nodes try to maintain a secure
link while wiretapper tries to capture the secret data. [67] have applied a Cooperative Jamming

(CJ) scheme for harvesting energy using a multi-antenna. Beamforming and power-splitting
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schemes have been used by [68] to increase the Secrecy Rate (SR) by applying DBJ that
deteriorates the SNR at the EAV. The authors in [69] have used various relay selection strategies
to enhance the network performance in terms of Secrecy Outage Probability (SOP) and SR.
The secrecy performance of DF relay network over composite weibull/lognormal fading has
been analyzed by [72]. More interestingly, Physical Layer Security (PLS) in cooperative
wireless network with multiple relays where both AF and DF schemes are considered in the
presence of an EAV over Rayleigh fading channels have been evaluated by [73]. Despite
considerable contribution of the above-mentioned research, very few studies have been carried
out to investigate the secrecy performance under Weibull or Hoyt fading. Moreover, most
works on secrecy in Cooperative Relay (CR) networks do not consider the potentially
beneficial role of network interference for communication secrecy. This leads to the
development of interference management strategies that exploit network interference to
enhance the level of secrecy. Following these advances, this chapter investigates the
performance of one-way single relay network using RF-EH in three different scenarios: (i)
interference-limited environment in absence of EAV (ii) interference-free environment in

presence of an EAV (iii) interference-limited environment in presence of an EAV.

3.3 COOPERATIVE RELAY NETWORK WITH
IA-EH USING HYBRID TSR-PSR PROTOCOL

This section describes the proposed single relay cooperative network involving an interferer.

3.3.1 System Model

Fig. 3.1 presents a simple one-way EH CR network in a smart city environment comprising of
a Source S, Relay R, Interferer / and Destination D located at (0,0), (20,10), (40,30) and (100,0)
respectively. Source S (smart traffic camera) at a streetlight sends video data to the Destination
D (central control unit) via a Relay R (smart sensor node installed on a traffic pole). An
Interferer / (a nearby 5G small cell tower or public hotspot that operates on a similar frequency
band) unintentionally interferes with the relay but also becomes a source of harvestable RF
energy. S transfers information to D with the help of R under the effect of /. Here, R harvests
energy from S and / using Hybrid TSR-PSR protocol [20]. The DF scheme is applied at R to
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decode the data of S and forwards the re-encoded data to D using the overall energy harvested.

In this context, following assumptions are made:

e The nodes operate in the Half Duplex (HD) mode and are configured with a single antenna.
e No direct link is presumed to exist between S and D due to deep fade and shadowing.
e The source S is assumed to have a constant energy supply.

e The effect of noise is neglected as the interferer power P, is presumed to be greater than

the noise.
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Fig. 3.2 Time frame structure for hybrid TSR-PSR protocol

Fig. 3.2 depicts the time slot structure of hybrid protocol for both harvesting energy and
information forwarding. Here, the total time period T is divided into three time slots: (1) EH
time slot,aT ; (2) 1% time slot, (1—a)T /2;(3) 2nd time slot, (1—a)T /2. Here, R harvests
energy from S and 7 within the duration of aT , where & is the EH coefficient, which lies in

the range 0 < o <1. The 1* time slot is used to decode the source information. A fraction, p (
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0 < p<1) of the received signal is also available for EH at R and the remaining (1-p) of the
received signals is used for S—R communication. The 2™ time slot is reserved to forward the

re-coded source signal to D. The channel gain coefficients from S to R and from R to D are hg,
and hyy respectively. I is positioned at distances dz and d,; from R and D respectively; fq

and f,; are the corresponding channel gains; Og; and dg represent S-R and R-D distances

2
>

2 2 2 . . .
fr| and |fqo| are exponential random variables with mean

respectively. Here, |he |, Ngp

>

2
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2

A, A,, v, and V, respectively. For simplicity, fro| and |fo| are represented

hSR

hRD

9

by X, , X,, Z, and Z, respectively.
3.3.2 Mathematical Modelling

For Delay Limited (DL) mode, the achievable throughput 7 is governed by the Outage
Probability (OP), P, of the system.

> Signal-to-Interference and Noise Ratio (SINR) Calculation:

The interference power received at R and D are given as [93]:

R fiel
P — 1| "R 3.1
IR dénR ( )
P|f,|
Po = I(|jmlD| (3.2)
RD

where, P, is the transmit power of the interferer and M is the path loss exponent. All the

wireless links are assumed to exhibit frequency non-selective Rayleigh fading, i.e., channel
coefficients are constant during one block time 7 as well as independent and identically
distributed. R harvests energy from the received signals of S and I for a duration of aT .

Therefore, energy harvested by R is given by:

E _77P5X1p-|-+77plzla-|-

= 33
HR dgl]? d ”r: ( )
R forwards the decoded signal using the energy harvested during EH period, (1-a)T /2.
So, the transmit power of R is given by:
P, = __Ew (3.4)
Ql-a)T/2
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where, 0<7 <1 denotes energy conversion efficiency and P, represents the Source

transmission power.

The SINR at R and D are given as:
_RXdp _ X

= e 3.5
VR PZ,d" R Z, (3.5)
P, X,d o X X
7rD PZ,d" (a; X, +bZ,) Z, Z, (3.6)
anpPba anpp,.
here, 8y = ————,b,=——""—and W =a,X,+b,Z
B T
Accordingly, the OP is given as:
Pt =PV <7i Voo <7} (3.7)

where 7, represents the SINR threshold

» Throughput
Throughput is the measure of how much data successfully reaches its destination within a

specific timeframe. Let Ry be a fixed transmission rate that S needs to satisfy such that

R, =log,(1+7,). Then, the SINR threshold is represented as y, =2 —1. Thus, the

throughput for hybrid protocol in DL transmission is calculated as:

T:(l_a)RS(l_ Pout) (38)

3.3.3 Results and Discussions
The results of simulation are presented in this section. Monte Carlo simulations are executed

using Matlab 2018b to study the throughput performance of the proposed scheme with respect

to &, P 1N, X, Y, . The throughput performance is also compared with one of the existing

works [93], where the relay node harvests energy from the source alone. In the 2-D plane, the

coordinates of different nodes are taken as: S: (0, 0); D: (100, 0); R (20, 10); 7 (40, 30)

Numerical values of some important parameters are indicated in Table 3.1:
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Table 3.1 Parameter assumptions

Parameters Meaning Default Values
Vin SINR Threshold 0 dB [93]
n Energy Conversion Efficiency 1[93]
PS Source Transmit Power 10 dB
P Peak permissible Interference Transmit Power 20 dB
m Path loss exponent 3[93]

In Fig. 3.3, the throughput of the proposed network is plotted against «x and p for TSR, PSR
and our proposed hybrid protocols. Solid lines depict the throughput plot for our proposed
scheme whereas dotted lines indicate the throughput plot of the existing work [93]. For a fair
comparison with [93], we have re-simulated our proposed model in accordance with [93] (i.e.
for source only network) and compared all the three protocols in terms of throughput

performance.
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Fig. 3.3 Throughput of TSR, PSR and Hybrid protocols versus &, O

On comparing, it has been found that our proposed architecture outperforms the network model
in [93]. This betterment comes from extracting the added energy from /, which helps to improve
the transmission power of R on R-D link which in turn improves the SINR at D. In case of TSR,

the throughput increases as « increases upto a certain point, and after that point, throughput

33




begins to decrease as observed from Fig. 3.3. This is because trade-off exists between the EH
time and data transmission time. To be more precise, if R spends more time on the energy
harvesting procedure, the time for the data transmission will be lessened. In contrast, if lesser
amount of power is harvested at the R with less time for energy harvesting, more time will be
available to transmit data. On the other hand, for PSR and Hybrid protocols, throughput

increases as p increases from 0 to some optimal p (p,, ) but later, it gets saturated as p goes

beyond its optimal value. This is because less power is available for EH for values of p

smaller than Py , and hence less transmit power P, is available from R and we observe
smaller values of throughput at D due to larger outage probability. Similarly, more power is
wasted on EH and less power is left for S-R information transmission for values of p greater
than Oqy . As a result, poor signal strength is obtained at R which results in less achievable
throughput at D.

The position of Relay with respect to the source has an impact on the throughput performance

of the system. This study is depicted in Fig 3.4 where different curves are plotted for various

values of « and p.
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Above figure shows that for the proposed scheme (@ =0.2,p=0.4) as the position of relay

shifts from 10m to 90m along x-axis, the throughput of the system decreases because of the
fact that R moves far away from S towards D. This can be justified as follows: As R moves
away from S, the decoding capacity and the energy harvesting at R decreases. Also, as the
distance between S and R increases, both the energy harvested by R and the received signal
strength at R decreases due to larger path loss, thus less energy can be harvested. Since the
transmit power of R in the second phase depends only on the harvested energy during the first

phase, the received signal strength at D becomes weak and the throughput thus decreases.
However, an interesting observation regarding the proposed scheme is that by increasing X,

beyond 80 m, a slight increase in throughput occurs. This reason may be that when R gets closer
to D, reliable communication between R and D becomes possible for low values of harvested

energy due to very small R-D path loss. It can be said that the proposed scheme with

(@ =0.2,p=0.4) is found to outperform the existing work.

Fig. 3.5 presents the plot of throughput versus position of interferer y, when the interferer shifts

from 40 to 100 keeping X, is fixed at 30m.
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As shown in the above figure, while harvesting energy from S alone, the throughput increases
with Y, because the effect of / on the decoding capacity of R and D decreases when / moves
away from R and D. But for IA-EH, throughput first decreases, becomes constant and then

increases slightly. The proposed scheme(@=0.2,p=04) is found to give much better
throughput. At Y, =40m | when I is very close to R, the percentage increase in throughput for

hybrid protocol (@ =0.2,p=0.4)is found to be 80% initially. As the distance of I slowly

increases, the amount of energy harvested from 7 decreases and the throughput performance
deteriorates. This is because the interference power imposed on R and D offsets the energy
harvested at S and R i.e. the negative effects brought by the interference from / on R offsets the

positive effects brought by harvesting energy from 7 on R. It is also found out that there is no

significant improvement in throughput as Y, exceeds 80 m. This occurs because the

interference may restrict the actual transmit power. It can be seen that there is a slight increase
in the throughput performance when considering RF energy harvesting from the interference.

Fig. 3.6 depicts a plot of throughput versus energy conversion efficiency” between our

proposed network with hybrid protocol and the existing TSR and PSR protocols [93]. The

throughput perks up as 77 increases or the transmit relay power increases. Larger values of 7

lead to more harvested energy. It is also seen that the proposed scheme (Ol =0.2, p= 0-4) 18

found to give much better throughput value as compared to the other schemes.
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3.4 BEACON-AIDED RF-EH IN INTERFERENCE-
FREE UNTRUSTED SCENARIO

This section presents a Hybrid Decode Amplify Forward (HDAF)-based Cooperative IoT

(CIoT) system in an interference free environment which incorporates DBJ technique.

3.4.1 System Model for beacon-aided EH

In the considered CIoT network illustrated in Fig. 3.7, the system comprises a Power Beacon
B, Source S, Hybrid Decode Amplify Forward (HDAF) Relay, Destination D and an
Eavesdropper EAV.
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Fig. 3.7 HDAF-based CloT Network

This setup is directly applicable to secure and sustainable IoT deployments such as industrial
automation, remote sensing, or smart grid monitoring, where deploying conventional power
infrastructure is infeasible, and secure communication is critical. A beacon is a wireless energy
source that transmits high-frequency RF signals to charge or power nearby RF-EH
devices. Here, B acts as a dedicated energy source, providing power to the IoT network that
has limited energy constraints, enabling the network to communicate and operate. Here, S tries
to transmit information to the destination D through a new relaying scheme in order to explore
the advantages of both DF and AF relaying schemes. The EAV is an unauthorized passive node

trying to intercept the confidential communication between the source and destination. In DBJ
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scenario, the EAV plays a role by both passively listening to the communication between the
source and destination while simultaneously jamming the destination's signal, thus making it
harder for the receiver to decipher the legitimate transmission. To keep the source information

secure, D sends a jamming signal to HDAF as soon as S transmits the information to HDAF.

» Channel Model

In this model, it is assumed that each node is provided with a single antenna that operates in
Half Duplex (HD) mode. The direct path between S and D has been assumed to be broken, due
to deep fade and shadowing. It is assumed that the channels are reciprocal. Furthermore, it is
assumed that all the nodes except EAV have perfect knowledge of the jamming signals
transmitted as well as CSI of the links. Each channel gain (g, ) is the square of channel
coefficientas g, = |hmn|2 ,(m,ne{bs, sr, rd,se,re,de}) where ‘m’ is the transmitting node, ‘n’
is the receiving node, and Q,,, represents the mean channel gain between nodes m and n. The

corresponding distances are given as d,,d,,d,,d,,d;,d.

» Destination-Assisted Jamming

The time frame of the system model is provided in Fig 3.8.
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Fig. 3.8 Time Frame of the System Model
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Here, S-D data transfer takes place in a slot of duration 7. HDAF Relay uses a part p of the
received power for EH and the remaining part (1— p )for information processing, where 0 < p
< 1. In the 1st time slot, S broadcasts a combination of information and jamming signal to both
HDAF and EAV. The total power transmitted by the source is Py which is divided into two
parts i.e.  amount of power is allocated to information signal and remaining (1— ) amount

of power is allocated to jamming signal. At the same time, D cooperates with S to transmit the
jamming signal to both HDAF and EAV with some of power that is known to the relay and
received by it. In the 2" time slot, using this harvested energy, HDAF forwards the
amplified/decoded information signal-plus-jamming signal received in the first time slot to D
and EAV. D detects and subtracts the jamming signal, which had been sent in the first time slot
on the basis of perfect knowledge of CSI and hence separates it. During the same time, S

cooperates with the relay to transmit the jamming signal to reduce SNR at EAV.

4.4.2 Mathematical modelling

In the proposed system, S harvests energy from B. Next, the HDAF relay harvests energy from
S and uses it to forward to D. The HDAF Relay acts as an intermediary to enhance the overall
signal strength and reliability of communication. It is positioned strategically between the
source and the destination. This helps the source to transmit data to the relay. The relay then
forwards the data to the destination, either by amplifying or decoding the signal and

retransmitting it. This cooperative action ensures that the data reaches the destination reliably.

O Energy Harvesting and Information Processing

* Energy harvesting by §

In the Ist time slot, the harvested energy at S from B is given by

17 P Obs (Tj
E === - (3.9)
HS d1 5

where 7, is the conversion efficiency and 0 <7, <1. P; is the transmission power of Beacon

B. The maximum power that S can use for information transmission is expressed as:
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P, = Eys _ UbPBmgbs (3.10)
T/2 d;

The total power transmitted by S is P, which is split into two parts i.e. BP; for information
signal and (1- f)P; for jamming signal.
= Energy harvesting by HDAF

In the 1% time slot, S broadcasts information signal and D broadcasts jamming signal, which is

received by HDAF as:

yR :«’%gsrxs + (p)((j#grdxjd + No (311)

where P, is the Power transmitted by D

Thus, energy harvested by the EH receiver in HDAF is given by:

ﬂzsmgsr . P.a%m JTE (3.12)
2 3

Ewr =19 (
where 7_1s the energy conversion efficiency at S and lies in the range0 <7_<1

The maximum transmit power by HDAF is given as:

o _Eu
T/2

— nsﬂps gsr + nsﬂPDgrd

d; dy
(3.13)
— nbnsgmpggsrgbs + USﬂdPr?]grd — nsﬂ(nb I;)Bmgdbfngsr + Pla?nrd )
12 3 1 ™2 3

HDAF uses a fraction S of the harvested power i.e f(oP;) to transmit the information and a

fraction (1—8)(pPy) of the harvested power to transmit the jamming signal

O Information Processing at HDAF
= AF mode:
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Here, HDAF combines the two received signals and broadcasts the resulting signal by applying

AF operation.
PHASE I:

In the Ist time slot, the remaining part of the received signal after using for harvesting is used

for information processing, which can be expressed as:
Yr = \/ (1_ p)(ﬂps)gsrxs + 1_,0) PD grd de + I\Io (3-14)

where X; is the source message, X, is the jamming signal sent by D, and N, represents the

AWGN at HDAF. Thus, SNR at HDAF is given as:

__(1=p)BR)g, (3.15)
. (1_p)PDgrd + No

The received signal and SNR at EAV node in 1* time slot is given by:

o = \/(1—p)élm—ﬁ)Ps g X, + /%gdexmmo (3.16)
4 6

_ d-p)(BR) 9. (3.17)
(1_p){(1_ﬂ) PS gse + Pnge}+ No

Vse

PHASE II:

HDAF amplifies the signal by an amplification factor u given as:

H=~PRYe

where ¢ is the amplification factor

1

and y, = (3.18)
%gsr*_%grd +No
d; d
p(BR)
Thus, 1= 3.19
oA (1_ﬁ)(pps)gsr +(1_ﬂ)PDgrd +N ( )
dr ar

In the 2" time slot, the relay forwards the amplified Xjsignal to D as:
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Xg = 1Yg = H| (L= P)Ps O X5 + 13)(1= P)Py Ogp Xjg + 4Ng (3.20)

The received signal at D from HDAF after amplification is expressed as:

Yo =49 X +No
Xg = 1A= p)(BPs) 9 X + /(L= P)Ps 91X ja ++/FroNr + No) (3.21)
2 Y4 =9 (A= P)BR) Gy X + /A= )Py Gy Xjg + v Iro MR)) + No

where Ngis the noise at the relay and N, is the AWGN. D removes the jamming part of the

information signal from the received signal and uses the remaining part for detection, which is

expressed as:

Yo =0 (A= P)BP) Gy X, + 113 Tro No)) + Ny (3.22)

Thus, the SNR at D can now be represented as:

luz (1_ p)(ﬂps)gsrgrd

Ve, = (3.23)
" No{(-p)(Ps9s: + PoOro) + No}
The received signal at EAV node in the 2" time slot after amplification is given by:
o = [CORPGRI [ pPBRIY |, [P 3.24)
d"dg’ dydg' . dg’

where X;, is the jamming signal sent by HDAF.

Now, the received signal at D can be written as:

(ﬂ)(éomPR)w 0% + /(1—ﬂzj(fPR)V/ 0y Xy +N, (3.25)

Here, D detects the known jamming signal on the basis of perfect knowledge of jamming signal
and CSI. Now, D subtracts the jamming part from the received signal and the remaining fraction

of signal used by D to decode the message can be expressed as:

Yo =4/(ﬂ)(§—mPR)l//gmxr +N, (3.26)

and SINR at D is given by
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¥ — /uz(l_p)(lgps)gsrgrd
RO (zuzgrd +1) NO

(3.27)

But, the EAV has no knowledge about the CSI of HDAF-EAV link, and hence no information

regarding the jamming signal. Thus, it cannot separate the jamming signal from the received

signal. The received signal and SNR at the EAV are expressed as:

. 1A= p) (PG, Uy
REwe /Uz{(l—p)(l_ﬁ) PS 00 PDgre}+ NO

= DF mode:

PHASE I:

The received signal at HDAF and EAV node in the 1% time slot is given by:

ySR :\/(l_p)(ﬂps)gsrxs—‘r l_p)PD grdxjd +N0
Yse = \/(1_p)(1_IB)PS gsexjs + V 1_p)PD gdexjd + No

While processing the data, HDAF removes the known jamming term (1— p) Py, g, X4 -

So the resultant signal is expressed as:

Yr = \ (1_p)(ﬂps)gsrxs + No

Thus, SNR at HDAF is given as:

_ @-p)(BP)g,
(1_p)PDgrd + No

VR

and SNR at EAV is given as:

i (- p)(BP)g,
(1_p){(1_ﬁ) PS gse + Pnge}+ No

Vse

PHASE II:

The relay decodes the information from the received signal indicated as:
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(3.29)

(3.30)

(3.31)

(3.32)

(3.33)

(3.34)



7 — (l_p)(ﬂps)gsrgrd
For No{(l_p)(Ps O + PDgRD) + No}

(3.35)

The received signal at EAV node in the 2" time slot after decoding is given by:

yRE = \/ (1_ﬂ)PR grexjr + \/ 1_/B)PS gsexjs + No (336)

Thus, SNR at EAV is given by:

7/ — (1_p)(IBPS)gsrgre
r (1- p)(1- B)Py0,. 9rg+ N,

(3.37)

» Secrecy Rate (SR) and System Energy Efficiency (SEE) for CloT network

The closed form expression for SR of HDAF-based CloT system over dissimilar faded

environment is presented and then the SEE of the considered system is investigated.

[ Secrecy Rate (SR) Analysis

In cooperative communications, SR refers to the amount of information that can be transmitted
securely over a communication channel, taking into account both the legitimate user's ability
to decode the signal and an EAV’s (or "wiretapper's") ability to intercept and decode that same
signal. SR in PLS is defined as the difference between the capacity of the legitimate
communication channel (the channel between the transmitter and receiver) and the capacity of
the EAV channel (the channel between the transmitter and the EAV). SR of HDAF is expressed

as:

C™" =Pr(yg 2 74) C5 +Pr(yss < 74,)Co" (3.38)

where CZF is the SC of DF relaying scheme and CZ/* is the SC of AF relaying scheme defined

below:

ci=[C

S

RD, CREA ]+

(3.39)

where A € (AF, DF) ; C., is the capacity of legitimate link and Cg; is the capacity of EAV link

Lemma 1: The SR of quasi-static complex fading wiretap-channel is given by [76]
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_log@+yy)—log+ye) 5 if oy =y
Cs(7M,7E)—

° s (3.40)
Here we assume, 7\, = 7rp and Jg = Vge

Case I: Legitimate and Wiretap links undergo Rayleigh fading

Lemma 2: Let C be a strictly positive constant, and let X and Y be two exponential random

variables with mean 4, and 1, respectively. Therefore, we have the following results:

E{In(X)}=In(4,) - @
E{In(X +C)} = In(C) —e*Ei(-2)
A (3.41)

Lemma 3: For any network operating under Rayleigh fading with average SNR at the receiver

given by 7, a closed-form expression for SR is obtained in [185, Equation (34)] as:
—1
C,,,, =log, (€)exp(7 )E,(7) (3.42)

Proposition 1: In a framework where the wireless links experience Rayleigh Fading, closed-

form expression for SR is given as:

CHoAR Pr(ys = yth)C?F +Pr(yg < }/m)CZSAF

SRAY
1 I |
In| 1+exp —2¢—In{ J +exp(4, )El[ J
[ 1 e p( 7th /IX \JJ //LX DF AYDF . ﬂ‘(o:
— X — DF. X
v (n+y ) Ps (1 Feou R exp( Aoy R | i e R | ey
1 a:lﬂ’RED; ﬂ“SR a:l;tREDF ASR al/lFeEDF ﬂ’SR /1RDDF
2In2 { 1

In 1+exp[—2¢—ln( D+exp(/lY )EI[ }

PP A,
+ [1 = exp( o Dx e

-1
vty Po W[ R qpof FrouRe \gif - FrouRe | e
ai;lREA;ﬂ'SR al/lREA;/q“SR a’lﬂ’RE /ISR RD

A formal proof of (3.43) is provided in Section A.1 of Appendix A.

(3.43)

Case II: The links are Hoyt faded
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Proposition 2: In a scenario where the wireless links experience more severe fading than

Rayleigh, i.e. Hoyt, where (|, and q, represent the Hoyt shape parameters for the desired and

EAV links, respectively, closed-form expression for SR are given by:

e Y e Y iz 1
Q| @(l), [=2=, B0y, |52 |=Q| A(0y), [ =22, a(a,), [ =2 || 2 -
7 RDpe 7 RDpe 7 RDpe Vrope )| Vrope VR \/ [ 0.7 j
- e/ RE

1 Vroo, T 7re

HDAF _

SHOVT 2 In 2
e e e e 7 1

+| 1-Q| g, [ (), |75 |-Q| Aa) [ a(qy) [ || T :
VREAe VREAe VRE A Vrey )| Veowe T7VRes a.7;
1— e/ RE -
Vrou T 7Re,
(3.44)

A formal proof of (3.44) is provided in Section A.3 of Appendix A
Case I1I: The links are Weibull Faded

Proposition 3: SR of Weibull faded channel where V., and V, represent the Weibull shape

parameters for the desired and EAV links, respectively, is given as follows:

7RD m m

+(exp£—[7:ﬁl"(l+ Eﬂ e ](3 log, 1+ "))}
Vre \

Vi /2
HDAF —L — _| Zro 3 i Vi /2
Corenn = 7t exlo{ {_ [ 1+7 (o log, (L+ "))
(3.45)

V m

e

A formal proof of (3.45) is provided in Section A.2 of Appendix A

O SEE Analysis
The study the SEE performance of the proposed HDAF-based CIoT system is presented here.

Fundamentally, SEE as the ratio of the SR to the total energy consumed in a single transmission

time 7.

Cs

E_c (3.46)

Tee =

where Cj is the total information rate and E; is the total energy consumption given as:
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Ec =R +x(P +PF) -, (P + Fs)p (3.47)
k 1s the inverse power amplifier efficiency, P. is the circuit power consumption,

The expression of SEE can be given as:

e = Co _ Pr(7se = 7) Cs +Pr(yee <7a)Cs"
= Ec PC+K(PB+PS)_77b(PB+Ps)p

(3.48)

3.4.3 Results and Discussions

A simulation test bed is developed to evaluate the performance of Hybrid CloT Network.
Simulation has been carried out using Matlab R2019b. Different parameters required for

simulation are summarized in Table 3.2.

Table 3.2 Parameter assumptions

Parameters Meaning Default Values
Yan Target Bit Rate 0 dB [93]
M Energy Conversion Efficiency for Power Beacon 0.9

s Energy Conversion Efficiency for Source 0.9

a EH coefficient 0.2

P Power splitting coefficient 0.6

Joj Power allocation coefficient 0.2

Ps Beacon Transmit Power 100W

P Source Transmit Power 10 dBW
= Destination Transmit Power 10 dBW
m Path loss exponent 3

Fig. 3.9 highlights the comparison of SR performance of the proposed scheme with some of
the conventional relaying schemes in Rayleigh faded environment. Fig. 3.9 (a) and depicts the
plot of SR vsp; whereas, (b) presents the plot of SR vsp for various values of channel
variance. From Fig. 3.9 (a), it is observed that the proposed Hybrid CloT network outraces the
existing schemes in terms of SR. This is because HDAF works in a dual manner, i.e., if the
incoming signal is decoded successfully at the relay then DF scheme is followed; else it

switches to AF scheme which increases the overall relay selection diversity. Also, there is a
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close resemblance between the simulation and analytical results which verifies the correctness

of both the theoretical derivations and simulations.

0.45 T T T T
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oall™ DF:Simulation [73] Qir. 3 |
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Fig. 3.9 SR comparison of HDAF relay with conventional relaying schemes for Rayleigh Faded
Environment. (a) SR vs o (b) SR vs p for various values of channel variance
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In Fig. 3.10, the impact of SR of the proposed scheme is evaluated with varying p. It is
observed that the value of SR improves as the severity of fading increases for superior main
channel i.e.(, > (,; whereas, it deteriorates for superior EAV channel i.e.q, > q,,. Whenq,,
increases from 0.1 to 1, fading decreases for the desired link, thus SR increases. Similarly, for
Weibull fading, as v,_ increases, SR also increases. Here, v, < 2indicates more severe fading
than Rayleigh; whereas, v_ > 2indicates less severe fading than Rayleigh. So when wiretap

link is Rayleigh and the desired is Weibull, main link is less severely faded, hence SR rises. In
the proposed system model, Weibull/Rayleigh fading on the main/EAV link is more secure
because it limits the eavesdropper's ability to intercept and decode the signal by introducing a
higher degree of channel variability in the EAV link. Thus, it can be inferred that severe fading

provides more secure communication over the main link.
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Fig. 3.10 SR of the proposed HDAF scheme with varying p for different fading conditions

Fig. 3.11 shows the impact of EAV position on SR at different channel mean power values. In
order to investigate the impact of EAV location and jamming power on the SR of the system,
it is considered that S and D are located at (0, 0) m and (2, 0) m, respectively. Firstly, the EAV
is placed at (0.5, -0.5) m with respect to the source (0, 0) m. At (0.5, -0.5), SR increases with
increase in y,, and saturates at 17dB. As the EAV moves closer to D i.e. at (1, -1), the graph

shifts to the right; a similar curve nature is observed at higher SNR and floor is observed at

26dB. Thus, the plots converge much faster at (0.5, -0.5) m. Thus, it can be said that, SR is at
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its maximum when the EAV is closer to the source node and decreases as the £AV moves
towards the destination. The channel mean power is inversely proportional to distance between

S-HDAF and HDAF-D. It is further observed that as y,, increases, SR also decreases with the
decreasing value of Qg or Q.5 since the received SNR at D is upper bounded by SNR of the
weakest link. In addition, from the three curves, it is seen that the SR for the case Qg =10dB
and Qg =4dB converges to 2bits/Hz much faster than that of the case Qg =4dB and

Q. =10dB , meaning that the SSHDAF channel has a greater impact on the SR than its R—D

counterpart.
2 T T
18
16 7]
N
1.4 -
> <—— EAV(0.5/40.
S 120 4
[ )]
2 or i
[ <—— EAV(1,-1)
2081 -
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Q -
g o6
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0.4 =02, =10dB, 0 =10dB ||
02 — QSR=10C|B, QRD=4C|B |
’ e (o =4dB, 0 =10dB
0 /I |
0 5 10 15 20 25 30
Yy [4B]

Fig. 3.11 SR versus Source Transmit Power for different values of channel mean power and position

of EAV

Fig. 3.12 represents the effect of the power-splitting factor on SEE for HDAF protocol. When
the splitting ratio is too small, only a limited amount of energy is harvested, and this directly

affects the SEE performance. The SEE decreases as p increases from 0.1 to 0.9. For example,
p=0.1means that 0.9 portion of the transmitted power from the relay will reach D, thus, SEE
is maximum; while in case of p =0.9, only 0.1 portion of the transmitted power from the relay

will reach D, which implies that SEE is very less.
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Fig. 3.12 Analytical and simulation results of SEE performance for HDAF Relay under different

fading conditions

3.4.4 Critical Analysis

The comparative analysis of the proposed work with some other relevant existing works has

been presented here through Table 3.3-3.8. The graphical and critical analyses presented here

validate the supremacy of the proposed scheme over other relevant existing works.

Table 3.3 Comparison table of different relaying schemes for varying p

Parameter SR in Rayleigh Fading Chan:IE)IAF % Improvement in SR
P AF [73] DF [73] [Proposed]
0.45 0.14 0.28 0.28 21.43 (DF)
0.55 0.175 0.28 0.35 48.5 (AF)
0.75 0.2 0.27 0.41 32.5 (DF)
0.8 0.21 0.25 0.4 50 (AF)

From Table 3.3, it is observed that AF Relay attains an SR value of 0.2 bps/Hz at p=0.8 ;

whereas, DF attains an SR value of 0.28 bps/Hz at p = 0.45which is the optimal value for DF

Relaying. At this point, SR value for HDAF rises up and at p =0.75, HDAF relay attains the

peak SR value of 0.4 bps/Hz. Thus, a performance boost is seen with respect to individual AF
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and DF schemes. Simulation results show that secrecy rate for HDAF improves by about 32.5%

and 50% respectively as compared to DF and AF protocol with the increased value of p .

Further, it is worth remarking that compared to AF, HDAF relaying scheme enhances the SR
by around 21.43% at p =0.55 which gradually increases up to 32.5% at p =0.75 .Similarly,

compared to DF, HDAF relaying scheme enhances the SR by around 48.5% at p = 0.55which

gradually increases up to 50% at p =0.75.

Table 3.4 Comparison table of different relaying schemes at various channel variances

Channel Variances .
(in dB) SR (in bps/Hz)
ol =1 AF [76] | DF [76] | HDAF [Proposed]
ol =10 0.087 0.112 0.28
o., =10
, 0.30 0.35 0.46
O =1

Table 3.4, compares the SR for different relaying schemes at different channel variances. When

ol >0ty » HDAF outperforms both AF and DF by about 68.92% and 60%; whereas, for

ol <o’y , HDAF outperforms both AF and DF by about 53.33% and 23.9% respectively.

Hence for both the cases, HDAF relaying scheme exhibits better performance than the other

two schemes. It is further observed that for HDAF relaying, the percentage improvement in SR

.. 2 2 . . 2 2
under the condition o < oy 18 found to be 49.12% over the scenario oge > 0y -

Table 3.5 SR Comparison table of Hybrid CloT network at varying p

Parameter SR in three types of Fading Channels
Hoyt _ Weibull

p 0.<0, | =g, g>q, | RN o T | sy,
0.1 0 0 0.02 0 0.07 0 0
0.3 0.24 0.26 0.18 0.26 0.36 0.26 0
0.5 0.42 0.44 0.325 0.44 0.45 0.44 0.19
0.7 0.455 0.462 0.38 0.462 0.462 0.462 0.435
0.9 0.44 0.448 0.354 0.448 0.448 0.448 0.3
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Table 3.6 SEE comparison table of Hybrid CloT network at varying p

Parameter SEE for HDAF (in bits/Joule)
P Hoyt Rayleigh [82] | Weibull
0.1 63 77.3 89.6
0.3 14.1 22.8 24.1
0.5 10 12.9 13.2
0.7 12.4 15.4 15.5
0.9 18.6 24.5 24.5

Table 3.7 Comparison table of Hybrid CIoT network at varying P

Parameter SR for HDAF (in bits/Hz)
Fs (in dB) Hoyt Rayleigh [66] Weibull
CR CJ CR CJ CR CJ
-10 0 0 0.02 0.001 0.04 0.02
0 0.04 0.04 0.1 0.07 0.14 0.16
10 0.13 0.21 0.2 0.27 0.21 0.41
20 0.18 0.38 0.24 0.46 0.22 0.54
30 0.19 0.42 0.24 0.48 0.22 0.57

The statistical analysis of the proposed work along with other

corresponding to Fig. 3.9(a) and Fig. 3.12 has also been presented through Table 3.8 and 3.9.

relevant existing works

Table 3.8 Comparison of Standard Deviation in SR
(Taking p = 0.5as mean for which SR=0.325 bits/Hz)

Parameter Standard Deviation for SR (in bps/Hz)
P AF [76] DF [76] HDAF
0.2 0.3 0.075 0.315
0.4 0.195 0.05 0.1
0.6 0.145 0.048 0.03
0.8 0.125 0.074 0.075
Table 3.9 Comparison of Standard Deviation in SEE
(Taking p = 0.5as mean for which SEE=13 bits/Hz)
Paralgneter Standard Deviation for SEE (in bps/Hz)
Weibull Rayleigh [82] Hoyt
0.2 31 17 15
0.4 1 1 3
0.6 2 0 1
0.8 7 3 1
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3.5 INTERFERENCE-AIDED ENERGY
HARVESTING IN UNTRUSTED SCENARIO

3.5.1 System Model

A wireless communication scenario in an IoT network has been considered here comprising of

Source S, Destination D, Relay R, EAV and an Interferer /.

4

\ ’ ) ..A %‘.oo
< /\/\ 4 AD

] (b) S-R Communication over 1%
(a) EH over duration aT Time Slot (1— )T /2

5, < f}_T\R}\DJ

. i ...

(¢) R-D Communication over 2™ Time Slot (1- )T /2

EH
—yp Information signal

......... » Jamming Signal

Fig. 3.13 System model
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Such a configuration is highly relevant in smart healthcare systems, IloT, or smart grid
communications, where energy-efficient relaying and secure data transmission are essential.
The relay node R is assumed to be energy-limited and may rely on RF-EH from the source or
ambient interference. Meanwhile, the inclusion of an EAV models the threat of unauthorized
access to sensitive data—common in open wireless environments—while the interferer /
introduces realistic co-channel interference typically found in densely deployed IoT networks.
The entire communication between S and D in presence of EAV is shown in Fig 3.13. The

following assumptions are taken into account:

e The undesirable interference effect from 7 have been neglected.

e No direct link is present between the S and D.

e R and EAV harvest energy from signals transmitted by S and /.

e The battery capacity of R and EAV is infinite and they utilize this energy as the
transmission power to forward information or send jamming signals to other nodes.

e All channel links are statistically independent and experience Rayleigh fading.

The fading channel coefficients of the links (e.g. S — R, R — D etc.) are denoted by h; ; where

i, J indicate channel nodes. The channel gains of these links are represented by @; ; = ‘hi' i ‘2 .We
consider that there is a peak power constraint on the transmission of the nodes. i.e. the
interference at the nodes is maintained below an interference threshold, I, .

Following TSR Protocol [19], the entire communication time duration 7 is divided into
three time slots: At EH time slot, R and EAV harvests energy from the signals received from S
and [ as shown in Fig. 3.17 (a); During 1* time slot, S transmits data to R which is received by
EAV. At the same time D sends a jamming signal to the EAV which is known to R and received
by it. Meanwhile, EAV sends a jamming signal to R by using the energy harvested in EH time
slot. As the jamming signal is known, R separates it and entirely uses it for EH; ¢) In 2" time
slot, S sends a jamming signal to the EAV with full power Ps while R simultaneously transmits
both the information signal and jamming signal to D and it separates the known jamming

signal.

3.5.2 Mathematical modelling

The received signal power at EH slot (T ) for both R and EAV are given as:
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Yr,; :\/PSgSRXS +\/P|95|X| +Ng

Ye, = \/Ps OseXs +\/P| O X +Ne
The harvested energies at R and EAV are given as:
Erre =7(Ps9sr + R g5 )aT

Erer =17(Ps0se + P 0g )aT
The transmitted powers at R and EAV based on harvested energy are given as :

Prl = min(Pl, I / 95|)

E
P — HR1
where T (l-a)(T/2)
E
P — HE1
and T, (1-a)(T/2)

A. Energy Harvesting at R and EAV in 1st time slot

In Ist time slot, the signals received at R and EAV are represented by:

ySF{, =\/pP595RXSI +\/pPDgRDXJD +\/'DpelgREXJE N

ySE, Z\/IOPSgSEXSI +\/pPDgRDXJD +N

The amount of energies harvested at R and EAV in 1* time slot are represented by:

Q-a)T
2

Enre = {0 (Ps g + Po0go + PelgRE)}

Q-a)T
2

Erez ={o(PsOse + PoUpe)}

The transmitted powers by R and EAV after energy harvested in 1* time slot are:

EHR2

e S )T 2)

EHEZ
)T 12)

B. Information Processing at R and EAV in 1st time slot

yiSpR :'\/(1_p)PSgSRXSI +\/(1_p)PDgRDXJD +\/(1_p)PelgREXJE +N
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yISpE :\/(l_p)PSgSEXSI +\/(1_p)PDgRDXJD +N

While processing the information, R removes the jamming term (1-«)T /2

yisie =\/(1_p)PsgSRXS| +\/(1_p)PelgREXJE +N
Thus, SINR at R in 1st time slot is given as:

Ver = d-p)Ps 9z
T (L-p)P,Gre +N

and SINR at EAV in 1st time slot is given as:

Ve = d-p)Ps 9
* (- p)Pgrp +N

C. Information Processing at D, EAV in 2" time slot

In 2" time slot, the signal received at D is represented by:

Yoo :\/PavggRDXI +\/PavggRDXJR +\/PengEXJE +N

Yro :\/Pavg Orp X +\/PengEXJE +N

P

n + R
where B, = —

The total signal received at EAV in 2" time slot is:

Yee = \/Ps OseXss +\/Pavg OreXr TN
Thus, SINR at D in 2" time slot is given as:

I:’avg g RD

RO =5 ~ N
P20pe +N
and SINR at EAV in 2™ time slot is given as:

— Pavg gRE
PSgSE + PavggRE + N

VRE

The overall SNR of the legitimate channel is given by the expression:

Vso = MiN(¥sp1 o)

The EAV uses Selection Combining technique to obtain the total SNR represented as:

YE :max(7SEv7RE)
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3.5.3 Calculation of SR
In this subsection, the SR at the main channel link (Cg;) and EAV link (C.) are evaluated

using the developed expressions of SINRs. The SR at main channel link is:

l-a
Co = T log, 1+ ysp)

(3.74)
and the rate of EAV link is:
l-a
Cc =——log,(1+y¢)
2 (3.75)
Thus the overall SR is given as:
Csec =[Csp —Cc T (3.76)
l-a .
= T[Ing(l"' Ysp) =109, (1+7¢)]
e {Iogz ((11+yso>ﬂ

where [z]" = max(z,0)

3.5.3 Results and Discussions

To assess the secrecy performance of the proposed system, a Matlab based simulation has been

carried out. The following system parameters have been used for the purpose of simulation:

Table 3.10 Parameter Setting

Parameters Meaning Default Values
Ui Energy Conversion Efficiency 0.8
o EH coefficient 0.001
Yy Power splitting coefficient 0.01
Ps Source Transmit Power 10dBW
Py Destination Transmit Power 10dBW
P Peak permissible Interference Transmit Power 20dB
m Path loss exponent 3

In Figs. 3.14 and 3.15, simulation results are presented for the traditional DJ secure
transmission scheme with the contrast scheme for comparison. The contrast scheme is denoted
as non-interference jamming scheme [100] where S and D jams EAV and relays the confidential
messages during the entire transmission period.

Fig 3.14 shows plot of SR versus « for both proposed and contrast scheme [100].
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Fig. 3.14 SR versus & for both Proposed and Existing [100] scheme

It is observed that as a increases, SR also increases upto some optimal value of « . This is
due to enhanced scope of EH for R (during EH slot) and thus, more energy is harvested which
increases the information reception at D. After the optimal point, SR value decreases with the
further increase in « . Because, increase in a reduces the channel capacity at D and increases
channel capacity of EAV and thus, the SR plot decreases. For a =0.15, we obtain the
maximum SR for [A-EH which is 0.022, whereas, the maximal value of secrecy for non-
Interference scheme is 0.019 for a =0.27 . For a particular value of « =0.1, the percentage
improvement in SR of the proposed scheme over the existing scheme is 50%. Upto o =0.32,
better secrecy is observed for IA-EH compared to its contrast part. Thus, better secrecy is
observed for IA-EH scheme compared to non-interference scheme.

In Fig. 3.15, SR versus R, is plotted for both the proposed and existing cases. It is
observed that secrecy is maintained upto R, =0.5in case of IA-EH; whereas, for contrast
model, SR falls after R, =0.34 .Thus the proposed scheme guarantees better secrecy than its

contrast part.
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Fig. 3.15 SR versus R, for both Interference and non-Interference Scenario
Fig. 3.16 shows the effect of power splitting factor p on SR under the hybrid scheme for several
values of interference power. It is seen that with increase in p, EH at R increases. But at the
same time EAV also scavenges energy. So C. dominates over Cy; which causes SR to
decrease. After a particular value, with further increase in p, power associated with

information processing at R in 1* time slot decreases, which decreases SR further. The impact

of one more parameter, i.e. P, on SR has been depicted in this figure. Higher values of P,

allow the source and EH relay to transmit in a higher power in the network. This increases the

main channel capacity which results in increase of SR. As P, increases from 1 to 10 dB, the

secrecy performance of the system improves until peak interference threshold is reached. At

higher values of P, i.e. beyond 5 dB, improvement in secrecy is minimal as the harvested

energy from / to R becomes nearly constant.

60



0.06#

.O
o
a

0.04

0.03

Secrecy Rate (bps/Hz)

o
o
N

0.01

0 I I \ ! \ ! \ !
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Power splitting coefficient (p)

Fig. 3.16 Effect of p on SR for various values of P,

3.6 OVERALL COMPARISON

A critical study and comparison of the above three works namely, Proposed Work 1, Proposed
Work 2 and Proposed Work 3 presented in section 3.3, 3.4 and 3.5 respectively with some of
the existing relevant state-of-art have been abridged in Table 3.11 and 3.12.

Table 3.11 Comparison table with existing relevant state-of-art

Existing/Proposed . Protocol | Scheme . Performance
Works Scenario used used Fading channel metric
Existing Works
RF harves'Flng from Hybrid _
[93] source only in presence TSR-PSR DF Rayleigh Throughput
of interferer
SNR based HDAF AF, DF _
relaying cooperative . Ergodic Secrecy
[66] . - & Rayleigh ;
network in presence of HDAE Capacity
EAV
Single hop relaying
system with EH using DF and .
[73] Power Beacon in TSR AF Rayleigh SC, EE
presence of EAV
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Secrecy performance ) Weibull/
[67] evaluation of lloT DF Rayleigh SOP, SR
Cognitive cooperative .
[74] AF network - AF Rayleigh EE
Two-hop untrusted
[100] relay network with - AF Rayleigh OP, SR
OPA and EPA schemes
Proposed Works
DF Relay Network with{
Proposed Work 1 | Interference-aided EH TSR DF Rayleigh Throughput
in absence of EAV
CloT Network in
interference-free HYBRID | AF/DF/ [Rayleigh/Weibull/
Proposed Work 2§ o ironmentin | TsriPsr | HDAF Hoyt SR, SEE
presence of EAV
CloT Network with
Proposed Work 3 | Interference-aided EH HYBRID DF Rayleigh SR
. TSR/PSR
in presence of an EAV
Table 3.12 Critical Analysis of the proposed works with existing works
Performance | Existing/Proposed | Fading Maximum SR value | SEE value
. Throughput .
metric used works Channel (bps/Hz) | (bits/Joule)
value (bps/Hz)
[93] . 0.25
Throughput Proposed Work 1 Rayleigh 0.4
. CR:0.24
[66] Rayleigh C3-0.48
CR:0.19
Hoyt - : -
Proposed Work 2 CJ'_O'42
Weibull CR:0.22
CJ:0.57
AF:0.21
Secrecy Rate [73] _ DE:0.25
(SR) Rayleigh - = -
Proposed Work 2 0.4 ‘
[67] Weibull 0.65
Rayleigh - 0.62 -
Proposed Work 2 Hoyt 0.43
[100] 0.019
Proposed Work 3 0.022
System Energy [194] Rayleigh 0.2 77.3
Efficiency Weibull 0.32 - 89.6
(SEE) Proposed Work 2 Hoyt 018 53
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3.7 DISCUSSION

This chapter presents a framework to evaluate the performance of RF-powered one-way single
relay networks. Initially, the network throughput is analysed in terms of location of relay,
position of interference and energy conversion efficiency of the proposed model 1. Next, in
proposed model 2, an SNR-based HDAF scheme has been adopted for analysing the security
of CloT network under dissimilar fading scenarios. Here, the advantages of using a Beacon-
aided RF-EH technique are discussed for CIoT network that uses an SNR-based HDAF for
maximizing SR and obtaining higher SEE under dissimilar fading environments. Also, it can
be observed that severe fading over desired link provides more secure communication over
main link. Comparative study of all the fading models shows that weibull fading gives better
secrecy and higher energy efficiency than the other fading models. Also, the effect of fading
parameters on the SEE performance for HDAF relay has been investigated. Our next model
incorporates DBJ technique to increase the system security in the presence of / where we have
analyzed the beneficial effects of harvesting energy from Interferer in the presence of EAV. By
incorporating interferer into the network, the SR of the system is effectively enhanced as
compared to non-interferer environment. The study also provides a benchmark on the
maximum amount of interferer power that can be harvested so as to maximize the security

performance.
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Chapter 4

RF ENERGY HARVESTING IN ONE-
WAY MULTI-RELAY NETWORKS

4.1 OVERVIEW

The performance analysis of one-way single relay cooperative network was presented in
Chapter 3. In continuation with this work, the present chapter focuses on the performance
analysis of multi-relay cooperative network where new relay selection schemes are proposed
to enhance the throughput and secrecy of the relay networks. In the first instance, two Relay-
Selection (RS) schemes namely, Maximum Energy Accumulated (MEA) and Optimal Relay
Maximization (OPT) have been presented. In the next section, a generalized IA-EH cooperative
network has been designed under Weibull faded environment, where the performance of the
system has been studied in terms of throughput and Outage Probability (OP) for various
cooperation protocols such as, DF, AF and HDAF. In addition, the throughput of the network
has been optimized with respect to the EH fractions of the Hybrid TSR-PSR protocol.
Moreover, the OP and throughput performance the proposed network have been studied with
respect to a number of system parameters. Lastly, a best-node scheduling technique has been
proposed to enhance the system secrecy performance against multiple EAV attack using a

friendly jammer.

4.2 BACKGROUND

In wireless cooperative networks, several intermediate relay nodes are available to assist the
communication between a pair of data source and destination. Since these nodes have different
locations, each transmitted signal from source to destination passes through different paths
causing different attenuations within the signals received at the destination. This in turn results
in reducing the overall system performance. To minimize this effect, designing of proper

relaying strategy is highly necessary so that high-quality links can be chosen. The authors in
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[58] have studied a comparison among three RS schemes namely: (i) OPT-RS scheme (ii)
MHE-RS scheme and (iii) Minimum Self-Interference (MSI) RS scheme. Here, the effect of
various parameters on throughput and OP has been studied. However, analysis is limited to a
single source with a single antenna and no analysis has been carried out for a multi-source
multi antenna system. With this motivation, RS in multi-source multi-antenna CR Network
with RF-EH has been studied, where MEA-RS and OPT-RS schemes have been explored in an
ideal interference-free environment. Two RS methods, PRS and ORS have been introduced in
[33] where they have used the Rician fading channel to evaluate the OP. [45] have used TSR
protocol to facilitate RF-EH in CSS, which shows that OAF relaying outperforms PRS and
RRS for two or more number of relays. In [192], the multiple UAV relay-assisted networks
using EH have been investigated to avoid large-scale fading from source to destination. An
analytical expression of ASER is derived in [193] over Fluctuating Two Ray (FTR) fading
channel considering multi-hop detect & forward and AF relaying. In [194], a vehicle-to-vehicle
communication model has been employed in an FD EH system. The ergodic capacity has been
evaluated and compared with the stationary nodes. The effect of residual self-interference on
ergodic capacity has been shown. To keep the source information secure from an EH untrusted
relay node, the DBJ technique has been used in [196] where they derived analytical expressions
for SC and intercept probability to evaluate the secrecy performance of the system. BER for
dual-hop AF and DF are analytically derived for both TS and PS relaying protocols in [195].
System optimization is also performed to maximize the BER performance. In this regard, a
generalized RF-EH framework with hybrid TSR-PSR protocol for AF, DF and HDAF relaying
schemes has been developed under the Weibull fading channel. Here, an optimization process
has been applied with respect to the EH fractions. The mathematical expressions for AF, DF
and HDAF modes have been derived systematically. Mainly, Rayleigh, Exponential and
Gamma distributions have been modelled using Weibull distribution by varying the scale and
shape parameters, which shows the flexibility of this fading channel. In the last section of this
chapter, the security performance in multi-relay network has been evaluated. One of the novel
aspects of the proposed work is the investigation of the secrecy performance of CR network
with a friendly jammer and multiple EAVs who attempt to wiretap the communications

between the EH relay nodes and BS.
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4.3 RELAY SELECTION IN INTERFERENCE-
FREE SCENARIO

In this section, a multi-antenna multi-relay network along with its mathematical representation

and results have been described in details.

4.3.1 System model for Relay Selection in interference-free

environment

The system model shown in Fig 4.1 is a DF relay network consisting of L number of Source

nodes s,,s,,.....,s, each having W number of antennas, one Destination node D with a single

antenna and N number of Relay nodes R ,R, R, each with two antennas following

.......

accumulate-and-forward scheme. This architecture is particularly relevant for cluster-based or
multi-source 10T environments, such as smart agriculture, distributed industrial monitoring, or
environmental sensing, where multiple sensor nodes need to transmit data reliably to a central
destination. The use of multiple antennas at the sources enables spatial diversity, improving
the reliability of transmission under fading conditions. Meanwhile, the relay nodes act as
energy-aware intermediaries that accumulate incoming data and forward it selectively, based
on their energy availability or channel quality—making this approach well-suited for energy-

constrained, low-power deployments. The relevant assumptions are as follows:
e A Rayleigh fading channel is employed.
e Power is generated at the relays through EH which takes place through TSR protocol [19].

e Each relay is subjected to AWGN, with mean = 0 and variance = N,. Each source transmits

with the same power p,, while each relay transmits with a power p,.; (i=1,...,N).
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Fig. 4.1 System Model

4.3.2 Mathematical Modelling

Let us assume two sets: 1 = {hyy;, x=1,....L;y=1,..,Wandi=1,.. W} and g = {g;, i =
1,...,N}. These sets represent the channel coefficients for S to R, and R to D transmission.
Hence, the power gains for these channels would be |h|? and |g|?, which are random variables
subject to exponential distribution with mean Qj,,; and Qg; respectively. Here, Qp;= di,; and
Q4= d3", where d,,; represents distances between the source nodes and the different relay

nodes, d,; represents distances between the different relay nodes and D, and m is the path loss
exponent. For simplicity, it has been assumed that d,,;= d; and d,; = d,, for all x and i.

Therefore, Qpyi= Qp=d;™ and Qg=Qg=d;™.

» Selection Protocols
O Source antenna selection:

The best source antenna is selected on the basis of S-to-R SNR link which is expressed as:

Ybesty' ygggcw(yé,r) 4.1
where xe{l,2,...,L} and ie{L,2,..,.W}

O Relay Selection (RS) schemes:
The next step is relay selection. Here, it is assumed that the relays have been provided with

storage facility (in the form of appropriate battery), to accumulate the energy from the signals
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from all the sources that are transmitting, one after the other. After the signals have been
received from all the sources, and energy has been accumulated, transmission takes place from

R to D. For RS, following two protocols are used:

o Maximum Energy Accumulating Relay Selection (MEA-RS)
Here, that relay is selected which can accumulate the highest amount of energy through
harvesting during the transmission process.

L
|_b:irT11a>§l[Zh

""" x=1

Xybestx !

zj 4.2)

Here, i_b is calculated for a particular value of x, and subsequently Yy is also calculated for

that particular value of x.

e Optimal Relay Selection (OPT-RS)
In this scheme, the end-to-end SNR (y,,,) 1s maximized.

i_b: max (Veze) (4.3)

» SNR Calculation

Received signal at the relays is given by:

Y, = < pshxybestxixx(t)> + nri(t) 4.4)
where, X, (t) is the signal transmitted from the source node x and n, (t) is the AWGN at relay

node i. Therefore, energy harvested at the relay for this particular received signal is given by:

L
E = 277 Ps
x=1

where, 0<a and 7<1. Here, « is the EH-coefficient and n is the energy conversion efficiency.

2

T (4.5)

th besty i

Moreover, x varies from 1 to L, and for each value of x, there is a single y,es, determined

from source antenna selection as given in (4.1). Accordingly, MEA relay selection is adopted
on the basis of accumulated energy. This energy is then used for transmitting the signal. So,

transmitting power of relay is given by p,.. Again, DF scheme is employed at the relay nodes.
The decoded received signal X, (t) is given by:

X, () = Xs(t — to) (4.6)
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where, 79 represents circuit processing delay, which is assumed to be very small, compared to
the entire block time.

Next, the received signal at D is given by:

Ya(t) = Pr.giXr,(6) + ng(t) (4.7)
where, n;(t) is the AWGN at the destination node. Based on the above equations, the SNR

received for S-R transmission is given by:
2

V)é,r = Vx hxybestxi (4.8)
Similarly, for received signal at D, the SNR is expressed as:

. 2
Via = 200 [hayposei| 19:12 (4.9)
Here, y,= ps/Ny and 4 = na /(1 — «). Finally, the end-to-end SNR is calculated as:
Yeze = min(Vir¥ra) (4.10)

» OP and Throughput Analysis

Suppose R; is the source transmission rate. To ensure reliable communication, considering B

=1 Hz, from Shannon-Hartley theorem, R, can be expressed as:

Ry =10g,(1+7;) (4.11)
Thus, 7, =2 -1 (4.12)

Now, the OP is calculated as:

P = P(eze < 7) (4.13)
For DL mode of transmission, throughput = is computed as :
r=(1-a)1-P,)R)/2 (4.14)

4.3.3 Results and Discussions

The proposed model has been simulated using MATLAB Version R2018a and the results of
simulations have been presented in this section. The distances d; and d> are normalized to unit
value. For simplicity, the mean values of the exponential random variables |4|* and |g|’ which
are designated as A, and A, respectively, are set to 0.3 and path loss exponent m is taken as 3.

The setting of remaining parameters related to simulation has been made according to Table

4.1.
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Table 4.1 Simulation Parameters

Symbol Name Values
n Energy conversion efficiency 0.5
Vi SINR threshold 7 dB [58]
a EH coefficient 0.25
N No. of relay nodes 5
L No. of source nodes 6
W No. of antennas 7
7x SNR of Source 22 dB
R Source transmission rate 0.3 bps/Hz [58]

The variation of throughput with EH ratio-a has been shown in Fig. 4.2. Here, MS corresponds
to muyti-source and SS denotes single source. From above figure, it is observed that the OPT-
RS (MS) scheme outperforms the MEA-RS (MS) scheme. This is because in OPT-RS, the best

... 18 selected which is directly related to decrease in outage much quicker than the case of

MEA-RS, where the relay selected is made on the basis of energy accumulated. Also, it is found

that the OPT-RS Multi Source (MS) and MEA-RS (MS) schemes outperform the SS schemes

in terms of throughput for all values of ¢ . This is because in case of MS schemes, both 7, ,

and 7,4 have a higher value as compared to SS schemes as concluded from the mathematical

description of the model.

1.4

OPT-RS(MS) [Proposed]

1.2 L ——— MEA-RS(MS) [Proposed] | |
) OPT-RS(SS) [58]
—— MHE-RS(SS) [58]
~ 1
i
~
8
2 0.8
&
=
g
S 0.6
=]
)
=
= 0.4

«

Fig. 4.2 Throughput versus the EH ratio-a with N= 3, y,. - 22 dB, Rs = 0.3 bps/Hz
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The quantitative analysis of Fig. 4.2 has been summarized in Table 4.2 where the
proposed work i.e. MS scheme has been compared with the existing models OPT-RS (SS) and
MHE-RS (SS) of [58].

Table 4.2 Quantitative Analysis of Throughput

a
Measured Schemes
Quantities 0.1 | 02 | 03
OPT-RS(MS) 1.345(1.202|1.054
MEA-RS(MS) 1.165|1.121|1.015
Throughput
(bps/Hz) OPT-RS(SS) 0.598]0.883]0.913
MHE-RS(SS) 0.480(0.713]0.762
OPT-RS(MS) OVER OPT-
RS(SS) 55.5 (265|133
OPT-RS(MS) OVER MHE-
RS(SS) 64.3 | 40.6 | 27.7
Percentage
Improvement OPT-RS(MS) OVER MEA-
In throughput RS(MS) 13.3 ] 06.7 | 03.7
MEA-RS(MS) OVER OPT-
RS(SS) 48.6 | 21.2 | 10.0
MEA-RS(MS) OVER MHE-
RS(SS) 58.7 | 36.3 | 24.9

The variation of throughput with SNR has been shown in Fig. 4.3. It is seen that the curves are

increasing for smaller values of % and then saturates or converges at higher values of j. This
is because, with the increase in source SNR, 7, and 7, , also increases. From (4.11), it is seen
that the probability that »_,_ falls below ,, is decreased which in turn decreases the possibility

of outage and hence increases the throughput. It is also found that the OPT-RS (MS) scheme
saturates at a much lower value of %=15dB, followed by MEA-RS (MS) at =25dB, OPT-RS
(SS) at %= 30dB, and MHE-RS (SS) at %=40dB. In addition, the plot shows that the OPT-RS
(MS) scheme reaches the saturation much faster than the MEA-RS (MS) scheme. This is
because in OPT-RS(MS), the best _,_ is selected compared to the case of MEA-RS (MS),
where the relay selection is made on the basis of maximum energy accumulated. Also, it is
observed that the MS schemes reach saturation level quicker than the SS schemes. This is

because 5, increases at a faster rate in case of MS scheme as a greater number of selections

are incorporated. The variation of throughput with the number of relay nodes has been
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illustrated in Fig. 4.4. It is found that the OPT-RS (MS) scheme outperforms all other relay

selection techniques. The observation implies that on increasing the value of N, the probability

of yeiiz of the selected relay to be greater than y, increases which increases the throughput.
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OPT-RS(SS) [58]
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Fig. 4.3 Throughput versus SNR with 0=0.25, N=3, Rs = 0.3 bps/Hz
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Fig. 4.4 Throughput versus number of relay nodes-N with 0a=0.25, yx= 22 dB, Rs = 0.3 bits/sec/Hz.
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4.4 RELAY SELECTION IN INTERFERENCE-
LIMITED SCENARIO

4.4.1 System model

Fig. 4.5 shows a cooperative multi-relay assisted communication network consisting of source
node S, multiple EH relay nodes R;(j = 1, 2, 3, ...n), each affected by a single interferer, and a
terminal node D. Each relay node is subject to interference from a distinct, single interferer.
The relays operate under an RF energy harvesting paradigm, where they extract energy from
the received RF signals—both intended and interfering—to power their cooperative forwarding
operations. This model is particularly applicable to energy-constrained loT environments, such
as smart cities, remote infrastructure monitoring, and environmental sensing networks, where
deploying or recharging batteries is impractical. The presence of distributed interference
reflects realistic wireless conditions in dense urban or industrial deployments, where spectrum

reuse and coexistence are common.

Tpi—y

Tan -7 :‘l
A

Fig. 4.5 System model
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Fig. 4.6 Time frame structure of the system

In the first phase, S transmits signal to the selected relay node R;, which is selected as the best
relay based on SINR maximization criterion. Here, ORS strategy has been implemented, where
the best relay among » relays is chosen on the basis of the SINR value of source to relay and
relay to destination links. In the second phase, the energy is harvested in the relay node and in
the third phase, the terminal node receives the signal from the selected relay R; and decodes
the received signal. The following assumptions have been considered:

e Here, the communication between source and destination is prone to blockage by
physical structures. To reduce this effect, an energy harvesting communication using
multi relay is considered.

e The impact of a single interferer on the relays and destination is considered.

e All relay nodes are considered similar in nature.

e The communication mode is taken as HD.

The channel between source and relay has been modelled with Weibull distribution having gain
hj, where the j th relay gets affected by AWGN Njrq and interference signal of power Ig;. An
additional noise njg. is added at the relay which is generated due to conversion or sampling of
the signal. In Fig. 4.6, T is the total time for EH and information transmission in which the
energy is harvested into two separate parts: ajthfraction of time is used for energy harvesting
with efficiency nr; and for the next 8 jth fraction of total time, the total power P is divided into
two portions: p; of the total transmitted power is used for EH with efficiency np; and 1 — pjof

the total transmitted power is used for information transmission. The total harvested energy

and power are Ej,; and Pjg respectively. After relay selection, the signal is transmitted from the
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selected j™* relay to the destination following Weibull distribution with gain g ;- Here, the

transmitted signal gets affected by AWGN ny; and an interference signal of power Ip;.

4.4.2 Mathematical Modelling

This section depicts the mathematical analysis of the proposed scheme. As depicted in figure,
the signal \/E s(t) is transmitted from the source with power P, and normalized signal s(t)
with E(|s(t)|?) = 1. A Gaussian noise njpa~N(0,0j%,) is introduced in the j‘"receiver
antenna; h; is the weibull channel gain with hj~weibull(kp;, Ap;) for j thchannel between
source and relay; L, is the loss factor for j th channel. The total interference power at relay j is
I; with normalized signal s;z(t), i.e., E(|sjz(t)|*) = 1. Accordingly, the corrupted signal at

jt" relay is shown in (4.15).

hjyPs s(t) Ps s(t)

ySR] (t) - + \/KSJR(t) + ana (4-15)

This relay uses (1 — p;) portion of power for receiving the transmitted signal. Considering a

Gaussian noise njp,~N (0,0 RC) the converted signal at j" relay is shown in equation (4.16).

ysrj = [(1— P;)[hjz/l—s + /IrjSjr + Njral + Njrc = j\/(l —p)Ps + (A = pjIgjsjr +njr (4.16)

The 1% part of the above equation corresponds to ‘Signal’ and the 2™ part represents ‘Noise’.

where, njg = /(1 — pj)Njrq + Njge (4.17)
and an~N(O, (1 p]) Oira + %?C) is the total Gaussian noise at signal Ysg;.

The harvested energy and power at relay °° are shown in equations (4.18) and (4.19)

respectively.

Inl* Il
Enj = (nn 2, BT+ 10 2 Bpi BT ) + (rley T + 11050510, ByT)

hil?
= <|L%|,- B+ 1Rj> (mrja; +npjpiBj)T (4.18)
Epj Ps(nrjaj+npipiB;) 1] IRj 2
p. = _ h’ = K.(Ih;]? + U; 4.19
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2
Ps(rjaj+npipBj) dU. = Ly ;IR;j
and U; = —— .

where, K; =
> 13;(1~a;=B;)) Ps

The received SINR at j¢" relay is formulated as:

2 2
Veri = |njl"(1=p P __a-ppln|"ps
SRI T 12 1(1-pj)o2qt oo+ (1-p)ljrl — 12 [0%+(1-p))1jr]

= Pj|h;|? (4.20)

(1-pj)Ps
Lij[O'JZR"‘(l_Pj)IjR]

Where’ PJ = and O-jzR = (1 - pj)o-j%?a + Oﬁ?c

Depending upon different protocol modes, SINR of DF, AF and Hybrid AF-DF protocols are

analyzed:
» DF Protocol

In DF protocol, the signal PjRSj' is transmitted from j* relay with power P;g and normalized
signal S;', i.e.,E(|S;'|?) = 1. A Gaussian noise np;~N(0, d5;) is introduced at the destination

node. Here, g; is the weibull channel gain with gj~weibull(kg;, A4;). Total interference power

j’
at the destination is I; with normalized signal Sp;’, i.e., E(|Sp'|*) = 1. Then, the received
signal at the destination from j-th relay is given in (4.21) which is divided into signal and noise
parts.

95\/PirS;’'(®
Yrpj = ———+[Ip;Sp;’ + np;

Laj

(4.21)

From the above equation, the expression of destination SINR for the DF protocol is shown

below:
lg,I°P lg,1” 2
Yrpj ng(angDj) ng(ongDj)'KJ(thl + UJ) Q](|h]| + U])lgjl (4.22)
K.
h =
where, Q} Léj(af)j‘HDj)

> AF Protocol

In AF mode, the transmitted signal from j* relay is given as:
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Xpj = JPjRYsk) (4.23)
J(l—pj)f’s 12
L.

1

+(1—pj)IRj+O'I%j

1-p;i)Ps |h;|? . T :
where, \/ (pJL)% + (1 —pj)lg; + of ; is the power normalization factor for the j“relay

and xg; is the transmitted signal from j th relay.

The received signal at the destination due to j** communicating relay is given by:

9j |PjRYSRj
_ 9jXRj ’ _ Lyj ’
yRDj _T+w/ID]SD] +nD_] = (1 . )P e +1/ID]SD] +nD] (424)
2 —pi)Psh;
\/#ﬁ‘(l—m)lnﬁoﬁj
J

The simplified version of the above equation is framed as:

alg;|*1hj1*+blg ;| 1n;1?

YrRDj = P z (4.25)
T njz+d g vl verg )| S+ £

Ps.Kj(1-pj) Ps.Kj.Uj(1=pj) / (1—Pj)Ps(IDj+0L2)j)

where, a = —5—— b=——F-—7F+ c = >
L1j"Laj L1j"Laj Lyj
2 2

d = ((1—Pj)IRj+0Rj)-Kj o = ((1—Pj)1Rj+0Rj)-Kj-Uj

Lzj? Lyj?

f'= (= p)igj + 0k;)(Ipj + 03;)

> HDAF Protocol
In the HDAF protocol, the SINR at the destination will be the same as the DF protocol if the
value of the destination SINR is greater than or equal to a fixed threshold SINR, otherwise, it

will be the same as the AF protocol.

The SINR at D is shown as:

lg;” -
==L K(|h;|?+U;) ;if i =>Th; 4.26
VRDj L%j(o'f)j'”Dj) ](I jI j) > W YRpj J ( )
alg ;| in;1*+blg ;| 1n;1?
c'|nj12+d’|g; | 1hj12+er| g+

else, yrp; = ;ifygrpj <Th; (4.27)
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where, Th; is the threshold SINR for protocol switching for jttrelay.
» Comparison of SINR of AF, DF and Hybrid AF-DF protocols
The upper bound of SINR for AF protocol is:

alg;|*1hj1*+blg;|*1n;1? alg;|*1hj1*+blg;|* 112
c'Inj2+d!|gj|’|njl2+er|gj "+ orly|*

= (Z1g,") (112 +2)(4.28)

YRDj—AF =

The upper bound is strictly greater than SINR when d’ | g j|2 |hj|? + e’| gj |2 + f' > 0. Equality

2 12 . . . . .
holds for d’|gj| |hj|2 +e'lol” + f' =0, which implies noiseless and interference-less
conditions. So, the strict upper bound is selected as the communication network is always

influenced by noise and interference.

Hence, we obtain,

2
lg,l
L%j((flz)j-f-ll)j)

YRDj-AF < -Kj(|hj|2 + Uj) = YRpj-AF < YRDj-DF (4.29)

(4.29) shows that the DF mode offers higher SINR compared to the AF mode. Since HDAF
uses both AF and DF mode depending upon the threshold, so Hybrid mode offers a judicious
trade-off between AF and DF protocol.

> Channel distribution

The PDF and CDF of Weibull distribution are defined in (4.30) and (4.31) respectively.

K /K1 _(x k
=hG) e Ch), x =0 (4.30)
0, x<0
X k
F(x) ={1—e‘( A, x>0 431)
0, x<0

where, k is called shape parameter (k € (0, 00)) and A is called scale parameter (A € (0, ©)).

The proposed model developed with Weibull distribution can easily be modified to obtain the
other existing models by tuning certain parameters as shown in Table 4.3. Thus, the proposed

model is highly flexible as well as adaptable to different situations.
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Table 4.3 Parameter tuning to approach existing models

Communication Energy harvesting Channel distribution
Model
mode parameters

INTSR,B=2,p=0 Nakagami-m
[192] DF 2 .

INPSR, @ = 0,8 =7

1 .' i = =
[194] AF «=0,p= . Nakagami-m andzl'\;azyglelgh (k=21
1 — -

[193] AF w=1f= ( . T)‘ _ 0 FTR (Fluctuating two ray)

4.4.3 Performance Analysis

» Outage probability (OP) Analysis

The OP for j*" relay can be presented as :

Poutj = Pr(¥srj < Ven 07 Yroj < ¥en) =1 —Pr(Vsrj > Yen » Yroj > Ven) (4.32)

where Y, is the threshold for SINR.

The relay selection can be carried out based on SINR maximization criteria. Since the relays

are i.1.d., so the above equation converts to:

Pour = H;'lzl l:)r'(VSRj < Yen OT YRDj = Vth) = H?:l Poutj (4.33)
Proposition-1:
The OP of DF and AF protocols are given in equations (4.37) and (4.38) respectively.
kgj
) T
1o (pjkhj+ Xj)
Poutj—DF =1- fMjkhj e d pj (4.34)
kgj
[ o)
— p]+ Es ! Yti .N}
- (p]khJ—Mj><pjkhf+ xj> J
Poutj—AF =1- fMjkhj e d pj (4.35)
where,
M. = Lierh((l—Pj)le+U;Zej) N = LijL%thh(IDj"'agj)(l_aj_Bj) Y. = LijIRj
J Ps.(1=pj)Anj J AnjrgjMrja;+npjpBj) Ps S Psnj

A formal proof of (4.43) and 4.35 is provided in in Section B.1 of Appendix B
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Proposition-2:

The OP of HDAF protocol is given as :

. \"gi ( \"gi
Fnj Mi
@ M4y Nj
] Yth ~{p; +k< . J
pj M 1)

—Jp-+(—.N-
iy MM l ] k(m’ﬁ’—m)(mﬁ’# Xj) j) J Fnjy x; J
Poutjeny =1— fMjf,’:j’ e dp; , 1y, < Thj

= Poutj—-DF > if Yo = Thj

dp] - f(VHyj €

(4.36)

Th;
where, vy, = Eﬁ

A formal proof of (4.43) and 4.35 is provided in Section B.2 of Appendix B
It can be noted that when y;, = Th;, then outage probability for HDAF is equal to OP for DF

protocol and when y;, < Th;, then OP approaches the OP for AF mode, as Pr(ySR i =

Thj, Yrpj-ar < Yth» YRDj-DF > yth) tends to zero for low Th;.

From the expressions of OP of AF, DF and HDAF mode equation (4.40) can be easily proved.
Poutj—pF < Poutj—ny < Poutj—ar (4.37)
Finally, the overall OP of the system can be derived from equation (4.33).

» Throughput

The mathematical description of throughput is shown below:
Touwe = E[R(1 == )] = D" R(1 = @ = ;) (1 = Pousy)
j=1
=R Z;’lzl(l —aj = B;)(L — Poutj) (4.38)
where, P, ; is the outage probability for j th relay, n is the total number of relays. R is the rate

of transmission which is equal to, R = log, (1 + ¥¢p).-

O Proposed solution

Solving Algorithm
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To solve the optimization problem classically formulated above, Algorithm 1 has been used.

For HDAF mode, the following Algorithm is used by the help of Algorithm 2.

Algorithm 1: Pseudo-code of proposed Algorithm
l:forj=1:n

2: Define s; = a; + f;

Calculate constraints of s;, a;, pj
Calculate M;, N;, X; in terms of sj, a;, p;
Calculate T,,;; for the boundary conditions

AN AR

Obtain the optimum condition of throughput by varying q;
and evaluate N;

7: Simplify the conditions for optimum throughput
8: Evaluate p; for optimum throughput

9: end for

10: Calculate Tyyt—max using optimum a;, B, p;

Algorithm 2: Pseudocode of proposed Algorithm for HDAF mode
1: Ify, = Th

2: Apply Algorithm 1

3: Else vy, <Th;

4: Minimize Py, similar to Algorithm 1

6: Obtain the optimum values of a;, B;, p;

7: Calculate Tyyt—mayx using optimum a;, B, pj
8: end if

The complexity analyses of the proposed model and the existing models have been presented

in Table 4.4.

Table 4.4 Time complexity of various models

Model Time Complexity
Proposed model om)

[192] 0o(n)

[195] 0(1)

[194] 0(1)
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4.4.4 Results and Discussions

This section provides the performance analysis of the proposed scheme. The results are
simulated in MATLAB 2021a environment using Monte-Carlo simulation. The parameters

used for simulations are listed in Table 4.5.

Table 4.5 Simulation parameters

Symbol Name of parameter Value of parameter

R Transmission rate 2 bps/Hz
nr Time switching harvesting efficiency 0.8
Np Power splitting harvesting efficiency 0.7

Li, L, Loss factors 1

0B 0,058,085 Noise variances 0.1W

Ip.Ip Interference Power 0.01w
a Time switching fractions 0.2
8 ’ 03
o) Power splitting fraction 0.5

Fig. 4.7 (a) and (b) depict the relation between OP and Throughput versus the number of
selected relay nodes. From these figures, it is evident that if the number of relays increases then
outage probability decreases and throughput increases. The analytical and simulation results
show that the behaviour of the HDAF model has transitioned from AF mode to DF mode for
increasing ¥,y in the region satisfying y;, < Th and behaves like DF mode for y;;, = Th, which
can be easily inferred from (B.29). Fig. 4.8 (a) shows that OP decreases with scale parameters
for all protocols. It is also shown that the OP falls rapidly up to A = 2, then it falls slowly
between 2 to 5. This variation is negligible after A = 6. The opposite behaviour is observed for

throughput in Fig. 4.8 (b).
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Fig. 4.7 Performance Analysis for AF, DF and HDAF (a) OP versus Number of relays ( P, =
1W, vy = 3, Weibull parameters: Shape and Scale parameter=1) (b) Throughput versus Number of
relays (P, = 1W, ¢, = 3, Weibull parameters: Shape and Scale parameter=1)
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Fig. 4.8 Performance Analysis for AF, DF and HDAF (a) OP versus Weibull Scale parameter (N =
3,P;, = 1W,y, = 3, Weibull Shape parameter=1) (b) Throughput versus Weibull Scale parameter
(N = 3,P, = 1W,yy, = 3, Weibull Shape parameter=1)

84



DF(analytical)
AF(analytical)
DF(simulation)
AF(simulation)

- HDAF (Th=1.5)(analytical)
3 HDAF (Th=5)(analytical)
& HDAF (Th=12)(analytical)
B HDAF (Th=1.5)(simulation)
= HDAF (Th=5)(simulation)
E HDAF (Th=12)(simulation)
=)
-
n‘ -
[
o0
<
&
5 _
o

— i
.
0 | 1 | 1 1 1 1 1
1 2 3 4 5 6 7 8 9 10
Shape parameter (k)
(@)
2 I
1.8 /"73,—"' e
BT
16 e -
» o ’3’ s DF .
14l e - (analyt!cal) |
= P AF(analytical)
[_‘8 12l /,/’3( *  DF(simulation) |
vy ' /,ﬁf’ ¢ AF(simulation)
2 Prd O HDAF(Th=1.5)(analytical)
& 1r & .
< o P HDAF (Th=5)(analytical)
- *  HDAF (Th=12)(analytical) ||
= HDAF (Th=1.5)(simulation)
& 06 ===ux HDAF (Th=5)(simulation) ||
., HDAF (Th=12)(simulation)
0.4% ”u -
e,
02 NN |
B .:.'0
.
0 I it ‘.—'~1‘tb-'l-'l-'L'l-1—1-t>1-1-1-1-1-1-t’1-1-1-1-1-1-‘b‘-*""""“b""""""",1'1'1'1'1'1'1':>

1 2 3 4 5 6 7 8 9 10
Shape parameter (k)

(b)

Fig. 4.9 Performance Analysis for AF, DF and HDAF (a) OP versus Weibull Shape parameter (N =
3,P = 1W,y, = 3, Weibull Scale parameter=1) (b) Throughput versus Weibull Shape parameter
(N =3,P = 1W,y, = 3, Weibull Scale parameter=1)
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The performance analysis in terms of Outage and Throughput for different values of Weibull
Shape parameter has been shown in Fig. 4.9 (a) and (b) respectively. For Fig. 4.9 (a), the outage
probability increases for AF, Hybrid AF-DF with Th = 5and Th = 12; whereas, the OP
decreases for DF and Hybrid AF-DF with Th = 1.5. The opposite behaviour happens for
throughput in Fig. 4.9 (b).

Table 4.6 Comparison table

Communication Maximum Percentage
Model mode EH protocol Throughput improvement of
(bits/s/Hz) throughput (%)
AF Hybrid TSR-PSR (17, = 0) 3.4385 -
Hybrid TSR-PSR (n; = 0) 2.6293
Proposed DF Hybrid TSR-PSR (n, = 0) 3.8174
model Hybrid TSR-PSR (n; = 0) 3.2071
HDAF Hybrid TSR-PSR (17, = 0) 3.8174
Hybrid TSR-PSR (1, = 0) 3.2071 -
TSR 2.1947 73.94
[192] DF PSR 2.7418 16.97
[194] AF PSR 2.4156 8.85

It is evident from the above comparison in Table 4.6 that the proposed work offers a noticeable
improvement in throughput with respect to the existing models. It is also seen that the
throughput performance of the proposed model is much superior to the mentioned existing
works considering all the communication modes as highlighted in the table. The above

comparison correctly establishes the supremacy of the proposed models over existing ones.

4.5 RELAY SELECTION IN UNTRUSTED
ENVIRONMENT WITH A FRIENDLY JAMMER

This section presents an EH-CR network that uses a wireless powered friendly jammer to

improve the secrecy performance.
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4.5.1 System model for RS in presence of EAV

Fig. 4.10 depicts a network consisting of N sources Sn ,where n=1,2,...N available in the

form of transmission towers in an environment such as TV broadcast towers, wireless local

area networks or Global System for Mobile (GSM) communication. They operate on
orthogonal frequency bands. The relays R, where m=1,2,...M , harvest energy from S, and

then use that energy to send information to a Base Station BS in the presence of multiple passive

EAVs Ei, where k =1, 2,...K , who wish to intercept the information transmitted from the relays

to the BS. This architecture is highly relevant in cognitive radio-based IoT (CIloT) and green

communication systems, where opportunistic energy harvesting from licensed or ambient RF
signals is essential for sustainable operation. Relays R, transmit known pilot signals (e.g., for

the legitimate receiver BS to estimate CSI). It is assumed that the EAV uses Minimum Mean
Square Error (MMSE) estimation for analysing the pilot signals to estimate the CSI of the
signal. A friendly jammer J interferes with these EAVs, as illustrated in the figure. It is assumed

that all channels undergo Rayleigh fading and that all nodes are equipped with a single antenna.
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4.5.2 Mathematical modelling

Here, Harvest-Use (HU) architecture has been adopted. Once a relay harvests the energy from
S,, it generally uses that energy to transmit the information. Accordingly, the communication
technique is deployed in two-phase, energy transfer and information transfer: In the 1st phase

i.e.aT , R, harvests energy from S, which is expressed as:

Eqr =anPsT | dS i (4.39)

SR

‘2

where ¢ is fraction of total time for EH and 77 represents energy conversion efficiency. P and
T are transmit power of sources and total time block respectively. The distance from S to R,

and path loss exponent are expressed as dSnR| and m respectively.
After EH, a relay node performs CSI estimation to find the best source for harvesting purpose.
Here, the best source is selected among N sources that allows R to use the maximum transmit

power to improve the secrecy performance.

» Information transmission
During the remaining time slot (1—a)T , the best relay R is chosen such that channel gain of

R" — B link is maximum

ie. h. [0 max {‘th ‘}

RB  1212,.L
Now, R transmits signal x(t) to the BS. Simultaneously, the jammer generates jamming signal

z(t) to the EAVs and BS. Signal received at BS is given as:
y(t) = 5 R hR X0+ hJBz(t) +N (4.40)
JB

where dp is the distance from J to BS, P;represents the transmit power of J, and N is an additive

white complex Gaussian noise at BS. The instantaneous received SNR at the BS is given as:

SRT gm =S7sr VR (4'41)
R'B
2 2
h. . h.
where = 7P Yo :‘ -~ and y_._ —‘ RmB‘
1-a)N dg. dg
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The multiple EAVs can overhear the packet transmitted and can attempt to extract x(z) without
using an active attack. In addition, the EAVs also receive interference signals from J; hence,

the received signal at Ej is denoted as follows:

P
2= SEh . x®+ |2h, 2(t)+N (4.42)
dR*Ek R E dJEk k

where d se, and d s, are the distance from S toE, and from J to Ei respectively. Thus, the

instantaneous received SINR at E, is given by

2

SR”

RE,

Ve, = > =SV Ve, (4.43)
m 2
an. L;\% e No}
JE,
» Secrecy Performance Evaluation
The instantaneous channel capacity of R-BS link without interference from J is:
Cy =Wlog,(1+7;) (4.44)
where W is the bandwidth of the system
The instantaneous channel capacity of R-Ex link affected by interference from J is:
Ce, =Wlog,(1+7¢, ) (4.45)
Thus, the instantaneous secrecy capacity at Eis:
Cee =[C5 —Cy, I’ (4.406)
1+y
lo =t
_ 92[1+7EJ 7o 7Tk (4.47)

(0 BEST-NODE SCHEDULING SCHEME

Assuming that all channels are independent, the probability of achieving a successful secure

communication between S*and BS for a single E, is defined as
S =P{Cy, >0} (4.48)

In the considered network with multiple EAVs, the information can be transmitted

confidentially only when the instantaneous SNR of the BS will be greater than that of any EAV
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(this implies that the instantaneous SNR of the BS is greater than the largest EAV among ‘K’

EAVs) ie.,ye [ max {7e.} (4.49)
Thus, the SC for the best-node scheduling scheme as follows:

St = p { min {Cy,, } > 0} (4.50)

1<k<K

=P{C

K
k=

>0,Cg,, >0..Cq, >0}

Sec; Tt Secy

=T1P{Cs. >0}

Secy
1

4.5.3 Results and Discussions
For comparison purpose, a conventional round robin scheduling baseline scheme [197] has
been used, where each R has an equal opportunity to transmit its sensed data to the BS. In this

section, the numerical values of the proposed model has been provided in Table 4.7.

Table 4.7 Parameter assumptions

Parameter | Meaning Default values
R, Target secrecy threshold 0.1bps/Hz

N Energy conversion efficiency | 0.8

a Power splitting coefficient 0.6

m Path loss exponent 3

Fig. 4.11 shows the SC of the system versus the distance from R to the BS for ‘K’ EAVs. It

is observed that the SC for best-node scheduling scheme is higher than that of the round-robin
scheduling scheme. Also, when there are more EAVs, their abilities to decode the secret
message are improved along with the jamming also increases and the SC improves. Fig. 4.12
highlights the impact of alpha on SOP. The energy harvesting at R, increases as alpha
increases; thus effectively reducing the SOP. It has been observed that SOP of the system with
jammer decreases slightly with increasing alpha but the SOP of the system without jammer
remains same for all values of alpha. This is because the jammer generates signals that interfere
with the EAVs; hence, the higher power of the jammer improves the security performance of

the system.
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Fig. 4.12 Impact of alpha on SOP with and without the involvement of jammer

Fig. 4.13 depict the SOP versus the SNR with varying M. These plots show a close resemblance

between analysis and simulation. It can be inferred from the plots that increasing the number
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of ‘M’ significantly decreases the SOP of the network, especially in the medium and high-SNR

regimes.
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Fig. 4.13 Impact of varying SNR and ‘M’ on the SOP with K=2, N=2,a=0.5,1=0.85,P;=15dB

4.6 OVERALL COMPARISON

A critical study and comparison of the above system models with some of the existing relevant

state-of-art have been abridged in Table 4.8 and 4.9.

Table 4.8 Comparison table with existing relevant state-of-art

Existing/Proposed . Relay selection | Protocol |Scheme| Fading |Performance
Scenario .
Works strategy used | used used | channel metric
Existing Works
OPT-RS, MHE-
One-way FD EH RS and
relay selection | Minimum self- .
[58] netwgrk with DF | interference TSR DF Rayleigh | Throughput
protocol (MSI) relay
selection
Joint time
EH two-hop allocation and .
[86] network relay selection i DF | Rayleigh | Throughput
algorithm
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UAV assisted SNR
[192] relay network in Maximizati TSR,PSR| DF | Nakagami| Throughput
loT aximization
UAV enabled
[194] SWIPT CRN with - TSR AF | Nakagami| OP, SER
MRC
. Fluctuating
Single Relay
[193] Assisted WPCN - AF | Two _Ray OP and SER
Fading
Optimal sensor
. . scheduling,
[196] RRS in Industrial Round Robin i Nakagami SC, Inte_rgept
WSNs - Probability
Scheduling
Scheme
Proposed Works
Multi-relay
cooperative i
Proposed Work 1 network in MEA-RS and TSR DF | Rayleigh | Throughput
. OPT-RS
interference free
scenario
Multi-relay
cooperative AF
network in Optimal relay Hvbrid DF’
Proposed Work 2 interference- | selection (ORS) TSIB:IQ PSR! Hvb "d Weibull | Throughput
limited strategy i yor!
i : AF/DF
environment in
absence of EAV
Multi-relay
coperathe | stray
Proposed Work 3 . scheduling TSR DF | Rayleigh Secrecy
Interference-aided
. scheme
EH in presence of
an EAV
Table 4.9 Critical Analysis of proposed work with existing works
Performance |Existing/ Proposed Maximum | Secrecy
Metric Works Protocol |Throughput|Capacity Complexity
(bps/Hz) | (bps/Hz)
[58] 0.913
0.762
TSR 1.054 ) )
Throughput | proposed Work 1 '
(bps/Hz) 1.054
& TSR 2.1947
Complexity PSR 2.7418
Analysis [192] Hybrid - O(n)
TSR-PSR 1.6295
(nr =0)
[193] - 0O(1)
[194] PSR 2.4156 - 0O(1)
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Hybrid
TSR-PSR 3.4385
(np =0)

Hybrid
TSR-PSR 2.6293
(nr =0)

Hybrid
TSR-PSR 3.8174

(np.=0)
Proposed Work 2 Hybrid - O(n)
TSR-PSR 3.2071
(nr =0)

Hybrid
TSR-PSR 3.8174
(mp =0)

Hybrid
TSR-PSR 3.2071
(nr =0)

[86] 0.74 - -

[85] TSR 0.05 - -
Proposed Work 2 1.18 -

[45] O(n’log n)

[44] PSR - - O(n’log n)
Proposed Work 3 O(L*n+n*+M?+M*logkM)
Secrecy [196] 0.61

Capacity TSR - -
(bps/Hz) Proposed Work 3 0.82

4.7 DISCUSSION

In this chapter, three frameworks have been presented to evaluate the throughput and secrecy
performance of RF-powered one-way multi relay networks. In Proposed work 1, the throughput
performance of a Multi-Source Multi-Antenna CRN has been observed using two relay-
selection techniques. In Proposed work 2, a generalized RF EH system using Hybrid TSR-PSR
protocol has been modelled under the Weibull fading channel and the throughput has been
analysed for DF, AF and HDAF modes. The proposed model uses the SINR maximization
criteria and selects one relay from multiple relays. Comparative analysis shows the
improvement in throughput of the proposed model over the existing benchmark models.
Proposed work 3 studies the secrecy capacity and the SOP of an EH-CR network with a jammer,
multiple beacons, multiple sources, and a base station in the presence of multiple EAVs. In
addition, the best-node scheduling scheme has been proposed here to enhance system secrecy

performance against eavesdropping attacks.
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Chapter 5

RF ENERGY HARVESTING IN
TWO-WAY COOPERATIVE
RELAY NETWORKS

5.1 OVERVIEW

This Chapter presents the performance analysis of two-way cooperative relay networks in line
with Chapters 3 and 4. Initially, the performance of a bidirectional AF multi-relay multi-
antenna network system is studied. In the subsequent section, a secure Maximum RF Energy
Harvested Antenna Selection (MHE-AS) scheme is presented in a Two-Way Communication
(TWC) via two multi-antenna relays with Interference-Aided (IA-EH). Here, the impact of
some network parameters, namely EH coefficient, Transmit Power of Sources, Interferer
Transmit Power, Global Target Secrecy Rate and number of antennas are examined on the
Secrecy Capacity (SC). Lastly, as an extension of this work, a secure transmission scheme in
two-way 10T relay network is introduced using IA-EH, where the amount of enhancement in
secrecy performance is estimated by exploiting the interference power of CCls using

accumulate-and-forward scheme under both linear and non-linear scenarios.

5.2 BACKGROUND

An Adaptive Relaying Protocol (ARP) was introduced in [23], where the system was
investigated over Rician fading channel. This model included a single-antenna relay between
the source and destination nodes. To improve the performance of the model described in [23],
an adaptive relaying for bidirectional multi-relay multi-antenna system is proposed in both
Delay Limited (DL) and Delay Tolerant (DT) transmission over Nakagami faded channel.
Similar to One Way Relaying (OWR), due to heavy spectral reuse, TWC systems are also
affected by CCI which can be regarded as a constant energy source and has a major role to

maximize the SC under EAV attack. In another work [97], the authors obtained the secrecy
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performance of a TWC network via two half-duplexes DF relays in presence of an EAV. In
contrast to this work, a secure MHE-AS scheme is proposed by incorporating a TWC via two
multi-antenna relays in presence of an interferer. The proposed method mainly focuses on
boosting the secrecy performance by using a selective antenna which harvests maximum
energy from multiple antennas at each relay instead of a single one. The works in
[70,80,81,111] involving PLS in EH networks are investigated considering linear EH network.
However, in realistic scenario, RF transceivers suffer from various RF impairments such as in-
phase/quadrature-phase imbalance, oscillator noise, high-power amplifier nonlinearity etc. that
compromises the system secrecy performance. However, the disadvantage associated with this
work is that the linear EH model is too idealistic and impractical as this model is unable to
demonstrate the nonlinear behaviour of any practical energy harvesting circuit. Moreover,
[70,80,81,114] have utilized a separate jammer for maintaining secrecy of the network. In this
work, we consider that the source nodes are configured with jamming signal generator to
transmit both the message and jamming signals. This scheme does not require extra separate
jammers. To address the above challenges, a thorough analysis on the secrecy performance of
an untrusted RF-powered IoT relay network is provided under non-linear scenario in presence
of CClIs where the relays are collocated with EAVs. Here, the increment in harvested energy
with increase in number of frames is observed and the percentage improvement in SC is

calculated.

5.3 BIDIRECTIONAL COOPERATIVE NETWORK
USING ARP

In this section, a two-way Multi-Relay Multi-Antenna relay network along with its

mathematical representation is described in details.

5.3.1 System Model

An adaptive EH protocol for a bidirectional network over Nakagami fading environment has
been presented in Fig. 5.1. Here, simultaneous transfer of information and energy takes place
between the sources (S, S2) and the relays (R;, R», . . ., Ry) in both directions. The time frame
diagram of the proposed scheme is presented in Fig. 5.2. Here, the overall time interval is
denoted by 7. Energy is harvested from S; and S> at a time interval oT , where o is the EH

coefficient. In the next interval of time (1—a)T /2, the source signal splits into two streams.

EH by the relay node is done using a fraction of power pP; , whereas (1— p)P; is used to decode
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the information signal coming from the source nodes. Here, p is the power splitting fraction
and 0 < p < 1. In the remaining time interval (1— )T /2, information is forwarded from the
relay node to the nodes S; and S>. This architecture is highly applicable to two-way loT
communication systems, such as vehicular-to-infrastructure (V2I) networks, smart meter data
exchanges, or disaster recovery networks, where energy sustainability and bidirectional low-
latency data exchange are critical. The adoption of Nakagami-mmm fading allows for modeling
a wide range of realistic wireless channel conditions, from severe to moderate fading,

enhancing the generalizability of the proposed system.

Fig. 5.1 System Model

£ : >
f
EH atR
PP Information
EHatR Transmission
Information Transmission RtoS1,S2
S1,82to R '
(1-p)P;
< s X >
aT (1 -ea)T/2 (1 —a)T/2

Fig. 5.2 Time Frame Communication

The relevant assumptions are as follows:

e A Nakagami fading channel is employed.
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e Power is generated at the relays through EH which takes place through Hybrid TSR-PSR

protocol.

5.3.2 Mathematical Modelling

The signal received at the node R; is calculated as:

_\/Egl,ilxl + \/ggz,ilxz + ni[i]_ _\/ggl,il + \/§g2,i1_ nlal
| VRex Ry 0| (R, + (R, {Xi} 3

ok ¢ Bagx + | R, ¢ Yo, | LM
=:\/Egl,i + \/igzvi}ni[a]

where, P, denotes the transmission power from S; and S2; x; and x> denote the normalized

(5.1)

information signals from S; and S, respectively; and n{'ﬂl ~ CN(0,02) is the AWGN at the
m-th antenna of R;. Here, 8y; ,0,; are the Nakagami distribution parameters. The energy
harvested at the m-th antenna of the relay node R; is calculated as:

2 2
EHRivm = (,Ps ‘gl,im‘ +17, P ‘gz,im‘ )aT +

2 2
(17,0Ps |0y, | +7,0P:| 0,5, [ YA-)T 12 (5.2)
n,p(l-a
2

)T 2 2
=(n,aT + )(Ps ‘gl,im + R ‘gz,im )

where 77, and 7, represent the EH efficiency of TS and PS respectively; 0 <7, <land
O<n, <1
Therefore, the power which has been received at the relay node R; can be computed as:

M
z EHRi‘m
m=1

R M-a)T /2 (5.3)

2 " 2 M 2 M 2
+P32‘92,im Zk(PSZ;‘glvim‘ +P52‘gz'im‘ j

2n «a M
= +1,0)(Ps 2|9y
1—CZ ? Sml‘ l'm
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where k :(in—“a+nppj (5.4)

-
Here, MHE-RS [58] has been considered. It is also considered that the n-th antenna of the h-th

relay node harvests the maximum amount of energy. The receiver down-converts the RF signal
V1-pY,,, to baseband signal and processes it. After conversion, the baseband signal at the n-

th antenna is sampled and expressed as:

Yon = \/gyb,n +1

= L= PP (91, %+ 0 %) + /L= i+ (5.5)
= 1= PP, (G, X + G, %) + 1y,

where n, = \/1—_,0 n{f‘g + n,ffr]] is the AWGN at relay node with variance Ny and zero mean. The

signal received at relay node (which is amplified by a factor y ) is written as:

Xs n P
= ~b' = Zb 2 (56)
Yon A\ @=P)Ps(Gus, | +]9on| )+ No
The received signal at the source S; sent by the relay is given by:
Y1 =01 Xo0 + M (5.7)
Here N, represents the AWGN at S; with zero mean and variance N.
Y = gl,bnﬂyb,n +n
(5.8)

=0, BlJA-p)Ps O1p, X1 T4/ (1-p)Ps Qo X+ Nyl M

S has to extract the signal sent by S> from y;. Since it has the knowledge of its own transmitted

symbol §;, it can perfectly remove the corresponding self-interference term. After that, an

estimate of the intended signal X, can be obtained as:

5 yl_\/(l_p)PSﬂ‘gl,bn‘z X

= (5.9
? (1_,0)ﬁ91,bngz,bn
Substituting the value of A, the end-to-end SNR of X, at S; can be calculated as:
P 2
1-p) Nis ‘ Q1,920
Y = > P 7 P - (5.10)
— _S _S
‘gmn +(1 ,0)( P ‘gl,bn + P ‘gl,bn )

Putting P / Ny = 7, and substituting the value of Ps, the above equation is modified to
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1—
- A-P)7un O, 920, (5.11)

2 (d-p) ‘glbn 2 +‘92,bn 2

K i\gmm 2+i\92,bn

Similarly, the end-to-end SNR of X, at S> can be written as:

2

1—
. A-P)7n O1p, 920, (5.12)

‘2

2 N @-p) ‘gl,bn ‘2 +‘gz,bn

k M 2 M
Z‘gl,bn + Z‘gz,bn
m—1 m=1

2

5.3.3 System Performance

The system performance of the network is proposed for both DL and DT transmission.

> Delay Limited (DL) Transmission
In DL transmission mode, the throughput is determined by calculating the OP keeping the

source transmission rate fixed at Rg bits/s/Hz, where Ry =109, (1+7,,) and y,, is the threshold

value of SNR to detect data correctly. Thus, OP at S; and S: are given as:

Poutl = P(721 < yth)

(5.13)
I:)outz = P(7/12 < 7/th)
The achievable throughput at S; and S are computed as:
DL Ry
5 =(1- Pouti)x7><(1—0!) (5.14)

where 1 € {L, 2}

> Delay Tolerant (DT) Transmission
In DT transmission mode, the ergodic capacity at the destination needs to be evaluated to

determine the throughput. Ergodic capacity at S; and S> are given by
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C = Eglybn‘gzvbn {log, @+ y4,)}

- (5.15)
C,= Egl,bn,gz,bn {log, 1+ 7:,)}
The achievable throughput at S; and S are computed by
(1-a)
=G 2 (5.16)

where | 6{1, 2}

5.3.4 Results and Discussions

MATLAB Version 9.1.0.813654 (R2020b) based simulation results are summarized in this
section. For simplicity, the distances between sources and relays are normalized to unit value.

The parameters used in simulation are listed in Table 5.1 [23].

Table 5.1 Parameter assumptions.

Parameter Meaning Default values
7, EH efficiency for TS 0.7
7, EH efficiency for PS 0.7
Vi SNR threshold 7 dB [23]
P; /Ny | Source power to noise ratio 0-30dB
Rs Source Rate 3 bps/Hz

The impact of SNR on the achievable throughput of the system in DL and DT transmission
mode are shown in Fig. 5.3 (a) and (b) respectively. The proposed model is compared with the
existing scheme [23]. Since ergodic capacity increases with SNR, the end-to-end SNR for PSP
is minimum and for TSP it is maximum as observed from the plots. Hence, throughput in ARP
is less than that in TSP. Since effective communication time is more in PSP than ARP or TSP,

throughput for PSP is maximum.
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Fig. 5.3 Throughput vs SNR between the proposed model and the existing model [23] for (a) DL

transmission mode (b) DT transmission mode

Fig. 5.4 (a) and (b) present the effect of variation of number of antennas in the relay nodes on

throughput at DL and DT mode respectively.
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For both the cases, ARP has been considered. It is observed that as the number of antennas
increases, throughput also increases for a fixed value of SNR. Since in the proposed multi-relay
multi-antenna network information is transmitted by the antenna which harvests the maximum

amount of energy, the probability that an outage will occur within a specified time period
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decreases as the number of antennas increases. As a result, throughput increases with increase
in number of antennas. Since there are multiple relay nodes between the end nodes and
information transmission occurs via the maximum energy harvesting relay node only; more
throughput is achieved in our model compared to the single relay model. A quantitative

comparison between the two models is shown in the Table 2.

Table 5.2 Quantitative Analysis of Throughput

. . % Improvement in
Quantity Proposed Existing [23] Throughput
ARP-DLT at Ps/No=15 dB 0.69 0.55 25.45
ARP-TSP at Ps/No=15 dB 0.73 0.62 17.74
ARP-PSP at Ps/No=15 dB 1.38 0.82 68.29
ARP-DTT at Ps/No=15 dB 1.23 0.95 29.47
TSP-DTT at Ps/No=15 dB 1.41 1.07 31.78
PSP-DTT at Ps/No=15 dB 2.25 1.55 45.16

5.4 SECRECY PERFORMANCE OF IA-EH
SCHEME IN AN UNTRUSTED SCENARIO

In this section, a single relay two-way relay network is described in details.

5.4.1 System Model

A Two-Way Communication (TWC) with MEH-AS technique is shown in Fig. 5.5 comprising
of two sources (S; and S2), two HD, DF relays DFR; and DFR: equipped with multiple
antennas, an Interferer / and an Eavesdropper EAV. The energy-constrained relays collect
energy from RF signals of their respective sources as well as from /. After performing Antenna
Selection (AS) based on maximum harvested energy, the relays utilize that energy to transmit
the data to S; and S>. This system model is highly applicable in secure and energy-efficient [oT
scenarios such as smart grid control systems, vehicle-to-vehicle (V2V) communications, or
military-grade sensor networks, where bidirectional data exchange, energy sustainability, and
secure transmission are paramount. The MEH-AS technique offers enhanced energy utilization
without requiring additional power resources, while also contributing to physical layer security

by complicating eavesdropping through unpredictable antenna selection.
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Fig. 5.6 Time frame structure of the system model

The following assumptions have been taken into account:

Both the relays are deployed at approximately midpoint of S; and S>.

A single EAV is present in the communication coverage area but not within the loop,
1.e, it only intercepts the data of either S; or Sz in the broadcasting phase, but not in the
relaying phase due to directional transmit and receive antennas of relays [97].
Whenever the EAV attempts to overhear the data of S; by extracting the message, the
signal of S> functions as a jamming (or AN) signal and vice versa [38].

The relays have knowledge on full CSI of the main channels, i.e. S;-to-DFR;, DFR;-to-
S, S>-to-DFR; and DFR>-to-S;.

All the nodes operate in HD mode [1].

There is no direct path between S; and S> due to severe fading [39].

All channel links being statistically independent and experience Rayleigh fading [19].
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The channel coefficients are indicated by h; j Where i, J indicate channel node that follow

Rayleigh distribution; i and is the transmitting node and j is the receiving node. Thus, the

instantaneous channel gains of these links are denoted by g, ; = |hi‘ J. |2 .

The entire communication is shown in Fig. 5.6. The duration frame 7 is split into three Time
Periods (TP): (a) EH TP T ; (b) Ist TP (1—a)T /2;(c) 2™ TP (1—a)T /2. At EH TP, DFR,
captures energy from the data received from S; and /. Simultaneously, DFR; harvests energy
from the data received from S; and 1. During 1% TP, S; and S> transmit data to DFR; and DFR>
respectively. At this point, as soon as the EAV tries to tap the data of S; (or S2), the signal of S
(or ;) functions as jamming signal at the E4V and degrades the signal strength. At 2" TP i.e
the relaying phase, both the relays decode and then forward the signals to the respective
destinations based on MHE-AS scheme with the assistance of directional antennas. At this
moment, the EAV is unable to intercept the data relayed by either DFR; or DFR; presuming it

1s located at the null of the antennas.

5.4.2 Mathematical modelling

» EH at DFR; & DFR:

In the EH phase at the relay nodes, the received signal at each relay node can be calculated as:

yrl,l yr2,l
Y _ yr1,2 yr2,2
R R (B Re] e
yrl,M yrZ,M X2 (517)
Thus the energy harvested by both relay nodes can be calculated as :
M
Eig = U“TZ(ngsm +R0g,)
mt (5.18)
M
EHRZ = UaTZ(PszgszJ +R Oir,, )
-t (5.19)
Before decoding, the instantaneous SINRs obtained are:
% — PsigSRm
St PI gIR1M + NO (5.20)
}/ _ PSZ gSRZM
SZRZM -
POk, +No (5.21)
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j— Psl gSRlM
VsE =

P05, +No (5.22)
Voo = P, Ose,,
S,E
PslgSRlM +Ng (5.23)

» MHE-AS Scheme

Both the relays select an antenna from a set of ‘M’ antennas and transmit using the best selected
antenna i.e. i-th antenna that harvests the maximum energy from both S;, S> and /. The index
of the selected antenna is given by:

i, =argmaxE,,
ie2,..Mp (5.24)

where A e{DFR1, DFR2}

Thus, energy harvested by the i-t4 antenna of the relays over the time slot T can be written

as:
EHRi*A =nal (P51951Ri*A +R gIRi*A) (5.26)
where Jsi;p, =argmax(ggg
T igf1,2,..M}
The transmit power of the i-¢h antenna of the relays is given as:
E
P = HR-, (5.27)
n (1=a)(T/2)
Thus, the instantaneous SINRs obtained after decoding are given as:
F’Ri*1 9R.s,
YRS, = B~ N
" R, o (5.28)
_ F)Ri*zgRi*zSl
}/Ri*251 P' g|R2M + NO (5.29)
Thus, end-to-end SINR is denoted as:
7/5132 - min(}/islM '7/Rnsz) (530)
75251 = min(yszRZM ’7Ri251) (531)

» Secrecy Capacity (SC) Calculation

The instantaneous SC at the two nodes can be expressed as [97]:
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1
Cslsz = 2 log,(1+ Vs, )

1
Css, = 2 log, 1+ 7s)

(5.32)
1
Cle = 2 log, (1+ 751E)
1
Cse =2109,(+75¢)
2 K (5.33)
Now, the SC of each of the two-way links is expressed as [97]:
SEC 1 1 N
Ca =[E|092(1+75152)_EIOQZ(]-"' 7/515)] (5.34)
CEC =[210g,(1+ 755)~ 210, @+ 75 )]
s2 2 2 S,8: 2 2 S,E (535)
The Global Secrecy Rate (GSR) is expressed as [97]:
s = [minics 5] 536
Now, Secrecy Outage Probability (SOP) can be defined as:
SOP =P(C€ <C,) (5.37)

5.4.3 Results and Discussions

To calculate the SC performance of the proposed system, simulation have been executed using
Matlab version R2020a. The following parameters have been set accordingly as shown in Table

5.3.

Table 5.3 Parameter assumptions

Parameters Meaning Default Values
Ci Secrecy Threshold 1 bps/Hz [97]
n Energy Conversion Efficiency 0.8
o EH coefficient 0.2
P, P, Source Transmit Powers 5 dBW [97]
P, Peak permissible Interferer Transmit Power 10 dBW
m Path loss exponent 3

Fig. 5.7 gives a comparison of our proposed scheme with the contrast schemes in terms of EH

coefficient.
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Fig. 5.7 Comparison of SC versus & for three scenarios (in absence of ‘I’ with M=1 [97], presence of

‘I” with M=1 [96] and presence of ‘I’ with M=2, 3 [proposed])

The performance is significantly better in Interference limited system with single antenna relay

[97] upto a certain value of ¢ . It is also observed that for M=3, there exists a crossover point
(= 0-1) beyond which the proposed scheme outperforms [97]. Taking a specific value of

aie O = 0-3, the percentage improvement in SC of proposed scheme over [97] and [96]
are found to be 13.33% and 61.7% respectively.

In Fig. 5.8, the number of antennas has been varied and their impact on the secrecy
capacity performance has been observed. Adding more number of antennas shifts the graph to
the left and the system obtains higher secrecy performance at the cost of low EH coefficient
1.e. EH time should be kept much less than the broadcast time to achieve the optimal SC. This
is because the signal received from / provides energy for relay recharge and hence effectively
reduces the optimal value of the EH coefficient. Hence peak secrecy can be achieved by not
further increasing the EH time but by allocating the time for information transmission as a
result of which reliable communication is affected. This indicates a trade-off between reliable
communication and secure transmission since by increasing the amount of harvested energy,
the available time for information transmission decreases and vice-versa. After M=7, the
improvement in secrecy becomes minimal which provides a standard on the maximum number

of antennas that can be placed so as to maximize the SC.
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Fig. 5.8 SC versus & for varying M
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Fig. 5.9 Impact of SC w.r.t. P, for equal and unequal transmit power of both the sources

Fig. 5.9 highlights a plot of SC versus P, for equal and unequal transmit power of both the

sources with varying Cy, . It is found that the SC for equal transmission of both the sources is

more compared to unequal transmission powers. This is because of the fact that for equal

transmit power of S/ and S2, the EAV gets maximum jamming from the sources and
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eavesdropping capacity is minimized. Further, there is a performance degradation as Interferer
Power is increased and SC goes flat. Flatness is due to good signal quality is received by EAV
in broadcast phase since the effect of interference becomes dominant and the deteriorating

effects of interference suppresses the gain obtained due to higher harvested energy.

5.5 SECURE TWO-WAY COMMUNICATION WITH

IA-EH FOR NON-LINEAR SCENARIO

5.5.1 System model

In this section, the system description and channel modelling are provided in detail.
» Network Description

A two-way loT environment is considered in this work as shown in Fig. 5.10. A Low Power
Wide Area Network (LPWAN) is considered under Rayleigh fading environment with a
maximum range of 200 m. It comprises of two static [oT wireless devices (S; and S>) that tries
to exchange some confidential information among themselves. As the two sources are located
far apart, they require the assistance of relays to support secure communication. The energy-
constrained relays are equipped with rechargeable batteries which take part in harvesting

energy from the respective RF sources as well as the surrounding CCIs (1, 1,,........., I, ). Here,

the signals from the surrounding base stations act as interference signals. The relays deployed
in this environment are untrusted nodes i.e. apart from being mandatory helpers in
communication process, they try to overhear the secret information of the sources. Perfect
knowledge of CSI of jamming signals is available at both legitimate sources [101]. Thus,
jamming signal gets fully removed from the received signal at the sources. This architecture is
highly relevant for urban [oT applications, such as smart home systems, smart metering, or
environmental monitoring in low-density areas where low-power, long-range communication
is crucial. The adoption of LPWAN allows for energy-efficient communication with minimal
overhead, making it well-suited for devices that are either battery-powered or require long
battery life, such as sensors or actuators in remote locations. The total time frame structure 7
is accomplished in three scheduled time phases following TSR protocol [19] as depicted in Fig.
5.11.
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Fig. 5.10 System model of the proposed untrusted TWR network in interference-limited scenario

The following assumptions are considered:

e The untrusted relays are employed at approximately midpoint of both the sources.

e URI and UR2 are fitted with directional antennas such that they can intercept the signal

of either S; or S: in the broadcasting phase only, but not in the relaying phase [38].

e All the nodes function in HD mode and configured with a single antenna [1].

e No direct connection exists between the sources due to long distance and strong fading

[39].

e All the channel links experience Rayleigh fading [19].

T
Lﬂl;l
EH 81 A UR1 After decoding
S1I, — »UR1 52 2% UR1 UR2 _ , S
EH R After decoding
$2,I, —»UR2 2 —* UR2 UR1T —» S2
JAM.
S1 —» UR2
aT (1-a)T /2 (l-e)T/2
EH Phase Broadcast Phase Relaying Phase

Fig. 5.11 Time frame structure (INF. indicates Information signal and JAM. indicates jamming signal)

» Channel Modelling

The PDF of channel coefficient and channel gain are expressed as:
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f, (x) —exp(—7)x>0 (5.38)

f, (0= exp( 22 ) x>0

Following Rayleigh distribution, the channel gain coefficient between two communication

nodes X and Y is indicated as th. Considering the assumption that the channels follow

h

2 .
denotes the channel gains

independent and identically Rayleigh distribution (i.i.d.), g,, =h,,

2 2

between X and Y. Thus|h h [ lh [ |2 and|hIR |2 are exponential random variables

Rosi| ?|MiR

srz2 4

RS,
with parameters w,w,,&,.<&,, 21, 2, Tespectively andﬂ1 _Noay 4, = No® , _Nobi, = Nocs
P P, ) R

S S Ry Ry

Ny No 2> .

l[tl: PII ,/'12: PI

5.5.2 Mathematical modelling

In this section, the network is evaluated in the non-linear scenario where the harvested power

is saturated to a maximum power value for the high input power at EH circuit.
e FEH and data communication for ‘K’ frames in linear scenario

The received signal at the relays can be expressed as:

Yr = fthxHZ\/»h X +Ng (5.39)
gz\/P:h x+z\/7hR,x+n

(5.40)
The energy is accumulated in relay’s battery up to K-th frame as given below:
T K
T K N
Er, = Y 1R, T P, IR,
2k ZkZ( SZQS 2k ; lg ZKIJ (5.42)

where E; and E; are the harvested energy at URI and UR2 in K-th frame, 7 is the power
conversion efficiency of the harvester. The power transmitted in this duration is given as:

K

le Z 51951R1k +ZP gR1k||)

= (5.43)
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K N
PR2k = 77052 (Ps2 Os,r, z I:)|i Or,,1. )
=] = (5.44)

» RF EH for non-linear mode

In practical scenario, the RF harvester is nonlinear and the DC output power of EH circuit

depends on a fixed power saturation threshold p, . The threshold p, depends on the frequency
of incoming RF signals and type of the harvesting circuit (linear or non-linear). In general, P,

ranges from —30 dB to —5 dB [112]. The received signal at the relays in non-linear mode for

‘k’ frames can be expressed as:

N
ygl =P hé(lRi (X +m)+ Zﬁhgll, X +Ng, (5.45)
=
N
y;z = V Psz hngz (X2 + 772) + ZJth;zli XI + nR2 (546)
i-1

where 7, and 77, are the distortion noises caused by the transmit hardware impairments at .S
and 2, respectively; and we can model 7, and 77, as circularly symmetric complex Gaussian

distribution with zero-mean and variance x°,i.e.,n; ~ CN(0,k?) and n, ~ CN(0, k?) where
x?>0 characterizes the level of impairment at the transmitter (3GPP LTE has EVM
requirements in the range x € [0.08, 0.175] [70, Sec. 14.3.4]).

Accordingly, the harvested energy with non-linear circuit at the relay nodes can be obtained as

shown below:

N N
naT (P, 951 +Z F)|i gRIi) P Ogr + z P,i O, < P,
i=1 i=1

Rne N
naTh, +Ps0s1r + Z P.9r, > Ry
= (5.47)
Thus, the power transmitted by the relays is given as:
N N
77a(P51951R+ZP|igR|i) P51 0s1r "‘Z:Pligmi <R,
i-1 i-1
R N
nak, s Ps10s1r +Z PligRIi >Ry
=1 (5.48)

Proposition 1. The closed form expression for accumulated harvested energy can be

formulated as:
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K KN kN1
Ep = naIPSJ Kx—exp[——de + Pj [ J X___exp LSS N
2 0 ugl'(K) Her nog [(KN) T
KN

K P
T'(KN)

T
= EF: :naEPle,uSRJr

na— u
27" (5.49)

A formal proof of (5.49) is provided in Section C.1 of Appendix C

5.5.3 SINR estimation

Here the SINR expressions for main channel links during broadcast phase are expressed as:

Sl gSIle
VsRry =
Z P g' iRu SzgSlek NO
(5.50)
—_ PSZ gsZRZk
VSR TN
Z g' iRak Psz gSZle + NO
= (5.51)

The relays being untrusted, try to intercept the information signals of both the transmitters
during broadcasting phase. At this point, whenever relay UR1 tries to overhear the information
of Si, the information signal of S, acts as a jamming to the relay and vice versa. The SINRs for

the wiretap links are given as:

7/ — PSZ gSZle
SZle -
No (5.52)
7/ Psl gS1R2k
SlRZk -
No (5.53)

where P g » and P g5 are the jamming signals from S; to UR2 and Sz to UR1 respectively.

At relaying phase, the corresponding SINR at UR1 and UR2 after information decoding is
expressed as under:

—_ Ple gleSZ
YRS, = N

z P'i inle +N
° (5.54)
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PRZk g RokSi

}/Rstl = i
P9, +N
=R (5.55)
Therefore, the end-to-end SINR for both the paths can be expressed as:
}/k5182 = min(yisn ’]/lesz) (5.56)
s =MiN(sg, 75,s,) (5.57)

5.5.4 Performance analysis

The key secrecy performance metrics are considered as SOP and ASC whose closed form

expressions are derived below:

» SOP Analysis

Secrecy Capacity (SC) is the maximum rate of confidential message that is sent from source to
destination under the threat of E4Vs and is determined from the difference between main
channel capacity and wiretap channel capacity. The expressions for SC of each of the two-way

links from S;-S2 and S>-S; is given as [75]:

1 1 .
Cssfc =[= Ing(l"' 7ss, )-= |ng(1+ 752R1)]
2 2 (5.58)

1 1 .
Cs;" =[Zlog, L+ Vss,) ~=100,(+755)]
2 2 (5.59)

wherey; s and y ¢ are the SINRs for links S;-S2 and S52-S7 respectively. Similarly, 7, , and
Vs, are SINRs for jamming signals from S>-UR/ and S;-UR2 respectively.

Global threshold secrecy rate (GSR) C;* is expressed as [81]:

Co =[ min(CT®,CE%) | (5.60)

Secrecy outage occurs when secrecy capacity C, ° drops below a predetermined threshold R,

> 0 (bps/Hz). Therefore, the SOP can be expressed as:

SOP = P(CtiEC < Rth) (561)
=P(Min(C:°,C3°) <Ry)

=1-{P(C° > R)J{P(CSC > Ry

=1-{1-P(C&" <R JHI-P(C&" <R, )}

R P

=1-[1-P,][1-P,] (5.62)
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Proposition 2. The closed form expression for SOP can be formulated as:

SOP=1—Hexp(—Z)F(1K)2\/{Z§:]K Ky (2\/[23:] HN *:exp(_Y)F(lK)z [ZEZ)K ‘. [2 (%J HN] (5.63)

A formal proof of (5.63) is provided in Section C.2 of Appendix C

» ASC Analysis

Based on the definition given in [70], ASC is obtained by subtracting the wiretap channel

capacity from the legitimate channel capacity.

ASC = E{log,(1+x)}= Tlogz(1+ x) f, (x)dx

a i SEC ~SEC
where, x £ min(Cs™", Cs,™)

o _(=1-F &« (Ry) 21-F « (Ry,)
© 1 1 th & th
ASC ={log, (1+ X)[Fy (x) 11}, —mj[FX (x)~1]dx = 2In0; [ 1TR i +jli—RdRm (5.64)
0 0 th 0 th

wherchglEc(Rm)={P(Cssfc<Rm)} and chgc(Rm)Z{P(Csst<Rm)}are the CDFs of csecand cgs=

respectively.

5.5.5 Results and Discussions

The validation of the proposed system model is carried out through simulation using Matlab
2021b and compared with the existing benchmarks to quantify the secrecy performance
improvement. Table 5.4 shows the numerical values of the relevant parameters.

Fig. 5.12 depicts the variation of SOP versus p, for several values of p,. Here, signal
transmission with equal power from both the transmitters (ie B =P =F; ) is
considered. As illustrated in the figure, the SOP performance degrades with increasing value
of P, . The performance of the proposed system is compared with three existing works 1.e. /4

TWR Network without jamming [108], Interference-free OWR network with jamming[111] and
1A-OWR network with FD jamming [114]. For a fair comparison, transmit power of the relays
are pre-set according to [111] and the impact on SOP is observed. The SOP of the network is

found to be more for lower values of P, and reduces with further increase in Py It is also seen

that the secrecy performance of the proposed scheme and the other works [114] and [111] with

jamming schemes is much better than that of the contrast network without jamming [108]. On
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further comparison with OWR networks [111] and [114], it has been observed that the proposed

network model achieves the lowest SOP. For p, =15dB, an SOP value of 10°is obtained for

the proposed model as opposed to 10 and 10° for [114] and [108] respectively. In addition, a
similarity between theoretical and simulation results verifies the correctness of the theoretical

derivations with the simulated results.

Table 5.4 Parameter assumptions

Parameter Meaning Default values
Rin Target bit rate 1 bps/Hz
U Energy conversion efficiency for source 0.7 [111]
a EH coefficient 0.2
m Path loss exponent 3
P, B, Source Transmit Power 10 dB [111]
No AWGN Power 0.01 W [111]
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Fig. 5.12 Comparison plot of SOP versus P, for different values of P, =5,10,15 dBW

-

o
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The secrecy performance comparison between the conventional scheme [70] and the proposed
system considering non-linear approach is displayed in Fig. 5.13. For a fair comparison with
[70], Rayleigh faded channel parameter is set as (m,=m,=1) and non-linear distortion
parameter is considered as 0.08. It clearly shows that the proposed model with energy
accumulation significantly outraces the conventional approach. On increasing the number of
frames, the accumulated energy at the relays gets increased which contributes to improvement

in secrecy performance of the network. But at higher values of P, i.e. beyond 5dB,
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improvement in secrecy is minimal with increase in K . Moreover, the system secrecy capacity
saturates when the transmit power is sufficiently high. This reveals the fact that the relay battery
has a finite storage capacity because of which the accumulated energy cannot exceed the battery
capacity. This study imposes a limitation on the maximum number of allowable frames that

can be utilized for energy accumulation to maximize the network security.
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Fig. 5.13 The effect of transmit power on the ASC

Table 5.5 shows a comparison of our scheme with [70] with increasing K in terms of ASC.

Table 5.5 Average secrecy capacity for K=5,10,15 with variation in P,

ASC
Parameter (in bps/Hz)
P (in dB) [70] Proposed

K=5 K=10 K=15

0 0.06 0.12 0.17 0.175

20 0.25 0.39 0.47 0.486

40 0.31 0.465 0.55 0.576

60 0.32 0.485 0.58 0.62

In Fig. 5.14, the effect of EH coefficient & on the ASC is shown and compared with the existing
benchmarks (i.e IA-EH in TWR network [81] and TWR network in interference-free

environment [80]).
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From Fig. 5.15a, b and c, it is seen that the accumulated energy keeps on increasing linearly

with ‘K’ keeping ‘N’ fixed at 3 and gradually increasing P,. The variation of E, /T (in Joules)
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Fig. 5.14 The impact of & on ASC for both trusted and untrusted scenarios

versus ‘K’ for N =3is shown in Table 5.6. From Fig. 5.15¢ and Fig. 5.15d, as the number of

interferers is increased from N =3to N =5keeping P, value fixed at 10dB, a minimal

decrease in the value of E, has been found. Table 5.7 depicts percentage decrease in harvested

energy.
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Fig. 5.15 Accumulated harvested energy versus K with variation in source transmit power
and number of CCls
Fig. 5.16 compares the secrecy capacity of the developed network for nonlinear and linear
scenarios. It can be observed that the linear approach gives better secrecy than non-linear at

relatively low EH coefficient. For p, = —10dB , the secrecy is maintained upto a =0.57. On
increasing the saturation threshold P, = —5dB, maximum secrecy is achieved at a =0.35

beyond which the secrecy falls. An ASC value of 0.3 bps/Hz is obtained for linear EH model

at a =0.2, where for p, = —5dBand P, =—10dB , the ASC values 0of 0.2 and 0.12 are obtained

at @ =0.36 and a =0.54 respectively, for nonlinear scenario. The comparative analysis of the
proposed scheme for both the approaches is presented in Table 5.6. For a particular value of
o= 0.1, the percentage improvement in ASC of the proposed framework for linear approach
over non-linear, at a saturation threshold of -5dB and -10dB is observed as 65% and 88%
respectively that falls to 12.8% and 20% at a =0.7. The comparative analysis of the proposed
scheme for both the approaches is presented in Table 5.6. For a particular value of o= 0.1, the
percentage improvement in ASC of the proposed framework for linear approach over non-
linear, at a saturation threshold of -5dB and -10dB is observed as 65% and 88% respectively
that falls to 12.8% and 20% at a =0.7. Fig. 5.17 plots the amount of harvested energy versus
number of frames ‘K’ under non-linear scenario, for the Ps value of 0dB. Here, the accumulated
energy increases exponentially with increase in ‘K’. On comparing with Fig. 5.15 (c) and (d),
initially, a significant enhancement in accumulated energy is obtained for linear model as
compared to non-linear scheme. The percentage improvement in harvested energy for both
linear and non-linear scenarios with respect to the number of frames is calculated and shown

in Table 5.7.
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Fig. 5.17 Accumulated Harvested Energy versus K for N=3,5 under nonlinear approach for P, = 0dB

Table 5.6 Comparative secrecy performance analysis for linear and non-linear scenarios

Average Secrecy Capacity
(ASC) % Improvement in ASC
Parameter | Linear Non-Linear
a Linear over Non- Linear over Non-
P,=-50B | R, =-10dB linear linear

(-5dB) (-10dB)

0.1 0.25 0.0875 0.03 65 88

0.3 0.28 0.19 0.075 32.14 73.21
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0.5 0.22 0.18 0.1125 22.22 48.86
0.7 0.125 0.122 0.109 12.8 20
0.9 0.049 0.048 0.048 2 2.04

Table 5.7 Percentage improvement in accumulated harvested energy for linear and non-linear

scenarios
E,/T E./T
Parameter (For N=3, %Improvement in (For N=5, %Improvement in
No. of Ps=0dBW) E /T Ps=0dBW) E /T
frames (K) . Non- R . Non- R
Linear . Linear .
Linear Linear
5 0.6 0.3 50 1.1 0.19 82.72
10 1.2 0.85 29.17 2.1 0.75 64.28
15 1.82 1.8 1.09 3.2 1.7 46.88

5.6 OVERALL COMPARISON

A critical study and comparison of the above three works namely, Proposed Work 1, Proposed

Work 2 and Proposed Work 3 are presented in section 5.3, 5.4 and 5.5 respectively with some

of the existing relevant state-of-art have been abridged in Table 5.8 and 5.9.

Table 5.8 Comparison table with existing relevant state-of-art

Existing/Propose Scenarios CClI EAV/Untrusted we??‘lg\_/vo Linear/Non|Performanc
d Works Introduced Relay -?//vay -Linear e metric
Existing Works
Single-
[23] A.P;[;/n; a absgrg:le of EAV absent |Two-way| Linear Throughput
network
Interferer & f
[96] Single presce;nccle 0 No EAV Two-way| Linear OoP
antenna
No Interferer .
. absence of | Single EAV, .
[97] & single cCl DBJgteChnique Two-way| Linear SOP
antenna
untrusted
unidirectiona absence of Untrusted
[70] I relay cCl Relay, DBJ |One-way | Non-linear ASC
network with technique
EH
[111] Ir]ltrzggsr\}(s' absgrg:le of Single EAV |One-way| Linear SOP
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network with
jamming
Full-Duplex
[116] chan(;}éve absgrg:le of No EAV One-way | Nonlinear BER
Network
Single EAV,
[81] n;:rt\\ivVoRrk presgnccle of Jammin_g Two-way linear ASC
cancellation
TW
[108] Cofaré'it(')"e absggle ofl  NoEAV  |Two-way - opP
network
RF-powered Two-sided EAV
[80] TWR dsence of (FI.D) relgymg Two-way| Linear SR
network CClI jamming
scheme
EH absence of Throughput
[79] communicati cel No EAV One-Way| Linear BEng '
on network
114 EH Epe_ctrum absence of |Single EAV and 0 Non-Li op
[114] r?efvcgrg:( cCl ED DBJ ne-way | Non-Linear
Proposed Works
ARP for
Bidirectional
Multi-Relay |, cence of
Proposed Work 1 Multi- cCl No EAV Two-way| Linear | Throughput
antenna
Cooperative
Network
Secure
MHE-AS
scheme in
TWC via f
Proposed Work 2| Two Multi- presggcleo Single EAV | Two-way| Linear ESR
Antenna
Relays with
Interference-
aided EH.
Interference-
assisted RF- SOP, ASC,
Proposed Work 3 | powered loT presence of Untrusted Two-way | Nonlinear Accumulated
P P CClI Relays y Harvested
relay y
network Energy

Table 5.9 Critical Analysis with existing works

. Existing/Proposed Throughput Accumulated
Performance Metrics Works (bits/s/Hz) SOP| ASC Harvested Energy
ARP-DLT 0.55
Throughput [23] ARP-TSP 0.62 ] ) i
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ARP-PSP 0.82
ARP-DTT 0.95
TSP-DTT 1.07
PSP-DTT 1.55
ARP-DLT 0.69
ARP-TSP 0.73
ARP-PSP 1.38
Proposed Work 1 ARP-DTT 193 - - -
TSP-DTT 1.41
PSP-DTT 2.25
[97] TSR - 0.021
Secrecy Capacity [96] TSR - 0.01 -
Proposed Work 2 TSR 0.035
K=1:
[70] PSR - 0.3 0.32 -
K=5: 2.45
0.485
Proposed Work 3 | TSR : 0.06 Kozég: e
SOP, ASC & '
Accumulated
Harvested Energy NSRS 7.8
0.62 '
[81] TSR - - 0.38 -
[80] TSR - - 0.29 -
Proposed Work 3 TSR - - 0.53 -
[111] TSR - 1 - 2.6
[114] TSR - 01| - 3.5
Proposed Work 3 TSR - 0.001] - 7.68

5.7 DISCUSSION

In this chapter, the system performance of a bidirectional AF HD multi-antenna multi-relay
network over the Nakagami fading environment is presented in Proposed Work 1. Here, the
impactof different system parameters on the throughput performance of the system is also
studied. Next, the Proposed Work 2 with MHE-AS scheme is shown to improve the SC
performance significantly as compared to its contrast models where bidirectional
communication takes place in presence or absence of CCI and the relays are equipped with a
single antenna. Lastly, an IoT environment is designed in Proposed work 3, where the relays
collocated with EAVs are equipped with a rechargeable battery so that they can harvest and
accumulate the harvested energy from RF signals sent by the sources and CCls, for stable
operation of the network. The obtained results for both linear and non-linear scenarios are

compared with each other which gives a useful insight to the network secrecy performance.
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Chapter 6

RF ENERGY HARVESTING IN NOMA -
ENABLED WIRELESS NETWORKS

6.1 OVERVIEW

The present chapter focuses on analysing the secrecy performance of an RF-powered two-user
Cooperative Non-orthogonal Multiple Access (CR-NOMA) in presence of a cluster of CCls
under jamming cancellation scheme. The influence of various network parameters such as the
source transmission power, Nakagami-m parameter, Jamming Signal Power and the number of
CClIs on the system secrecy performance has been evaluated. Additionally, the impact of power
allocation factor for varying transmit power of source on the Ergodic Secrecy Rate (ESR) has
been found. In the next section, the performance of an autonomous and energy-efficient RF-
powered Multi-Device Diamond Relay Network (MD-DRN) in an IoT environment using an
improved Adaptive NOMA (A-NOMA) protocol has been studied. Closed form expressions of
Achievable Sum Rate (ASR) and Energy Efficiency (EE) have been derived under Rayleigh
fading environment and validated through extensive monte-carlo simulations. In addition, the
BER analysis has been carried out and compared with the existing benchmarks. Furthermore,
an in-depth analysis on EE with respect to ASR has also been performed. Simulation results
demonstrate the effectiveness of our investigated model over the existing state of art and unveil

interesting trade-off between EE and ASR.

6.2 BACKGROUND

In conventional NOMA systems, multiple users share the same time-frequency resources by
exploiting power domain multiplexing. The Base Station (BS) superimposes the signals of
different users with distinct Power Allocation (PA) coefficients, and receivers apply Successive
Interference Cancellation (SIC) to recover their intended messages. However, users with poor
channel conditions may suffer from degraded performance due to their inability to effectively
decode the received signal. To address this limitation, user cooperation can be integrated into
NOMA, whereby users with stronger channels assist users with weaker channels by acting as

relays. In a typical two-user cooperative NOMA scenario, the system consists of a BS, a strong
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user/near user (NU), and a weak user/far user (FU). The cooperation process is generally
divided into two phases: Downlink NOMA Transmission and Cooperative Relaying.
Co-channel interference (CCI) in NOMA within a Resource Block (RB) arises due to
the simultaneous transmission of multiple users over the same frequency-time resources, which
leads to interference among the signals. In NOMA, multiple users share the same RB by
superimposing their signals at different power levels. Since users share the same RB, the signals
intended for different users overlap in the frequency domain, causing interference. Physical
Layer Security (PLS) integrated with EH has been incorporated in NOMA [153], where
Secrecy Outage Probability (SOP) plays a significant role. The effect of PLS on the
performance of NOMA framework has been studied for both external and internal
eavesdropping environment [154] in interference-limited system. In [155], the security
performance analysis of NOMA in PLS has been carried out under jamming cancellation
technique in interference-free environment. But the influence of EH on the performance of the
system has not been addressed. Moreover, the work in [156] have developed UL and DL
NOMA scheme in untrusted environment where the influence of EH has not been explored.
Addressing the above issues, a secure transmission scheme has been proposed in a CR-NOMA
network employing IA-EH. The developed model is focussed on enhancing the system security
performance by introducing Jamming cancellation technique to block an EAV that uses Parallel
Interference Cancellation (PIC) scheme [22] to intercept the signals of both the users.
Diamond Relay Network (DRN) model has recently attracted considerable attention as an
efficient cooperative networking configuration in wireless Ad Hoc networks that offers higher
achievable data rates than the conventional relay networks by simultaneous transmission of
two symbols to the receiver within only two-time transmission slots thus increasing the
multiplexing gain. A single DRN has been proposed in [1] where a pair of relays deployed
between transmitter and receiver take part in signal transmission that is similar to combined
DL-UL NOMA. In [2], a NOMA-enabled DRN model is deployed in a multi-relay scenario.
Here relay selection scheme is applied to obtain higher transmission reliability. The authors in
[3] have investigated the security performance of an untrusted diamond network with
cooperative jamming scheme. In [4], the sum rate expression followed by optimum power
allocation has been analysed in a single DRN but the Bit Error Rate (BER) has not been
explored. In [5], BER performance in DL NOMA networks using BPSK modulation has been
shown through simulations and real-time tests. Poor error performance in a single DRN has
been observed in [6]. Meanwhile, the authors in [7] have improved the error performance of

the single DRN earlier designed in [6] using joint maximum likelihood detector (JML).
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Although the performance is improved in [7], still an error floor is observed. All of these works
have not shown the impact of RF-EH on DRN. Also, the previous works on NOMA-based
DRNs was limited to a single-relay scenario and the advantage of EH through multiple relays
was not been explored. Since DRN is an efficient cooperative strategy to improve the
achievable rate of the network, DRN powered with RF-EH can be an efficient approach to
enhance the sum rate and EE of the proposed system. Joint effect of NOMA assisted relaying
systems with RF-EH has been studied in [11,12]. In [12], the end-to-end BER has been
examined in an RF powered CR-NOMA system with two users. In [13], an EH relay adopting
NOMA protocol is designed where the system performance is considered under the impact of
Relay Selection (RS). In [14], BER has been explored for downlink NOMA networks using
SWIPT. The authors in [15] have examined the OP in NOMA EH AF relay network. The effect
of optimizing PA coefficients for the DRN system is investigated in [16]. In [17], the authors
have introduced A-NOMA protocol in CR network where the EE of the network is found to be
better compared to that of OMA and NOMA. However, EE and BER analysis in RF-powered
MD-DRN still remains an unexplored area of research. Motivated by the above investigations,
the performance of an RF-powered MD-DRN has been studied in an IoT environment where
the relay devices are deployed in a diamond relay topology between transmitter and receiver. In
the proposed scheme, the sum rate for OMA and NOMA assisted devices is calculated using

CSI, and then the best MA pattern is determined at the receiver based on maximum ASR.

6.3 IA-EH SCHEME FOR CR-NOMA NETWORK

In this section, description of a two-user CR-NOMA network along with its mathematical

representation and results have been described in details.

6.3.1 System Model

A system architecture for CR-NOMA has been illustrated in Fig. 6.1. Here a source node S

transfers superimposed information signals to two users NU and FU via an intermediate relay
R using CJ under the impact of a cluster of CClIs (1, 1,,.....1,,). Here superposition coding is

done such that the messages intended to different users are encoded with different power levels.
An external jammer J transmits jamming signal to block the EAV. Here, EAV uses PIC scheme
to decode NOMA signal. J blocks it by sending an Artificial Noise (AN) signal which
deteriorates the eavesdropping signal strength. On receiving the source signal, the users
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initially detect the jammer signal, removing it and finally decode the information signal. This
model is highly applicable to RF-powered IoT communication scenarios, where devices such
as R, NU, and FU are assumed to be energy-constrained and are designed to harvest energy
from ambient RF signals. In dense wireless environments—such as smart factories, urban
sensing systems, or remote environmental monitoring stations—deploying battery-free or
battery-assisted 10T nodes reduces maintenance overhead and enhances scalability. The
integration of NOMA allows the simultaneous servicing of multiple users on the same

frequency band, which is crucial in such spectrum-limited settings.

9o-9 2

PR b’/_;y—v FU

:\ =
-. %

| 4
NU i
\ , EEEEE I> Harvesting Energy
-------- > Jamming Signal
—— Information Signal

Fig. 6.1 Network Architecture of EH based NOMA
The following assumptions have been considered:

e Sisaconventional node with constant power supply.

e Direct path between NU and FU is non-existent due to high attenuation.

e Sand R are NOMA-assisted users that can transmit superimposed information to other
users.

e Each node is configured with a single omni-directional antenna.

NU is present near R as compared to FU; mean channel strength for R — NU is

stronger compared to R - FU .

Both NU and FU are aware of the knowledge of jamming signal. SIC occurs at R for UL

and at nearest user NU for DL.
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Fig. 6.2 Time frame

6.3.2 Channel Model

All the interferer links at R suffer from Nakagami-m fading. Thus, the power of summation of

M identical CCI signals at R follows gamma distribution as:

Mm,
1 ml Mm,, -1 mIX
f — R IR e _ R
() r(MmlR){Q,J X Xp[ Q }

Ir

where m, and Q, are the fading and I'(.) is the Gamma function.

All the wireless links apart from the CCI links are subjected to independent non-selective

block Rayleigh fading whose channel coefficients for s 5 R, R—>NU, R—>FU, J > EAV are

denoted as Ngs, hey ,hep ,hye . Then, the average power of the channel gain is exponentially

RD,

distributed. Here Dy and D> represents NU and FU respectively.

6.3.3 Time Frame Description

The total two path communication has been shown based on TSR protocol [19] in two stages
as represented in Fig. 6.2. Total duration frame T is split into two stages. During STAGE 1, R
collects RF energy from the signals emitted from S and additional energy from CCls as depicted

from Fig. 6.1. Next, S broadcasts superimposed signals 's, 'and's, 'to R. At STAGE 2, SIC

occurs at R during uplink transmission following which R sends the decoded message signal to

both NU and FU. At the same time, J creates artificial interference at the nodes to block the

EAV. On receiving the signal, FU removes the jamming signal and decodes its own signal s, ;

whereas NU being the nearest user, performs SIC to cancel S,and obtain its own signal S, .
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6.3.4 Mathematical Analysis

» Energy Harvesting at R

In the EH phase aT , R harvests energy from S and CCls given as:

Eq :naT(PS|hSR|2+IR) (61)

M
where 1, =>"P ‘hR,i ‘2 , a s the EH coefficient; 7 represents network energy conversion
i=1

efficiency; P is the Source transmission power and P, is the transmit power of the CCls

The corresponding transmit power is:

P :L
" 1-a)T/2 6.2)

Next, S broadcasts superimposed signals 's, " and 's, ' to relay R which can be expressed as:

Yr = aFss + RS, (6.3)
where «, and «a,denote NOMA power factor allocation coefficients for NU and FU
respectively,

It is assumed that, ¢; <, due to long distance of FU

and o, +a, =1 (6.4)

> Information Processing at R, D1 and D2
Assuming D1 to be NU and D2 to be FU, applying NOMA principle, the SINR at R to decode
's,' by treating 'S, as noise is given as:

2

o _ & 05 |thD1

R 2 M 2
a2p5|hRD1| +;pl |hRIi| +1

(6.5)
where |h, |and |h,, |represents mean channel power from R to NU and R to CCls

respectively.
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where . _ R . _ P
Ps No’pl Ng

After perfect SIC, the SINR at R to decode 's, 'is given as:

o 8,55 oo, | (6.6)
R M 5
;pl|thi| +1

Now, treating 's, 'as interference, NU decodes symbol 's," by cancelling 's," with SIC.

Thus, the received SINR for 's, "at NU is:

S

& r "I;]RDZ ‘2 (6.7)
& Or ‘hRDl‘Z +§pl ‘thi ‘2 +1

SINR after SIC at NU to decode 's; '

2
Ny a, Pg ‘hRDl‘
o= w .,
Zp| ‘thi‘ +1
= (6.8)
Treating 's, ' as IUI, SINR at FU to recover its own signal is given as:
25 Mo, |
ye S . (6.9)
Zpl ‘th ‘ +1

PIC is carried out at EAV to decode the superimposed signal of S from R. Hence the received
SINR at EAV to detect the signals of NU and FU is:

2
e =2l (6.10)
2
Ps |hJE|2 +Zpl ‘thi‘ +1
i1
b P
yE = aszM‘ ™ (6.11)
2
P |hJE|2 +zpl ‘thi‘ +1
i1

The end-to-end SINR for both the paths is computed as:

Vso, =Min(yz. 75, (6.12)
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2 mi S 4,5
7/SD2 - mln(}/R ’7/D2 (613)

» SOP and ESR Analysis

Following [157], the ESR of NU and FU are obtained as follows:

1+yd :
& {'092 { 1+;:1 }}
E (6.14)

where [X]" = max(x,0)

The probability of the given SR remaining below a predetermined secrecy rate is known as

the SOP which is expressed as:

out

P =P(Cs' <R, or CJ*<R,) (6.15)

where R, is threshold secrecy rate of NU and R, is threshold secrecy rate of FU.

6.3.5 Results and Discussions

The effectiveness of the developed model has been investigated through simulation using

Matlab 2021b. The relevant parameters are set according to Table 6.1.

Table 6.1 Parameter Setting

Parameter Meaning Default Values
R.R, Bit Rates for NU and FU |2,0.2 bits/s/Hz
n Energy conversion efficiency| 0.8
o EH coefficient 0.2
oy, PA coefficients 0.2,0.8 [155]

P Source transmit power 10dBW
P Interferer transmit power 1dBW
P, Jamming Power 20dB
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Fig. 6.3 Comparison of SOP versus pg with varying number of CCls

Fig. 6.3 highlights a comparison plot of the developed model with the contrast model [155]
for several values of M. It is found that the secrecy performance is significantly better in [155]

upto a certain value of p; . It is shown that when the additional energy from CCI is introduced,

the SOP falls upto some optimal value of p and then after a certain crossover point we observe

a noticeable improvement in secrecy performance for our model. In addition, the gap between
the SOP curves decreases with increasing M and at high SINR, the gap between the plots
becomes negligible indicating lesser impact of change in M beyond 6. The highlighted portion
in Table 6.2 depicts the improvement in SOP of our developed model over the existing model.
From Table 6.2, the percentage improvement in SOP of proposed scheme (M=2) outperforms

that of [155] by 27.08% at pg = 0dB which decreases to 9.69% at p, = 20dB . Beyond 30dB, a

significant improvement in secrecy performance is obtained for our developed network

compared to the existing one.

Table 6.2 Percentage Improvement in SOP

Parameter SOP %Improvement in SOP
Existing Proposed | M=4 | M=6 | M=8
Ps [155] M=2| M=4 | M=6 | M=8 | (M=2)over | over | over | over
[155] M=2 | M=4 | M=6
0 0.7 0.96 | 0.9849 | 0.985 | 0.9854 27.08 24 | 0.01 | 0.04
20 0.22 052 | 0.62 0.69 0.72 9.69 16.13 | 10.14 | 4.34
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Fig. 6.4 SOP as a function of pg for different values of jamming power

The impact of p; on SOP for different levels of P, has been discussed in Fig. 6.4. We observe
that for a fixed pg in each curve, with increasing value of P, , initially the SOP falls guaranteeing

higher secrecy. This is because with increasing P, , EAV receives more interference from J due
to which EAV capacity decreases. This in turn increases the secrecy capacity and SOP falls.

Also, the optimum value of p; where SOP is minimum shifts to the right with increasing P, .

After a certain optimal p,, the EAV channel capacity increases for a fixed P,. At low to

moderate SNRs, the jamming power is typically sufficient to significantly suppress the
eavesdropper's channel capacity. As the source transmission power increases, the legitimate
receiver benefits more than the eavesdropper, resulting in an increased secrecy capacity and
hence a reduced SOP. At high SNR, both the legitimate and eavesdropping channels improve
due to stronger received signals. Since the jamming power remains constant, its relative impact

on the eavesdropper diminishes as the signal power increases. Consequently, the capacity of the

eavesdropper channel C, begins to rise more noticeably. As C, increases, the gap between C_

and C, narrows, and in some cases, the secrecy capacity may decrease or even drop to zero.

This leads to a higher probability of secrecy outage, indicating that the system becomes more
vulnerable to information leakage at high transmission powers unless jamming power is also

adaptively increased.
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Fig. 6.5 SOP performance for different values of interferer power

Fig. 6.5 illustrates the plot of SOP versus p, for varying P,. As P, increases, the SOP

increases and the secrecy performance of the system degrades. Initially with increasing values

ofp,, the transmit power based on harvesting also increases. But simultaneously, the effect of

interference from the cluster of interferer nodes also increases which have a dominant effect
thus increasing SOP. So, at higher values of p,, the SINR at each relay node is near about

constant and become independent ofp, .
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0.3

0.2 :
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Fig. 6.6 SOP versus Transmit Power of Jammer for various values of M

In Fig. 6.6, we observe a change in SOP for increasing M. Initially the SOP is more for lower

value of M and then gradually goes down at high transmit power, SOP falls and becomes almost

independent of p, . At high value of p, , the channel capacity of the EAV becomes poor and the

SOP plot gradually decreases. For a fixed p, inthe low SINR range, EAV is able to successfully
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intercept the source signal as a result of which SOP is higher. But with increase in jamming
power level, the secrecy capacity increases and SOP curve goes down. Moreover, as we increase

the number of CCls from (M=2 to 8), the value of SOP decreases due to increased opportunity
for R to harvest more energy from both S and CCls. But, after a certain value of p, i.e. beyond
10dB the SOP curve for higher CCI becomes comparatively more and then becomes almost

independent of p, because of greater interference effect imposed on the jammer.
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Fig. 6.7 SOP versus pg for different values of Nakagami parameter

Fig. 6.7 illustrates the plot of SOP versus ps for several values of Nakagami-m parameter

(m=1,2,3). The network performance worsens with increasing ‘m’.
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Fig 6.8 ESR versus pg for both NU and FU
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To highlight the impact of o, on ESR for both NU and FU, Fig. 6.8 plots ESR versus pg for
varying «; . Increasing o, improves ESR for both the users. It is also observed that ESR for NU
is much better than that of FU. Less power allocation factor ¢, indicates more power allocated

to FU, thus C¢*increases initially. But due to longer distance from R, transmission power loss

becomes more in FU as evident from Equation (6.4).

6.4 RF-POWERED MULTI-DEVICE DIAMOND
RELAY IoT NETWORK USING A-NOMA

In this section, description of diamond relay IoT network using A-NOMA along with its

mathematical representation and results have been described in details.

6.4.1 System Model

An RF-powered loT relay network is shown in Fig. 6.9. The network consists of a base station

transmitter 7, ‘N’ RF-powered IoT relay devices represented as D»={D,,D,,...D,,...D,} and a

Receiver R. The relays can be any wearable device, smartphone, camera, sensor etc that harvest
RF energy from 7 and utilize it for downlink information reception as well as uplink
information transmission. The battery of the n™ relay is denoted as p.. NOMA protocol is
implemented by K devices located far away from T with different allocated power factors
represented as Dy where k ={1,2,....,K}; whereas OMA is implemented by the rest N-K devices
deployed closer to T that require less power for communication represented as D, where
m={K+1K+2,...,N}. Accordingly, the network is modelled in a diamond relay topology and
the devices are grouped into two groups based on channel conditions between T and Dy. Di
operate in the same bandwidth B whereas D, communicates over different bands B,,. We also
assume that D, and R are fitted with SIC receivers. Employing (TSR) [19], the entire time
frame7 in Fig. 6.10 is divided into three-time phases: in the 1st phase, D, harvest energy from
T. In the next phase, 7 multicasts superimposed signals to D,. Di implements SIC to decode
their desired signals. D, uses OMA to decode their respective signals. In the 3rd time slot, R
receives two copies of superimposed signals from Dy and D, calculates the sum rate and

finally selects the protocol with the maximum sum rate. Here we have not considered end-to-
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end delay for the devices. Here, Rayleigh fading has been applied whose CDF and PDF are

defined respectively as:

X

‘2 (xX)=1- e v (61)

1w
and fh 2 —Q—Ze dx (6.2)

‘i,j‘ i,j

where |hi' j|2are: random independent variables with i and j as source and destination nodes, and
2
Q) is the channel mean power with Q7| = E[| h j| ].
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Fig. 6.9 System Configuration of MD-DRN using A-NOMA
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6.4.2 Workflow of A-NOMA

To understand the concept of A-NOMA and for simplicity, a 4-device scenario has been
considered as shown in Fig. 6.11. Fig. 6.12 depicts the workflow of A-NOMA. The CSI of all
the links is collected at 7. Initially, CSI estimates the distance between 7 and the relay devices.
Accordingly, power and resource allocation are done based on far and near distances. In order
to support the diamond relay topology in a 4-device IoT network, it is assumed that the Ist
node is at a distance of 2.5 m, 2nd node at 2m, 3rd node at 1.5 m and the nearest node at 1m
from 7. Three devices located far away from 7x employ NOMA protocol (Band 6) while the
nearest device located near 7 transmits data in a separate frequency band with OMA protocol
(Band 3). In the 1% group for RF-powered NOMA, the farthest node D; will decode a single
packet. Dz implements SIC to decode the multiplexed packets in descending order, i.e., first x1
and then xz. Similarly, D3 obtains its desired signal x3 after decoding and subtracting x1 and xa.
The nearest user Dy follows OMA protocol to decode its signal. At R, we determine the
appropriate Multiple Access (MA) pattern by selecting the best protocol between OMA and

NOMA to obtain the maximum sum rate.
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Fig. 6.11 System Configuration of 4-device DRN using A-NOMA

STEP 1: Estimate the channel
gains between 7xand D, ;
n=1,2,3,4

STEP 2: Compute the SNR and
ASR at D4, D2and Dsusing (7) and
(13)

STEP 3: Compute the SNR and
ASR at Dsusing (8) and (14)

STEP 1: Estimate the channel
gains between D,and Rx;
n=1,2,3,4

STEP 2: Compute ASR for OMA
and NOMA in uplink scenario

1 |

STEP 3: Select the best protocol between
OMA, NOMA to maximize the total
instantaneous rate for A-NOMA

Fig. 6.12 Workflow of A-NOMA
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6.4.3 Mathematical Modelling
» Energy Harvesting by Dn

In the EH slot, the energy harvested by D is expressed as:

N 2
E, =) naP, ‘han‘ 712 (6.16)
n=1
where P is the total power transmitted by Tx, « is the EH coefficient, 77 is energy conversion

- 2.
efficiency, ‘hmn‘ is the channel mean power from Ty to n relay

The power transmitted by Dn is:

N 2

PDn = ZU“PT ‘han

n=1

(6.17)

» Communication in DL scenario

In the 1% time slot, T multicasts data packets consisting of x,x,,..., ..., x, t0 Dngiven as

N
t=\/€§\/07nxn (6.18)

where x_denotes modulated symbol of n" relay ; e, is the allocated power factor to ™ relay

N
> a,=1and 0> ¢, >a, >.....> a, >1;n,is the Additive White Gaussian Noise with zero mean

n=1

and variance N, .

The received signal at Dn is given as:

N
2 P e, pox, +1, (6.19)
n=1

where n=1,2,.....,N, p, is the battery of n-th relay devices

Yo, = ‘han

Out of ‘N’ devices, the first K devices are NOMA-functioned, and the rest N-K devices are
OMA-functioned. To obtain the desired signal of k-th relay, SIC process is applied. Using
(6.19), the SNR for k-th relay is expressed as [128]:

2

Downlink __ akak thR

Yk T K- 2 (620)
Zai Pb, ‘hDiR‘ +1
)
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Now, for ‘N-K’ devices with OMA functionality, the SNR is given as:
h

Downlink

Vm = Pp,%m | r (6.21)

» Communication in UL scenario

In the 3rd slot, Rx receives two copies of superimposed signals from Dk and Dm. SIC is applied
to decode the signals of the first ‘K> NOMA-enabled devices. In uplink mode, the farthest device
located far from Ty is now the nearest device from Rx. Accordingly, the strongest device’s signal

is decoded first (reverse order with respect to the downlink) i.e. b, will be decoded first at R

followed by D,, D, .....,, D, . Accordingly, the SNR for k-th relay is expressed as:

2

. (04
Upink _ _ kPr ‘hTDk : (6.22)
Zl:aipT‘hTDi‘ +1
For N-K devices with OMA functionality, the SNR is given as:
2
Uplink _ PT ‘hTDm (6.23)
m NO

wherem=K +1,K+2,..,N and p. =R, /N,

6.4.4 Performance Analysis

In this section, the key secrecy performance metrics of our investigated system i.e., ASR, BER

and EE are derived.

» ASR calculation

ASR signifies the transmission capacity [117] which guarantees the highest spatial reuse under

a maximum outage constraint. ASR for the overall network is given as:

ASR, own = RTotaIDown,mk + CTotalUplink (6-24)
When NOMA is employed, the ASR for k-th relay can be expressed as follows:
Blog, 1+M (6.25)
R = Yoo +1] 1 k<K

i=1

Blog, (1+ Py |hTDk |) k=K
The total ASR for ‘K’ devices is
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K
Tl\é%,;/lljiwnlmk Z Rk (626)

k=1
Similarly, the ASR for OMA can be formulated as:
R, =B, log, (1+7,) (6.27)

The aggregate ASR of DL OMA can be written as:

R-I—O()":{:;“Downlink = Z Rm (628)
m=K+1

Combining (6.26) and (6.28), the ASR for DL scenario is expressed as:

Rrctlsgse = Riotlpas + Rttt (6.29)

Now, for UL mode, ASR for k-th device using NOMA and OMA protocols is formulated as

under:

a, p, |h
C, =Blog,| 1+ ol (6.30)
zaivai ‘hD,R‘ +1
i=1
where p, =P, /N represents the transmit power from p,
and C, = B, log, (1+ o5, |y 4) (6.31)
Combining (6.30) and (6.31), the overall ASR in UL scenario is expressed as:
CTotaIup,ink = Ck + Cm (6.32)
Finally, ASR for NOMA and OMA DRNs are described as:
ASRNOMA = RT’\:’%':/Liwnlmk +C1[\:’(t)a’:flJ2|nk (6.33)
ASROMA = R-I—OOI:/;?DUWM nk + C-I%I:gilplmk (634)

Next step is to determine the best multiple access pattern. The best protocol between OMA and

NOMA is selected to maximize the total instantaneous rate for A-NOMA.

ASRA—NOMA = maX(ASRNOMA’ ASROMA) = [ASRNOMA - ASROMA]+ (6_35)
7 (m)
IR NOMA - e 7£MA(m) oM NOMA
= [2F0R" D) * Y 5w (m)d " (k)
0 k=1 m=K+1 /' m ( )
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N N 7N0MA(k)
where £ (5N (k) = max 0 |xexp| -max ot (6.36)
K PDi (Zq - PDi Z]:lai e PDi aq - PDi Zj:laj

and [x,0]" = max(x,0)
Taking the help of [187] as well as (4) and (5) from [143], and after some tedious
calculations using (6.36), we obtain the closed form expression of ASR for A-NOMA network

given as:

K N (KY'N cm- 4ko, Ny 4kmo, N,
ASR,_nowa —{1—kzllm;1[ k j(mJ(_l \/;Kl{ aké/lmk ]] (6 36)

) 1 am % am X

wherek, (*) is the modified Bessel function of second kind with order K, and

(N -1)!
(m-=-)I(N —m)!

e™A-eH)" "+ (1-e)

v, = N (N —k)!(k —1)!

A formal proof of (6.36) is provided in Appendix D

» BER analysis

From [148], the end-to-end BER analysis can be expressed as:

P2 (e) + Py (8) +.....+ PS* (€)

PeZee:
y o (€) N

(6.37)

Where pe?= (), P (e), ....., P2 (e) represents e2e BER of x , x,,....., x, Symbols respectively.

.......

The overall BER of A-NOMA network for both UL and DL scenarios can be expressed as:

BER, yous = P(ASR < ASR,) (6.38)

ANOMA

where ASR, is a fixed threshold rate

» EE calculation
The EE can be calculated as the overall ASR of the network (in bps/Hz) divided by the total

power consumption of the network. It is mathematically expressed as:

EE = ASRAnowa (6.39)
N
> P +P
n=1

where P, is the circuit power consumption
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Putting the value of ASR, ,ous » We get (6.40) as follows:

KN (KYN 4knv_N 4kmo N
[1_ Z [ j[ ](_1)k+m2 ’ h Kl( o, j]
i mcal k im \ A&y amé%mm
EE—— 1 . (6.40)
2P x| 1- v L YR U | (INSDY gy gy, g o
= 2 | M| Ko AR | M e e

6.4.5 Results and Discussions
In this section, the effectiveness of the developed model has been investigated through

simulation using Matlab 2021 over Intel i5, 4GHz processor. The relevant parameters are set

according to Table 6.3.

Table 6.3 Parameter settings

Parameters Value
Fixed Transmit Power 0dB
Noise power -174 dBm
Modulation BPSK [148]
No. of devices 2,34
Circuit Power consumption 1W
Power allocation for 3-device DRN a, =0.18,a, =0.27,a, = 0.55[148]
Power allocation for 4-device DRN | a =0.12,a, =0.16,a, = 0.24,a, = 0.48 [148]

18 T T
NOMA : 3-device senario l
16 [ |= = =A-NOMA for 3-device scenario:Analytical ”
@® A-NOMA for 3 devices:Simulation [ ]
14 + OMA : 3 device scenario ,.&. B
OMA : 4 device scenario 2
12 NOMA : 4 device scenario [ )
= = = A-NOMA for 4 device scenario: Analytical
@ A-NOMA for 4 device senario: Simulation

ASR (bps/Hz)

SNR (dB)

Fig. 6.13 Comparison of OMA, NOMA and A-NOMA in terms of ASR for 3-device and 4-device

DRN
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Fig. 6.13 highlights ASR comparison of the proposed scheme for RF powered OMA, NOMA
and A-NOMA in an ‘N’ device DRN where N=3,4. A close similarity between theoretical and
simulation results has been observed. For a fair and logical comparison, the system model has
been devised using OMA and NOMA protocols and then in terms of ASR. On comparing, it is
observed that ASR for the proposed RF powered network employing A-NOMA is much better
than the RF powered OMA and NOMA DRN. From the figure, it is found that 4-device DRN
system gives better sum rate than 3-device DRN. At p, =10dB , ASR is 3.6bps/Hz for 3-device

network that rises to 9bps/Hz for 4-device network.

100E T T T T T T

D1,D2,D3,D4

107"
102
3 2
L
m
107
- |@ omA
o4 || @ A-NOwA
NOMA [148]
10—5 | | | |
0 5 10 15 20 25 30 35 40

SNR (dB)

Fig. 6.14 Comparison of OMA, NOMA [148] and A-NOMA in terms of BER in 4-device network

In Fig. 6.14, the BER performance of the investigated DRN using A-NOMA scheme in a 4-
device scenario has been compared with the existing OMA and NOMA protocols [148]. The
selection of power allocation factors for a 4D DRN is based on the analysis of BER in DL
NOMA utilizing BPSK modulation, as reported in [148]. In order to provide a fair comparison,
we have assumed D; as the farthest device and Dy as the device closer to 7. From the plots, the
BER performance of A-NOMA is found to be less than NOMA, but more than OMA. This can
be explained as follows: The BER plots for N=1,2, 3 and 4 using OMA technique are similar,

since there is no asymmetrical power allocation applied in OMA; whereas, when NOMA is
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applied, the difference of the BER curves of all the devices is noticeable. This is due to the fact
that for OMA, each device is assigned a single orthogonal block that is free of any interference
from other devices; whereas using NOMA protocol, the devices are sharing the same
transmission power, which lowers the SNR and energy per symbol. As a result, there is more
interference between the devices and more incorrect bits. Hence, the BER performance is high
and the system reliability in NOMA is compromised. For the case of A-NOMA, the relay
devices are divided into two groups in the diamond relay topology model of the network. Thus,
the interference among ‘N’ devices is comparatively less than NOMA and the BER

performance decreases.

100 T T T

T T
=== 4 Device N/w
==@==3 Device N/w 1

2 Device N/w [140]| |

BER

| | I | | | l
0 5 10 15 20 25 30 35 40
SNR (dB)

Fig. 6.15 BER performance of our proposed MD-DRN using A-NOMA for N=2,3.,4

Fig. 6.15 compares the BER performance for V=2,3,4. Here [140] represents Single DRN using
NOMA where the concept of EH has not been addressed. For a fair comparison, the model in
[140] has been devised using A-NOMA and then compared. It is observed that BER value
increases with increasing V. From the analysis, it can be concluded that superposing the signals
of more than 2 devices on a single orthogonal block leads to severe degradation in BER. Hence,
the system reliability is compromised. This is because the same transmission power is being
divided among the devices resulting in lesser energy per symbol and lower SNR thus leading

to high interference among the devices and more erroneous bits. For P, =20dB, a BER value

148



of 0.0031is obtained for the proposed model with a single DRN as opposed to 0.02 and 0.057
for 3-device and 4-device DRNs respectively.

Fig. 6.16 shows a comparison between conventional non-RF A-NOMA network [141] and RF-
powered A-NOMA in terms of EE with respect to ASR (i.e. SE). As depicted from the figure,
in the low SE region, EE rises, becomes maximum and then gradually reduces in the high SE
region signifying an EE-SE trade-off. It can be clearly understood from the figure that the
proposed adaptive scheme provides better efficiency within a certain SE region. It is evident
from the figure that initially upto a certain value of ASR, [141] gives better efficiency. After a
certain crossover point, an upsurge in EE is observed upto a certain range of ASR beyond
which the EE performance falls. At lower levels of ASR, energy efficiency tends to improve
with increasing SE. This is because the energy used for transmitting data is spread over a smaller
bandwidth, allowing more bits to be transmitted for the same amount of energy. As SE increases,
the system may reach an optimal point where the trade-off between bandwidth and energy use
is balanced. At this point, the system is efficiently using both energy and bandwidth. Beyond
this optimal point, further increasing SE can lead to diminishing returns in EE. This is often due
to increased complexity in signal processing, higher power requirements for maintaining signal
quality and the need for more sophisticated (and energy-intensive) techniques to handle higher

data rates or finer modulation schemes.

From Table 6.4, for ASR =0.75bps / Hz , the maximum EE for the developed scheme is

A—-NOMA

found to be 55 Mbits/s/Hz/J, whereas the maximal EE for benchmark scheme is 38
Mbits/s/Hz/J for ASR, o, = 0.5bps/ Hz . Upto ASR, ... =1.5bps/ Hz , better EE is obtained for the
developed scheme as compared to its contrast part. Highlighted part indicates improvement of
the proposed work compared to the conventional scheme. For a particular value of ASR=
0.85bps/Hz, the percentage enhancement in EE of our proposed system over [141] is 28.4%
beyond which the efficiency reduces.
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Fig. 6.16 Comparative plot of EE versus ASR for Conventional A-NOMA [141] and proposed RF
powered A-NOMA

Table 6.4 Percentage Improvement in EE with respect to ASR

Parameter Energy Efficiency (Mbit/s/Hz/J) % Improvement in EE
ASR (bps/Hz) | Conventional Proposed
A-NOMA [141] | RF powered A-NOMA
0.5 38 30 21
0.75 43 55 21.86
0.85 41.5 58 28.4
2 1.9 1.4 26.31

Fig. 6.17 plots EE comparison for existing OMA, NOMA [139] and proposed A-NOMA with
respect to ASR. Among the three scenarios, A-NOMA achieves a remarkable performance gain
as compared to OMA and NOMA signifying that our proposed scheme is much more energy
and spectrally efficient than the existing schemes. It is also found that initially with increase of
SE, the optimal achievable EE gradually rises to the maximum point and after attaining the
maximum EE, the network suffers a sudden decrease in EE with further increase in ASE. When
ASE is 2 bps/Hz, the proposed network with A-NOMA achieves 67.56% and 12.7% EE gain
over the conventional OMA and NOMA functioned networks respectively. In addition, a close
resemblance between theoretical and simulation result has been observed for our proposed

model which verify the correctness of our theoretical derivations with the simulated results.
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Fig. 6.17 EE versus ASR for both OMA and NOMA and our proposed RF powered A-NOMA

6.5 OVERALL COMPARISON

A critical study and comparison of the above works namely, Proposed Work 1 and Proposed

Work 2 are presented in section 6.3 and 6.4 respectively with some of the existing relevant

state-of-art have been abridged in Table 6.5 and 6.6.

Table 6.5 Comparison table with some existing relevant state-of-art

References Scenario Protocol used Perform_ance
metric
Existing Works
[151] Multi-relay Single DRN in loT NOMA ASR
[144] Single DRN NOMA ASR
[143] Single DRN NOMA BER
[135] SWIPT assisted Single DRN in loT NOMA ASR
[150] Single DRN NOMA ASR
[141] Cooperative Relay Network A-NOMA ASR, EE
[155] NOMA in PLS under jamming car}cellation NOMA SOP
technique in interference-free environment
Proposed Works
Proposed Interference-aided RF powered Cooperative
Work 1 NOMA Network oL <ol 13se
P\;\;’(frf;d RF-powered MD-DRN RF'KIO(‘;"I\eArid Al Asr, BER, EE
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Table 6.6 Critical Analysis of proposed work with existing works

Existing/Proposed

Performance metric used SOP ESR ASR BER EE
works

SOP & ESR [14] 0.85 0.9 0.7
Proposed Work 1 0.65 1.4 0.2

[26] 0.85
[27] 0.65
ASR [28] - - 0.93 - -

[29] 0.39
Proposed Work 2 1.4

Single DRN [5] 0.2
BER [17] - - - 0.7 -
Proposed Work 2 0.85

[28] 0.9 415

EE Proposed Work 2 i 1.6 i i 58

6.6 DISCUSSION

In Proposed Work 1, the performance of CR-NOMA network with Interference-aided RF EH
has been improved by introducing a secure jamming cancellation scheme in the presence of an
eavesdropper. Here, the security performance of the existing model [13] has been improved
through our developed model. The performance of an RF-powered MD-DRN has been
investigated using an upgraded A-NOMA protocol in Proposed Work 2. In this framework, the
loT relays are deployed in a diamond relay topology and are empowered by ambient RF energy
for sustainable operation of the network. Firstly, theoretical derivations have been carried out
and validated using Monte-Carlo simulation. Using the expressions, overall ASR has been
evaluated in a 3-device and 4-device scenario and compared with the existing conventional
OMA and NOMA protocols. BER comparison criteria has been used to evaluate the
performance of the overall network in terms of communication reliability. Lastly, an in-depth
analysis on the network performance in terms of EE with respect to ASR has also been

performed.
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Chapter 7

RF-POWERED RECHARGEABLE
WIRELESS SENSOR NETWORK
FOR LR-WPAN

7.1 OVERVIEW

This chapter explores the feasibility of Radio Frequency Wireless Power Transfer (RF-WPT)
using an advanced energy measurement system consisting of PowerSpot® RF module in Low-
Rate Wireless Personal Area Network (LR-WPAN) for industrial monitoring applications. The
main focus is to design an intelligent industrial WSN to make the sensors autonomous in any
industrial environment. In other words, it is required to develop an RF-powered Rechargeable
WSN (R-WSN) and study its performance in terms of battery recharging time, harvested energy
and Network Lifetime (NL). To meet this objective, firstly, measurement is carried out to
monitor the effect of antenna gain on the recharging time for three widely used on-board
rechargeable batteries. Moreover, the variation in recharging time for the batteries is recorded
using patch and dipole antennas with respect to distance, depth of discharge and number of RF
transmitters. Using these measurement values, a realistic virtual WSN environment has been
created in Netsim v13.1 and subsequently the simulated values of energy consumption are
processed in MATLAB 2022b to compare NL and throughput with Non-Rechargeable WSN
(NR-WSN). Finally, the percentage improvement in harvested RF energy has been calculated

and compared with some of the existing state-of-art.

7.2 BACKGROUND

Industrial [oT (IIoT) consist of ultra-low battery-powered automated smart sensors to sense,
collect, process, and communicate temporal events in industrial systems [190, 191]. Classic

IIoT sensor nodes (motes) are mostly equipped with non-rechargeable batteries that perform
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energy-intensive network operations [191]. For stable network operation, the sensor batteries
require frequent recharging/replacement after a specific time, which is expensive in terms of
both labour and cost. Also, the battery lifetime of the sensor motes must be monitored
continuously for better maintenance. Being a key enabler in the evolution of Industry 4.0,
energy is a vital component in smart production environment. Thus, energy management is an
important aspect to be considered when improvement in lifetime of sensor nodes is concerned
[193]. This has motivated robust research into the development of RF-EH technique of
acquiring energy from either ambient sources or other dedicated sources and further utilizing
the harnessed energy (electrically converted) to power the sensor motes and improve their
operational capability and lifetime. RF-WPT technology has emerged as viable attractive green
technology to power the sensors in smart factory, where ambient RF cannot deliver sufficient
energy to power the sensors. The application of wireless recharge mechanisms to WSNss,
referred to as R-WSN [6], consists of multiple sensors that harvest energy emitted by single or
multiple wireless power transmitters to recharge their batteries or super-capacitors. One of the
commercially available evaluation kits allowing wireless energy transmission is the Bluetooth-
enabled PowerSpot RF Wireless Power Development Module (P1110-EVAL-PS) [11] to
charge various sensors and multiple consumer devices using the harvested RF power. In [177],
the total harvested energy was typically modelled by the linear model. However, in practice,
EH circuits produce a non-linear end-to-end WPT. In [178], a non-linear EH model was built
on a logistic function that reflects the dynamics of RF energy conversion efficiency for various
input power levels. Contrary to [178], the authors in [179] proposed a quadratic RF-EH
efficiency model that obtained better results. Meanwhile, the authors in [180] designed a
piecewise linear approximation model and obtained better performance but they did not
analyzed the battery recharging time. To the best of our knowledge, none of the above-
mentioned articles have analysed the battery recharging time and NL for any R-WSN in IIoT

environment using RF-WPT. So, this study is presented in subsequent section.
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7.3 FLOW OF PROPOSED WORK

The logical flow of the proposed work is presented in Fig. 7.1.

Initial battery energy: 85 mAh, 650 mAh, 2700 mAh
Duty cyde: 12%0, Viun=3.1 V, DoD= 40%0
Antenna gains: 1dBi (dipole) and 6dBi (patch)

|

Monitor the battery recharging time using Powerspot P1110-RF
module to be used in industrial sensor motes

|

Random deployment of 16 sensor motes with integrated RF
module and rechargeable battery in Industrial environment
using Netsim v13.1

Apply RF Harvesting Technique (harvest RF energy from
RF Transmitter at 915 MHz) <

RF energy harvested supplied to rechargeable battery

|

Yes

Bi,t < Blna_\'

No

Calculate the Battery Recharge Time with distance and Depth of
Discharge at 12 %o Duty cycle using 1 dBi and 6dBi antennas

|

Compute the network energy consumption, lifetime and throughput
using Netsim v13.1 for both R-WSN and NR-WSN

|

Compare the results with the existing state-of-art

Fig. 7.1 Flow chart of the proposed work
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7.4 NETWORK MODEL

Fig. 7.2 presents an R-WSN based on LR-WPAN architecture deployed for environmental

monitoring in an industrial warehouse (30 x 40 m?).

S1 P ol
8 J / Computer
Ss I‘ \
aus ey =L Y =LA 1Y g 1P-enabled device:
w ﬂ Gateway

Transmitter

Fig. 7.2 Proposed framework for R-WSN in LR-WPAN

Here sixteen sensor motes (Sj,....,516), say Zolertia mote (also known as Z1 mote [187])
working at 915 MHz radios are installed at different locations in the warehouse and they report
data to an Access Point (AP) within a period of 4 seconds. Using Internet connection, the data
received at AP gets stored in a database that runs on a remote server which can be accessed by
the user anytime using special Java-based application. For simplicity, it is assumed that there
is only one transmitter located at a depot within the monitoring area of the WSN. Each mote
comprises of a wireless EH module (P1110), an energy storage module (preferably a
rechargeable battery), and a sensor module. To keep the sensor motes working perpetually, they
are assumed to have EH capabilities. Each Z1 mote has an onboard rechargeable battery (i.e.,
Li-ion or AAA) that stores energy charged by the EH module. The harvesting module powers
the sensor module using an Analog-to-Digital converter (ADC). The motes adopt TT MSP430
as an MCU and TI CC2420 as an RF transceiver that is responsible for data transmission and
reception. The sensed data is sent periodically to a cloud platform through the Internet and then
to GSM mobile or Wi-fi router. The user observes the data using monitoring and control
application running on their Personal Computer or mobile phone. The assumptions for the

constructed network model are listed below:
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e The amount of the available RF energy is the same throughout the WSN.

e The motes are static and homogeneous with same initial battery energy and same hardware.
They transmit/receive similar number of packets and are distributed in the industry to
monitor variables, such as humidity, temperature, sound, luminosity etc.

e FEach of the energy constrained motes are powered by rechargeable batteries and fitted with
an RF harvester that harvest energy from a dedicated power beacon.

e Multiple sensor motes are managed by one gateway.

e The rechargeable batteries of the sensor nodes are subjected to recharge via radiative WPT.

7.5 MEASUREMENT METHODOLOGY

In this section, a detailed description of measurement tools and procedure is given to calculate
the battery charging time of on-board rechargeable batteries. RF module P1110-EVAL-PS is
used for measurement of battery recharging time. Software tools used for modelling and
simulation are Netsim v13.1 and Matlab R2022b. Measurements are taken at different distance

and DoD is varied using vertically polarized PCB dipole (1 dBi) and patch (6.1 dBi) antennas.
7.5.1 Measurement tools

Table 7.1 shows the specifications of three widely used rechargeable test batteries to drive the
sensor motes i.e. one Li-ion 2032 coin cell battery (Bat 1), a single AA Lithium Manganese Li-
Mn (Bat 2), and 3 AAA Nickle Metal hydride (Ni-MH) in series (Bat 3). The developed model
(shown in Figure 7.2) is tested by selecting all the three batteries one at a time and the
performance is analysed using Netsim modeller tool. The runtime of a battery is dictated by
the battery capacity expressed in milliampere per hour (mAh) or amp hours (Ah). Z1 motes
can be powered by any one of the given three batteries [175]. Figure 7.3 depicts the Evaluation
Board (EVB) to charge the on-board batteries [11].
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Fig 7.3 Powerspot Development Board with battery holder for harvesting energy to charge the on-
board batteries [11]

Table 7.1 Various on-board rechargeable battery specifications [11]

NiMH 900mAh Li-MN 650mAh Li-ion coin cell
Battery type
10.5mm x 44.5mm | 14mm x 50mm | 85mAh 20mm x 3.2mm
Make Duracell EFest Route JD
Model no. DX2400 IMR14500 PD2032C1

Characteristics of a single storage element

Nominal voltage (V) 1.2 3.6 3.7
Current rating (mAh)/ Capacity 900mAh 650mAh | 85mAh

Self-discharge (per month) 30 <10 <10
Charge—discharge efficiency (%0) 66 95 99.9
Memory effect No No No
Charging method Trickle/Pulse | Pulse Pulse
Charging Time (in hours) 4-9 4-5 2-3
Recharge cycles 1000 1200 1200

7.5.2. Block diagram of WPT model

Fig. 7.4 depicts the block diagram of the WPT model. Left part of the diagram depicts
power beacon (TX91501-3W-ID) and the right part shows a sensor mote powered by
P1110-EVAL-PS power harvester [11]. The WPT system consists of RF energy transfer
channel and data communication channel. There is no interference between these channels

as they use different frequency bands.
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Fig. 7.4 Block Diagram

The RF energy that is harvested by the P1110 RF module gets stored in a rechargeable battery
or capacitor. An internal RF sensor in this module measures the received power using ADC.
The beacon and EVB exchange information by means of IEEE 802.15.4 standard [175] on the
2.4 GHz ISM band that provides a communication range of approximately 20-50 m indoors.
Main function of the power beacon is to wirelessly supply RF energy to any battery-driven
sensor mote by means of WPT. The beacon is connected to a power grid. It consists of a signal
generator that generates a weak continuous wave RF source signal and feeds it to the amplifier.
The weak RF signal is amplified by the amplifier and the transmit antenna emits a high-power
signal. The amplifier consumes DC power from the power supply and performs DC-to-RF
conversion. In the sensor mote, the harvester receives RF signal from the power beacon through
the receive antenna and performs RF-to-DC conversion by using a rectifier. The DC power is

then stored in the storage module i.e., a rechargeable battery.

7.5.3. Measurement procedure

Fig. 7.5 shows the experimental set up for the determination of battery charging time using
Powerspot Development module consisting of a transmitter TX91501-3W and the EVB. The
former is a wireless dedicated 915 MHz transmitter with 26 MHz bandwidth and 3 Watts
Equivalent Isotopically Radiated Power (EIRP) fitted with an inbuilt patch antenna (8 dBi
gain). The latter is a power harvester EVB with onboard rechargeable batteries which can
harvest energy from RF signal radiated by the transmitter to provide intermittent/pulsed power
output. In the current setting, the operation of Z1 mote has not been considered as the main

focus is on battery charging time using P1110-EVAL-PS module. P1110 IC converts 915MHz
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RF received using a dipole or patch antenna to DC and stores it in any one of the selected
onboard rechargeable batteries. The harvester collects the RF input power in the range of —5 to
+20 dBm. EVB includes the circuitry required to activate the Powerspot transmitter via

Bluetooth Low Energy (BLE) communication.

TE

. % - ~
e — HTC EMF METER

Fig. 7.5 Experiment Setting for monitoring Battery Recharge Time at 915 MHz

Circuitry on the board monitors the Received Signal Strength Indication (RSSI) of the RF field
received from the Powerspot transmitter, the amount of current supplied to recharge the
selected battery and the voltage of the selected battery being recharged. Via Bluetooth, the data
is transmitted to a smartphone and is displayed in the Powerspot Dev app. A sliding switch on
the EVB allows the user to select any one of the three batteries. The Li-ion battery is connected
to BAT 1 pin, LiMn to Bat 2 and AAA to Bat 3. When any battery voltage goes below a
predetermined threshold (3.1V), the selected battery will recharge again and the cycle will
repeat. When the charge threshold >=3.1 is achieved, P1110 enables the voltage output. The
output voltage from P1110 is applied to the BAT pin. The RSSI is monitored using RSSI Pin
on the board or from Powerspot Dev app in smartphone. After reaching the max voltage of 3.6
Vor 3.7V, P1110 shut off its output and prevents the battery from getting overcharged. During
the experiment, the transmitter is fixed at a position and the harvester board is varied with 10
steps (10 cm, 20 cm, 30 cm and so on). To find out the battery recharge time, measurement is

taken at different distances using dipole antenna attached to the harvester circuit as shown in
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Fig. 7.5. Similar experiment is carried out with patch antenna. As per the recharge time, the
batteries can be used in Z1 motes. Initially, the battery recharge time for Bat 1 with a capacity

of 85 mAh and nominal voltage of 3.6 V is monitored. The process is repeated with the other

on-board batteries and compared with respect to distance and DoD.

7.6 SIMULATION NETWORK SCENARIO OF THE
PROPOSED MODEL
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Fig. 7.6 RF simulation module implementation using NETSIM modeller tool comprising of 16

battery-operated RF-powered sensor motes

9.6.1 Simulation model and network setup

To test the feasibility and performance of the proposed R-WSN described in Fig. 7.2, a virtual
IIoT scenario is created using NETSIM in Fig. 7.6 comprising of similar rechargeable sensor
motes with P1110 EH module for monitoring environmental parameters. Z1 mote requires 36
mlJ at 3.6 V of harvested voltage to turn on the mote for initialization of the uC MSP430F2617
and data communication. Z1 can be powered in several ways: Battery-powered (using AA or
AAA or Li-ion coin cell in the battery-holder) or USB powered. It is flexible in the sense that
it can switch to any battery as per the required application. The measured and processed data

from the sensor motes is transmitted to the Gateway. Finally, the transmitted data is forwarded
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to the user through Internet. Simulation is carried out in Netsim modeller to find the network
energy consumption. The sixteen RF-powered Z1 motes can operate as both with
(Rechargeable) or without (Non-rechargeable) RF harvesting feature. For real-time IloT
applications, the harvested power needs to be deterministic and consistent and proper
placement of RF source and sensor motes are required to obtain fixed amount of harvested
power. In this network, if the battery voltage of any sensor falls below a critical minimum
voltage level (Vmin) i.€., 3.1 V then, it is considered to be ‘non-operational’ and requires re-

powering by EH.
9.6.2 Design and implementation

To model the circuit described in Fig. 7.2, the sensor battery/energy model (that is a part of
WSN/IoT networks) in the Netsim simulator has been used. The energy model is user-
configurable and can be found in the ZigBee Interface properties of the sensor motes. The
network performance has been analysed in terms of energy consumption by entering the
specifications of all the three batteries one at a time. Energy consumption is calculated
individually for each battery. Based on the simulations and calculations done, NetSim provides
a detailed Battery Model Metrics table which provides energy consumption of each mote with
respect to Transmission, Reception, Idle Mode, Sleep Mode. NetSim also supports an abstract
EH model where a specified amount of energy (calculated from recharging current and voltage
specified) is added to the remaining energy of the node periodically to replenish the battery

energy.

7.7 THEORETICAL ANALYSIS

A R-WSN is considered that comprises of a set of rechargeable homogeneous sensor motes

S ={s,,S,,....8,} deployed in a rectangular area Lx L for environmental monitoring; n is the

total number of sensor motes. The coordinate of i" sensor mote s, is taken as (x,y,). The

energy of the RF transmitter is assumed to be infinite and is located at a depot within the

monitoring area of the network. Sensor s; comprises of a sensing module, a processing unit,
an RF transceiver, an EH module, rechargeable battery for storage and a power management
unit. Sensory data is generated by s, with a data rate of R, and fed to the processing unit. After

processing, the data is forwarded to the gateway via single-hop or multi-hop communication
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using the transceiver unit. B;; represents the remaining energy of s; at some time point t, and

B is the maximum energy level of each sensor mote. When B, <=B then s, starts

max 2
harvesting energy from the RF transmitter to continue operation of the network. For NR-WSN,

when B, <= B, , then s; becomes non-operational.

» Battery Charging Time
The Friis free space equation according to omnidirectional WPT model is given as [15]

2192
P A7, |h| |S|
P, = g (7.1)
where P, represents the power received by a sensor mote; P, is the power transmitted by the
RF transmitter; $ is the transmitted signal, and h is the channel coefficient between the beacon

and harvester. |S|2 and |h|2 denote the powers of S and h respectively. S is the path loss

exponent, d indicates distance between the transmitter and harvester board. 7 and A are the

transmitter efficiency and the large-scale propagation effect parameter, respectively.
A=CiCe( 2
L, \4rn

Here A is dependent on transmitter and receiver antenna gains (G, and G; ), wavelength of

(7.2)

transmitted signal (1) and polarization loss (L)

Let 0 represent the charging orientation angle between transmitter and sensor. According to

directional WPT model [15], the Friis free space equation is expressed as:

o _ RAAAR Ih[*|s[" (cos 6 +c)
" d’ (1.3)

where Ay and A, represent effective power receiving area and the maximum power

transferring area of sensor and transmitter, respectively; ¢ is a constant.

The RF EH circuit converts the received RF input power to DC output power. The efficiency
of the P1110 EH module used here is approximately 80% at 915 MHz given as:
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Ney = —= (7.4)

where P, indicates DC output power

The harvested energy by the harvesting circuitry is expressed as:

EH = PDCTBat

(7.5)
whereTg,, is the time to recharge the battery as expressed below:
— EH
Bat — 2

\ A

Z UPI',nGT,nGR a1

n=1 47Z-dn
(7.6)

Now, E, amount of harvested energy is transferred to a rechargeable battery with a certain

capacity and voltage and stored to power the sensor motes. Thus, the expression for battery

recharging time is given as:
CB DBV82

N ﬂ 2
22 77PT,nGT,nGR [47[(1]

n=1

TBat =

(7.7)

where V; is the charging voltage, C; is the battery capacity and Dy is the DoD of the battery.

From (7.7), the recharging time is inversely proportional to the gain of antenna, number of

transmitters and directly proportional to the battery capacity, voltage, distance and DoD.

» Energy Consumption (E.)

The E., of a sensor mote occurs during four modes: idle listening ( E,y, ) and sleep mode ( Egp,
), data transmission ( ETX ) and data reception ( ERx ). The sum of all the consumed energies give

the total energy consumed by a mote. ETX depends on the amount of data transmitted by one

node to other motes. In the reception mode, the amount of data received by the sensor motes
from the gateway is a measure of the total energy consumed. In idle mode, the motes consume
energy by turning their transceivers in “ON” position without any data transmission or

reception. During sleep mode, the sensors turn off their receiver and the energy consumption
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is negligible, hence ignored in calculation. The following equation is used to compute energy

consumption [182].
E=VxIxz™ (7.8)

where ‘/”is current drawn at different modes in the mote components, ‘V’ represents the

N

battery voltage of the mote (voltage is 3.6 V for Z1 mote), and ‘z°" ’is the duration when the

node is ON.

The energy consumed during transmission is expressed as:
E.=VxIl xz. =VxlI xlbe""ﬂ (7.9)
> — Tx > Tx R :

where | represents length of beacon packet and R is the data rate

beacon
Energy consumption in reception mode is given as:

= = —beacon
Eqp =V x|l x7p, =V X1, ¥

(7.10)

where |, denotes current drawn during data reception and 7, is the receiving time. For idle

mode, the energy consumed during is given as:
Eige =V X ligie X Tigie (7.11)
where |, 1s the idle-mode current and 7y, represents time in idle mode

The energy consumed by a single sensor mote is calculated as:

EC = ETx + ERx + EIdle (712)

» Network Lifetime (NL)

In WSN, the time duration from starting time to the time instant when the network becomes

non-functional defines the NL as expressed [183]:

E -
— initial E\N (713)
E. + 1.Eg

Net

where T, = Average Network Lifetime (in days)

E, i = Initial Network Energy (Joules)
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E,, = Expected wasted (unused) energy in the network when it dies (Joules)

E. is the energy consumed by the network / day (Joules)

E; is the expected energy consumption (Joules)

x 1s packet arrival rate

(3 Initial network energy E,, calculation:

It is assumed that each mote operates with a single AA LiMn (Bat 2) rechargeable battery. The
initial energy of a single AA 3.7 V battery having capacity 650 mAh in joules is obtained as
0.65 Ah x 3.7 x 3600 = 8658 J. Thus, initial energy of the whole network with 16 Bat 2-driven
motes is obtained as 8560 J x 16 = 138,528 J. Similarly, the initial energy of the network with
the other two test batteries (Bat 1 and Bat 3) has been obtained as presented in Table 7.2.

[ Unused network energy E, calculation

It is assumed that the battery State-of-Charge (SoC) becomes ‘zero’ for NR-WSN when the
maximum rated energy of the battery is reduced to 70%. Here, one sensor mote has maximum
energy of 8658 J. Then 70% of 8658 J = 6060.59 J. Thus, when the battery energy reaches less
than 6060.59 J, each sensor mote is considered “non-operational”. For the entire network, the

expected wasted energy when the network dies is 6060.59 J x 16 = 96969.59 J.

If any mote energy goes below the predefined threshold level, the battery re-charging for the
motes occurs autonomously for R-WSN. After battery charging using RF harvesting, when the
battery SoC of the energy constrained motes is more than 70%, they become operational and
automatically participates in the network. Thus, NL becomes infinite (ideally) and network
never dies completely. In traditional NR-WSNs, very low duty cycle (say < 5%) is kept by the
designers to save the power consumption of WSN motes. But, in RF-EH, as the nodes are not
energy limited, the duty cycle can be increased. Here, 5% DoD and 12% duty cycle has been
considered for R-WSN i.e. the network sends one message after every 8.3 s to the gateway

node for better monitoring in industrial application.
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Table 7.2 On-board battery energy calculation

Whole Network (comprising of 16
SI.No Parameters LWSN WSNs)
Bat3 Bat2 Batl Bat3 Bat2 Batl
1 Initial energy (inJ) | 34992 8658 | 1101.6 | 559,872 138,528 17,625.6
Unused or wasted
2 energy 24494.4 | 6060.59 | 771.12 | 391910.4 96,969.6 12,337.9
(inJ)

Let the expected energy consumption by a sensor mote be 16 mW or 16 mJ/s. For 16 motes, it
becomes 16 mWx16 =256 mW or 256 mJ/s. The number of secs-rounds in one day is 24 h x
60 min x 60 s = 86,400 s. For 1 % duty cycle, a sensor mote is powered up for 864 s out of

86,400 s in 24 h. Thus, the expected energy consumed by a single mote Eg is 16 mJ/s x 864 s
= 13.82 J/ day. For 16 motes, Eg becomes 13.82 J x 16 = 221.184 J/ day. Thus, the NL is

calculated as given in (7.13). Using the same procedure as 1% duty cycle, the NL for various

duty cycles (5%, 10%,...) is calculated and shown in Table 7.3.

Table 7.3 Duty cycle versus Network Lifetime

Duty Energy Energy consumption/day for | Network lifetime (no. of
Cycle | consumption/day for 1 | of the network (comprising days)
(in %) WSN (in J/day) of 16 WSNs) (in J/day) Bat 1 Bat 2 Bat 3
1 13.82 221.184 24.59 | 187.934 | 253.18
5 69.12 1105.92 4.92 37.58 | 151.88
10 138.24 2211.84 2.46 18.79 76.07
12 162.12 2593.92 2.03 16.23 64.75
20 276.48 4423.68 1.19 9.39 27.97
50 691.2 11059.2 0.5 3.75 5.06

» THROUGHPUT

Throughput is defined as the rate of successful transmission of data (in bps/Hz) within the

network for a specific duration of simulation time. It is expressed as:
Throughput = SRP x packet size/Ts (7.14)

where SRP is successful reception of data packets and Ts is the simulation time.
7.8 PERFORMANCE EVALUATION

In this section, the recharging time is evaluated by varying the DoD for all the batteries. The

distance between the RF transmitter and EVB is not shortened by less than 10 cm during
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measurement. Table 7.4 shows the measurement results of Recharge Time versus DoD for Bat

1,2 and 3 at 915 MHz and 10 cm distance.

Table 7.4 Test results of Recharge Time versus DoD at 10 cm distance

Battery Type Parameters Patch Dipole
Received RF Power (mW) 8.12 2.56
Harvested DC Power (mW) 5.33 1.43
Conversion Efficiency (in %) 65.7 55.7
DoD (in %) Recharging Time (in hours)
Bat 1 5 0.24 0.37
10 0.43 0.84
15 0.56 1.05
20 0.67 1.18
25 0.76 1.28
30 0.85 1.41
35 0.91 1.55
40 0.97 1.69
Bat 2 5 0.6 1.70
10 1.52 2.33
15 1.62 2.86
20 1.87 3.30
25 2.09 3.68
30 2.32 4.05
35 2.47 4.36
40 2.65 4.7
Bat 3 5 0.97 1.95
10 1.68 2.76
15 1.89 3.38
20 2.19 3.90
25 2.46 4.5
30 2.70 4.82
35 2.90 5.2
40 3.08 5.51

The recharging time values with varying distance (in cm) for Bat 1, 2 and 3 using patch and
dipole antennas at 915 MHz and 5% DoD are listed in Table 7.5. It is evident that recharging
time increases with increasing distance. Moreover, recharging time is faster with patch antenna
compared to dipole. In addition, Bat 1 gives the shortest recharging time value at 10 cm distance
with 6.1 dBi patch antenna at 5% DoD as compared to Bat 2 and 3. For Bat 1, the shortest
charging time is found to be 0.24 hrs (14.4 minutes) at a distance of 10 cm and the longest
charging time is determined as 0.672 hrs (40.32 minutes) at a distance of 50 cm for 6.1 dBi
Patch antenna. Moreover, the shortest recharging time is determined as 0.36 hrs (21.6 minutes)

at a distance of 10 cm and the longest charging time is found as 1.92 hrs at a distance of 50 cm
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for 1 dBi Dipole antenna. Similarly, the recharging time for Bat 2 and 3 are also recorded and

shown in Table 7.5.

Table 7.5 Recharging time versus Distance

Recharging time (in hrs)
Bat 1 Bat 2 Bat 3

Distance

incm . . .
( ) Patch | Dipole | Patch | Dipole | Patch | Dipole

10 024 | 0.32 0.6 0.72 0.97 2.88
20 0312 | 044 | 0.96 264 | 384 | 11.04
30 0432 | 0.72 1.93 5.04 8.4 | 20.88
40 0.6 1.2 3.12 8.64 13.5 | 35.76
50 0.672 | 1.92 456 | 13.92 | 18.72 | 50.2

Table 7.6 shows the variation in recharging time with increase in number of transmitters for
Bat 1, 2 and 3 using PCB patch and dipole. Due to resource constraint, only two transmitters
are used in this work. It is observed that the recharging time is faster with increase in number
of transmitters. Using 6.1 dBi PCB patch, the recharging time for Bat 1 is found to be 0.672
hrs (40.32 minutes) for N=1 that reduces to 0.432 hrs (25.92 minutes) for N=2. Meanwhile, the
recharging time using 1 dBi PCB dipole for Bat 1 is found to be 1.92 hrs for N=1 that decreases
t0 0.96 hrs (57.6 minutes) for N=2. Similarly, the recharge time for Bat 2 and 3 are also recorded
and shown in Table 7.6.

Table 7.6 Recharging time for Bat 1, 2 and 3 for single and double RF transmitters at 50 cm

distance and 5% DoD
Recharging time (in hrs)
No. of Transmitters (N) Patch Dipole
Bat 1 Bat 2 Bat 3 Bat 1 Bat 2 Bat 3
1 0.672 4.56 18.72 1.92 13.92 50.6
2 0.432 2.64 9.04 0.96 6.72 15.08

To evaluate the performance of the overall WSN using Bat 1, 2 and 3, a simulation environment
is designed as shown in Fig. 7.6 using NETSIM comprising of a set of 16 WSN nodes, one
gateway, one router and one user application. The 16 sensor nodes are uniformly deployed in
the network area and the initial energy for each node is varied according to the battery

specifications given in Table 7.1. Physical quantity like temperature, light, humidity etc. is

169



sensed by a sensing agent in the industrial environment that sends data to all the motes. The

simulation parameters are listed in Table 7.7.

Table 7.7 Simulation parameters

Performance Parameters Values
Simulation Time 10000
Frequency 915 MHz
Sensor mote Z1 mote
No. of sensors 16

Initial battery capacity

1101 J, 8658 J, 34992 J

Recharging Current (mA) 50
Transmitting Current (mA) 8.8
Idle Mode Current (mA) 3.3
Receiving Current (mA) 9.6
Voltage (V) 3.7
Mobility model No mobility
No. of sink (gateways) 1
Type of harvesting source RF
Area of deployed nodes 30 x 40 m?
Transmission rate 250 kbps
Data size 800 bits
Duty cycle (%) 12

Two sets of simulation results are obtained in the pre-analysis, for only battery-powered i.e.

NR-WSN and another with included EH feature 1.e. R-WSN. Tables 7.8 and 7.9 shows the

simulated results generated in NETSIM using Bat 1.

Table 7.8 Results for NR-WSN using Bat 1 without EH feature (NR-WSN)

Device Name Consumed | Remaining | Harvested | Transmitting Receiving Idle energy(mJ)
energy(mJ) | Energy(mJ) | Energy(mJ) | energy(mJ) energy(mJ)

WIRELESS _SENSOR_1 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS_SENSOR_2 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS_SENSOR_3 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS _SENSOR_4 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS SENSOR_5 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS_SENSOR_6 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS _SENSOR_7 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS _SENSOR_8 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS SENSOR_9 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS_SENSOR_10 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS_SENSOR_11 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS SENSOR_12 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS SENSOR_13 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS _SENSOR_14 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS_SENSOR_15 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
WIRELESS_SENSOR_16 | 1101600 0 0 24312.8331 23470.78487 |1053816.382033
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Table 7.9 Results for R-WSN using Bat 1 with EH feature (R-WSN)

Device Name Consumed Remaining Harvested | Transmitting | Receiving Idle

energy(mJ) | Energy(mJ) | Energy(mJ) | energy(mJ) | energy(mJ) | energy(mJ)
WIRELESS SENSOR 1 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR 2 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR_3 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR 4 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR 5 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR 6 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR 7 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR_8 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR 9 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS_SENSOR_10 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR 11 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR 12 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR_13 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR_14 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS_SENSOR_15 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521
WIRELESS SENSOR_16 | 3014622.019 | 62886273.879 | 64799295.89 | 67397.6475 | 53149.85061 | 2894074.521

Table 7.10 presents a detailed analysis on the total energy consumption of the network driven

by Bat 1 for NR-WSN and R-WSN scenarios. It is found that the transmission mode energy
consumed by the network driven by Bat 1 is 11149.42109 mJ for NR-WSN, whereas it is
12294.82967 mJ] for R-WSN. The receiving mode energy consumed is 26462.86184 mJ

without harvesting and 29065.52955 mJ with EH. In idle mode, energy consumption for NR-

WSN is 114,175 mJ and for R-WSN is 2,208,608 mJ. Sleep energy consumption in both cases

is zero. Finally, the total sum of all energies consumed in all modes of operation for NR-WSN

and R-WSN is 17625600 mJ and 48233952.3 mlJ respectively using Bat 1. It can be observed

that although the total network energy consumption increases, at the same time the remaining

energy does increase from 0 to 64799.295 J.

Table 7.10 Network Energy Consumption for NR-WSN and R-WSN using Bat 1

Packets Parameters NR-WSN (A) (in | R-WSN (B) | Improvement Factor
Generated mJ) (inmJ) (B/A)
Remaining Energy 0 62886273.88 NA
Harvested Energy 0 64799295.89 NA
Transmitting mode energy 24312.8331 | 67397.6475 2.77
consumed
10000 Receiving mode ener
g 9y 23470.78487 | 53149.85061 2.26
consumed
Idle mode energy consumed 1053816.382 | 2894074.521 2.74
Total Energy Consumption (1 1101600  |3014622.019 2.73
sensor)
Network Energy Consumption 17625600 | 48233952.3 2.73
(16 sensors)
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Similarly, Tables 7.11 and 7.12 present a detailed analysis on the total energy consumption of
the network driven by Bat 2 and 3 respectively for both the scenarios. Energy consumption of
the entire network driven by rechargeable Li-ion battery, LiMn AA and 3 AAA is increased by
2.73, 3.46 and 1.00 times with RF harvesting. With addition of harvested energy in the battery,
the remaining energy for Bat 1, 2 and 3 is found to be 62886.273 J, 45284.922 J and 89900.888

J respectively.

Table 7.11 Network Energy Consumption for NR-WSN and R-WSN using Bat 2

Packets Parameters NR-WSN Improvement
Generated (A) R-WSN (B) Factor (B/A)

Remaining Energy 0 45284922 .22 NA

Harvested Energy 0 66599271.68 NA

10000 Transmitting mode energy 39499.46914 | 138514.0865 3.50

consumed

Receiving mode energy consumed | 32343.60269 | 89393.6576 2.76

Idle mode energy consumed 8586156.928 | 29744441.71 3.46

Total Energy Consumption (mJ) 8658000 29972349.46 3.46

Table 7.12 Network Energy Consumption for NR-WSN and R-WSN using Bat 3

GZ‘;‘Z':;:Z g Parameters NR-WSN (A) R-WSN (B) 'ggtrg;’?g}%t
Remaining Energy 25101629.101703| 89900888.189864 3.58
Harvested Energy 0 64799291.362509 NA
10000 Transmitting mode energy consumed | 134680.677481 | 134646.316201 0.99
Receiving mode energy consumed 108858.17088 108938.63808 1.00
Idle mode energy consumed 9646832.049846 | 9646818.21807 0.99
Total Energy Consumption (mJ) 9890370 9890403.172301 1.00

7.9 RESULTS AND DISCUSSIONS

Fig. 7.7 highlights a plot of Recharging time ({.) versus DoD for Bat 1, 2 and 3 at a fixed

distance of 40 cm using PCB patch and dipole antennas respectively. From Fig 7.7 (a) and (b),
a close resemblance is observed between the measured and simulated values for both patch and
dipole antennas. It is found that the recharging time increases with increase in DoD. Table 7.13
presents the % deviation calculation in recharging time of a single sensor mote driven by Bat
1, 2 and 3 using Patch antenna at varying distances (in cm) and DoD (in %). The shortest
recharging time is found to be 0.24 hrs (14.4 mins) for Bat 1 at a distance of 10 cm. The %
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deviation is lowest for Bat 3 (0.12) at a distance of 50 cm and 5% DoD and highest for Bat 1
(6.06) at a distance of 100 cm and 20% DoD as highlighted in blue colour.

3.5

Bat 1: Simulation
Bat 2: Simulation
3n Bat 3: Simulation ]
B Bat 1: Experimental
B Bat 2: Experimental
Bat 3: Experimental

Recharging time (no of hours)

5 10 15 20 25 30 35 40
Depth of Discharge (in %)

(a)
6 T T T
Bat 1: Simulation L
Bat 2: Simulation
5| Bat 3: Simulation o |
® Bat 1: Experimental [
@ Bat 2: Experimental ([ ]
al @® Bat 3: Experimental |

v
o

Recharging time (in hours)

S I SR IR B B

5 10 15 20 25 30 35 40
Depth of Discharge (in %)

(b)
Fig. 7.7 Recharging time versus DoD (a) Patch Antenna (b) Dipole Antenna
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Table 7.13 Percentage deviation calculation in recharging time of a single sensor mote driven by Bat

1, 2 and 3 using Patch antenna at varying distances (in cm) and DoD (in %)

Recharging time (in hrs)

Distance[Battery| DoD 5% DoD 10% DoD 20%

(incm) | Type MeasuredSimuIatedD % . |[Measured|Simulated % . |[Measured|Simulated % .
eviation Deviation Deviation

Batl| 0.24 0.239 0.416 0.432 0.42 2.7 0.69 0.67 3.1

10 |Bat2 0.6 0.591 15 1.52 1.554 1.87 1.85 1.87 2.67

Bat3| 0.97 0.964 0.62 1.68 1.56 1.56 2.12 2.024 0.95

Bat1l| 0.312 0.309 0.96 0.862 0.84 2.5 1.73 1.68 2.9

20 |Bat2| 0.96 0.954 0.625 4.26 4.2 141 8.376 8.16 2.57

Bat3| 3.84 3.85 0.25 17.38 17.28 0.57 33.96 33.6 1.06

Batl| 0.672 0.661 1.63 1.25 1.22 2.12 2.592 2.52 2.78

50 |Bat2| 456 | 4584 | 052 | 9.24 9.12 129 | 1822 18 118
Bat3| 18.74 | 18.72 37.63 | 37.44 0.6 758 | 74.88 | 1.20
Bat1]| 7.52 7.2 425 | 11.04 | 10.8 434 | 1584 | 1483 [

100 |Bat2| 18.72 21.84 3.19 31.68 30.24 4.54 44.88 42.72 5.34
Bat3| 25.68 25.2 1.84 36.48 35.52 2.63 52.56 50.4 4.10

The effect of antenna gains on the recharging time for Bat 1, 2 and 3 at different distances is
shown in Fig. 7.8. Based on the charging time values given in Table 7.5, the % improvement
in recharging time with increasing distance has been calculated for Bat 1, 2 and 3 with respect
to antenna gains. For a fixed distance of 10 cm, it was found that patch antenna shortened the
recharging time by 25.34%, 16.67% and 66.32% for Bat 1, 2 and 3 respectively compared to
dipole antenna. On further increasing the distance to maximum 50 cm, the recharging time for
patch antenna is improved by 65%, 67.24% and 62.96% for Bat 1, 2 and 3 respectively as
compared to dipole. Based on the charging time values given in Table 7.6, the percentage
improvement in recharging time with increasing number of RF transmitters has been calculated
for Bat 1, 2 and 3 with respect to antenna gains as depicted in Fig. 7.9. It is found that dual RF
transmitters decrease the recharging time by 35.7%, 42.1% and 51.7% for Bat 1, 2 and 3

respectively compared to single RF transmitter using 6.1 dBi patch.

Fig. 7.10 compares the impact of transmit power on the harvested energy for proposed and
existing baseline models (linear [177], constant-linear (CL) [180] and constant-linear-constant
(CLC) [180]). Accordingly, the percentage improvement in harvested energy for the proposed
work over the existing works has been presented in Table 7.14. For a fixed transmit power of
28 dBm, the % improvement of our work over Linear [177], CL [180] and CLC [180] is 99.3%,
89.3% and 84 % respectively.
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Fig. 7.10 Comparison of harvested energy for proposed and existing works

Table 7.14 Percentage improvement in harvested energy

Parameter Harvested power (in mJ) % Harvested energy
Transmit
. [180] [177] Proposed over | Proposed over | Proposed over
po(;"éer;)('” cLc | MBOICLT Gnear | Proposed | iggicic | [180]CL | Linear [177]
85.2 29.5
5 -6 -7 -6

26 2.9x10 6.1x10 10 4.3x10 (deterioration) | (deterioration) 97.6

27 9.9x10° | 4.2x10° 10°¢ 1.6x10* 38.13 73.75 99.35

28 2.4x10* | 1.6x10* 10° 1.5x10°® 84 89.3 99.33

29 5.1x10* | 4.8x10* 10+ 7.7x10°° 93.4 93.7 98.75

31 0.011 0.003 0.001 0.078 85.9 96.15 98.7

Figs. 7.11, 7.12 and 7.13 highlight the comparison of Throughput and NL for NR-WSN and R-

WSN using Bat 1, 2 and 3. The average transmitted power from source is 3W EIRP and the

harvested energy is approx. 2.97 J. The average network throughput for NR-WSN with Bat 1,
2 and 3 is 162.64, 162.48 and 162.19 Kbps respectively. For Bat 1, beyond 34 hrs, the

throughput goes below 162.64 Kbps and keeps on decreasing as is evident from Fig. 7.11.

Similarly for Bat 2 and 3, after 245 hrs and 1031 hrs, the throughput goes below 162.48 and

162.19 Kbps because the sensor node battery SoC decreases continuously with time. From Fig.

7.11, the NL for Bat 1 is around 59 hrs. This means that network is operational for 59 divided
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by 24 hrs i.e. 2.45 days approximately. After 2.45 days, the network throughput goes down and

the network becomes non-operational.
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Fig. 7.11 Comparison plot of Throughput and Network Lifetime with Bat 1 (a) NR-WSN (b) R-WSN

Similarly, from Figs. 7.12 and 7.13 the network lifetime for Bat 2 and 3 is around 390 hrs and
1559 hrs respectively. This means that network is operational for 16.25 days and 64.95 days
approximately. The average network throughput for R-WSN using Bat 1, 2 and 3 is 175.88,
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174.87 and 165.07 Kbps upto 10,000 hrs (416 days i.e. 1.13 years). Following the limitation of
the simulation software which cannot show simulation beyond 10,000, the maximum limit is
shown up to 10,000 only. The network throughput is increased up to 1.08, 1.07 and 1.02 times
for Bat 1, 2 and 3 with RF Harvesting.
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The key findings from the analysis are summarised below:

Bat 1 gives the shortest recharging time value at 10 cm distance with 6dBi patch antenna
at 5% DoD as compared to Bat 2 and 3. The recharging time for Bat 1 (Li-ion coin cell)
is much faster (14.4 minutes) using 6.1 dBi patch at 10 cm as compared to Li-Mn (Bat
2) and 3 AAA (Bat 3).
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e 6.1 dBi patch shortens the recharging time by 65%, 67.24 and 63% for Bat 1, 2 and 3
respectively as compared to 1 dBi dipole.

e Dual RF transmitters reduce the recharging time by 35.7%, 42.1% and 51.7% for Bat
1, 2 and 3 respectively compared to single RF transmitter with 6.1 dBi patch.

e The energy consumption for RF powered WSN driven by Li-ion battery, LiMn AA and
3 AAAisincreased by 2.73, 3.46 and 1.00 times. At the same time, the remaining energy
for Bat 1, 2 and 3 is found to be 62886.273, 45284.922 J and 89900.888 J respectively.
Thus, a conclusion can be made that with EH, the lifetime of a wireless sensor node can

be extended with proper selection of correct parameters.

® The network lifetime @ 12% duty cycle and 5% DoD is extended up to 1.13 years and
higher (ideally, up to infinite time) as compared to only 2.45, 16.45 and 66.67 days by
RF harvesting. Besides, the network throughput is increased up to 1.08, 1.07 and 1.02
times for Bat 1, 2 and 3 with RF Harvesting.

7.10 DISCUSSION

This chapter investigates the impact of RF-WPT on a battery driven R-WSN for IloT
application to enhance the throughput and network lifetime. P1110 Power harvester® Receiver
IC converts RF energy into DC power and charges the onboard batteries. The simulation
findings show that RF-EH can extend the network's life span to a theoretically unlimited
amount of time. In addition, from the analysis, RF harvesting can be considered a cost-efficient
technique as the battery of the sensor nodes need not be changed regularly to maintain the
network operation. The performance of the proposed model is compared with existing state-
of-art network models. The results obtained prove the superiority of the proposed model in

terms of harvested energy.
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Chapter 8
CONCLUSION AND FUTURE WORKS

8.1 CONCLUDING REMARKS

With the emergence of 5G+, the proliferation of RF signals will provide abundant
opportunities for harvesting energy from the surrounding environment. This will lead to the
development of ultralow power and even energy-autonomous IoT devices, revolutionizing the
way we interact with technology. In this research, different relay selection strategies have been
applied for better reception reliability in one-way and two-way relay networks with IA-EH.
Moreover, research has been carried out to augment the performance of NOMA-assisted
network by integration of RF-EH technology. In addition, the impact of RF-EH in IIoT scenario
has been demonstrated to enhance the throughput and network lifetime of the designed R-
WSN.

The throughput performance of EH from an interferer in a CRN has been investigated
in DL transmission mode in Chapter 3. It is seen that initially the throughput is more due to the
extra acquired energy while harvesting energy from the interferer compared to the case where
the interference is treated as an undesired in EH phase. Moreover, the throughput of the
protocols strictly depends on the location of relay, position of interference and energy
conversion efficiency. The results of simulation also show that as the interferer is closer to relay
and destination, more energy is harvested at relay and less interference is imposed on relay and
destination so that the throughput of the network increases. Results also show that after a certain
distance, the detrimental effect of interference outweighs the benefits of energy harvested from
interferer. In the next framework, a novel approach for hybrid CloT network has been
implemented in the presence of an EAV where an SNR-based HDAF relay has been
implemented for analysing the security of the network under dissimilar fading environments.
Secrecy performance of each of the relaying schemes has been evaluated in terms of power
splitting factor and channel variances. It is also observed that the proposed relaying scheme
maximizes the SR of the network as compared to the existing schemes. Results also show the
impact of EAV position on SR at different channel mean power values. Also, it can be observed

that severe fading over desired link provides more secure communication over main link.
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Comparative study of all the fading models shows that weibull fading gives better secrecy and
higher EE than the other fading models. More precisely, the secrecy performance as well as EE
of the developed model has been found to be better in weibull/rayleigh environment as
compared to the other fading environments (rayleigh/ weibull, hoyt/rayleigh, rayleigh/hoyt).
Also, the effect of fading parameters on the SEE performance for HDAF relay has been
investigated. On further extending the model to interference-limited environment in untrusted
scenario, the SR of the system has been effectively enhanced as compared to interference-free
environment. Results demonstrate that as distance between EAV and interferer increases, STP
increases due to increased jamming. This study provides a benchmark on the maximum
amount of interferer power that can be harvested so as to maximize the security performance.

A simulation model of the HD DF network has been presented using accumulate-and-
forward scheme in Chapter 4. From the calculations it can be seen that there has been
considerable improvement in throughput compared to any multi-source (single antenna) or any
multi-relay. The different criteria for relay-selection have also been explored, like maximum
energy accumulated and optimal relay, and the throughput variations for the same are observed.
Next, a generalized RF energy harvesting system model with the Hybrid TSR—PSR protocol
under Weibull fading channel has been introduced using DF, AF and HDAF modes. Here OP
and throughput have been calculated. Along with this, the throughput optimization has been
carried out to find the maximum achievable throughput. Integral form expressions for OP and
throughput have been simulated using MATLAB and compared with analytical results to
establish the correctness of the proposed model. The comparative analysis shows an
improvement in throughput of the proposed model over the existing benchmark models.

In Chapter 5, the system performance of a bidirectional AF HD multi-antenna multi-
relay network over the Nakagami fading environment in terms of OP, throughput and ergodic
capacity for DL and DT transmission modes has been evaluated. The impact of different system
parameters on the performance of the proposed model has also been studied. Next, a secure
MHE-AS scheme has been incorporated in TWC via Two Multi-Antenna Relays with [A-EH.
Here, the relays harvest energy from both the sources as well as CCI, and after performing
antenna selection, utilize that energy to decode the signals and forward it to the respective
nodes. The proposed model with MHE-AS scheme improves the secrecy performance
significantly as compared to its contrast models where bidirectional communication takes place
in presence or absence of CCI. Results demonstrate that (i) a trade-off has been observed for
the secrecy capacity. The presence of CCI increases the secrecy performance of the considered

protocol at the cost of reliable communication (ii) the secrecy performance is improved when
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both the sources transmit information with equal power (ii1) From the findings, it is found that
the presence of CCI creates a flooring effect on the system performance. In addition, this study
provides a constraint on the maximum number of antennas that needs to be installed at a
particular relay so to maximize the secrecy performance. The results presented can be helpful
for designing a multi-antenna relay network for bidirectional communication in untrusted
scenario for secured data transmission with IA-EH. The proposed model has been extended to
two-way untrusted scenario where an IoT environment has been designed. Here the relays
collocated with EAVs are equipped with a rechargeable battery so that they can harvest and
accumulate the harvested energy from RF signals sent by the sources and CClIs for stable
operation of the network. Theoretical derivations have been carried out and validated via
Monte-Carlo simulation results. Using the derived expressions, SOP performance has been
evaluated in terms of source transmit power, threshold secrecy rate and number of frames.
Comparative analyses with the existing conventional schemes depict superiority of our model
in terms of energy accumulation and secrecy. The impact of EH coefficient and number of
frames on the SC has also been examined. Moreover, the amount of harvested energy versus
number of frames in terms of source transmission power and number of CCIs has been analysed
for both linear and non-linear scenarios. The obtained results for both the scenarios have been
compared with each other which gives a useful insight to the network secrecy performance.
Lastly, the effect of saturation threshold value on the secrecy capacity for non-linear approach
has also been depicted. The results of this paper illustrate how the accumulated energy
alongwith exploitation of the radiated energy from CClIs contributes to improvement in secrecy
performance of a bidirectional IoT Relay network. More precisely, this study provides a
guideline on the maximum number of frames that can be utilized for energy accumulation in
any interference-limited environment to obtain a desired level of secrecy.

In Chapter 6, the secrecy performance of CR-NOMA network with IA-EH has been

investigated by introducing a secure jamming cancellation scheme in the presence of an EAV.

Results demonstrate that (i) there exists an optimal value of py for SOP curves with varying
P, and P, (ii) the security performance is initially improved due to addition of extra energy

from CCIs, but at high p;, a performance degradation has been observed due to dominant
interfering effect after exceeding a certain threshold. From the findings, it is also seen that
increasing ¢, increases ESR of both near and far users. Our findings may serve as a constraint

on the utilization of maximum number of CCI nodes that will prove to be beneficial for secrecy

performance improvement of the network. In the subsequent framework, the performance of

183



an RF-powered MD-DRN has been investigated using an upgraded A-NOMA protocol. From
the observations, it has been found that a 4-device DRN system gives a better sum rate than a

3-device DRN. At p, =10dB , ASR is found to be 3.6 bps/Hz for a 3-device network that rises

to 9 bps/Hz for a 4-device network. With an increase in the number of relay devices, the BER

value increases. For P, =10dB , a BER value of 0.19 is obtained for the proposed model with a

single DRN as opposed to 0.7 and 0.98for 3-device and 4-device DRNSs respectively. With a
greater number of devices, the BER value for the A-NOMA protocol is comparatively less than
that of NOMA, thus providing much better system reliability. Upto a certain range of ASR, the
proposed adaptive scheme provides better efficiency than the conventional non-RF A-NOMA
scheme. At a fixed ASR of 0.85 bps/Hz, the percentage improvement in EE of our developed
system over the existing scheme is found to be 28.4%. Additionally, our proposed network with
RF-enabled A-NOMA achieves upto 67.56% and 12.7% EE gain over the conventional OMA
and NOMA functioned networks, respectively, for ASE=2 bps/Hz.

The impact of RF-EH on a battery driven R-WSN for 10T application has been depicted
in Chapter 7 to enhance the throughput and NL using P1110 Power harvester® Receiver
module. It was found that Bat 1 gives the shortest recharging time value at 10 cm distance with
6.1 dBi patch antenna at 5% DoD as compared to Bat 2 and 3. The recharging time for Bat 1
(Li-ion coin cell) is much faster (14.4 minutes) using 6.1 dBi patch at 10 cm as compared to Li-
Mn (Bat 2) and 3 AAA (Bat 3). More precisely, 6.1 dBi patch shortens the recharging time by
65%, 67.24 and 63% for Bat 1, 2 and 3 respectively as compared to 1 dBi dipole. Dual RF
transmitters reduce the recharging time by 35.7%, 42.1% and 51.7% for Bat 1, 2 and 3
respectively compared to single RF transmitter with 6.1 dBi patch. The energy consumption for
RF powered WSN driven by Li-ion battery, LiMn AA and 3 AAA is increased by 2.73, 3.46
and 1.00 times. At the same time, the remaining energy for Bat 1, 2 and 3 is found to be
62886.273 J, 45284.922 J and 89900.888 J respectively. Thus, a conclusion can be made that
with EH, the lifetime of a wireless sensor node can be extended with proper selection of correct
parameters. The NL @ 12% duty cycle and 5% DoD is extended up to 1.13 years and higher
(ideally, up to infinite time) as compared to only 2.45, 16.45 and 66.67 days by RF harvesting.
Besides, the network throughput is increased up to 1.08, 1.07 and 1.02 times for Bat 1, 2 and 3
with RF-EH. The proposed system model can be a reference for new RF-powered 10T designs
and can be relevant for planning and deploying IEEE 802.15.4 based sensor networks with
appropriate battery system and specific performance demands.
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8.2 FUTURE SCOPE

The power consumption of portable gadgets, implantable medical devices (IMDs) and
WSNs has reduced significantly with the ongoing progression in low-power electronics and the
swift advancement in nano and microfabrication. The recent emergence in 10T, Industry 4.0,
and 5G communication has resulted in a demand for using self-powered, ultra-low powered,
and maintenance-free devices and circuits. In this context, the area of RF-EH for wireless
networks has been progressed significantly over the last decades. Despite the highlighted
possibilities for RF-EH in wireless networks, there exist a number of open research challenges
and future research directions for the new entrants working into RF energy harvesting domain.
This work could have been extended further as discussed below:

The secrecy performance of bi-directional relaying in untrusted scenario using CR-
NOMA may be well-though-out as alternative interesting investigation track. In addition, the
performance of our proposed model can be observed using full duplex relays where the effect
of positions of the selected relays can be examined. Further extension of this work may include
game theory approach for power allocation in DRN under the influence of multiple interfering
signals. Furthermore, some relaying strategies can be combined with deep learning algorithms
and intelligent reflecting surface (IRS) for more efficient results. Also, the impact of RF-WPT
on a battery-less R-WSN can be observed for 10T application where it can be shown that that
RF-WPT allows the implementation of battery-free WSNs where the lifetime is no longer
limited by battery lifespan, but rather by the lifespans of the electronic components. The
solutions for enhancing the performance of RF-powered wireless communication using ambient

backscatter technology may be another interesting future topic.
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APPENDIX

Appendix A

A.1 Proof of (3.43)
The CDF of the S-R link is given as:
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where x _A=P)PR) I and Y, =4°gs, are exponential random variables with mean
NO

L _a-pP)y and A =u'Q; Using (4.352.1)] and (4.331.2) of [185], ¢;and ¢, can be
X ar NO

calculated, respectively as

¢1:—2<D—In£;t ! Jaﬂd(pzz—exp(/u;)Ei(—%J (A.5)

AF

where @ is the Euler’s constant [9.73].

Putting the value of ¢, and ¢, from (A.5) to (A.4) we have,
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Cro =" (1+exp(—2¢— In [ ﬂx:ﬂm D+exp(/1nlp )Ei [—%JJ (A.6)

where Ei(.) is the exponential integral

Capacity of EAV Channel is given as:

RmYz

Rth rd Osr ﬂ’re ﬂ’rd (A 7)
=P —h F o[y, |f 1—gXe0) Trefrd
9 < g [gsr< ] j [ yzj , (%,)dy, = j( ) ey

Y

After some simplification and manipulation:

CAF -1— /’LRDAF Rth exp[ //LRDAF Rth ]EI[— lRDAFRth J_/IREAF (AS)

e X MVREAF A a’lﬂREAF Asq aM'REAF A ARDAF

The SC of HDAF relay when operating in AF mode is given as:

AF _ ~AF AF _ 1 g 1
Cs" =Cpp —Cpe =In [1+ exp{—Z;zﬁ—ln[/lxMYAF D+exp(ﬂm)E|[— Ao ]] (A.9)
_[1 ARD Ri exp[ ﬂ“RDAF Ry ]Ei(— Aroar Rin ]_%EA;]
X AREAF Asg aﬂm;AF Asq a'lﬂ'REAF A /IRDAF

The SC of HDAF relay when operating in DF mode is given as:

COF = E{In(L+ 740)} (A.10)

E{l 77:61 ﬂ)ppsgsr rd J}
(B9 +(1-BIN,

=E{In(l+ XDFYDF)} (A.11)

2 In [1+ exp E{In(YLiDlF)}D

=In [1+ exp[E{In[X or Yor F—E{IN[Y e +1]}H

where x__ = A-P)PK)9se  and y_ _ 1189« are exponential random variables with means
No )

- B)(pP)Q, and A _ Py

Pxor = N, a-z)

Capacity of EAV Channel is given as:

CZ'E: P[(l_ﬂ)(pps)gsrgre <Rth]:P[X3gsrgre <Rth] (Alz)
I:>D grd grd

Rth rd Rth
=P = —ty,
gsr X3 gre gsr < X3 3

Y

o0 o0 RthYS
Rin X Are g
F | vy, |f dy. = | (1—e%edr) —Zrefd
I!. Uy [ Ys Ya(ys) Y3 !J.( ) (lrd+y3 re)z Vs
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After some simplification and manipulation:

CPF _ {l— ﬂ“RDDF Ry, exp[ /IRDDF R, J Ei { /?’RDDF Ry, J_ /IREDF J (A13)

e X 3ﬂ'REDF Asr a:l/lREDF Asr alﬂ’REDF Asr A

RDpr

Similarly, the SC of HDAF relay when operating in DF mode is given as:

CFr=Cr-Cr= In(1+ exp(—Zqﬁ—In[ ! ]]+exp(ﬂ;ot )Ei [—LJ]
Aop Moy vy (A.14)
[y 0B exp[ Faoy R ]Ei [_ Faoy R ]_ hee,
XS/J”RED; /15R aiﬂ’REDF }LSR alﬂ“REDF ASR ARDDF
Thus substituting (A.9), (A.14) in (3.38) , closed form equation for (3.43) is obtained. Putting
(3.43) in (3.46), closed form equation for (3.48) is obtained.

A.2 Proof of (3.45):

The pdf of main and wiretap links for Weibull fading takes the following form :

f (o) = v—’“(i i+ i))2 TR exp{—{il“(lJr i)}} 2 (A.15)
RD 2 uo Vm UO Vm

, (m):ﬁ[irmi ] wvef“xepoﬂrai)]}z (A.16)
e 2w, v, W, v,

where Vv, is the fading factor of the main channel and F() is the gamma function, defined as:
'(x)= Tt“ exp(-t)dt
0

V, is the fading factor of the EAV channel
Corresponding to (A.15) and (A.16), the CDFs take the following form:

Vi /2
F;/RD (7ro) =1-exp _|:7:ﬂ[‘£1+ ij:|
VrD Vin

(A.17)
Ve /2
E (7o) =1-exp| | 21| 14 2 A.18
e \VRE p — (A.18)
Vre Ve
The SR of the channel is defined as follows:
22 1+y
Cs/:VFE,BULL = I J. log, [1+ e ]URDAF (7/RDAF ) fypEAF (7/REAF )d7/RDAF d7/REAF (A.19)
0 TREAR RE A

Substituting (3.27),(3.29),(A.17) and (A.18) into (A.19), we have:
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CAF _ vmve
Sweisu. 4 7

VRO, VRE

2
exp| - MF[HZJ
VRE, Ve

After converting to single integral form, we have,

(Ve/2)1
VRE,

JdVRDA;dVREA;

Vi 12
AF

I

22U 21V {1+ (Yro,, ! Vre,, I

2 VRD,e
Sweieu v Iogz 1+ V 2
m

REAF

Hoal

Tlogz(z) f,(z)dz

2T (21V,) + a4, (—IND)™

o
According to probability theory, we have:
@)= el D), G
Accordingly, the CDF is formulated as:

F, (2) :_[ f, (t)dt = II?’RE fyRD (Vret) f;/RE (Vre)d 7 ke
) 00

[t (m){

With several transformations, we obtain:

VRe?Z

F, (2) :V?e(Hl_ Hz)

NE

T 1
| o

0 RE e

x eXp {

2
[1+2H
ve
Z -2
exp| —| Lt F[1+2]
yREAF Ve i

5
{ } o b

Thus , LT 27 B 1
Fz(z)_l.[[exp{t(rj t]dt_lh(z/r)vﬂﬂ’z

e f1.2)
VRE Ve

{ 1
X p—

VRE .

©
[ (w/2)1
H, = J‘VREAF
0

v.I'(2/v,)z
v,I(2/v,)r

| fyRE)(y)dy}dyRE j o (ee) P (e 2070

d7REAF N

VRE,. r

i) =]

VRE

(Vi /2)-1
RDe

_ l}Jdt

|

VRD,e r

A=

yom

2
1+— d
v, J:| VRE

Thus, SC of HDAF relay when operating in AF mode is given as:

0

)

©

S\NEIBULL _[ ogz(z)f (Z)dZ

1

dz
L Z[+(z/ )" ’2]

Iogz(1+ r'

/2)

Similarly, the SC of HDAF relay when operating in DF mode is given as:
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(A.21)

(A.22)

(A.23)

(A.24)

(A.25)

(A.26)

(A.27)

(A.28)



CSDNF Zilogz(l‘f‘ rvaZ) (A29)
EIBULL v

m

Thus substituting (A.28), (A.29) in (3.38) , closed form equation for (3.45) is obtained. Putting
(3.45) in (3.46), closed form equation for (3.48) under Weibull faded environment is obtained.

A.3 Proof of (3.44):
The pdf of S-R link for Hoyt fading takes the following form :

(1+9z), ( W+ )7 ), (1-90"
(V) = neexpl ———— |1 Ty, (A.30)
75R 20, 7ro 4q§17RD ° 4q§17/RD !

m

where |, (.) is the modified Bessel function of the first kind and zero order, 7y, =E{yy}and

qe[0,1]

F,SR(Vm)=Q[a(q1) “,ﬂ(ql)ﬁ]—q[mql) “,a(ql)ﬁ]

N N el N (A.31)
1/1 q \/ﬁ

ﬂ(q)=vl2_ ! J:

For Rayleigh faded channel, the capacity per unit bandwidth using Optimum Rate Adaptation
(ORA) policy is calculated as:

—_ Rs _
P(C, >R)=— 70 _ exp[—z_ lj (A.32)
Vo +2° Vre VrD
Now, for a Hoyt faded channel, the capacity per unit bandwidth is calculated as:
C¥ = |ng ]‘ s [ J 9 (A.33)
0 (@,9)
h L
WREre »(9,q)0 y(1-——=-cosh)
1+q
T Rin _ rya _
crr -] Jexp[_ & ] _ o, (1 €, C0500,.) 46, do, (A.34)
T 9% VRO, = €rp,. COS HRDAF) ro (2 €rp,. COS eRDAF )+ 2% Vge (1~ €ge COS aREAF) AF AF

where (,,and (, represent the Hoyt shape parameters for the desired and EAV links.

2
Eccentricities associated with both Hoyt distributions as ¢ - 1-q, and . _1-G
14?2 STy 9
o _1f [ 2o1)  Fw, O ! (A-35)
s =—|exp| —— X AF de
T 0 VRO, )

— R =
Vo, (0)+27 e, L q,2% Ve, 2
ro, (0)+ 2% VRE e

Thus, SC of HDAF relay when operating in AF mode is given as:
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AF 77RDAF 1 (A. 3 6)

s =— -
HOYT + 7 ’
Veowe T TRe e 1 _ YeTre,
77RDAF +}7REAF

Similarly, the secrecy capacity of HDAF relay when operating in DF mode is given as:

OF 7 R0y, 1 (A.37)

s =— —
HOYT + v ?
Frow e | QFre,
}7RDD; +]7REDF

Thus substituting (A.36), (A.37) in (3.38), closed form equation for (3.44) is obtained. Putting

(3.44) in (3.46), closed form equation for (3.48) under Hoyt faded environment is obtained.

Appendix B
B.1 Proof of (4.34) and (4.35)

For deriving the OP for DF protocol, the SINR of DF is put into the expression of OP
By using equations (4.19)-(4.22), the resultant expression of OP for j" relay is obtained which

is shown in equation (B.1).

Pouej =1—Pr (Pj|hj|2 > ven ,Qi(Ih1% + Uj)|gj|2 > Vth)

2 Y¢n 2 Yth
=1-—Pr{|hi| >— ,l|g;| >
(|,| o Qj(,hj,w))

2 Ytn
—1- 2(2) |Pr (|g;|* > —22—)|d
iﬂhﬂ (Z)[ r(lgjl Qj(Zj+Uj))] Z
Pj
—1 _ = 5 _ 12 Yt
= 1= Fafy, 21 Prgf < 5] ds ®.1)

Putting the PDF and CDF of the Weibull distribution equation (B.2) is obtained.

An; i

2\ Yen kgj

L)+ ——

Khnj 0 kyi—1 Ani A (z:+U:

Poutj =1- ﬁ’th Zj hj e J Qj 9}(21 J) dz] (B2)
J Pj

. kpj
Substitution of p; = % into equation (B.3) can be derived.
J An j
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( Yth 1
—pi+ :
4 T QiAgirng [ 2y
Di hjy 1
0 ] Ahj

Poutj =1- f( Vin )khj e dpj

Now, using (4.18), (4.19), (4.22) and (4.24), (B.4)-(B.6) are formulated.

Yeh m((l—p,-)IR,-w,%,-) _

Pj)-hj L1j2 PS-(l_pj)Ahj J
Yeh  _ ven(Ip+op)(1-a;-B)) _
QjAgjAnj  Anjrgi(rjaj+nppiBjliLej® Ps

Yy
)th LijPS)th J

Equations (B.3)-(B.6) lead to equation (B.7).

N
oot |

N; |

T E
fhj .
Poutj =1- fl\zkhf e l \<p1 ' X]>/ Jdpj

Equation (B.7) shows the OP of jt* relay in DF protocol.

Outage probability for AF protocol

For deriving the outage probability for DF protocol, the SINR of DF is put into the

(B.3)

(B.4)

(B.5)

(B.6)

(B.7)

expression of outage probability. The alternative expression of outage probability for j**relay

is shown in equation (B.8).
Pousj = Pr(ySRj < Vth) + Pr(YSRj >Yth » YrDj = )/th)
Putting (4.19) in Pr(ySR i S Vin j) equation (B.9) is obtained.
(1-pj)P
L3;(ofe + (1= pj)ljr)

13;[(1-p))oir+1;R]
(1-pj)Ps

Pr(vsgj < Ven) = Pr( |hj|? < Yth)

= Pr (|hj|* < ven.

The constants in equations (19)-(22) are modified into equations (B.10)-(B.13).

c=cYm
d=d'y
e=eYm
f=17vm

Therefore, equation (B.14) is obtained.
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d
d —
Pr(vsr; < ven) = Pr (102 < %) = [a f i p(@)dz (B.14)
The equation (B.15) shows the expression for Pr(ySR i >Vt YeDj < yth).
Pr(Vsrj > Yen Yroj < Yen)

_ (1-p)k 2 alg;|*1hj1* + blg;[ Iy
= Pr 22 (1 ; [hil° > Yens 2 oz, S Ve
$ilof + (1= pj)1jr] c'Ihj|2 + d'|g;|"1h; 12 + €'l gy] " + f

L3;[(1 = pp)afy + Iig]
(1—p;)F;

= Pr{ |, > Agi1” {alhjl* + blk|” = yond' |12 = yene'}

< Yth(C' |h;|? +f')

= Pr(|hj|2 >2 g {alhl* + bln|* = diny)? = e} < (c 1ny)? +f)) (B.15)
From equations (17), (18), (20), (21), (B.11), (13.12),2 = ﬂ = g Thus,

{aln1* + b|n|* = diny1? = e} = a (1r;12 = 2) (1517 +2) (B.16)
If,|h j|2 > g, then the right-hand side of the equation (A.16) will be positive. The equation

(A.15) leads to equation (A.17).

Pr(¥srj > Yen » Yo < Yen)

2 h; z 4+
=Pr| |h|I>>= ,|gj|" < (elhs"+ 1) >
o=+
czj+f
=/, _df|h|( )PT<|91| —m)d%’ (B.17)

By putting the p.d.f. and c.d.f. of Weibull distribution and using Pr(ySR i >Yth » YRDj < yth)

leads to:

d kgj
a © ( cz +f L)
d b\ A,
Poutj = _ff|h| (z)dz; + ff|hj|2(zj) A A
d
“a

kgj
0 _( CZ]'+f L)
R YN AV
Pouej =1 - j fin,2(i)e b)) ag
d
“a
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knj
. ' _ ' Z _ . L o Zj J .
Now usingcz; + f = ¢ (Z] + C) =c(z + thh) and p; = ( //1hj> equation (B.19) can be

obtained.

1
Fnj, _d__,

pj +| MR 7 c_ |

] | kl :l b 'algj/.{hj |
J+

\ p] alh] (l).hj /

_f< a )kh] dpj (B.19)
alp;

Poutj =1

Now, using (4.25) and (B.10)-(B.11), (B.20)-(B.22) are formulated.

d _L1j2)’th((1—Pj)1Rj+012ej)

= M; .
alpj Ps.(1=pj)Apj ] (B.20)
c_ _ L1j%Lyj*ven(Ip+ap)(1-a;=B;) =N, (B.21)
algjrnj  AnjAgj(nrjaj+npip;B)) Ps J '
b LytlRi oy
Equations (B.20)-(B.22) lead to equation (B.23).
kgj
B M
) ML
T e e N
0 <”jkhj ‘Mj><1’jkhj + Xj>
Poyej =1 — fMjkhj e dp; (B.23)

(B.23) shows the OP of j relay in AF protocol.
(B.7) and (B.23) are in very similar forms with the same constants. Therefore, the AF and DF

in the proposed model can be analysed similarly.

B.2 Proof of (4.36)

Outage probability for HDAF protocol
Outage probability for j** relay for HDAF is given in (B.24).
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Poutj = Pr(vsrj < Ven Ysrj = Th) + Pr(Vsr; > Yen » Yeroj-pr < Yep Vsrj = Thj) +
Y
DF component

Pr(ySRj < Yt Vsgrj < Thj) + Pr(VSRj > Yth » YRDj-AF SDh:ySRj < Thj)

~ Y
(B.24)
AF component
Let us define, yy,,; = )T/—hj (B.25)
th

L Ifyy, =Thy, e, yyy; < 1, (B.26)-(B.29) are obtained.

Pr(Ysrj < Ven Vsrj = Thy) = Pr(Thy < yspj < Venj)- (B.26)
Pr()/SRj >Yth » YRDj-DF = Yt Vsgrj = Thj) = Pr(VSRj >Yth » YRDj-DF = Vthj)- (B.27)
Pr(vsrj < Yen ¥srj < Thy) = Pr(vss; < Thj). (B.28)
Pr(¥Ysrj > Yen » Yrpj—ar < Yen Ysrj < Thj) = 0. (B.29)

Putting the values of (B.26) -( B.29) into (B.24), OP can be written as equation (B.30).

Poutj = Pr(Thi < vsp; < ¥en) + Pr(vsgj < Thj) + Pr(¥sg; > Yen » Yrj—DF < Vin)

= Pr(VSRj <¥wm)+ Pr(ySRj >Yth » YrRDj-DF = Yen)

= Poutj-pr (B.30)
So, if ytp = Thj (Yuyj < 1), then the OP of the HDAF protocol is equal to the OP of the DF

protocol.

Il If yep <Thj, i€, Yuyj > 1,

Pr(vsrj < Yen ¥sr; = Th;) = 0. (B.31)
Pr(¥srj > Yen» Yroj—nr < Yen ¥srj = Th;) = Pr(¥srj = Thi , Yrpj—pr < Vin)- (B.32)
Pr(¥srj < Yen Vsrj < Th;) = Pr(Vsgj < Ven)- (B.33)
Pr(vsrj > Yen » Yroj—ar < Yen Vsrj < THh;) = Pr(ven <Vsrj <Thj, Yrpj-ar < Vin)- (B.34)

Putting the values of (B.31) -(B.34) into (B.24), OP can be written as equation (B.35).
Pouej = Pr(ySRj < Vth) + Pr(YSRj =Thj , Yrpj-pr < Yen)
+ Pr(Vth <vysrj <Thj, Yrpj—ar < Yth)
= Pr(VSRj < Vth) + Pr(VSRj >Yth » YRDj-AF = Vth)
+ [Pr(]/SRj = Thy, Yrpj-pr < Yen) — PF(YSR]' = Thy, Yrpj-ar < Yen)]
= Poutj—ar — [Pr(]/SRj = Thj, Yrpj-ar < Yen) — PF(YSR]' = Thy, Yrpj-pr < Yen)1(B.35)

Th;
Pr(]/SRj = Thj, Yrpj—ar < Yen) = Pr <V5Rj = Vth-;’j' YRDj-AF = )’th)
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d Th;
_ pr<|hj|2 > E'ﬁj Ngjil* {alhsl* + bln|" — dins 2 — e} < (c |y P2 +f)>

a 2 2
- Pr(|hj|2 > % Yy 9| {alhjl* + bly]” = dlh; 12 — e} < (c IhyI? +f))
Now, as yy; > 1, therefore |h;|* = %.]/Hyj > g.

CZj+f

Pr(¥srj = Thj, Yrpj-ar < ¥en) = J, . df|hj|2(Zj)PT <|9j|2 = m) dz; (B.36)
J

Zi=VHyi— (.42
j=YHyjg Izt

Putting the parameters of Weibull distribution in equation (B.14), equation (B.37) is obtained.

] Nkni—1 (%) knj
Pr(VSRj = Thj: YRDj-AF = Vth) = foo d@(z—]> Y e ( /"lhj) [1-—

Zj=YHyj'g Anj \Anj
_( cajif L)"w‘
e \a(z=g)(z+g) o 1dz; (B.37)
7 K
Substituting p; = ( ]/Ahj) in equation (B.37), equation (B.38) is obtained.

Pr()’sm = Thj, Yrpj-ar < Yen)

khj kh]
(a)‘hl VHyj ) (a’lhj VHy] )
k .
gj
1
kpj,__d
N @ WV en) c
pj 1 1 Al A :
kpj kn;_ _ d T, b | 9
_< ; Y ) pj h]_all i IJ]‘ i+ aly ;
=\ oy € " " dp; (B.38)
<th.yHy,->

Using (B.20)-(B.22), equation (B.39) is obtained.

- kR
Pr(YSRj = Thj, Yrpj-ar < yth) = e~ (rayjM;))™ _
f ( EE \"gi]
knj Mj
—ipﬁ L(p] +y”i N; $
o e L))
¢ dp; (B.39)

kp i
YuyjM;)™™

Th;
Pr(]/SRj = Thj, Yrpj-pr < Yen) = Pr <V5Rj = Vth-;’i' YRDj-DF = Vth)
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2 Thj
= pr (|py[* > 22
Pj VYtn

12 Yih _(® ) 12 Yih
9l < gits) Sz i p@Pr (o)l < gz (B40)

Putting the PDF and CDF. of Weibull distribution equation (B.41) is obtained.

z; \Fhi
Pr(ysej = Thj, Yeoj-pr < Ven) = —p [, vnz®i™t e \'ni/ 1 -

Knj dynyjpt
Ah] Y] Pj
k .
_{( Yen ) gJ
e \ejag(zj+u;)

. Kpj
Substitution of p; = g into equation (B.42) can be derived.

1dz; (B.41)

Pr()’sm = Thj, Yrpj-pr < Yen)

(0]

= e_pjdpj

kpi
_Yth J
YHyJ'lehj

/ \"gi
| |
~{pj+ thh
[ee] | % I
l Qﬂgj(%’ huhj*‘”j) J
— e dp;
k
. _Yth hj
VHYIP A
k .
gl
)4
-\pit i
k %
(YHyJ yflh ) Y 0 Qf)lg](p] Mh]*’”])
_ P
— jAnj _ dp] (B.42)

Using (B.4) -(B.6), (B.43) is formulated.

Pr(ysej = Thj, Yapj-pr < Yen) = o= iy _
( / \kgj\
‘L’ﬁl | é
e
; e 4P, (B.43)

kp i
YHyjM;)™™

Combining (B.23), (B.4) -(B.6), (B.20) -(B.22),

Poutj = Poutj—ar — [PT(VSRj = Thj; YRDj-AF = Yth) _Pr(VSRj = Thj' YRDj—DF = Vth)]
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YuyjMj) hj
/ \"gj
| . |
Ap+ i}
P L)
— f e dp;j
YHyjMj) hj
( ( . foi)
Ky Mj
pj M \
8 N S S
Fnj_y [ pFnisv x |
_ (YHy]M]) hj l (pj J < J )
-1 fMj hj )dpj -
kgj
pjt ij
o <pfkhj+ Xj>
J SRPCIL dp; (B.44)
Therefore if yy,; < 1 then, Pyye; = Poyrj-prs €lse
kgj
1
kh _1
—\Pit L Yh1
i, | pFosffs)
_ VHyMp™
Poutj =1- fMjkhJ' e dpj -
( / \"gf\
S| =] |
o))

From equation (B.45), it is noted that if y,; < 1, then the system behaves like DF and when

Yuy; 1s sufficiently large, then the system approaches AF.
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Appendix C
C.1 Proof of (5.49)

This appendix furnishes the steps to obtain closed form expression of accumulated harvested

energy in multiple frames. We recall from (5.41), Egl can be expressed as:

K

T N
Er: = 77“52(%1951& + z ID|i Or1. j

k=1

=na— Zplgiskaﬂa ZZP Jr.1 (C.1)
k=1 i=1
K N

—77a 1ngm +77a I:)| Zzng

k=1 i=1

Since, Jsg, is an exponential random variable, z s, follows gamma distribution. From
k=1
(3.351.3) of [185] and (13) of [ 111], the harvesting energy for ‘K’ frames at each relay in closed-

form expression can be obtained from (5.41).

C.2 Proof of (5.63)

This appendix provides the details for obtaining SOP. From (5.62), we compute P,and P, .

P, =P(C3" <Ry)

z?“haw) 1
{ f (¢)d¢Jf~y (‘P)d¥

{¢ <R, 1+¥)-Lf,(V)d¥

Il
ot—8 ot—8 o—3
B

F,/,(RIh 1+¥)-)f, (P)d¥

(C.2)
where § = Vss, and V¥V =75 g
Now, oo =min(re, . 7es,)
Thus,F  (7,)=F, 0w)+F, () =F, 0)F,. () (C3)
and
e V) =F )+ F () =F, (a)F () )
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Taking CDF of y. , we have,

/sm (7)) = P(?’isl <Vn)

PgSR
P , 9s,r, +ZP Qir +

<7

P{ P, A2+PA3+N “}

{ A+N 7‘“}

:J;FA, {}’m(A + NO)}fA,(a’)da'
0 Ps1

N
—1—exp Y (A'+Ny) Py P Aa
P, P s+ 70Ps A, )\ Pon + 7P (C.5)

Differentiating the above equation, we obtain the PDF of y; , given as:

Il
o

(C.6)

7 SIRy

(7)) =1=exp(My7;, )[((M.M,.M;) — {(Pslpszﬂﬁ%)-%}—{N-(Pslpsziﬁ%)-'\/'z-'\/la}]

Next, for a single frame i.e. K=1, we recall from (5.54),

— PR19':?152
TrRs, =N
Z PligliRl + No

i=1

X
1+W

(7n) = P(lesz <7n)

F7 RiS2

=P(X <(@+W)7)

= [Py O + 7W) £, (w)chw
0

N _ (M) N-1 -
oW 1,0 = (' enpt )

Fu (7 + 70W) =1=exp(=4, (7, + 7,W))

/ RiS2

(70) =1 P [ XDl + 7, )

(V) =W [1- (fl)N eXp(—Uy7, )(& + u37th)7N ] (C.7)

After some simplification and modifications, taking help of (24) in [28], we obtain (C.8) as:

}/RSZ

N
a
leSz (7)) =1- ( 2 ] exp(—27y,)

Vin T,

(C.8)

where ;, _ %4 ; M=M and ; - No®
A PR1 F’s1

200



Thus, putting (C.5) and (C.7) in (C.3) and after some simplifications we get (C.9) as shown

below:
F&Sz (7a) = Fyslﬁl (V) + Flesz (7a) - Fyisl (7 th)FyR152 (7)
N N
21{ % ] ( % j exp(— 2 (C.9)
Yot Yo T4, =
where
_ Wa)a)
T A)+AIY)

Putting (C.8) and (C.9) in (C.2) we get

P, = [ F, (i @+ )~ 1) f, (¥)dys

(C.10)
- 1-exp(Z, 7n)(Z,.2Z,.2Z5)
:{ 1eXp(P)'{[ Pslpszﬁﬂl&).%j —{N.(P, Pszzﬂz%).zz.zg}]} dy
wherep_; [_a (e ) exp(-2)
A+a, A+a, )
and A=y, (L+¥)-1
After some modification and simplification we obtain (C.11):
(C.11)

e 2 32
(K) V(A Ay

where K, (*) 1s the “modified Bessel function of second kind with order K, A =y

RlK ?
A =2 (1+A)-1

Similarly,

pz{l_exp<_Y)r(lK)zJ[zz§sj K[zj[zg] }
‘ ’ (C.12)

where K, (*) is the “modified Bessel function of second kind with order K”, B =y,

B, =2"(1+B)-1
Putting equation (C.11) and (C.12) in (5.62), we get the closed form expression of SOP for

multiple frames.
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Appendix D
Proof of (6.36)

From Equation (6.22), we have,

2
o, P, |h
7/:(_”_ _ k' Dy |" DR (Dl)

K-1

ZaP

=L (D.2)

I, denotes sum of ‘N’ statistically independent but not necessarily identically distributed

(i.n.i.d) exponential random variables, each with mean x_ = i‘ZQD_R. Thus, the PDF of | is
G 1

obtained as:
V(A) 7 (A) B y
fIN (}/) z Z Xm, n( ) eXpy——— (D3)
m=l n-1 ) Him)

where A=diag(, t, .-, 14y) , V(A)denotes number of distinct diagonal elements of A,
Hiay > Higy > o> iy @T€ the distinct diagonal elements, 7,,(A) denotes multiplicity of x, and
Xmn(A) is the (m, n)th characteristic coefficient of A.

The PDF of y,* is then obtained as

V(A) 7 (A) Himy o Himy o
" (7)——eXp —y— > 2 A (AX|[ 1+ 2y | g, (142 (D.4)
U m=1l n=1 }/U }/U

where the approach in [186, Chapter 6] is used to obtain (D.4). On integrating (31), the CDF
of " is obtained as:

V(A T (A) B
FUL (7) Z Z Zmn(A)[1+ 7/— 7/] exp{_i} (D4)

m=l n-l Tu

If the signals are i.i.d., the CDF of »* reduces to

-N
Fo.(y)=1- 1+@7 eXp{_L} (D.5)
Yk }/U 7U

Using a similar approach as (D,4), the PDF of OMA in UL is expressed as:

v(B) 7y (B) B g
fa (=1 ZZ;((g”(l),) Ly JK{Z 7} (D.6)

-1l VoVim) 7gVm)

Putting the value of PDF and CDF of - and y"" in Equation (6.35) we obtain (6.36).
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